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I ntroduction
1. Background

When the SDP of fer/answer nechani sm[RFC3264] is used to negotiate
the establishnent of nultinedia communi cation sessions, if separate
transports (5-tuples) are negotiated for each individual nedia
stream each transport consunmes additional resources (especially when
Interactive Connectivity Establishnent (1CE) [RFC8445] is used). For
this reason, it is attractive to use a single transport for multiple
medi a streans.

2. BUNDLE Mechani sm

This specification defines a way to use a single transport (BUNDLE
transport) for sending and receiving nedia (bundled nmedia) described
by nmultiple SDP nedia descriptions ("nm" sections). The address: port
conbi nation used by an endpoint for sending and receiving bundl ed
media is referred to as the "BUNDLE address:port". The set of SDP
attributes that are applied to each "n¥" section within a BUNDLE
group is referred to as "BUNDLE attributes". The same BUNDLE
transport is used for sending and receiving bundl ed nedia, which
means that the symmetric Real -tinme Transport Protocol (RTP) mechani sm
[ RFC4961] is always used for RTP-based bundl ed nedi a.

Thi s specification defines a new SDP G oupi ng Framework [ RFC5888]
extension called 'BUNDLE . The extension can be used with the

Sessi on Description Protocol (SDP) offer/answer nechani sm [ RFC3264]
to negotiate which "nme" sections will becone part of a BUNDLE group
In addition, the offerer and answerer [RFC3264] use the BUNDLE
extension to negotiate the BUNDLE addresses:ports (offerer BUNDLE
address: port and answerer BUNDLE address:port) and the set of BUNDLE
attributes (offerer BUNDLE attributes and answerer BUNDLE attri butes)
that will be applied to each "m=" section within the BUNDLE group

The use of a BUNDLE transport allows the usage of a single set of ICE
candi dat es [ RFC8445] for the whol e BUNDLE group

A gi ven BUNDLE address:port MJST only be associated with a single



BUNDLE group. [If an SDP offer or SDP answer (hereafter referred to
as "offer" and "answer") contains nultiple BUNDLE groups, the
procedures in this specification apply to each group i ndependently.
Al'l RTP-based bundl ed nmedi a associated with a gi ven BUNDLE group
belong to a single RTP session [ RFC3550].

The BUNDLE extension is backward conpatible. Endpoints that do not
support the extension are expected to generate offers and answers
wi thout an SDP ' group: BUNDLE attribute and assign a unique
address: port to each "m=" section within an offer and answer,
according to the procedures in [RFC3264] and [ RFC4566] .

. 3. Pr ot ocol Extensions

In addition to defining the new SDP G oupi ng Framewor k extension
this specification defines the follow ng protocol extensions and
makes the following updates to RFCs. This specification

* defines a new SDP attribute, ’bundle-only’ , which can be used to
request that a specific "ne" section (and the associ ated nedia) be
used only if kept within a BUNDLE group

* updates RFC 3264 [RFC3264] to al so allow assigning a zero port
value to an "n¥" section in cases where the nmedia described by the
"m=" section is not disabled or rejected.

* defines a new RTCP [ RFC3550] SDES item Media ldentification
("MD), and a new RTP SDES header extension that can be used to
associate RTP streans with "m=" sections.

* updates [RFC7941] by adding an exception, for the MD RTP header
extension, to the requirenent regardi ng protection of an SDES RTP
header extension carrying an SDES item for the M D RTP header
ext ensi on.

* updates [ RFC5888] by allowing an SDP 'group’ attribute to contain
an identification-tag that identifies an "m=" section with the
port value set to zero

.4. Changes from RFC 8843

When [ RFC8843] and [ RFC8829] were published, an inconsistency between
the specifications was identified. The procedures regarding
assigning the port value to a bundled "me" section in an answer
(initial or subsequent) and a subsequent offer were inconsistent.
Thi s specification renoves the inconsistency by aligning the port

val ue assi gnment procedure with the procedure in [ RFC8829].

In addition, this docunment inplements changes fromthe foll ow ng
errata reports: [Err6431], [Err6437].

Ter mi nol ogy

m=" section: SDP bodies contain one or nore nmedi a descriptions,

referred to as "nme" sections. Each "ne" section is represented by
an SDP "m=" line and zero or nore SDP attributes associated with
the "me" line. A local address:port conbination is assigned to
each "n¥" section.

5-tuple: A collection of the follow ng val ues: source address,
source port, destination address, destination port, and transport-
| ayer protocol.

Uni que address:port: An address:port conbination that is assigned to
only one "me" section in an offer or answer.



O ferer BUNDLE-tag: The first identification-tag in a given SDP
"group: BUNDLE attribute identification-tag list in an offer

Answerer BUNDLE-tag: The first identification-tag in a given SDP
"group: BUNDLE attribute identification-tag list in an answer.

Suggested offerer-tagged "m=" section: The bundled "n=" section
identified by the offerer BUNDLE-tag in an initial BUNDLE offer,
bef ore a BUNDLE group has been negoti at ed.

O ferer-tagged "m=" section: The bundled "nm=" section identified by
the of ferer BUNDLE-tag in a subsequent offer. The "n¥" section
contains characteristics (offerer BUNDLE address:port and offerer
BUNDLE attributes) that are applied to each "m=" section within
t he BUNDLE gr oup

Answer er-tagged "m" section: The bundled "m=" section identified by
the answerer BUNDLE-tag in an answer (initial BUNDLE answer or
subsequent). The "n¥" section contains characteristics (answerer
BUNDLE address: port and answerer BUNDLE attributes) that are
applied to each "n=" section within the BUNDLE group

BUNDLE address: port: An address:port comnbination that an endpoi nt
uses for sending and receiving bundl ed nmedi a.

O ferer BUNDLE address:port: The address:port conbination used by
the of ferer for sending and receiving nedia.

Answer er BUNDLE address:port: The address:port conbination used by
the answerer for sending and receiving nedia.

BUNDLE attributes: |DENTICAL and TRANSPORT nul ti pl exi ng category SDP
attributes. Once a BUNDLE group has been created, the attribute
val ues apply to each bundled "m=" section within the BUNDLE group

O ferer BUNDLE attributes: | DENTICAL and TRANSPORT nul ti pl exi ng
category SDP attributes included in the offerer-tagged "n¥"
section.

Answerer BUNDLE attributes: |DENTICAL and TRANSPORT nul ti pl exi ng
category SDP attributes included in the answerer-tagged "m="
secti on.

BUNDLE transport: The transport (5-tuple) used by all nedia
described by the "nm" sections within a BUNDLE group

BUNDLE group: A set of bundled "m=" sections, created using an SDP
of f er/ answer exchange, that uses a single BUNDLE transport and a
single set of BUNDLE attributes for sending and receiving al
medi a (bundl ed nedia) described by the set of "m" sections. The
same BUNDLE transport is used for sending and receiving bundl ed
medi a.

Bundl ed "m=" section: An "mE" section, whose identification-tag is
pl aced in an SDP ’group: BUNDLE attribute identification-tag |ist
in an of fer or answer.

Bundl e-only "m=" section: A bundled "n&" section that contains an
SDP ' bundl e-only’ attribute.

Bundl ed nedia: All nedia associated with a gi ven BUNDLE gr oup

Initial BUNDLE offer: The first offer, within an SDP session (e.g.,
a SIP dialog when SIP [ RFC3261] is used to carry SDP), in which
the offerer indicates that it wants to negotiate a gi ven BUNDLE

group.
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Initial BUNDLE answer: The answer to an initial BUNDLE offer in
which the offerer indicates that it wants to negotiate a BUNDLE
group, and the answerer accepts the creation of the BUNDLE group
The BUNDLE group is created once the answerer sends the initial
BUNDLE answer.

Subsequent offer: An offer that contains a BUNDLE group that has
been created as part of a previous offer/answer exchange.

Subsequent answer: An answer to a subsequent offer

Identification-tag: A unique token value that is used to identify an
"me" section. The SDP 'mid attribute [RFC5888] in an "n¥"
section carries the unique identification-tag assigned to that
"m=" section. The session-level SDP 'group’ attribute [ RFC5888]
carries a list of identification-tags, identifying the "m="
sections associated with that particular 'group’ attribute.

Conventi ons

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB8174] when, and only when, they appear in all
capitals, as shown here

Applicability Statenent

The nmechanismin this specification only applies to SDP [ RFC4566],
when used together with the SDP of fer/answer nechani sm [ RFC3264].

Decl arative usage of SDP is out of scope of this docunent and is thus
undef i ned.

SDP G oupi ng Framewor k BUNDLE Ext ensi on

This section defines a new SDP G oupi ng Franmework [ RFC5888]
extension, 'BUNDLE . The BUNDLE extension can be used with the SDP
of fer/answer nmechanismto negotiate a set of "m=" sections that wll
becone part of a BUNDLE group. Wthin a BUNDLE group, each "ne
section uses a BUNDLE transport for sending and receiving bundl ed
medi a. Each endpoi nt uses a single address:port conbination for
sendi ng and receiving the bundl ed nedi a.

The BUNDLE extension is indicated using an SDP 'group’ attribute with
a senmantics value [RFC5888] of "BUNDLE'. An identification-tag is
assigned to each bundl ed "n¥" section, and each identification-tag is
listed in the SDP ’'group: BUNDLE attribute identification-tag |ist.
Each "m" section whose identification-tag is listed in the
identification-tag list is associated with a gi ven BUNDLE group

SDP bodi es can contain nultiple BUNDLE groups. Any given bundl ed
"m" section MJST NOT be associated with nore than one BUNDLE group
at any given tine.

NOTE: The order of the "m" sections listed in the SDP ' group: BUNDLE
attribute identification-tag |list does not have to be the sane as the
order in which the "m" sections occur in the SDP

The nul tipl exi ng category [RFC8859] for the ’'group: BUNDLE attribute
is ' NORMAL'.

Section 7 defines the detailed SDP of fer/answer procedures for the
BUNDLE ext ensi on

SDP ' bundl e-only’ Attribute



This section defines a new SDP nedi a-l evel attribute [ RFC4566],
"bundl e-only’. "bundle-only’ is a property attribute [ RFC4566];
hence, it has no val ue.

In order to ensure that an answerer that does not support the BUNDLE
ext ensi on al ways rejects a bundled "m" section in an offer, the

of ferer can assign a zero port value to the "m=" section. According
to [ RFC3264], an answerer will reject such an "nm=" section. By
including an SDP ’'bundl e-only’ attribute in a bundled "n¥" section,
the of ferer can request that the answerer accept the "m=" section
only if the answerer supports the BUNDLE extension and if the
answerer keeps the "m=" section within the associ ated BUNDLE gr oup

Nane: bundl e-only
Value: NA

Usage Level: nedia
Charset Dependent: no
Exanpl e:  a=bundl e-only

The usage of the ’'bundle-only attribute is only defined for a
bundl ed "ne" section with a zero port value. Qher usage is
unspecified. |[|f an offerer or answerer receives a 'bundl e-only’
attribute in a non-bundled "m" section, the offerer or answerer MJST
discard the attribute.

Section 7 defines the detailed SDP of fer/answer procedures for the
"bundl e-only’ attribute.

SDP O f er/ Answer Procedures
This section describes the SDP of fer/answer [RFC3264] procedures for:
* Negotiating a BUNDLE group;

* Suggesting and selecting the tagged "m=" sections (offerer-tagged
"m" section and answerer-tagged "mE" section);

* Adding an "n¥" section to a BUNDLE group;

* Mving an "n" section out of a BUNDLE group; and

* Disabling an "m" section within a BUNDLE group

The generic rules and procedures defined in [RFC3264] and [ RFC5888]
al so apply to the BUNDLE extension. For exanple, if an offer is
rejected by the answerer, the previously negotiated addresses: ports,
SDP paraneters, and characteristics (including those associated with
a BUNDLE group) apply. Hence, if an offerer generates an offer in
order to negotiate a BUNDLE group and the answerer rejects the offer,
the BUNDLE group is not created.

The procedures in this section are independent of the media type or
"me" line proto value assigned to a bundled "m=" section. Section 6
defines additional considerations for the usage of the SDP ' bundl e-
only’ attribute. Section 9 defines additional considerations for
RTP- based nedia. Section 10 defines additional considerations for
the usage of the | CE nechani sm [ RFC8445].

O fers and answers can contain nultiple BUNDLE groups. The
procedures in this section apply independently to a gi ven BUNDLE

group.



7.1. Ceneric SDP Considerations

Thi s section describes generic restrictions associated with the usage
of SDP paraneters within a BUNDLE group. It also describes howto
cal culate a value for the whol e BUNDLE group, when paraneter and
attribute val ues have been assigned to each bundl ed "n¥" section.

7.1.1. Connection Data ("c=")

The "c=" line nettype val ue [ RFC4566] associated with a bundled "m="
section MUST be "IN .

The "c=" |ine addrtype val ue [ RFC4566] associated with a bundl ed "nme"
section MUST be "IP4" or 'IP6". The sane value MJST be associ ated
with each "m=" section.

NOTE: Extensions to this specification can specify usage of the
BUNDLE nmechani sm for other nettype and addrtype val ues than the
ones |isted above.

7.1.2. Bandwidth ("b=")

An offerer and answerer MJST use the rules and restrictions defined
in [RFC8859] for associating the SDP bandwi dth ("b=") line with
bundl ed "n¥" sections.

7.1.3. Attributes ("a=")

An offerer and answerer MJST include SDP attributes in every bundl ed
"m=" section where applicable, follow ng the nornmal offer/answer
procedures for each attribute, with the follow ng exceptions:

* |In the initial BUNDLE offer, the offerer MJST NOT incl ude
| DENTI CAL and TRANSPORT mul ti pl exi ng category SDP attri butes
(BUNDLE attributes) in bundle-only "m=" sections. The offerer
MUST i nclude such attributes in all other bundl ed "m=" sections.
In the initial BUNDLE offer, each bundled "m" line can contain a
different set of BUNDLE attributes and attribute values. Once the
of ferer-tagged "m=" section has been sel ected, the BUNDLE
attributes contained in the offerer-tagged "nm=" section will apply
to each bundled "m=" section within the BUNDLE group

* |n a subsequent offer or in an answer (initial or subsequent), the
of ferer and answerer MJST incl ude | DENTI CAL and TRANSPORT
mul ti pl exi ng category SDP attributes (BUNDLE attributes) only in
the tagged "m=" section (offerer-tagged "m=" section or answerer-
tagged "n¥" section). The offerer and answerer MJST NOT incl ude
such attributes in any other bundled "n=" section. The BUNDLE
attributes contained in the tagged "m=" section will apply to each
bundl ed "nme" section within the BUNDLE group

* In an offer (initial BUNDLE offer or subsequent) or in an answer
(initial BUNDLE answer or subsequent), the offerer and answerer
MUST include SDP attributes from categories other than | DENTI CAL
and TRANSPORT in each bundled "nme" section that a given attribute
applies to. Each bundled "n¥" line can contain a different set of
such attributes and attribute values, as such attributes only
apply to the given bundled "m" section in which they are
i ncl uded.

NOTE: A consequence of the rules above is that nedia-specific

| DENTI CAL and TRANSPORT mul ti pl exi ng category SDP attri butes that
are applicable only to sone of the bundled "m" sections within
the BUNDLE group might appear in the tagged "nm=" section for which
they are not applicable. For instance, the tagged "n=" section
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m ght contain an SDP 'rtcp-nmux’ attribute even if the tagged "n¥"
section does not describe RTP-based nedia (but another bundl ed
"m" section within the BUNDLE group does descri be RTP-based
medi a) .

2. Cenerating the Initial BUNDLE O fer

The procedures in this section apply to the first offer within an SDP
session (e.g., a SIP dialog when SIP [RFC3261] is used to carry SDP)
in which the offerer indicates that it wants to negotiate a given
BUNDLE group. This could occur in the initial offer, or in a
subsequent offer, of the SDP session

When an offerer generates an initial BUNDLE offer, in order to
negoti ate a BUNDLE group, it MJST:

* Assignh a unique address:port to each bundled "m=" section
followi ng the procedures in [RFC3264], excluding any bundl e-only
"m=" sections (see bel ow);

* Pick a bundled "n¥" section as the suggested offerer-tagged "nm="
(Section 7.2.1);

* Include SDP attributes in the bundl ed "n=" sections follow ng the
rules in Section 7.1.3;

* Include an SDP 'group: BUNDLE attribute in the offer; and

* Place the identification-tag of each bundled "m" section in the
SDP ' group: BUNDLE attribute identification-tag list. The offerer
BUNDLE-t ag i ndi cates the suggested offerer-tagged "nm=" section

NOTE: When the offerer assigns unique addresses:ports to nultiple
bundl ed "m" sections, the offerer needs to be prepared to receive
bundl ed nmedi a on each uni que address:port until it receives the
associ ated answer and finds out which bundled "m=" section (and
associ at ed address: port conbi nation) the answerer has sel ected as
the of ferer-tagged "ne" section.

If the offerer wants to request that the answerer accept a given
bundl ed "m=" section only if the answerer keeps the "n&" section
wi thin the negotiated BUNDLE group, the offerer MJST:

* Include an SDP 'bundl e-only’ attribute (Section 7.2.1) in the "nmE"
section, and

* Assignh a zero port value to the "m=" section

NOTE: If the offerer assigns a zero port value to a bundled "m="
section but does not include an SDP 'bundle-only’ attribute in the
"mE" section, it is an indication that the offerer wants to

di sable the "n¥" section (Section 7.5.3).

Sections 7.2.2 and 18.1 show an exanple of an initial BUNDLE offer.
2.1. Suggesting the Oferer-Tagged "nE" Section

In the initial BUNDLE offer, the bundled "m=" section indicated by
the of ferer BUNDLE-tag is the suggested offerer-tagged "m=" section
The address:port conbination associated with the "nm=" section will be
used by the offerer for sending and receiving bundled nedia if the
answerer selects the "nF" section as the offerer-tagged "ne" section
(Section 7.3.1). In addition, if the answerer selects the "nr
section as the offerer-tagged "m=" section, the BUNDLE attri butes
included in the "nm=" section will be applied to each "n¥" section
wi thin the negoti ated BUNDLE group



The offerer MJUST NOT suggest a bundle-only "nme" section as the
of ferer-tagged "n¥" section

It is RECOVWENDED t hat the suggested offerer-tagged "nm=" section be a
bundl ed "m=" section which the offerer believes is unlikely to be
rejected or noved out of the BUNDLE group by the answerer. How such
an assunption is nade is outside the scope of this docunent.

.2.2. Exanple: Initial BUNDLE O fer

The foll owi ng exanpl e shows an initial BUNDLE offer. The offer
includes two "m=" sections in the offer and suggests that both "m="
sections be included in a BUNDLE group. The audio "nme" section is
the suggested offerer-tagged "m=" section, indicated by placing the
identification-tag associated with the "m=" section (offerer BUNDLE-
tag) first in the SDP 'group: BUNDLE attribute identification-id
list.

SDP Offer

v=0

o=al i ce 2890844526 2890844526 I N | P6 2001: db8: : 3
S=

c=IN I P6 2001: db8:: 3

t=0 0

a=group: BUNDLE foo bar

mraudi o 10000 RTP/ AVP 0 8 97

b=AS: 200

a=m d: f oo

a=rtcp- mx

a=rtprmap: 0 PCMJ 8000

a=rtpmap: 8 PCMA/ 8000

a=rtpmap: 97 i LBC/ 8000

a=extmap: 1 urn:ietf:params:rtp-hdrext:sdes: md

mevi deo 10002 RTP/ AVP 31 32

b=AS: 1000

a=m d: bar

a=rt cp- mux

a=rtpmap: 31 H261/ 90000

a=rtpmap: 32 MPV/ 90000

a=extmap: 1 urn:ietf:paranms:rtp-hdrext:sdes: md

The foll owi ng exanpl e shows an initial BUNDLE offer. The offer
includes two "m" sections in the offer and suggests that both "m="
sections are included in a BUNDLE group. The offerer includes an SDP
"bundl e-only’ attribute in the video "n¥" section to request that the
answerer accept the "me" section only if the answerer supports the
BUNDLE extension and if the answerer keeps the "nE" section within
the associ ated BUNDLE group. The audio "me" section is the suggested
of ferer-tagged "m=" section, indicated by placing the identification-
tag associated with the "m=" section (offerer BUNDLE-tag) first in
the SDP ' group: BUNDLE attribute identification-id |list.

SDP O fer
v=0
o=al i ce 2890844526 2890844526 I N | P6 2001: db8::3
sS=
c=IN I P6 2001:db8::3
t=0 0

a=group: BUNDLE foo bar

mFaudi o 10000 RTP/ AVP 0 8 97
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b=AS: 200

a=m d: f oo

a=rt cp- mux

a=rtpmap: 0 PCMJ 8000

a=rtpmap: 8 PCMA/ 8000

a=rtpmap: 97 i LBC/ 8000

a=extmap: 1 urn:ietf:params:rtp-hdrext:sdes: md

mevi deo 0 RTP/ AVP 31 32

b=AS: 1000

a=m d: bar

a=bundl e-onl y

a=rtpmap: 31 H261/ 90000

a=rt pmap: 32 MPV/ 90000

a=extmap: 1l urn:ietf:paranms:rtp-hdrext:sdes: md

Generating the SDP Answer

VWhen an answerer generates an answer (initial BUNDLE answer or
subsequent) that contains a BUNDLE group, the foll owi ng general SDP
Groupi ng Franework restrictions, defined in [ RFC5888], also apply to
t he BUNDLE group:

* The answerer is only allowed to include a BUNDLE group in an
initial BUNDLE answer if the offerer requested the BUNDLE group to
be created in the corresponding initial BUNDLE offer;

* The answerer is only allowed to include a BUNDLE group in a
subsequent answer if the correspondi ng subsequent offer contains a
previ ously negotiated BUNDLE group;

* The answerer is only allowed to include a bundled "m" section in
an answer if the "nm" section was indicated as bundled in the
correspondi ng offer; and

* The answerer is only allowed to include a bundled "m" section in
the sanme BUNDLE group as the bundled "m=" line in the
correspondi ng offer.

In addition, when an answerer generates an answer (initial BUNDLE
answer or subsequent) that contains a BUNDLE group, the answerer
MUST:

* |In case of an initial BUNDLE answer, select the offerer-tagged
"m=" section using the procedures in Section 7.3.1. In case of a
subsequent answer, the offerer-tagged "nm" section is indicated in
the correspondi ng subsequent offer and MJUST NOT be changed by the
answer er;

* Select the answerer-tagged "ne" section (Section 7.3.1);

* Assign the answerer BUNDLE address:port to the answerer-tagged
"m=" section and to every other bundled "m" section within the
BUNDLE gr oup;

* Include SDP attributes in the bundled "m" sections follow ng the
rules in Section 7.1.3;

* |Include an SDP ' group: BUNDLE attribute in the answer; and

* Place the identification-tag of each bundled "m" section in the
SDP ' group: BUNDLE attribute identification-tag list. The
answerer BUNDLE-tag indicates the answerer-tagged "m=" section
(Section 7.3.1).

If the answerer does not want to keep an "m=" section within a BUNDLE
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group, it MJST:
* NMbove the "nme" section out of the BUNDLE group (Section 7.3.2); or
* Reject the "me" section (Section 7.3.3).

The answerer can nodify the answerer BUNDLE address:port, add and
renove SDP attributes, or nodify SDP attribute values in a subsequent
answer. Changes to the answerer BUNDLE address: port and the answerer
BUNDLE attributes will be applied to each bundled "nm=" section within
t he BUNDLE gr oup.

NOTE: If a bundled "m=" section in an offer contains a zero port
val ue, but the "nm=" section does not contain an SDP ’bundl e-only’
attribute, it is an indication that the offerer wants to disable
the "n¥" section (Section 7.5.3).

3.1. Answerer Selection of Tagged "m=" Sections

When sel ecting the offerer-tagged "m=" section, the answerer MJST
first check whether the "nme" section fulfills the following criteria
(Section 7.2.1):

*  The answerer will not nove the "n¥" section out of the BUNDLE

group (Section 7.3.2);

* The answerer will not reject the "nm=" section (Section 7.3.3); and

* The "m=" section does not contain a zero port val ue.

If all of the criteria above are fulfilled, the answerer MJST sel ect
the "ne" section as the offerer-tagged "m=" section and MJST al so
mar k the corresponding "nE" section in the answer as the answerer-
tagged "n¥" section. In the answer, the answerer BUNDLE-tag

i ndi cates the answerer-tagged "m=" section

If one or nore of the criteria are not fulfilled, the answerer MJST
pick the next identification-tag in the identification-tag list in
the offer and performthe sane criteria check for the "n¥" section
i ndicated by that identification-tag. |If there are no nore
identification-tags in the identification-tag list, the answerer MJST
NOT create the BUNDLE group. |In addition, unless the answerer
rejects the whole offer, the answerer MJST apply the answerer
procedures for noving an "m" section out of a BUNDLE group
(Section 7.3.2) or rejecting an "n=" section within a BUNDLE group
(Section 7.3.3) to every bundled "m=" section in the offer when
creating the answer.

Section 18.1 shows an exanple of an offerer BUNDLE address: port
sel ecti on.

Sections 7.3.4 and 18.1 show an exanpl e of an answerer-tagged "m="
section sel ection.

3.2. Myving a Media Description Qut of a BUNDLE G oup

When an answerer generates the answer, the answerer MJST first check
the following criteria if it wants to nove a bundl ed "m=" section out
of the negotiated BUNDLE group

* In the corresponding offer, the "m" section is within a
previously negotiated BUNDLE group, and

* In the corresponding offer, the "m=" section contains an SDP

"bundl e-only’ attribute.



If either criterion above is fulfilled, the answerer cannot nove the
"m=" section out of the BUNDLE group in the answer. The answerer can
reject the whole offer, reject each bundled "nm" section within the
BUNDLE group (Section 7.3.3), or keep the "n¥" section within the
BUNDLE group in the answer and | ater create an offer where the "n¥
section is noved out of the BUNDLE group (Section 7.5.2).

NOTE: One consequence of the rules above is that, once a BUNDLE
group has been negotiated, a bundled "n=" section cannot be noved
out of the BUNDLE group in an answer. |Instead, an offer is
needed.

VWhen the answerer generates an answer in which it noves a bundl ed
"m=" section out of a BUNDLE group, the answerer

* MJST assign a unique address:port to the "n¥" section;

* MUIST include any applicable SDP attribute in the "m=" section
usi ng the normal offer/answer procedures for each attribute;

*  MJST NOT place the identification-tag associated with the "m="

section in the SDP 'group: BUNDLE attribute identification-tag

list associated with the BUNDLE group; and

* MJST NOT include an SDP ’bundl e-only’ attribute to the "n¥"
section.

Because an answerer is not allowed to nove an "m=" section from one
BUNDLE group to another within an answer (Section 7.3), if the
answerer wants to nove an "n¥" section from one BUNDLE group to
another, it MJST first nmove the "m=" section out of the current
BUNDLE group and then generate an offer where the "nme" section is
added to anot her BUNDLE group (Section 7.5.1).

7.3.3. Rejecting a Media Description in a BUNDLE G oup

VWhen an answerer wants to reject a bundled "m=" section in an answer,
it MUST first check the following criterion

* |In the corresponding offer (subsequent), the "m" section is the

of ferer-tagged "n=" section

If the criterion above is fulfilled, the answerer cannot reject the
"m=" section in the answer. The answerer can reject the whole offer,
reject each bundled "m" section within the BUNDLE group, or keep the
"m=" section within the BUNDLE group in the answer and |later create
an offer where the "m=" section is disabled within the BUNDLE group

(Section 7.5.3).

When an answerer generates an answer in which it rejects a bundl ed
"mE" section, the answerer:

* MJST assign a zero port value to the "n¥

the procedures in [ RFC3264];

section, according to

*  MJST NOT place the identification-tag associated with the "m"
section in the SDP 'group: BUNDLE attribute identification-tag
|ist associated with the BUNDLE group; and

* MJST NOT include an SDP ’bundl e-only’ attribute in the "m="
section.

7.3.4. Exanple: SDP Answer

The exanpl e bel ow shows an answer based on the corresponding offer in
Section 7.2.2. The answerer accepts both bundl ed "m=" sections



within the created BUNDLE group. The audio "n¥" section is the
answer er-tagged "n¥" section, indicated by placing the
identification-tag associated with the "m" section (answerer BUNDLE-
tag) first in the SDP 'group: BUNDLE attribute identification-id

list.

SDP Answer
v=0
o=bob 2808844564 2808844564 IN | P6 2001: db8::1
S:
c=IN I P6 2001:db8::1
t=0 0
a=group: BUNDLE foo bar
mFaudi o 20000 RTP/ AVP 0O
b=AS: 200
a=m d: f oo

a=rt cp- mux
a=rtpmap: 0 PCMJ 8000
a=extmap: 1 urn:ietf:params:rtp-hdrext:sdes: md

mevi deo 20000 RTP/ AVP 32

b=AS: 1000

a=m d: bar

a=rt pmap: 32 MPV/ 90000

a=extmap: 1 urn:ietf:paranms:rtp-hdrext:sdes: md

7.3.5. RFC 8843 Consi derations

In [ RFC8843], instead of assigning the offerer BUNDLE address: port to
each "m" section within the BUNDLE group when nodi fying the session
(Section 7.5), the offerer only assigned the of ferer BUNDLE

address: port to the offerer-tagged "m=" section. For every other
"m=" section within the BUNDLE group, the offerer included an SDP
"bundl e-only’ attribute in, and assigned a zero port value to, the
"m" section. The way an answerer conpliant with this specification
processes such offer is considered an i nplenentation issue (e.g.,
based on whether the answerer needs to be backward conpatible with
offerers conpliant with [ RFC8843]) and is outside the scope of this
specification. The exanple bel ow shows such an SDP O f er

SDP O fer
v=0
o=al i ce 2890844526 2890844526 I N | P6 2001: db8::3
S:
c=IN I P6 2001: db8::3
t=0 0

a=group: BUNDLE foo bar

mFaudi o 10000 RTP/ AVP 0 8 97

b=AS: 200

a=m d: f oo

a=rt cp- mux

a=rt pmap: 0 PCMJ 8000

a=rtpmap: 8 PCMA/ 8000

a=rtpmap: 97 i LB/ 8000

a=extmap: 1 urn:ietf:params:rtp-hdrext:sdes: md

nmevi deo 0 RTP/ AVP 31 32
b=AS: 1000

a=m d: bar

a=bundl e-only
a=rtpmap: 31 H261/ 90000
a=rt pmap: 32 MPV/ 90000
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a=extmap: 1 urn:ietf:params:rtp-hdrext:sdes: md

4. O ferer Processing of the SDP Answer
When an offerer receives an answer, if the answer contains a BUNDLE
group, the offerer MUST check that any bundled "n=" section in the
answer was indicated as bundled in the corresponding offer (for the
same BUNDLE group). |If there is no mismatch, the offerer MJUST apply
the properties (BUNDLE address:port, BUNDLE attributes, etc.) of the
of ferer-tagged "m" section (selected by the answerer; see
Section 7.3.1) to each bundled "m=" section within the BUNDLE group
NOTE: As the answerer mght reject one or nore bundled "m="
sections in an initial BUNDLE offer or nmove a bundled "m=" section
out of a BUNDLE group, a given bundled "m=" section in the offer
m ght not be indicated as bundled in the correspondi ng answer.
If the answer does not contain a BUNDLE group, the offerer MJST
process the answer as a nornmal answer.
4.1. RFC 8843 Consi derations
In [ RFC8843], instead of assigning the answerer BUNDLE address: port
to each "m=" section within the BUNDLE group when generating the SDP
Answer (Section 7.3), the answerer only assigned the answerer BUNDLE
address: port to the answerer-tagged "n¥" section. For every other
"m=" section within the BUNDLE group, the answerer included an SDP
"bundl e-only’ attribute in, and assigned a zero port value to, the
"m=" section. The way an offerer conpliant with this specification
processes such an SDP Answer is considered an inplenentation issue
(e.g., based on whether the answerer needs to be backward conpati bl e
with offerers conpliant with [ RFC8843]) and is outside the scope of
this specification. The exanpl e bel ow shows such an SDP Answer:
SDP Answer
v=0
o=bob 2808844564 2808844564 | N | P6 2001: db8::1
S=
c=IN | P6 2001: db8::1
t=0 0
a=group: BUNDLE f oo bar
mraudi o 20000 RTP/ AVP 0
b=AS: 200
a=m d: f oo
a=rt cp- mux
a=rt pmap: 0 PCMJ 8000
a=extmap: 1 urn:ietf:params:rtp-hdrext:sdes: md
mevi deo 0 RTP/ AVP 32
b=AS: 1000
a=m d: bar
a=bundl e-onl y
a=rtpmap: 32 MPV/ 90000
a=extmap: 1 urn:ietf:paranms:rtp-hdrext:sdes: md
5. Modifying the Session

When a BUNDLE group has been previously negotiated and an offerer
generates a subsequent offer, the offerer MJIST:

* Pick one bundled "ne" section as the offerer-tagged "m=" section
The offerer can pick either the "m=" section that was previously
sel ected by the answerer as the offerer-tagged "n¥" section or
anot her bundled "m=" section within the BUNDLE group;
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* Assign a BUNDLE address:port (previously negotiated or newy
suggested) to the offerer-tagged "m" section and to every ot her
bundl ed "m" section within the BUNDLE group;

* Include SDP attributes in the bundl ed "n=" sections follow ng the
rules in Section 7.1.3;

* Include an SDP 'group: BUNDLE attribute in the offer; and

* Place the identification-tag of each bundled "m" section in the
SDP ' group: BUNDLE attribute identification-tag list. The offerer
BUNDLE-t ag i ndicates the offerer-tagged "n¥" section

The of ferer MUST NOT pick a given bundled "m=" section as the
of ferer-tagged "m" section if:

* The offerer wants to nove the
(Section 7.5.2), or

m=" section out of the BUNDLE group

* The offerer wants to disable the "m" section (Section 7.5.3).

The offerer can nodify the offerer BUNDLE address: port, add and
renove SDP attributes, or nodify SDP attribute values in the
subsequent offer. Changes to the offerer BUNDLE address:port and the
of ferer BUNDLE attributes will (if the offer is accepted by the
answerer) be applied to each bundled "m=" section within the BUNDLE

group.
1. Adding a Media Description to a BUNDLE G oup

When an offerer generates a subsequent offer in which it wants to add
a bundl ed "n¥" section to a previously negotiated BUNDLE group, the
of ferer follows the procedures in Section 7.5. The offerer picks
either the added "m=" section or an "m" section previously added to
the BUNDLE group as the offerer-tagged "m=" section

NOTE: As described in Section 7.3.2, the answerer cannot nove the
added "m=" section out of the BUNDLE group in its answer. |If the
answerer wants to nove the "m" section out of the BUNDLE group,
it will have to first accept it into the BUNDLE group in the
answer and then send a subsequent offer where the "n=" section is
moved out of the BUNDLE group (Section 7.5.2).

2. Myving a Media Description Qut of a BUNDLE G oup

When an of ferer generates a subsequent offer in which it wants to
renove a bundled "m=" section froma BUNDLE group, the offerer:

* MJST assign a unique address:port to the "ne" section;

*  MJST include SDP attributes in the "m=" section follow ng the
normal offer/answer rules for each attribute;

* MJST NOT place the identification-tag associated with the "m="

section in the SDP 'group: BUNDLE attribute identification-tag

|ist associated with the BUNDLE group; and

* MUST NOT assign an SDP 'bundle-only’ attribute to the "m="
section.

For the other bundled "ne" sections within the BUNDLE group, the
offerer follows the procedures in Section 7.5.

An offerer MUST NOT nove an "nm=" section from one BUNDLE group to
another within a single offer. |If the offerer wants to nove an "

ne



section fromone BUNDLE group to another, it MJUST first nove the
BUNDLE group out of the current BUNDLE group and then generate a
second of fer where the "nme" section is added to anot her BUNDLE group
(Section 7.5.1).

Section 18.4 shows an exanple of an offer for noving an "m=" section

out of a BUNDLE group
7.5.3. Disabling a Media Description in a BUNDLE G oup

When an of ferer generates a subsequent offer in which it wants to
di sable a bundl ed "n=" section froma BUNDLE group, the offerer:

* MJST assign a zero port value to the "m=" section, follow ng the
procedures in [ RFC4566] ;

*  MUJST NOT place the identification-tag associated with the "m="
section in the SDP 'group: BUNDLE attribute identification-tag
|ist associated with the BUNDLE group; and

*  MJST NOT assign an SDP ’'bundl e-only’ attribute to the "me"
secti on.

For the other bundled "n=" sections within the BUNDLE group, the
offerer follows the procedures in Section 7.5.

Section 18.5 shows an exanple of an offer and answer for disabling an
"mE" section within a BUNDLE group

7.6. 3PCC Consi derations

In sone third-party call control (3PCC) scenarios, a new session wll
be established between an endpoint that is currently part of an
ongoi ng session and an endpoint that is not currently part of an
ongoi ng session. In this situation, the endpoint that is not part of
a session, while expecting an initial offer, can receive an SDP offer
created as a subsequent offer. The text bel ow describes how this can
occur with the Session Initiation Protocol (SIP) [RFC3261].

SIP [ RFC3261] allows a User Agent Client (UAC) to send a re-INVITE
request w thout an SDP body (sonetines referred to as an "enpty re-
INVITE'). 1In such cases, the User Agent Server (UAS) will include an
SDP Offer in the associated 200 (OK) response; when the UAS is a part
of an ongoing SIP session, this offer will be a subsequent offer

This offer will be received by the 3PCC controller (UAC) and then
forwarded to another User Agent (UA). Wen that UAis not part of an
ongoi ng SIP session, as noted above, it will process the offer as an
initial SDP offer.

Wien the BUNDLE mechanismis used, an initial BUNDLE offer is
constructed using different rules than subsequent BUNDLE of fers, and
it cannot be assuned that a UAis able to correctly process a
subsequent BUNDLE offer as an initial BUNDLE offer. Therefore, the
3PCC control l er SHOULD take action to nmitigate this problem e.g.,
rewite the subsequent BUNDLE offer into a valid initial BUNDLE offer
(Section 7.2), before it forwards the BUNDLE offer to a UA

8. Protocol Identification
Each "m=" section within a BUNDLE group MJST use the sane transport-
| ayer protocol. If bundled "m" sections use different upper-|ayer
protocols on top of the transport-|layer protocol, there MJST exist a
publicly avail abl e specification that describes how a nechani sm
associ ates received data with the correct protocol for this
particul ar protocol conbination.
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In addition, if received data can be associated with nore than one
bundl ed "n¥" section, there MUST exist a publicly avail able
specification that describes a nechanismfor associating the received
data with the correct "m=" section.
Thi s docunent describes a nmechanismto identify the protocol of

recei ved data anong the Session Traversal Utilities for NAT (STUN),
Dat agram Transport Layer Security (DTLS), and the Secure Real -tine
Transport Protocol (SRTP) (in any conbination) when UDP is used as a
transport-layer protocol, but it does not describe howto identify
different protocols transported on DILS. While the mechanismis
generally applicable to other protocols and transport-I|ayer
protocol s, any such use requires further specification that
enconpasses how to nmultiplex nmultiple protocols on a given transport-
| ayer protocol and how to associate received data with the correct

pr ot ocol s.

STUN, DTLS, and SRTP

Section 5.1.2 of [RFC5764] describes a mechanismto identify the
protocol of a received packet anpobng the STUN, DTLS, and SRTP
protocols (in any conbination). |If an offer or answer includes a
bundl ed "nm=" section that represents these protocols, the offerer or
answerer MJST support the mechani sm described in [RFC5764], and no
explicit negotiation is required in order to indicate support and
usage of the mechani sm

[ RFC5764] does not describe howto identify different protocols
transported on DTLS, only how to identify the DTLS protocol itself.
If multiple protocols are transported on DILS, there MJST exist a
speci fication describing a nechanismfor identifying each individua
protocol. In addition, if a received DILS packet can be associ ated
with nore than one "n¥" section, there MJST exist a specification
that describes a nmechani smfor associating the received DTLS packets
with the correct "m=" section.

Section 9.2 describes how to associate the packets in a received SRTP
streamwith the correct "nmF" section

RTP Consi derati ons
Si ngl e RTP Sessi on

Al RTP-based nmedia within a single BUNDLE group belong to a single
RTP sessi on [ RFC3550] .

Since a single BUNDLE transport is used for sending and receiving
bundl ed medi a, the symmetric RTP nechani sm [ RFC4961] MJST be used for
RTP- based bundl ed nedi a.

Since a single RTP session is used for each BUNDLE group, all "n¥
sections representing RTP-based nedia within a BUNDLE group w ||
share a single synchroni zati on source (SSRC) nunbering space

[ RFC3550] .

The following rules and restrictions apply for a single RTP session

* A specific payload type value can be used in nultiple bundled "m"
sections only if each codec associated with the payl oad type

nunber shares an identical codec configuration (Section 9.1.1).

* The proto value in each bundl ed RTP-based "m=" section MJST be
i dentical (e.g., RTP/AVPF).

* The RTP M D header extension MJST be enabl ed by including an SDP
"extmap’' attribute [RFC8285], with a 'urn:ietf:parans:rtp-



hdrext:sdes:md URl value defined in this specification in each
bundl ed RTP-based "nme" section in every offer and answer.

* A given SSRC MUST NOT transmt RTP packets using payl oad types
that originate fromdifferent bundl ed "m=" sections.

NOTE: The | ast bullet above is to avoid sending multiple nedia
types fromthe same SSRC. If transmssion of nultiple nedia types
is done with tine overlap, RTP and RTCP fail to function. Even if
done in the proper sequence, this causes RTP tinestanp rate
switching issues [RFC7160]. However, once an SSRC has left the
RTP session (by sending an RTCP BYE packet), that SSRC can be
reused by another source (possibly associated with a different
bundl ed "n¥" section) after a delay of 5 RTCP reporting intervals
(the delay is to ensure the SSRC has tinmed out in case the RTCP
BYE packet was | ost [ RFC3550]).

[ RFC7657] defines Differentiated Services (Diffserv) considerations
for RTP-based bundl ed nmedia sent using a mxture of Diffserv
Codepoi nt s.

9.1.1. Payload Type (PT) Val ue Reuse

Mul tiple bundled "m=" sections m ght describe RTP-based nedia. As
al | RTP-based nedia associated with a BUNDLE group belong to the same
RTP session, in order for a given payload type value to be used

i nside nore than one bundl ed "n¥" section, all codecs associated with
the payl oad type nunber MJUST share an identical codec configuration
This nmeans that the codecs MJST share the sanme nmedia type, encoding
nane, clock rate, and any paraneter that can affect the codec
configuration and packetization. [RFC8859] lists SDP attributes
whose attribute values are required to be identical for all codecs
that use the sane payl oad type val ue.

9.2. Associating RTP/RTCP Streams with the Correct SDP Media
Descri ption

As described in [ RFC3550], RTP packets are associated with RTP
streans [ RFC7656]. Each RTP streamis identified by an SSRC val ue,
and each RTP packet includes an SSRC field that is used to associate
the packet with the correct RTP stream RTCP packets al so use SSRCs
to identify which RTP streans the packet relates to. However, an
RTCP packet can contain multiple SSRC fields in the course of
provi di ng feedback or reports on different RTP streans; therefore,
they can be associated with multiple such streans.

In order to be able to process received RTP/ RTCP packets correctly,
it MJUST be possible to associate an RTP streamwith the correct "nE
section, as the "n¥" section and SDP attributes associated with the
"me" section contain information needed to process the packets.

As all RTP streans associated with a BUNDLE group use the sane
transport for sending and receiving RTP/RTCP packets, the loca
address: port combination part of the transport cannot be used to
associate an RTP streamwi th the correct "m=" section. In addition,
multiple RTP streans m ght be associated with the same "n¥" section.

An offerer and answerer can inform each other which SSRC val ues they
will use for an RTP stream by using the SDP 'ssrc’ attribute

[ RFC5576]. However, an offerer will not know which SSRC val ues the
answerer will use until the offerer has received the answer providing
that information. Due to this, before the offerer has received the
answer, the offerer will not be able to associate an RTP streamwith
the correct "me" section using the SSRC val ue associated with the RTP
stream |In addition, the offerer and answerer may start using new
SSRC val ues m d-session, wi thout inform ng each other about using the



SDP 'ssrc’ attri bute.

In order for an offerer and answerer to al ways be able to associate
an RTP streamwith the correct "m" section, the offerer and answerer
usi ng the BUNDLE extensi on MJST support the nechani sm defined in
Section 15, where the offerer and answerer insert the identification-
tag associated with an "n¥" section (provided by the renote peer)
into RTP and RTCP packets associated with a BUNDLE group

When using this nechanism the mapping froman SSRC to an
identification-tag is carried in RTP header extensions or RTCP SDES
packets, as specified in Section 15. Since a conpound RTCP packet
can contain multiple RTCP SDES packets and each RTCP SDES packet can
contain multiple chunks, a single RTCP packet can contain severa
mappi ngs of SSRC to identification-tag. The offerer and answerer

mai ntain tables used for routing that are updated each tinme an RTP/
RTCP packet contains new information that affects how packets are to
be rout ed.

However, some | egacy inplenentations may not include this
identification-tag in their RTP and RTCP traffic when using the
BUNDLE nechani sm and i nstead use a nmechani sm based on the payl oad
type to associate RTP streans with SDP "m=" sections. In this
situation, each "m=" section needs to use uni que payl oad type val ues
in order for the payload type to be a reliable indicator of the

rel evant "m" section for the RTP stream [|If an inplenentation fails
to ensure uni que payl oad type values, it will be inpossible to
associ ate the RTP stream using that payload type value to a
particular "nm=" section. Note that when using the payload type to
associate RTP streans with "m=" sections, an RTP stream identified
by its SSRC, will be mapped to an "m=" section when the first packet
of that RTP streamis received, and the nmapping will not be changed
even if the payl oad type used by that RTP stream changes. |n other
words, the SSRC cannot "nove" to a different "m" section sinply by
changi ng the payl oad type.

Applications can inplement RTP stacks in different ways. The

al gorithm bel ow details one way that RTP streans can be associ at ed
with "m=" sections, but it is not neant to be prescriptive about
exactly how an RTP stack needs to be inplenmented. Applications MAY
use any al gorithmthat achi eves equivalent results to those described
in the al gorithm bel ow.

To prepare to associate RTP streans with the correct "m" section,
the follow ng steps MJST be foll owed for each BUNDLE group

section for each "n¥
" section may only

* Construct a table mapping a MD to an "n¥
section in this BUNDLE group. Note that an "n¥
have one M D.

* Construct a table mapping SSRCs of incoming RTP streans to an
section for each "n¥" section in this BUNDLE group and for each
SSRC configured for receiving in that "m=" section

e

* Construct a table mapping the SSRC of each outgoing RTP streamto
an "nm" section for each "ne" section in this BUNDLE group and for
each SSRC configured for sending in that "me" section

* Construct a table nmapping a payload type to an "m=" section for
each "m=" section in the BUNDLE group and for each payl oad type
configured for receiving in that "m=" section. |If any payl oad
type is configured for receiving in nore than one "nm" section in
the BUNDLE group, do not include it in the table, as it cannot be
used to uniquely identify an "n¥" section

* Note that for each of these tables, there can only be one nmapping



for any given key (MD, SSRC, or PT). 1In other words, the tables
are not multi maps.

As "mE" sections are added or renpved fromthe BUNDLE groups or their
configurations are changed, the tables above MJST al so be updat ed.

VWhen an RTP packet is received, it MJST be delivered to the RTP
stream corresponding to its SSRC. That RTP stream MJST t hen be
associated with the correct "m" section within a BUNDLE group for
addi tional processing, according to the follow ng steps:

* |f the MD associated with the RTP streamis not in the table
mapping a MD to an "m" section, then the RTP streamis not
decoded, and the payl oad data is di scarded.

* |f the packet has a M D and the packet’s extended sequence nunber
is greater than that of the last M D update, as discussed in
[ RFC7941], Section 4.2.6, update the M D associated with the RTP
streamto match the M D carried in the RTP packet and then update
the mapping tables to include an entry that maps the SSRC of that
RTP streamto the "m" section for that MD.

* |f the SSRC of the RTP streamis in the incom ng SSRC mappi ng
tabl e, check that the payl oad type used by the RTP stream natches
a payl oad type included in the matching "m=" section. If so,
associate the RTP streamwith that "m=" section. Oherw se, the
RTP streamis not decoded, and the payl oad data is discarded.

* |f the payload type used by the RTP streamis in the payl oad type
tabl e, update the incom ng SSRC mapping table to include an entry
that maps the RTP streamis SSRC to the "n¥" section for that
payl oad type. Associate the RTP streamwi th the correspondi ng

"mE" section.

* Otherwi se, mark the RTP stream as "not for decodi ng" and discard
t he payl oad.

If the RTP packet contains one or nore contributing source (CSRC)
identifiers, then each CSRC is | ooked up in the incom ng SSRC tabl e,
and a copy of the RTP packet is associated with the corresponding
"m=" section for additional processing.

For each RTCP packet received (including each RTCP packet that is
part of a conpound RTCP packet), the packet is processed as usual by
the RTP | ayer, then associated with the appropriate "m" sections and
processed for the RTP streans represented by those "nm=" sections.
This routing is type dependent, as each kind of RTCP packet has its
own nechani smfor associating it with the rel evant RTP streans.

RTCP packets that cannot be associated with an appropriate "nF
section MJUST still be processed as usual by the RTP |l ayer, which
updates the netadata associated with the correspondi ng RTP streans.
This situation can occur with certain nultiparty RTP topol ogi es or
when RTCP packets are sent containing a subset of the SDES

i nformati on.

Addi tional rules for processing various types of RTCP packets are
expl ai ned bel ow.

* |f the RTCP packet is of type SDES, for each chunk in the packet
whose SSRC is found in the incomng SSRC table, deliver a copy of
the SDES packet to the "nmF" section associated with that SSRC. In
addition, for any SDES M D itens contained in these chunks, if the
MDis found in the table nmapping a MD to an "m=" section, update
the incom ng SSRC table to include an entry that maps the RTP
stream associated with the chunk’s SSRC to the "n=" section



associated with that M D, unless the packet is older than the
packet that nost recently updated the mapping for this SSRC, as
di scussed in [RFC7941], Section 4.2.6.

Note that if an SDES packet is received as part of a conpound RTCP
packet, the SSRC to "m=" section mapping m ght not exist until the
SDES packet is handled (e.g., in the case where RTCP for a source
is received before any RTP packets). Therefore, it can be
beneficial for an inplenentation to delay RTCP packet routing,
such that it either prioritizes processing of the SDES itemto
generate or update the mapping or buffers the RTCP infornmation
that needs to be routed until the SDES iten{(s) has been processed.
If the inplenmentation is unable to follow this recomendation, the
consequence could be that some RTCP information fromthis
particul ar RTCP conpound packet is not provided to higher |ayers.
The inmpact fromthis is likely minor when this information rel ates
to a future incomng RTP stream

If the RTCP packet is of type BYE, it indicates that the RTP
streans referenced in the packet are ending. Therefore, for each
SSRC indicated in the packet that is found in the i ncom ng SSRC
table, first deliver a copy of the BYE packet to the "me" section
associated with that SSRC, and then renove the entry for that SSRC
fromthe incom ng SSRC table after an appropriate delay to account
for "straggl er packets"”, as specified in [ RFC3550], Section 6.2.1

If the RTCP packet is of type sender report (SR) or receiver
report (RR), for each report block in the report whose "SSRC of
source" is found in the outgoing SSRC table, deliver a copy of the
SR or RR packet to the "m=" section associated with that SSRC. In
addition, if the packet is of type SR and the sender SSRC for the
packet is found in the incomng SSRC table, deliver a copy of the
SR packet to the "m=" section associated with that SSRC

If the inplenmentation supports the RTCP Extended Report (XR) and
the packet is of type XR, as defined in [ RFC3611], for each report
bl ock in the report whose "SSRC of source" is found in the

out goi ng SSRC table, deliver a copy of the XR packet to the "n¥"
section associated with that SSRC. |In addition, if the sender
SSRC for the packet is found in the incomng SSRC table, deliver a
copy of the XR packet to the "n=" section associated with that
SSRC.

If the RTCP packet is a feedback nessage of type RTPFB (transport-
| ayer FB nessage) or PSFB (payl oad-specific FB nessage), as
defined in [RFC4585], it will contain a nmedia source SSRC, and
this SSRC is used for routing certain subtypes of feedback
messages. However, several subtypes of PSFB and RTPFB nmessages
include a target SSRC(s) in a section called Feedback Contr ol
Information (FCl). For these nessages, the target SSRC(s) is used
for routing.

If the RTCP packet is a feedback packet that does not include
target SSRCs in its FCl section, and the media source SSRC is
found in the outgoing SSRC table, deliver the feedback packet to
the "nme" section associated with that SSRC. RTPFB and PSFB types
that are handled in this way incl ude:

Generic NACK: (PT=RTPFB, FMr=1) [ RFCA585]

Picture Loss Indication (PLI): (PT=PSFB, FMr=1) [ RFCA4585]

Slice Loss Indication (SLI): (PT=PSFB, FMI=2) [RFC4585]

Ref erence Picture Selection Indication (RPSI): (PT=PSFB, FMI=3)
[ RFC4585]



* |f the RTCP packet is a feedback nmessage that does include a
target SSRC(s) inits FClI section, it can either be a request or a
notification. Requests reference an RTP streamthat is being sent
by the nessage recipient, whereas notifications are responses to
an earlier request and therefore reference an RTP streamthat is
bei ng received by the nessage recipient.

* |f the RTCP packet is a feedback request that includes a target
SSRC(s), for each target SSRC that is found in the outgoing SSRC
table, deliver a copy of the RTCP packet to the "m=" section
associated with that SSRC. PSFB and RTPFB types that are handl ed
in this way include:

Full Intra Request (FIR): (PT=PSFB, FMI=4) [ RFC5104]

Tenpor al - Spatial Trade-of f Request (TSTR): (PT=PSFB, FMI=5)
[ RFC5104]

H. 271 Vi deo Back Channel Message (VBCM: (PT=PSFB, FMr=7)
[ RFC5104]

Tenmporary Maxi mum Media Stream Bit Rate Request (TMMBR): (PT=RTPF
B, FMr=3) [ RFC5104]

Layer Refresh Request (LRR): (PT=PSFB, FMI=10) [LLR-RTCP].

* |f the RTCP packet is a feedback notification that includes a
target SSRC(s), for each target SSRC that is found in the incom ng
SSRC tabl e, deliver a copy of the RTCP packet to the "n¥" section
associated with the RTP streamw th a matching SSRC. PSFB and
RTPFB types that are handled in this way include:

Tenporal - Spatial Trade-off Notification (TSTN): (PT=PSFB, FMI=6)
[ RFC5104]. This message is a notification in response to a
prior TSTR

Tenporary Maxi mum Media Stream Bit Rate Notification (TMMBN: (PT
=RTPFB, FMI=4) [RFC5104]. This nessage is a notification in
response to a prior TMMBR, but it can also be sent unsolicited.

If the RTCP packet is of type APP, then it is handled in an
application-specific manner. |If the application does not
recogni ze the APP packet, then it MJST be discarded.

9.3. RTP/RTCP Ml tiplexing

Wthin a BUNDLE group, the offerer and answerer MJST enabl e RTP/ RTCP
mul ti pl exi ng [ RFC5761] for the RTP-based bundl ed nedia (i.e., the
sanme transport will be used for both RTP packets and RTCP packets).
In addition, the offerer and answerer MJST support the SDP ’'rtcp-nmux-
only' attribute [RFC3858].

9.3.1. SDP O fer/Answer Procedures

This section describes how an offerer and answerer use the SDP 'rtcp-
mux’ [RFC5761] and SDP 'rtcp-nux-only’ attributes [RFC8858] to
negoti ate usage of RTP/RTCP nultipl exing for RTP-based bundl ed nedi a.

RTP/ RTCP mul ti pl exing only applies to RTP-based media. However, as
described in Section 7.1.3, within an offer or answer, the SDP 'rtcp-
mux’ and SDP 'rtcp-mux-only’ attributes mght be included in a

bundl ed "n¥" section for non-RTP-based nedia (if such an "nme" section
is the offerer-tagged "m=" section or answerer-tagged "m=" section).

9.3.1.1. Generating the Initial BUNDLE O fer



When an offerer generates an initial BUNDLE offer, if the offer
contains one or nore bundled "nm=" sections for RTP-based nedia (or if
there is a chance that "m=" sections for RTP-based nmedia will later
be added to the BUNDLE group), the offerer MJUST include an SDP 'rtcp-
mux’ attribute [ RFC5761] in each bundled "m=" section (excluding any
bundl e-only "m" sections). |In addition, the offerer MAY include an
SDP 'rtcp-nux-only’ attribute [RFC8858] in one or nore bundled "neE"
sections for RTP-based nedi a.

NOTE: Whet her the offerer includes the SDP ’rtcp-mnux-only’
attribute depends on whether the offerer supports fallback to
usage of a separate port for RTCP in case the answerer npves one
or nore "nE" sections for RTP-based nedia out of the BUNDLE group
in the answer.

NOTE: If the offerer includes an SDP 'rtcp-nmux’ attribute in the
bundl ed "m=" sections but does not include an SDP ’'rtcp-nux-only’
attribute, the offerer can also include an SDP "rtcp’ attribute

[ RFC3605] in one or nore RTP-based bundl ed "n=" sections in order
to provide a fallback port for RTCP, as described in [ RFC5761].
However, the fallback port will only be applied to "nm=" sections
for RTP-based nedia that are noved out of the BUNDLE group by the
answer er.

In the initial BUNDLE offer, the address:port conbination for RTCP
MUST be unique in each bundled "m" section for RTP-based nedi a
(excluding a bundle-only "m" section), sinmlar to RTP

9.3.1.2. GCenerating the SDP Answer

When an answerer generates an answer, if the answerer supports RTP-
based nedia and if a bundled "n=" section in the corresponding offer
contained an SDP 'rtcp-nmux’ attribute, the answerer MJST enabl e usage
of RTP/RTCP nultiplexing, even if there currently are no bundl ed "m="
sections for RTP-based media within the BUNDLE group. The answerer
MUST include an SDP 'rtcp-nux’ attribute in the answerer-tagged "n¥"
section, followi ng the procedures for BUNDLE attributes

(Section 7.1.3). In addition, if the "m=" section that is selected
as the offerer-tagged "m" section contained an SDP ’'rtcp-nux-only’
attribute, the answerer MUST include an SDP 'rtcp-nux-only’ attribute
in the answerer-tagged "nm=" section

In an initial BUNDLE offer, if the suggested offerer-tagged "nm"
section contained an SDP 'rtcp-nmux-only’ attribute, the "m" section
was for RTP-based media. |f the answerer does not accept the "nr
section in the created BUNDLE group and noves the "m=" section out of
the BUNDLE group (Section 7.3.2), the answerer MJST include the
attribute in the noved "n¥" section and enabl e RTP/RTCP nul ti pl exi ng
for the nedia associated with the "m" section. |If the answerer
rejects the "m=" section (Section 7.3.3), the answerer MJST NOT
include the attribute.

The answerer MJUST NOT include an SDP 'rtcp’ attribute in any bundl ed
"m=" section in the answer. The answerer will use the port val ue of
the of ferer-tagged "ne" section sending RTP and RTCP packets
associ ated with RTP-based bundl ed nedia towards the offerer.

If the usage of RTP/RTCP multiplexing within a BUNDLE group has been
negotiated in a previous offer/answer exchange, the answerer MJST
include an SDP ’"rtcp-mux’ attribute in the answerer-tagged "m="
section. It is not possible to disable RTP/RTCP nultiplexing within
a BUNDLE group

9.3.1.3. Oferer Processing of the SDP Answer



When an offerer receives an answer, if the answerer has accepted the
usage of RTP/RTCP multiplexing (Section 9.3.1.2), the answerer
follows the procedures for RTP/RTCP multiplexing defined in

[ RFC5761]. The offerer will use the port value of the answerer-
tagged "n¥" section for sending RTP and RTCP packets associated with
RTP- based bundl ed nedia towards the answerer.

NOTE: It is considered a protocol error if the answerer has not
accepted the usage of RTP/RTCP nultiplexing for RTP-based "n¥"
sections that the answerer included in the BUNDLE group

9.3.1.4. Mdifying the Session

10.

When an offerer generates a subsequent offer, the offerer MJST
include an SDP 'rtcp-nux’ attribute in the offerer-tagged "nm="
section, followi ng the procedures for |DENTICAL nultipl exi ng category
attributes in Section 7.1.3.

| CE Consi derations

Thi s section describes how to use the BUNDLE groupi ng extension
together with the | CE mechani sm [ RFC8445] .

The generic procedures for negotiating the usage of |CE using SDP
defined in [ RFC8839], also apply to the usage of | CE with BUNDLE,
with the follow ng exceptions:

* \When the BUNDLE transport has been established, |ICE connectivity
checks and keepalives only need to be performed for the BUNDLE
transport, instead of per individual bundled "m=" section within
t he BUNDLE gr oup

* The generic SDP attribute offer/answer considerations
(Section 7.1.3) also apply to ICE-related attributes. Therefore,
when an offerer sends an initial BUNDLE offer (in order to
negoti ate a BUNDLE group), the offerer includes |ICE-rel ated nedi a-
| evel attributes in each bundled "m" section (excluding any
bundl e-only "m" sections), and each "m" section MJST contain
uni que | CE properties. Wen an answerer generates an answer
(initial BUNDLE answer or subsequent) that contains a BUNDLE group
and when an offerer sends a subsequent offer that contains a
BUNDLE group, |ICE-rel ated nedia-l1evel attributes are only included
in the tagged "n¥" section (suggested offerer-tagged "n¥" section
or answerer-tagged "m=" section), and the |ICE properties are
applied to each bundled "m=" section within the BUNDLE group

NOTE: Most |1 CE-rel ated nedia-level SDP attributes belong to the
TRANSPORT rmul ti pl exi ng category [ RFC8859], and the generic SDP
attribute of fer/answer considerations for the TRANSPORT

mul ti plexing category apply to the attributes. However, in the
case of ICE-related attributes, the sane considerations also apply
to I CE-related nedi a-level attributes that belong to other

mul ti pl exi ng cat egori es.

NOTE: The following I CE-rel ated medi a-l1evel SDP attributes are
defined in [ RFC8839]: ’'candidate’, 'renote-candidates’, 'ice-
m smatch’, 'ice-ufrag’, 'ice-pwd , and 'ice-pacing

Initially, before |ICE has produced sel ected candidate pairs that wll
be used for nedia, there mght be multiple transports established (if
mul tiple candidate pairs are tested). Once |ICE has sel ected
candidate pairs, they formthe BUNDLE transport.

Support and usage of the |ICE nmechani smtogether with the BUNDLE
extension is OPTIONAL, and the procedures in this section only apply
when the I CE nechanismis used. Note that applications night mandate
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12.

13.

usage of the I CE nechanismeven if the BUNDLE extension is not used.

NOTE: If the Trickle | CE mechani sm[RFC8840] is used, an offerer
and answerer mght assign a port value of "9 and an | Pv4 address
of '0.0.0.0" (or, the IPv6 equivalent '::") to multiple bundled
"m=" sections in the initial BUNDLE offer. The offerer and
answerer will follow the normal procedures for generating the

of fers and answers, including picking a bundled "m=" section as
the suggested offerer-tagged "nm" section, selecting the tagged
"m=" sections, etc. The only difference is that nedia cannot be
sent until one or nore candi dates have been provided. Once a
BUNDLE group has been negotiated, trickled candi dates associ ated
with a bundled "n¥" section will be applied to all bundl ed "m="
sections within the BUNDLE group

DTLS Consi der ati ons

One or nore nedia streans within a BUNDLE group m ght use the DILS
protocol [RFC6347] in order to encrypt the data or negotiate
encryption keys if another encryption nechanismis used to encrypt
nedi a.

When DTLS is used within a BUNDLE group, the follow ng rules apply:

* There can only be one DTLS association [ RFC6347] associated with
t he BUNDLE group;

* Each usage of the DTLS association within the BUNDLE group MJST
use the sanme nmechani sm for determn ning which endpoints (the
of ferer or answerer) beconme DTLS client and DTLS server;

* Each usage of the DTLS association within the BUNDLE group MJST
use the sane nmechani sm for determ ning whether an offer or answer
will trigger the establishment of a new DTLS association or if an
exi sting DTLS association will be used instead; and

* |f the DTLS client supports DTLS-SRTP, it MJST include the
"use_srtp’ extension in the DILS CientHell o nessage [ RFC5764] .
The client MJUST include the extension even if the usage of DILS-
SRTP is not negotiated as part of the multinedia session (e.g.,
the SIP session [ RFC3261]).

NOTE: The inclusion of the "use_srtp’ extension during the initial
DTLS handshake ensures that a DTLS renegotiation will not be
required in order to include the extension in case DILS- SRTP
encrypted nedia is added to the BUNDLE group later during the

mul ti medi a sessi on.

RTP Header Extensions Consi deration

When RTP header extensions [ RFC8285] are used in the context of this
specification, the identifier used for a given extension MJST
identify the sane extension across all the bundl ed nedia
descriptions.

Updates to RFC 3264
This section updates [ RFC3264] in order to allow extensions to define
the usage of a zero port value in offers and answers for purposes
other than renoving or disabling nmedia streans. The follow ng
sections are being updat ed:
* "Unicast Streans"; see Section 5.1 of [RFC3264].

* "Putting a Unicast Media Streamon Hold"; see Section 8.4 of
[ RFC3264] .
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Oiginal Text from RFC 3264, Section 5.1, Paragraph 2

For recvonly and sendrecv streans, the port nunber and address in
the offer indicate where the offerer would Iike to receive the
medi a stream For sendonly RTP streans, the address and port
nunber indirectly indicate where the offerer wants to receive RTCP
reports. Unless there is an explicit indication otherw se,
reports are sent to the port nunber one higher than the nunber
indicated. The |IP address and port present in the offer indicate
not hi ng about the source |IP address and source port of RTP and
RTCP packets that will be sent by the offerer. A port nunber of
zero in the offer indicates that the streamis offered but MJST
NOT be used. This has no useful semantics in an initial offer,
but is allowed for reasons of conpl eteness, since the answer can
contain a zero port indicating a rejected stream (Section 6).

Furt hernmore, existing streams can be terminated by setting the
port to zero (Section 8). |In general, a port nunber of zero
indicates that the nmedia streamis not wanted.

New Text Repl aci ng RFC 3264, Section 5.1, Paragraph 2

For recvonly and sendrecv streans, the port nunber and address in
the offer indicate where the offerer would Iike to receive the
medi a stream For sendonly RTP streans, the address and port
nunber indirectly indicate where the offerer wants to recei ve RTCP
reports. Unless there is an explicit indication otherw se,
reports are sent to the port nunber one higher than the nunber
indicated. The |IP address and port present in the offer indicate
not hi ng about the source |IP address and source port of the RTP and
RTCP packets that will be sent by the offerer. By default, a port
nunmber of zero in the offer indicates that the streamis offered
but MUST NOT be used, but an extension mechani sm night specify
different semantics for the usage of a zero port val ue.

Furt hernore, existing streanms can be terminated by setting the
port to zero (Section 8). |In general, a port number of zero by
default indicates that the nedia streamis not wanted.

Oiginal Text from RFC 3264, Section 8.4, Paragraph 6

RFC 2543 [10] specified that placing a user on hold was
acconpl i shed by setting the connection address to 0.0.0.0. Its
usage for putting a call on hold is no | onger recommended, since
it doesn't allow for RTCP to be used with held streans, doesn't
work with I Pv6, and breaks with connection oriented nedia.
However, it can be useful in an initial offer when the offerer
knows it wants to use a particular set of nmedia streans and
formats, but doesn’t know the addresses and ports at the time of
the offer. O course, when used, the port nunber MJST NOT be
zero, which would specify that the stream has been disabled. An
agent MUST be capable of receiving SDP with a connecti on address
of 0.0.0.0, in which case it means that neither RTP nor RTCP
shoul d be sent to the peer

New Text Repl aci ng RFC 3264, Section 8.4, Paragraph 6

RFC 2543 [ RFC2543] specifies that placing a user on hold was
acconpl i shed by setting the connection address to 0.0.0.0. Its
usage for putting a call on hold is no | onger recommended, since
it doesn't allow for RTCP to be used with held streans, doesn’t
work with I Pv6, and breaks with connection oriented nedia.
However, it can be useful in an initial offer when the offerer
knows it wants to use a particular set of nedia streans and
formats, but doesn’t know the addresses and ports at the tinme of
the offer. O course, when used, the port nunber MJUST NOT be
zero, if it would specify that the stream has been di sabl ed.



14.

14.

14.

15.

However, an extension mechani sm m ght specify different semantics
of the zero port nunber usage. An agent MJST be capabl e of
receiving SDP with a connection address of 0.0.0.0, in which case
it neans that neither RTP nor RTCP is to be sent to the peer

Update to RFC 5888

Thi s section updates RFC 5888 [ RFC5888] in order for extensions to
all ow an SDP 'group’ attribute containing an identification-tag that
identifies an "m=" section with the port set to zero. "G oup Value
in Answers" (Section 9.2 of [RFC5888]) is updated.

1. Oiginal Text from RFC 5888, Section 9.2, Paragraph 3

| SIP entities refuse nedia streans by setting the port to zero in

| the corresponding "nm' line. "a=group" lines MJUST NOT contain

| identification-tags that correspond to "m' lines with the port set
| to zero.

2. New Text Replacing RFC 5888, Section 9.2, Paragraph 3

| SIP entities refuse nedia streans by setting the port to zero in

| the corresponding "m' line. "a=group" lines MJUST NOT contain

| identification-tags that correspond to "m' lines with the port set
| to zero, but an extension nechani sm m ght specify different

| semantics for including identification-tags that correspond to

| such "me" |ines.

RTP/ RTCP Extensions for identification-tag Transport

O ferers and answerers [ RFC3264] can associate identification-tags
with "me" sections within offers and answers using the procedures in
[ RFC5888]. Each identification-tag uniquely represents an "n¥
section.

This section defines a new RTCP SDES item [ RFC3550], 'M D, which is
used to carry identification-tags within RTCP SDES packets. This
section al so defines a new RTP SDES header extension [ RFC7941], which
is used to carry the "MD RTCP SDES itemin RTP packets.

The SDES item and RTP SDES header extension nmake it possible for a
receiver to associate each RTP streamwi th a specific "m=" section
with which the receiver has associated an identification-tag, even if
those "nE" sections are part of the sanme RTP session. The RTP SDES
header extension al so ensures that the nedia recipient gets the
identification-tag upon receipt of the first decodable nedia and is
able to associate the nedia with the correct application.

A nmedia recipient infornms the nmedi a sender about the identification-
tag associated with an "m=" section through the use of a "md
attribute [RFC5888]. The nedia sender then inserts the
identification-tag in RTCP and RTP packets sent to the nedia

recipi ent.

NOTE: The text above defines how identification-tags are carried
in offers and answers. The usage of other signaling protocols for
carrying identification-tags is not prevented, but the usage of
such protocols is outside the scope of this docunent.

[ RFC3550] defines general procedures regarding the RTCP transm ssion
interval. The RTCP M D SDES item SHOULD be sent in the first few
RTCP packets after joining the session and SHOULD be sent regularly
thereafter. The exact nunber of RTCP packets in which this SDES item
is sent is intentionally not specified here, as it will depend on the
expected packet-loss rate, the RTCP reporting interval, and the

al | owabl e over head.
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The RTP SDES header extension for carrying the "M D RTCP SDES SHOULD
be included in sone RTP packets at the start of the session and
whenever the SSRC changes. It might also be useful to include the
header extension in RTP packets that conprise access points in the
media (e.g., with video I-frames). The exact number of RTP packets
in which this header extension is sent is intentionally not specified
here, as it will depend on expected packet-1oss rate and | oss
patterns, the overhead the application can tolerate, and the

i mportance of inmediate receipt of the identification-tag.

For robustness, endpoints need to be prepared for situations where
the reception of the identification-tag is del ayed and SHOULD NOT
term nate sessions in such cases, as the identification-tag is likely
to arrive soon.

1. RTCP MD SDES Item

0 1 2 3
01234567890123456789012345678901
T T T A S T
| M D=15 | | ength | identification-tag ..
T T S S e T S S i, i S S S S S S S

The identification-tag payload is UTF-8 encoded [ RFC3629], as in SDP
The identification-tag is not zero term nated.
2. RTP SDES Header Extension for MD

The payl oad, containing the identification-tag, of the RTP SDES
header extension el ement can be encoded using either the 1-byte or
the 2-byte header [RFC7941]. The identification-tag payload is UTF-8
encoded, as in SDP

The identification-tag is not zero ternmnated. Note that the set of
header extensions included in the packet needs to be padded to the
next 32-bit boundary using zero bytes [ RFC8285].

As the identification-tag is included in an RTCP SDES item an RTP
SDES header extension, or both, there needs to be some consideration
about the packet expansion caused by the identification-tag. To
avoi d Maxi mum Transm ssion Unit (MIU) issues for the RTP packets, the
header extension's size needs to be taken into account when encodi ng
t he nedi a.

It is recomended that the identification-tag be kept short. Due to
the properties of the RTP header extension mechani sm when using the
1-byte header, a tag that is 1-3 bytes will result in a mnim

number of 32-bit words used for the RTP SDES header extension, in
case no other header extensions are included at the sane time. Note:
do take into account that some single characters when UTF-8 encoded
will result in nultiple octets. The identification-tag MJST NOT
contain any user information, and applications SHALL avoid generating
the identification-tag using a pattern that enabl es user or
application identification.

| ANA Consi der ati ons

NOTE: Apart fromthe references, the 1 ANA considerations in this
section are identical to those in [ RFC3843].

1. SDES Item

Thi s docunent updates the M D SDES entry in the "RTP SDES Item Types"
registry as foll ows:
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Val ue: 15

Abbrev.: MD

Narme: Media |Identification
Ref er ence: RFC 9143

2. RTP SDES Header Extension URI

Thi s docunent updates the extension URl in the "RTP SDES Conpact
Header Extensions" subregistry of the "RTP Conpact Header Extensions"
sub-registry, according to the foll ow ng data:

Extension URI: wurn:ietf:parans:rtp-hdrext:sdes:md
Description: Media identification

Contact: |ESG (iesg@etf.org)

Ref erence: RFC 9143

The SDES item does not reveal privacy information about the users.
It is sinply used to associate RTP-based nedia with the correct SDP
medi a description ("m" section) in the SDP used to negotiate the
nedi a.

The purpose of the extension is for the offerer to be able to
associ ate received nultipl exed RTP-based medi a before the offerer
receives the associ ated answer.

3. SDP Attribute

Thi s docunment updates the SDP nedi a-1evel attribute, 'bundle-only’,
in the "attribute-nane (formerly "att-field )" subregistry of the
"Session Description Protocol (SDP) Paraneters"” registry according to
the foll owi ng data:

Attribute name: bundle-only

Type of attribute: nedia

Subject to charset: No

Purpose: Request a nedia description to be accepted in the answer
only if kept within a BUNDLE group by the answerer.

Appropriate values: NA

Contact nane: |ESG

Contact e-mail: iesg@etf.org

Ref erence: RFC 9143

Mux category: NORVAL

4. SDP Group Semantics
Thi s docunment updates the followi ng semantics in the "Semantics for

the "group’ SDP Attribute" subregistry (under the "Session
Description Protocol (SDP) Paraneters" registry):

B sl Sl ——— g —p———(—————— e p—p——_——
| Semantics | Token | Mux Category | Reference |
[ ool oo oo el oo o}
| Media bundling | BUNDLE | NORMAL | RFC 9143 |
i T +---- - - - I i T F--- - - - +

Table 1. Update to SDP Group Semantics
Security Considerations

The security considerations defined in [ RFC3264] and [ RFC5888] apply
to the BUNDLE extension. BUNDLE does not change which information,
e.g., RTP streans, flows over the network, except for the usage of
the M D SDES item as discussed below. Primarily, it changes which
addresses and ports, and thus in which (RTP) sessions, the
information flows to. This affects the security contexts being used
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and can cause previously separated information flows to share the
same security context. This has very little inpact on the
performance of the security nechani smof the RTP sessions. |n cases
where one woul d have applied different security policies on the
different RTP streams being bundl ed or where the parties having
access to the security contexts would have differed between the RTP
streans, additional analysis of the inplications is needed before
sel ecting to apply BUNDLE

The identification-tag, independent of transport, RTCP SDES packet,
or RTP header extension, can expose the value to parties beyond the
signaling chain. Therefore, the identification-tag val ues MJST be
generated in a fashion that does not |eak user information, e.g.,
random y or using a per-bundle group counter, and SHOULD be 3 bytes
or fewer to allowthemto efficiently fit into the M D RTP header
extension. Note that if inplenentations use different nmethods for
generating identification-tags, this could enable fingerprinting of
the inplementation, making it vulnerable to targeted attacks. The
identification-tag is exposed on the RTP stream | evel when included
in the RTP header extensions; however, what it reveals of the RTP
medi a stream structure of the endpoint and application was already
possi ble to deduce fromthe RTP streans wi thout the M D SDES header
extensions. As the identification-tag is also used to route the
media streamto the right application functionality, it is inportant
that the value received is the one intended by the sender; thus,
integrity and the authenticity of the source are inportant to prevent
deni al of service on the application. Existing SRTP configurations
and ot her security nechanisns protecting the whol e RTP/ RTCP packets
will provide the necessary protection.

When t he BUNDLE extension is used, the set of configurations of the
security nechanismused in all the bundl ed nedia descriptions wll
need to be conpatible so that they can be used sinultaneously, at

| east per direction or endpoint. Wen using SRTP, this will be the
case, at least for the | ETF-defi ned key- managenent sol utions due to
their SDP attributes ("a=crypto", "a=fingerprint", "a=m key") and
their classification in [ RFC8859].

The security considerations of "RTP Header Extension for the RTP
Control Protocol (RTCP) Source Description Itens" [RFC7941] require
that when RTCP is confidentiality protected, any SDES RTP header
extension carrying an SDES item such as the M D RTP header
extension, is also protected using comensurate strength al gorithns.
However, assum ng the above requirenents and recomendati ons are
foll owed, there are no known significant security risks with |eaving
the M D RTP header extension wi thout confidentiality protection
Therefore, this specification updates [ RFC7941] by adding the
exception that this requirenent MAY be ignored for the M D RTP header
extension. Security mechanisnms for RTP/RTCP are discussed in
"Options for Securing RTP Sessions" [RFC7201]; for exanple, SRTP

[ RFC3711] can provide the necessary security functions of ensuring
the integrity and source authenticity.

Exanpl es
1. Exanple: Tagged "m=" Section Sel ections
The exanpl e bel ow shows:
* An initial BUNDLE offer, in which the offerer wants to negotiate a

BUNDLE group and indicates the audio "m=" section as the suggested
of ferer-tagged "n¥" section

* An initial BUNDLE answer, in which the answerer accepts the
creation of the BUNDLE group, selects the audio "m" section in
the offer as the offerer-tagged "m=" section, selects the audio
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SDP

SDbP

2.

The

m=" section in the answer as the answerer-tagged "n&" section,

and assigns the answerer BUNDLE address:port to that "m=" section.

Ofer (1)

v=0

o=al i ce 2890844526 2890844526 I N | P6 2001: db8::3
S=

c=IN I P6 2001:db8::3

t=0 0

a=group: BUNDLE foo bar

mraudi o 10000 RTP/ AVP 0 8 97

b=AS: 200

a=m d: f oo

a=rt cp- mux

a=rtpmap: 0 PCMJ 8000

a=rtpmap: 8 PCMA/ 8000

a=rtpmap: 97 i LBC/ 8000

a=extmap: 1 urn:ietf:paranms:rtp-hdrext:sdes: md

mevi deo 10002 RTP/ AVP 31 32

b=AS: 1000

a=m d: bar

a=rtcp- mux

a=rtpmap: 31 H261/ 90000

a=rt pmap: 32 MPV/ 90000

a=extmap: 1 urn:ietf:params:rtp-hdrext:sdes: md

Answer (2)

0
bob 2808844564 2808844564 IN | P6 2001:db8::1

n o<
I

c=IN I P6 2001:db8::1
t=0 0
a=group: BUNDLE foo bar

mraudi o 20000 RTP/ AVP 0

b=AS: 200

a=m d: f oo

a=rtcp- mux

a=rtpmap: 0 PCMJ 8000

a=extmap: 1 urn:ietf:paranms:rtp-hdrext:sdes: md

mevi deo 20000 RTP/ AVP 32

b=AS: 1000

a=m d: bar

a=rtpmap: 32 MPV/ 90000

a=extmap: 1 urn:ietf:paranms:rtp-hdrext:sdes: md

Exanpl e: BUNDLE Group Rejected

exanpl e bel ow shows:

* An initial BUNDLE offer, in which the offerer wants to negotiate a

BUNDLE group and indicates the audio "nme" section as the suggested

of ferer-tagged "nm" section.

* An initial BUNDLE answer, in which the answerer rejects the
creation of the BUNDLE group, generates a normal answer, and
assigns a unique address:port to each "ne" section in the answer.

SDP

Ofer (1)

v=0
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o=al i ce 2890844526 2890844526 I N | P6 2001: db8:: 3
S=

c=IN I P6 2001: db8:: 3

t=0 0

a=group: BUNDLE f oo bar

mraudi o 10000 RTP/ AVP 0 8 97

b=AS: 200

a=m d: f oo

a=rt cp- mux

a=rtpmap: 0 PCMJ 8000

a=rtpmap: 8 PCMA/ 8000

a=rtpmap: 97 i LBC/ 8000

a=extmap: 1 urn:ietf:paranms:rtp-hdrext:sdes: md

mevi deo 10002 RTP/ AVP 31 32

b=AS: 1000

a=m d: bar

a=rtcp- mux

a=rtpmap: 31 H261/ 90000

a=rt pmap: 32 MPV/ 90000

a=extmap: 1l urn:ietf:params:rtp-hdrext:sdes: md

SDP Answer (2)

3.

v=0

o=bob 2808844564 2808844564 IN | P6 2001:db8::1
S:

c=IN I P6 2001:db8::1

t=0 0

mraudi o 20000 RTP/ AVP O
b=AS: 200

a=rt cp- mux

a=rtpmap: 0 PCMJ 8000

nmevi deo 30000 RTP/ AVP 32
b=AS: 1000

a=rt cp- nmux

a=rt pmap: 32 MPV/ 90000

Exampl e: O ferer Adds a Media Description to a BUNDLE G oup

The exanpl e bel ow shows:

*

*

A subsequent offer, in which the offerer adds a new bundl ed "nm="
section (video), indicated by the "zen" identification-tag, to a
previ ously negotiated BUNDLE group; indicates the new "m=" section
as the offerer-tagged "m=" section; and assigns the offerer BUNDLE
address: port to that "nE" section.

A subsequent answer, in which the answerer indicates the new video
"m=" section in the answer as the answerer-tagged "nm=" section and
assigns the answerer BUNDLE address:port to that "nm=" section

SDP O fer (1)

v=0

o=al i ce 2890844526 2890844526 IN | P6 2001: db8:: 3
S=

c=IN I P6 2001: db8::3

t=0 0

a=group: BUNDLE zen foo bar

mFaudi o 10000 RTP/ AVP 0 8 97
b=AS: 200



a=m d: f oo

a=rtpmap: 0 PCMJ 8000

a=rtpmap: 8 PCMA/ 8000

a=rtpmap: 97 i LB 8000

a=extmap: 1 urn:ietf:params:rtp-hdrext:sdes: md

nmevi deo 10000 RTP/ AVP 31 32

b=AS: 1000

a=m d: bar

a=rtpmap: 31 H261/ 90000

a=rt pmap: 32 MPV/ 90000

a=extmap: 1 urn:ietf:params:rtp-hdrext:sdes: md

nevi deo 10000 RTP/ AVP 66

b=AS: 1000

a=m d: zen

a=rt cp- mux

a=rtpmap: 66 H261/ 90000

a=extmap: 1 urn:ietf:params:rtp-hdrext:sdes: md

SDP Answer (2)

v=0

o=bob 2808844564 2808844564 IN | P6 2001: db8:: 1
S=

c=IN I P6 2001: db8::1

t=0 0

a=gr oup: BUNDLE zen foo bar

mraudi o 20000 RTP/ AVP 0

b=AS: 200

a=m d: f oo

a=rtprmap: 0 PCMJ 8000

a=extmap: 1l urn:ietf:params:rtp-hdrext:sdes: md

mevi deo 20000 RTP/ AVP 32

b=AS: 1000

a=m d: bar

a=rt pmap: 32 MPV/ 90000

a=extmap: 1l urn:ietf:params:rtp-hdrext:sdes: md

mevi deo 20000 RTP/ AVP 66

b=AS: 1000

a=m d: zen

a=rt cp- nux

a=rtprmap: 66 H261/ 90000

a=extmap: 1 urn:ietf:params:rtp-hdrext:sdes: md

18.4. Exanple: Oferer Myves a Media Description Qut of a BUNDLE G oup

The exanpl e bel ow shows:

* A subsequent offer, in which the offerer renmoves an "m=" section
(video), indicated by the "zen" identification-tag, froma
previ ously negoti ated BUNDLE group; indicates one of the bundled
"m=" sections (audio) remaining in the BUNDLE group as the
of ferer-tagged "nm" section; and assigns the offerer BUNDLE
address: port to that "m=" section.

* A subsequent answer, in which the answerer renoves the "nr
section fromthe BUNDLE group, indicates the audio "m" section in
the answer as the answerer-tagged "m=" section, and assigns the
answer er BUNDLE address: port to that "m=" section

SDP Oifer (1)



v=0

o=al i ce 2890844526 2890844526 I N | P6 2001: db8:: 3
S=

c=IN I P6 2001: db8:: 3

t=0 0

a=group: BUNDLE f oo bar

mraudi o 10000 RTP/ AVP 0 8 97

b=AS: 200

a=m d: f oo

a=rt cp- mux

a=rt pmap: 0 PCMJ 8000

a=rtpmap: 8 PCVA/ 8000

a=rt pmap: 97 i LBC/ 8000

a=extmap: 1l urn:ietf:paranms:rtp-hdrext:sdes: md

mevi deo 10000 RTP/ AVP 31 32

b=AS: 1000

a=m d: bar

a=rtpmap: 31 H261/ 90000

a=rt pmap: 32 MPV/ 90000

a=extmap: 1l urn:ietf:params:rtp-hdrext:sdes: md

mevi deo 50000 RTP/ AVP 66
b=AS: 1000

a=m d: zen

a=rt cp- nmux

a=rtprmap: 66 H261/ 90000

SDP Answer (2)

0
bob 2808844564 2808844564 IN | P6 2001:db8::1

n o<
I

c=IN I P6 2001:db8::1
t=0 0
a=group: BUNDLE foo bar

mraudi o 20000 RTP/ AVP 0

b=AS: 200

a=m d: f oo

a=rtcp- mux

a=rtpmap: 0 PCMJ 8000

a=extmap: 1 urn:ietf:paranms:rtp-hdrext:sdes: md

mevi deo 20000 RTP/ AVP 32

b=AS: 1000

a=m d: bar

a=rtpmap: 32 MPV/ 90000

a=extmap: 1 urn:ietf:paranms:rtp-hdrext:sdes: md

mrvi deo 60000 RTP/ AVP 66
b=AS: 1000

a=m d: zen

a=rtcp- mux

a=rtprmap: 66 H261/ 90000

18.5. Exanple: Oferer Disables a Media Description within a BUNDLE
G oup

The exanpl e bel ow shows:

* A subsequent offer, in which the offerer disables (by assigning a
zero port value) an "me" section (video), indicated by the "zen"
identification-tag, froma previously negotiated BUNDLE group;

i ndi cates one of the bundl ed "n=" sections (audi o) remaining
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SDP

active in the BUNDLE group as the offerer-tagged "n¥" section;
assigns the offerer BUNDLE address: port to that "m=" section

A subsequent answer, in which the answerer disables the "nr
section, indicates the audio "n¥" section in the answer as the
answer er-tagged "n=" section, and assigns the answerer BUNDLE

address: port to that "n=" section.

Ofer (1)

v=0

o=al i ce 2890844526 2890844526 IN I P6 2001: db8::3
f;O 0

a=group: BUNDLE foo bar

mrFaudi o 10000 RTP/ AVP 0 8 97
c=IN 1P6 2001: db8::3
b=AS: 200

a=m d: f oo

a=rt cp- mux

a=rtpmap: 0 PCMJ 8000

a=rtpmap: 8 PCMA/ 8000

a=rtpmap: 97 i LBC/ 8000

a=extmap: 1 urn:ietf:params:rtp-hdrext:sdes: md

mevi deo 10000 RTP/ AVP 31 32

c=IN | P6 2001: db8::3

b=AS: 1000

a=m d: bar

a=rtpmap: 31 H261/ 90000

a=rt pmap: 32 MPV/ 90000

a=extmap: 1 urn:ietf:paranms:rtp-hdrext:sdes: md

nmrvi deo 0 RTP/ AVP 66
a=m d: zen
a=rtpmap: 66 H261/ 90000

Answer (2)

v=0

o=bob 2808844564 2808844564 | N | P6 2001: db8::1
S=

t=0 0

a=group: BUNDLE foo bar

mFaudi o 20000 RTP/ AVP 0O
IN | P6 2001: db8:: 1

a=rt cp- nux
a=rtpmap: 0 PCMJ 8000
a=extmap: 1 urn:ietf:params:rtp-hdrext:sdes: md

nmevi deo 20000 RTP/ AVP 32

c=IN 1P6 2001:dbh8::1

b=AS: 1000

a=mi d: bar

a=rt pmap: 32 MPV/ 90000

a=extmap: 1 urn:ietf:params:rtp-hdrext:sdes: md

nmevi deo 0 RTP/ AVP 66
a=m d: zen
a=rtprmap: 66 H261/ 90000
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Appendi x A.  Design Considerations

One of the main issues regarding the BUNDLE groupi ng extensions has
been whether, in offers and answers, the sane port val ue can be
inserted in "m" |ines associated with a BUNDLE group, as the purpose
of the extension is to negotiate the usage of a single transport for
medi a specified by the "m" sections. |Issues with both approaches,

di scussed in Appendi x A, have been raised. The outcone was to
specify a mechani smthat uses offers with both different and

i dentical port val ues.



Bel ow are the primary issues that have been consi dered when defi ning
the "BUNDLE" groupi ng extension:

1) Interoperability with existing User Agents (UAs).

2) Interoperability with internedi ary Back-to-Back User Agent
(B2BUA) and proxy entities.

3) The nunber of |CE candidates and the tine to gather them
4) Different error scenarios and when they occur.

5) SDP of fer/answer inpacts, including usage of port nunber val ue
zero.

A.1l. UA Interoperability

Consi der the follow ng SDP of fer/answer exchange, where Alice sends
an of fer to Bob:

SDP O fer

v=0

o=al i ce 2890844526 2890844526 IN I P4 atl anta. exanpl e. com
S=

c=IN | P4 atl anta. exanpl e.com

t=0 0

mraudi o 10000 RTP/ AVP 97
a=rtpmap: 97 i LBC/ 8000
mevi deo 10002 RTP/ AVP 97
a=rtpmap: 97 H261/ 90000

SDP Answer
v=0
o=bob 2808844564 2808844564 | N | P4 bil oxi.exanpl e. com
S=
c=I N I P4 bil oxi.exanpl e.com
t=0 0

mraudi o 20000 RTP/ AVP 97
a=rtpmap: 97 i LBC/ 8000
mevi deo 20002 RTP/ AVP 97
a=rtpmap: 97 H261/ 90000

[ RFC4961] specifies a way of doing symretric RTP, but that is a later
extension to RTP, and Bob cannot assune that Alice supports

[ RFC4961]. This nmeans that Alice nay be sending RTP froma different
port than 10000 or 10002 -- sone inplenentations sinply send the RTP
from an epheneral port. When Bob’s endpoint receives an RTP packet,
the only way that Bob knows if the packet is to be passed to the

vi deo or audio codec is by looking at the port it was received on
This pronpted some SDP inplementations to use a port nunber as an

index to find the correct "n¥" line in the SDP, since each "ni=
section contains a different port nunber. As a result, sone
i npl ementations that do support symmetric RTP and ICE still use an
SDP data structure where SDP with "m=" sections with the sane port
such as:
SDP O fer

v=0

o=al i ce 2890844526 2890844526 I N | P4 atl anta. exanpl e. com
S=



N | P4 atl ant a. exanpl e. com

c=l
t=0 0

mrFaudi o 10000 RTP/ AVP 97
a=rtpmap: 97 i LBC/ 8000
mevi deo 10000 RTP/ AVP 98
a=rtpmap: 98 H261/ 90000

will result in the second "m=" section being considered an SDP error
because it has the sanme port as the first line.

A. 2. Usage of Port Number Val ue Zero

In an offer or answer, the nedia specified by an "m=" section can be
di sabl ed/rejected by setting the port nunber value to zero. This is
different from e.g., using the SDP direction attributes, where RTCP
traffic will continue even if the SDP 'inactive' attribute is
indicated for the associated "ne" section

If each "nme" section associated with a BUNDLE group were to contain
different port val ues and one of those port values were used for a
BUNDLE address: port associated with the BUNDLE group, problens woul d
occur if an endpoint wants to disable/reject the "n=" section
associated with that port by setting the port value to zero. After
that, no "m=" section would contain the port value that is used for
the BUNDLE address:port. In addition, it is unclear what woul d
happen to the | CE candi dates associated with the "m" section, as
they are al so used for the BUNDLE address: port.

A. 3. B2BUA and Proxy Interoperability

Sone back-to-back user agents may be configured in a node where if
the incomng call leg contains an SDP attribute the B2BUA does not
understand, the B2BUA still generates that SDP attribute in the Ofer
for the outgoing call leg. Consider a B2BUA that did not understand
the SDP "rtcp’ attribute, defined in [ RFC3605], yet acted this way.
Furt her, assune that the B2BUA was configured to tear down any cal
where it did not see any RTCP for 5 minutes. 1In this case, if the
B2BUA received an Ofer |ike:

SDP O fer

v=0

o=al i ce 2890844526 2890844526 IN | P4 atl anta. exanpl e. com
S=

c=IN I P4 atl anta. exanpl e. com

t=0 0

mraudi o 49170 RTP/ AVP 0O
a=rtcp: 53020

it would be |ooking for RTCP on port 49171 but woul d not see any
because the RTCP woul d be on port 53020, and after five mnutes, it

woul d tear down the call. Simlarly, a B2BUA that did not understand
BUNDLE yet put it in its offer may be | ooking for nmedia on the wong
port and tear down the call. It is worth noting that a B2BUA t hat

generated an Offer with capabilities it does not understand is not
conpliant with the specifications.

A .3.1. Traffic Policing

Sonetinmes internediaries do not act as B2BUAs, in the sense that they
don’t nodify SDP bodies nor do they ternminate SIP dialogs. However,
they may still use SDP information (e.g., |P address and port) in
order to control traffic gating functions and to set traffic policing
rules. There might be rules that will trigger a session to be



A 3.

A 4.

Ack

term nated in case nedia is not sent or received on the ports
retrieved fromthe SDP. This typically occurs once the session is
al ready established and ongoi ng.

2. Bandwi dth All ocation

Sonetinmes, intermediaries do not act as B2BUAs, in the sense that
they don’t nodify SDP bodies nor do they termi nate SIP dial ogs.
However, they may still use SDP information (e.g., codecs and nedia
types) in order to control bandwi dth allocation functions. The
bandwi dth allocation is done per "me" section, which means that it
m ght not be enough if nedia specified by all "m" sections try to
use that bandwi dth. That may sinply lead to either a bad user
experience or termination of the call.

Candi dat e Gat heri ng

When using | CE, a candi date needs to be gathered for each port. This
takes approximtely 20 nms extra for each extra "m=" section due to
the NAT pacing requirenments. Al of this gathering can be overl apped
with other things while, e.g., a web page is loading to mnimze the
impact. |If the client only wants to generate Traversal Using Rel ays
around NAT (TURN) or STUN | CE candi dates for one of the "m=" I|ines
and then use Trickle |ICE [ RFC8838] to get the non-host |CE candi dates
for the rest of the "n¥" sections, it MAY do that and will not need
any additional gathering tine.

Sone peopl e have suggested a TURN extension to get a bunch of TURN
all ocations at once. This would only provide a single STUN result,
so in cases where the other end did not support BUNDLE, it nay cause
more use of the TURN server, but it would be quick in the cases where
bot h si des supported BUNDLE and would fall back to a successful cal
in the other cases.

now edgenent s

The usage of the SDP groupi ng extension for negotiating bundl ed nedia
is based on simlar alternatives proposed by Harald Al vestrand and
Cull en Jennings. The BUNDLE extension described in this docunment is
based on the different alternative proposals, and text (e.g., SDP
exanpl es) has been borrowed (and, in some cases, nodified) fromthose
al ternative proposal s.

The SDP exanples are also nodified versions fromthe ones in the
Al vestrand proposal
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Thanks to Charlie Kaufman for performng the Sec-Dir review
Thanks to Linda Dunbar for perform ng the Gen-ART review.

Thanks to Spotify for providing nusic for the countless hours of
docunent editing.



Aut hors’ Addr esses

Chri ster Hol nberg

Eri csson

Hirsalantie 11

FI - 02420 Jorvas

Fi nl and

Enmai | : christer. hol nberg@ricsson.com

Haral d Tveit Al vestrand
CGoogl e

Kungsbron 2

SE- 11122 St ockhol m

Sweden

Emai | : haral d@l vest rand. no

Cul I en Jenni ngs

Ci sco

Suite 350

400 3rd Avenue SW
Cal gary AB T2P 4H2
Canada

Email: fluffy@ii.ca



