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Overvi ew and Rati onal e

Secure Shell (SSH) is a comon protocol for secure comuni cation on
the Internet. |In [RFC4253], SSH originally defined two Key Exchange
(KEX) Method Nanes that MJUST be inplenmented. Over time, what was
once considered secure is no |longer considered secure. The purpose
of this RFCis to recommend that sone published key exchanges be
deprecated or disallowed as well as to reconmend sone that SHOULD and
one that MJST be adopt ed.

Thi s docunent updates [ RFC4250], [RFC4253], [RFC4432], and [ RFC4462]
by changi ng the requirenent |evel ("MJST" noving to "SHOULD', "MNAY",
or "SHOULD NOT*, and "MAY" noving to "MJST", "SHOULD', "SHOULD NOT",
or "MJST NOT") of various key exchange nechani sms. Sone

recommendations will be unchanged but are included for conpleteness.

Section 7.2 of [RFC4253] says the foll ow ng:

| The key exchange produces two val ues: a shared secret K, and an
| exchange hash H.  Encryption and authentication keys are derived
| fromthese. The exchange hash Hfromthe first key exchange is
| additionally used as the session identifier, which is a unique

| identifier for this connection. It is used by authentication

| methods as a part of the data that is signed as a proof of

| possession of a private key. Once conputed, the session

| identifier is not changed, even if keys are |ater re-exchanged.

The security strength of the public key exchange al gorithm and the
hash used in the Key Derivation Function (KDF) both inpact the
security of the shared secret K being used.

The hashing al gorithnms used by key exchange net hods described in this
docunent are: shal, sha256, sha384, and sha512. In many cases, the
hash name is explicitly appended to the public key exchange al gorithm
nane. However, sonme of themare inplicit and defined in the RFC that
defines the key exchange al gorithm nane.

Various RFCs use different spellings and capitalizations for the
hashing function and encryption function nanes. For the purpose of
this docunment, the follow ng are equival ent names: shal, SHA1, and
SHA-1; sha256, SHA256, SHA-256, and SHA2-256; sha384, SHA384, SHA-
384, and SHA2-384; and sha512, SHA512, SHA-512, and SHA2-512

For the purpose of this docunent, the follow ng are equival ent:
aes128, AES128, AES-128; aesl192, AES192, and AES-192; and aes256,
AES256, and AES- 256.

It is good to try to match the security strength of the public key
exchange algorithmwi th the security strength of the symetric
ci pher.

There are many possible symmetric ciphers available with multiple
modes. The list in Table 1 is intended as a representative sanpl e of



those that appear to be present in nmobst SSH inpl enmentations. The
security strength estinmates are generally available in [ RFC4086] for
triple-DES and AES, as well as Section 5.6.1.1 of

[ NI ST. SP. 800- 57pt 1r 5] .

| G pher Name (nodes) | Estimated Security Strength |
[§ sy s s e U
| 3des (chc) | 112 bhits |
e e e e e oo o mm e e e e e e e i +
| aes128 (cbc, ctr, gcm | 128 bhits |
o m e e e e e e e aao o o +
| aes192 (cbc, ctr, gcm | 192 bits |
e o e e e e e e e oo - - +
| aes256 (cbc, ctr, gcm) | 256 bits |
e e e e e oo o mm e e e e e e e i +

Table 1: Symmetric G pher Security Strengths

The foll owi ng subsections describe how to sel ect each conponent of
the key exchange.

1.1. Selecting an Appropriate Hashing Al gorithm

The SHA-1 hash is in the process of being deprecated for many
reasons.

There have been attacks against SHA-1, and it is no | onger strong
enough for SSH security requirements. Therefore, it is desirable to
move away fromusing it before attacks becone nore serious.

The SHA-1 hash provides for approxinately 80 bits of security
strength. This nmeans that the shared key being used has at nobst 80
bits of security strength, which may not be sufficient for nost
users.

For purposes of key exchange nethods, attacks against SHA-1 are
collision attacks that usually rely on human help rather than a pre-
i mge attack. The SHA-1 hash resistance agai nst a second pre-inmage
is still at 160 bits, but SSH does not depend on second pre-inmage
resi stance but rather on chosen-prefix collision resistance.

Transcript Collision attacks are docunented in [ TRANSCRI PTION]. This
paper shows that an on-path attacker does not tanper with the Diffie-
Hel | man val ues and does not know the connection keys. The attack
coul d be used to tamper with both I _C and |I_S (as defined in

Section 7.3 of [RFC4253]) and might potentially be able to downgrade
the negoti ated ciphersuite to a weak cryptographic algorithmthat the
attacker knows how to break

These attacks are still conputationally very difficult to perform
but it is desirable that any key exchange using SHA-1 be phased out
as soon as possible.

If there is a need for using SHA-1 in a key exchange for
conpatibility, it would be desirable to list it last in the
preference list of key exchanges.

Use of the SHA-2 family of hashes found in [RFC6234] rather than the
SHA-1 hash is strongly advi sed.

When it conmes to the SHA-2 fam |y of secure hashing functions,

SHA2- 256 has 128 bits of security strength; SHA2-384 has 192 bits of
security strength; and SHA2-512 has 256 bits of security strength.

It is suggested that the minimum secure hashing function used for key
exchange net hods shoul d be SHA2-256 with 128 bits of security



strength. O her hashing functions may al so have the sanme nunber of
bits of security strength, but none are as yet defined in any RFC for
use in a KEX for SSH

To avoid conmbi natorial explosion of key exchange names, newer key
exchanges are generally restricted to *-sha256 and *-sha512. The
exceptions are ecdh-sha2-ni st p384 and gss-ni st p384-sha384-*, which
are defined to use SHA2-384 (al so known as SHA-384) defined in

[ RFC6234] for the hash al gorithm

Table 2 provides a summary of security strength for hashing functions
for collision resistance. You may consult [N ST. SP. 800-107r1] for
nmore i nformati on on hash al gorithm security strength.

[ el sl
| Hash Nanme | Estinmated Security Strength |
| shal | 80 bits (before attacks) |
R o e e e e e e e e m o +
| sha256 | 128 bits |
S O +
| sha384 | 192 bits |
S IR T T re e +
| sha512 | 256 bits |
R o e e e e e e e e m o +

Tabl e 2: Hashing Function Security
Strengt hs

.2. Selecting an Appropriate Public Key Al gorithm
SSH uses mathematically hard probl ens for doi ng key exchanges:

* Elliptic Curve Cryptography (ECC) has families of curves for key
exchange nmethods for SSH. NI ST prime curves with nanmes and ot her
curves are avail able using an object identifier (OD) with
Elliptic Curve Diffie-Hellman (ECDH) via [ RFC5656]. Curve25519
and curve448 key exchanges are used with ECDH via [ RFC8731].

* Finite Field Cryptography (FFC) is used for Diffie-Hellman (DH)
key exchange with "safe prines" either froma specified Iist found
in [ RFC3526] or generated dynamically via [RFC4419] as updated by
[ RFC8270] .

* |Integer Factorization Cryptography (IFC) using the RSA algorithm
is provided for in [ RFC4432].

It is desirable that the security strength of the key exchange be
chosen to be conmparable with the security strength of the other

el ements of the SSH handshake. Attackers can target the weakest
el ement of the SSH handshake.

It is desirable that a m nimum of 112 bits of security strength be
sel ected to match the weakest of the symmetric cipher (3des-chc)
avail abl e. Based on inplenmenter security needs, a stronger m ninum
may be desi red.

The | arger the Modul ar Exponentiation (MODP) group, the ECC curve
size, or the RSA key length, the nore conputation power wll be
required to performthe key exchange.

.2.1. Hliptic Curve Cryptography (ECC
For ECC, across all of the nanmed curves, the mninum security

strength is approximtely 128 bits. The [ RFC5656] key exchanges for
the nanmed curves use a hashing function with a matching security



1.

2

strength. Likew se, the [ RFC8731] key exchanges use a hashing
function that has nore security strength than the curves. The

m nimum strength will be the security strength of the curve. Table 3
contains a breakdown of just the ECC security strength by curve nane;
it does include the hashing al gorithmused. The curve25519 and
curve488 security-level nunbers are in [RFC7748]. The nistp256,

ni st p384, and nistp521 (NI ST prinme curves) are provided in [ RFC5656] .
The hashing al gorithm designated for use with the individual curves
have approxi mately the same nunber of bits of security as the naned
curve.

| Curve Nane | Estimated Security Strength |
[ s e femsfemely e
| nistp256 | 128 hits |
Fom e e o - o mm e e e e e e e i +
| nistp384 | 192 bits |
S o +
| nistp521 | 512 bits |
Fom e m oo - - o e e e e e e e oo - - +
| curve25519 | 128 hits |
Fom e e o - o mm e e e e e e e i +
| curved48 | 224 bits |
S o +

Table 3: ECC Security Strengths
2. Finite Field Cryptography (FFC

For FFC, it is recommended to use a nodulus with a m ni rum of 2048
bits (approximately 112 bits of security strength) with a hash that
has at |east as many bits of security as the FFC. The security
strength of the FFC and the hash together will be the m ni mum of
those two values. This is sufficient to provide a consistent
security strength for the 3des-cbc cipher. Section 1 of [RFC3526]
notes that the Advanced Encryption Standard (AES) cipher, which has
more strength, needs stronger groups. For the 128-bit AES, we need
about a 3200-bit group. The 192- and 256-bit keys woul d need groups
that are about 8000 and 15400 bits, respectively. Table 4 provides
the security strength of the MODP group. Wen paired with a hashing
algorithm the security strength will be the mininumof the two

al gorithms.

[§ pleemsfemms e emsee e eseefusfese s spe s fes ey esspeses s es e fes e espeses e ese s ese e pee gt e pj——r o}
| Prine Field Size | Estimated Security Strength | Exanple |
| | | MODP G oup |
| 2048-bit | 112 bits | groupld |
o e e e e oo oo o e e e e e e e e m o R +
| 3072-bit | 128 bits | grouplbs |
Fom e oo - +
| 4096- bit | 152 bits | groupl6 |
oo o m oo S +
| 6144-bit | 176 bits | groupl? |
o e e e e oo oo o e e e e e e e e m o R +
| 8192-bit | 200 bits | groupl8 |
Fom e oo - +

Table 4. FFC MODP Security Strengths

The m ni mum MODP group is the 2048-bit MODP groupl4. Wen used with
a SHA-1 hash, this group provides approximately 80 bits of security.
When used with a SHA2- 256 hash, this group provides approximately 112
bits of security. The 3des-chc cipher itself provides at nost 112
bits of security, so the groupl4-sha256 key exchanges is sufficient
to keep all of the 3des-cbc key, for 112 bits of security.



A 3072-bit MODP group when used with a SHA2-256 hash wi |l provide
approximately 128 bits of security. This is desirable when using a
ci pher such as aes128 or chacha20-pol y1305 that provides

approxi mately 128 bits of security.

The 8192-bit groupl8 MODP group when used with sha512 provides
approxi mately 200 bits of security, which is sufficient to protect
aesl192 with 192 bits of security.

1.2.3. Integer Factorization Cryptography (IFC)

The only I FC al gorithm for key exchange is the RSA al gorithm
specified in [RFC4432]. RSA 1024-bit keys have approximately 80 bhits
of security strength. RSA 2048-bit keys have approximately 112 bits
of security strength. It is worth noting that the I FC types of key
exchange do not provide Forward Secrecy, which both FFC and ECC do
provi de.

In order to match the 112 bits of security strength needed for 3des-
cbc, an RSA 2048-bit key matches the security strength. The use of a
SHA-2 family hash with RSA 2048-bit keys has sufficient security to
mat ch the 3des-cbc symetric cipher. The rsal024-shal key exchange
has approximately 80 bits of security strength and is not desirable.

Table 5 sunmari zes the security strengths of these key exchanges
wi t hout including the hashing algorithmstrength. Guidance for these
strengths can be found in Section 5.6.1.1 of [N ST. SP. 800-57pt 1r5].

| Key Exchange Method | Estimated Security Strength |
[} gttt —————————— L —p—_—_————————————————
| rsal024-shal | 80 bits |
o e e e e oo s o mm e e e e e e e i +
| rsa2048-sha256 | 112 bits |
o e e e e e a e oo o +

Table 5: I FC Security Strengths
2. Requirenents Language

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [ RFCB174] when, and only when, they appear in all
capitals, as shown here

3. Key Exchange Met hods

Thi s docunent adopts the style and conventions of [RFC4253] in
speci fying how the use of data key exchange is indicated in SSH

This RFC al so coll ects key exchange met hod nanes in various existing
RFCs ([ RFC4253], [RFC4419], [RFC4432], [RFC4462], [RFC5656],

[ RFC8268], [RFC8308], [RFC8731], and [RFC8732]) and provides a
suggested suitability for inplenentation of MJST, SHOULD, MAY, SHOULD
NOT, and MJUST NOT. Any nethod not explicitly listed MAY be

i mpl enment ed.

Section 7.2 of [RFC4253] defines the generation of a shared secret K
(really the output of the KDF) and an exchange key hash H.  Each key
exchange net hod uses a specified HASH function, which nust be the
sanme for both key exchange and Key Derivation. His used for key
exchange integrity across the SSH session as it is conputed only
once. It is noted at the end of Section 7.2 of [RFC4253] that:



| This process will lose entropy if the anmbunt of entropy in Kis
| larger than the internal state size of HASH

So, care nust be taken that the hashing algorithmused is well chosen
("reasonabl e") for the key exchange al gorithns being used.

Thi s docunent provides guidance as to what key exchange al gorithns
are to be considered for new or updated SSH i npl enent ati ons.

In general, key exchange nethods that are considered "weak" are being
moved to either deprecated ("SHOULD NOT") or disallowed ("MJST NOT").
Met hods that are newer or considered to be stronger usually require
nmor e devi ce resources than many adm nistrators and/ or devel opers need
are to be allowed ("MAY"). (Eventually, sone of these nethods could
be noved by consensus to "SHOULD' to increase interoperability and
security.) Methods that are not "weak" and have inplenmentation
consensus are encouraged ("SHOULD'). There needs to be at |east one
consensus met hod pronoted to a status of mandatory to inpl enent

(Mr1). This should help to provide continued interoperability even
with the | oss of one of the now disallowed M nethods.

For this docunent, 112 bits of security strength is the mininum Use
of either or both of SHA-1 and RSA 1024 bits at an approxi mate 80
bits of security fall below this m nimum and shoul d be deprecated and
moved to disallowed as quickly as possible in configured depl oyments
of SSH It seens plausible that this mnimum nmay be increased over
time, so authors and admnistrators may wi sh to prepare for a switch
to algorithnms that provide nore security strength.

3.1. Hliptic Curve Cryptography (ECC)

The Elliptic Curve (EC) key exchange al gorithns used with SSH i ncl ude
the ECDH and EC Menezes- Qu- Vanst one ( ECMYV).

The ECC curves defined for the key exchange al gorithmnms above incl ude
the follow ng: curve25519, curve448, the N ST prinme curves (nistp256,
ni st p384, and nistp521), as well as other curves allowed for by
Section 6 of [RFC5656]. There are key exchange nechani sns based on
the Generic Security Service Application ProgramInterface (GSS-API)
that use these curves as well that have a "gss-" prefix.

3.1.1. curve25519-sha256 and gss-curve25519-sha256-*

Curve25519 is efficient on a wide range of architectures with
properties that allow higher-performance inplenentati ons conpared to
the patented elliptic curve paraneters purchased by N ST for the
general public to use as described in [RFC5656]. The corresponding
key exchange met hods use SHA2-256 (al so known as SHA-256) defined in
[ RFC6234]. SHA2-256 is a reasonable hash for use in both the KDF and
session integrity. It is reasonable for both gss and non-gss uses of
curve25519 key exchange nethods. These key exchange nethods are
described in [RFC8731] and [ RFC8732] and are simlar to the | KEv2 key
agreenment described in [RFC8031]. The curve25519-sha256 key exchange
met hod has mul tiple inplenentati ons and SHOULD be inpl emented. The
gss-curve25519-sha256-* key exchange nmet hod SHOULD al so be

i npl ement ed because it shares the sane performance and security
characteristics as curve25519-sha256

Table 6 contains a sumary of the reconmendations for
curve25519- based key exchanges.

[ sty oo —p——
| Key Exchange Method Name | Gui dance



Tabl e 6: Curve25519 | npl ement ati on
Qui dance

3.1.2. curve448-sha512 and gss-curve448-sha512-*

Curved448 provides nore security strength than curve25519 at a hi gher
conput ati onal and bandwi dth cost. The correspondi ng key exchange

met hods use SHA2-512 (al so known as SHA-512) defined in [ RFC6234].
SHA2-512 is a reasonabl e hash for use in both the KDF and session
integrity. It is reasonable for both gss and non-gss uses of
curved48 key exchange nethods. These key exchange nethods are
described in [RFC8731] and [ RFC8732] and are simlar to the | KEv2 key
agreenent described in [RFC8031]. The curve448-sha512 key exchange
met hod MAY be inplenented. The gss-curve448-sha512-* key exchange
met hod MAY al so be inplenmented because it shares the same perfornmance
and security characteristics as curve448-sha512.

Table 7 contains a sumary of the recommendati ons for curve448-based
key exchanges.

oo 4 o=+
| Key Exchange Method Name | Gui dance

+ o4 - ———=—=+4
| curved48-sha512 | MAY |
I T R +
| gss-curve448-shab512-* | MAY |
I T T T R i +

Table 7: Curved448 | nplenmentation
Gui dance

3.1.3. ecdh-*, ecmgv-sha2, and gss-ni st p*

The ecdh-sha2-* nanmespace allows for both the naned NI ST prinme curves
(ni stp256, nistp384, and nistp521) as well as other curves to be
defined for the ECDH key exchange. At the tine of this witing,
there are three named curves in this nanmespace that SHOULD be
supported. They appear in Section 10.1 of [RFC5656]. |If

i mpl ement ed, the named curves SHOULD al ways be enabl ed unl ess
specifically disabled by |ocal security policy. 1In Section 6.1 of

[ RFC5656], the nethod to name other ECDH curves using ODs is
specified. These other curves MAY be i npl enent ed.

The GSS- APl nanespace with gss-nistp*-sha* mrrors the algorithns
used by ecdh-sha2-* nanes. They are described in [ RFC8732].

ECDH r educes bandwi dth of key exchanges conpared to FFC DH at a
simlar security strength.

Table 8 lists algorithns as "SHOULD' where inpl enentati ons nmay be
more efficient or widely deployed. The itenms listed as "MAY" in
Table 8 are potentially less efficient.

+ o4 -+
| Key Exchange Method Nane | Gui dance

[ ooy e e
| ecdh-sha2-* | MAY |
T F--- - - +
| ecdh-sha2-ni st p256 | SHOULD |
I T I +
| gss-nistp256-sha256-* | SHOULD |
I I I R +

| ecdh-sha2-ni stp384 | SHOULD |



| gss-nistp384-sha384-* | SHOULD |
e Focmmnaaann +
| ecdh-sha2-ni st p521 | SHOULD |
e T T T +
| gss-nistp521-shab512-* | SHOULD |
S TS +
| ecngv-sha2 | MAY |
e Focmmnaaann +

Tabl e 8: ECDH I npl enent ati on Gui dance

It is advisable to match the Elliptic Curve Digital Signature
Al gorithm (ECDSA) and ECDH al gorithmto use the sane curve for both
to maintain the sane security strength in the connection

3.2. Finite Field Cryptography (FFC)
3.2.1. FFC Diffie-Hellman Usi ng Generated MODP G oups

[ RFC4419] defines two key exchange nethods that use a random
selection froma set of pre-generated noduli for key exchange: the
di ffi e-hel | man-group- exchange-shal net hod and the diffie-hellmn-
group- exchange-sha256 nethod. Per [RFC8270], i nplenentations SHOULD
use a MODP group whose nodul us size is equal to or greater than 2048
bits. MODP groups with a nodulus size | ess than 2048 bits are weak
and MJST NOT be used.

The diffie-hell man-group- exchange-shal key exchange met hod SHOULD NOT
be used. This nethod uses SHA-1, which is being deprecated.

The diffie-hell man-group- exchange-sha256 key exchange net hod MAY be
used. This nethod uses SHA2-256, which is reasonable for MODP groups
| ess than 4096 bits.

Care should be taken in the pre-generation of the noduli P and
generator G such that the generator provides a Q ordered subgroup of
P. Oherw se, the paraneter set may | eak one bit of the shared
secret.

Table 9 provides a summary of the gui dance for these exchanges.

Table 9: FFC Generated MODP Group | npl enentation
Gui dance

3.2.2. FFC Diffie-Hellman Usi ng Naned MODP Groups

The diffie-hell man-groupl4-sha256 key exchange nmethod is defined in
[ RFC8268] and represents a key exchange that has approximately 112
bits of security strength that matches 3des-cbc symetric cipher
security strength. It is a reasonably sinple transition from SHA-1
to SHA-2, and given that diffie-hell man-groupl4-shal and diffie-

hel | man- gr oupl4- sha256 share a MODP group and only differ in the hash
function used for the KDF and integrity, it is a correspondingly
sinmple transition frominplenmenting diffie-hell man-groupl4-shal to
i mpl ementing diffie-hellman-groupl4-sha256. G ven that diffie-

hel | man- groupl4-shal is being renmoved from mandatory to inpl enent
(Mr1) status, the diffie-hell man-groupl4-sha256 nmet hod MJUST be



i mpl emented. The rest of the FFC MODP group from [ RFC8268] have a
| arger nunber of security bits and are suitable for symretric ciphers
that also have a sinmlar nunber of security bits.

Tabl e 10 provides explicit guidance by nane.

| Key Bxchange Method Name | Gui dance |
| ditfie-hel | man-groupld-sha2se | MUST |
| gss-groupla-snazse-r | st |
| G111 e-hel | man- groupls-shasiz | MY |
| gss-groups-shasiz-r Dy
| i f1ie hel | man-groupl6-shasi2 | SHOLD |
| gss-groupls-shasiz-x Dy
| i f1ie hell man-grouplr-shasiz | my )
| gss-groupi7-shasiz-r Dy
| G111 e-hel | man- groupls-shasiz | MY |
| gss-grouple-shasiz-x Dy
g SR +

Tabl e 10: FFC Nanmed G oup | nplementation
Gui dance

3.3. Integer Factorization Cryptography (IFC

The rsal024-shal key exchange nethod is defined in [ RFC4432] and uses
an RSA 1024-bit modulus with a SHA-1 hash. This key exchange does
NOT neet security requirenments. This nmethod MJUST NOT be i npl enent ed.

The rsa2048-sha256 key exchange nethod is defined in [ RFC4432] and
uses an RSA 2048-bit nodulus with a SHA2-256 hash. This key exchange
meets 112-bit mninmum security strength. This nmethod MAY be

i mpl ement ed.

Table 11 provides a summary of the guidance for | FC key exchanges.

R el ey o
| Key Exchange Method Name | Qui dance |
[ e ey el
| rsal024-shal | MJST NOT |
I T I +
| rsa2048-sha256 | MAY |
I I I R +

Table 11: |1 FC I npl enentati on Cui dance
3.4. KDFs and Integrity Hashing
The SHA-1 and SHA-2 fami |y of hashing algorithns are conmbined with
the FFC, ECC, and IFC algorithms to conmprise a key exchange net hod
nane.

The sel ected hash algorithmis used both in the KDF as well as for
the integrity of the response.

Al of the key exchange nethods using the SHA-1 hashing al gorithm



shoul d be deprecated and phased out due to security concerns for SHA-
1, as docunented in [ RFC6194].

Uncondi tional |y deprecating and/or disallowing SHA-1 everywhere wil |l
hasten the day when it nmay be sinply renoved from i npl enent ati ons
completely. Leaving partially broken algorithms |ying around i s not
a good thing to do.

The SHA-2 fami |y of hashes [ RFC6234] is nore secure than SHA-1. They
have been standardi zed for use in SSH with many of the currently
defined key exchanges.

Pl ease note that at the present tine, there is no key exchange nethod
for Secure Shell that uses the SHA-3 family of secure hashing
functions or the Extendabl e-Qutput Functions [N ST. FI PS. 202] .

Prior to the changes nade by this docunment, diffie-hell man-
groupl-shal and diffie-hell man-groupl4-shal were M. diffie-

hel | man- groupl4-shal is the stronger of the two. Goupld4 (a 2048-bit
MODP group) is defined in Section 3 of [ RFC3526]. The SSH groupl is
defined in Section 8.1 of [RFC4253] as using the QCakley G oup 2
provided in Section 6.2 of [RFC2409] (a 1024-bit MODP group). This
groupl MODP group with approximately 80 bits of security is too weak
to be retained. However, rather than junping fromthe MIl status to
making it disallowed, many inplenmenters suggested that it should
transition to deprecated first and be disallowed at a later tine.
The groupld4 MODP group using a SHA-1 hash for the KDF is not as weak
as the groupl MODP group. There are sone |egacy situations where it
will still provide adm nistrators with value, such as small hardware
Internet of Things (1OT) devices that have insufficient compute and
menory resources to use |larger MODP groups before a tineout of the
session occurs. There was consensus to transition fromMIl to a
requi renent status that provides for continued use with the
expectation that it would be deprecated or disallowed in the future.
Therefore, it is considered reasonable to retain the diffie-hellman-
groupl4-shal exchange for interoperability with | egacy

i npl ementations. The diffie-hell man-groupl4-shal key exchange MAY be
i mpl ement ed, but should be put at the end of the Iist of negotiated
key exchanges.

The diffie-hell man-groupl-shal and diffie-hell nman-group-exchange-shal
SHOULD NOT be inplenmented. The gss-groupl-shal-*, gss-
groupl4-shal-*, and gss-gex-shal-* key exchanges are already

speci fied as SHOULD NOT be inpl enented by [ RFC8732].

3.5. Secure Shell Extension Negotiation

There are two nethods, ext-info-c and ext-info-s, defined in

[ RFC8308]. They provide a mechanismto support other Secure Shel
negotiations. Being able to extend functionality is desirable. Both
ext-info-c and ext-info-s SHOULD be i npl enent ed.

4. Summary Qui dance for |nplenentati on of Key Exchange Method Nanes
Tabl e 12 provides the existing key exchange met hod nanes |isted

al phabetically. The Inplenent colum contains the current
recommendati ons of this RFC

B ooy sl sy e
| Key Exchange Met hod | Reference | Previous | RFC 9142 |
| Narme | | Recommendation | |nplenent

B S e el e el sl sl
| curve25519- sha256 | [RFC8731] | none | SHOULD |
I i I I R I I I I +
| curved48-sha512 | [RFC8731] | none | MAY |



di ffie-hell man-group- | [RFC4419], | none | SHOULD

exchange- shal | [RFC8270] | | NOT
----------------------- e
di ffie-hell man-group- | [RFC4419], | none | MAY
exchange- sha256 | [RFC8270] | |
----------------------- T
diffie-hell man- | [RFC4253] | MUST | SHOULD
groupl-shal | | | NOT
----------------------- e
di ffie-hell man- | [RFC4253] | MUST | MAY
groupl4-shal | | |
----------------------- T
di ffie-hell man- | [RFC8268] | none | MUST
groupl4- sha256 | | |
----------------------- e
di ffie-hell man- | [RFC8268] | none | MAY
groupl5-sha512 | | |
----------------------- T
di ffie-hell man- | [RFC8268] | none | SHOULD
groupl6-shab12 | | |
----------------------- e
di ffie-hell man- | [RFC8268] | none | MAY
groupl7-shab512 | | |
----------------------- T
di ffie-hell man- | [RFC8268] | none | MAY
groupl8-shab512 | | |
----------------------- e
ecdh-sha2-* | [RFC5656] | MAY | MAY
----------------------- T T I SR
ecdh- sha2-ni st p256 | [RFC5656] | MUST | SHOULD
----------------------- T ey
ecdh-sha2- ni st p384 | [RFC5656] | MJUST | SHOULD
----------------------- e
ecdh-sha2-ni st p521 | [ RFC5656] | MUST | SHOULD
----------------------- T T I SR
ecmgv- sha2 | [RFC5656] | MAY | MAY
----------------------- T ey
ext-info-c | [RFC8308] | SHOULD | SHOULD
----------------------- e
ext-info-s | [RFC8308] | SHOULD | SHOULD
----------------------- T T I SR
gss- | [RFC4462] | reserved | reserved
----------------------- T ey
gss- | [RFC8732] | SHOULD | SHOULD
curve25519- sha256- * | | |
----------------------- T
gss-curve448-shab12-* | [RFC8732] | MAY | MAY
----------------------- T
gss- gex-shal-* | [RFC4462], | SHOULD NOT | SHOULD

| [RFC8732] | | NOT
----------------------- e
gss-groupl-shal-* | [ RFC4462], | SHOULD NOT | SHOULD

| [RFC8732] | | NOT
----------------------- T
gss-groupl4d-shal-* | [ RFC4462], | SHOULD NOT | SHOULD

| [RFC8732] | | NOT
----------------------- e
gss-groupl4d-sha256-* | [RFC8732] | SHOULD | SHOULD
----------------------- T T I SR
gss-groupl5-shab12-* | [RFC38732] | MAY | MAY
----------------------- T ey
gss-groupl6-shab12-* | [RFC8732] | SHOULD | MAY
----------------------- e
gss-groupl7-shab12-* | [RFC8732] | MAY | MAY
----------------------- T T I SR

gss-groupl8-shab12-* | [RFC38732] | MAY | MAY



| gss-nistp256-sha256-* | [ RFC8732] | SHOULD | SHOULD |
O S I . S +
| gss-nistp384-sha384-* | [ RFC8732] | MAY | SHOULD |
dom e eeeemeeeceaaaas S IR . S IR +
| gss-nistp521-sha512-* | [ RFC8732] | MAY | SHOULD |
o e e e e R o e R +
| rsal024-shal | [RFC4432] | MAY | MUST NOT |
O S I . S +
| rsa2048-sha256 | [RFC4432] | MAY | MAY |
Fom e meeeeeemeecieaaaas S IR . S IR +

Tabl e 12: 1 ANA Guidance for Inplenmentation of Key Exchange
Met hod Nanes

The full set of official [|ANA-SSH "Key Exchange Method Names" not
ot herwi se nentioned in this docunent MAY be inpl enented.

Security Considerations

Thi s SSH protocol provides a secure encrypted channel over an
insecure network. It perforns server host authentication, key
exchange, encryption, and integrity checks. It also derives a unique
session I D that may be used by higher-level protocols. The key
exchange itself generates a shared secret and uses the hash function
for both the KDF and integrity.

Ful | security considerations for this protocol are provided in

[ RFC4251] and continue to apply. 1In addition, the security

consi derations provided in [ RFC4432] apply. Note that Forward
Secrecy is NOT available with the rsal024-shal or rsa2048-sha256 key
exchanges.

It is desirable to deprecate or disall ow key exchange nethods that
are consi dered weak so they are not still actively in operation when
they are broken.

A key exchange nethod is considered weak when the security strength
is insufficient to match the symretric ci pher or the algorithm has
been broken.

The 1024-bit MODP group used by diffie-hell nman-groupl-shal is too
small for the symetric ciphers used in SSH

MODP groups with a nodul us size | ess than 2048 bits are too snmall for
the symmetric ciphers used in SSH. If the diffie-hell man-group-
exchange- sha256 or diffie-hell nman-group-exchange-shal key exchange
met hod i s used, the nodulus size of the MODP group used needs to be
at |l east 2048 bhits.

At this time, the rsal024-shal key exchange is too snall for the
symretric ciphers used in SSH

The use of SHA-1 for use with any key exchange may not yet be
completely broken, but it is time to retire all uses of this
al gorithm as soon as possi bl e.

The diffie-hell man-groupl4-shal algorithmis not yet conpletely
deprecated. This is to provide a practical transition fromthe Ml
algorithms to a new one. However, it would be best to only be used
as a last resort in key exchange negotiations. All key exchange
met hods using the SHA-1 hash are to be considered as deprecated.

| ANA Consi der ati ons

| ANA has added a new colum to the "Key Exchange Method Names"



7.

7.

7.

registry [IANA-SSH with the heading "OK to Inplenent” and annot at ed
entries therein with the inplenentation gui dance provided in

Section 4, "Sumary Gui dance for |Inplenentation of Key Exchange

Met hod Names", in this document. |ANA al so added entries for ecdh-
sha2- ni st p256, ecdh-sha2-ni st p384, and ecdh-sha2-ni st p521, and added
references to [ RFC4462] and [ RFC8732] for gss-gex-shal-*, gss-
groupl-shal-*, gss-groupl4-shal-*, diffie-hell man-group-exchange-
shal, and diffie-hell man-group-exchange-sha256. A summary nmay be
found in Table 12 in Section 4. |ANA has also included this docunent
as an additional registry reference for the suggested inplenmentation
gui dance provided in Section 4 of this docunent and added a note

i ndi cating the foll ow ng:

| OKto Inplenment guidance entries for registrations that pre-date
| [RFC9142] are found in Table 12 in Section 4 of [RFC9142].

Regi stry entries annotated with "MJST NOT" are considered disall owed.
Regi stry entries annotated with "SHOULD NOT" are deprecated and may
be disallowed in the future.
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