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Status of this Meno

This RFC focuses di scussion on the particular problens in the
ARPA- I nternet of | ow speed network interconnection with persona
comput ers, and possi bl e nmethods of solution. None of the proposed
solutions in this docunent are intended as standards for the
ARPA-Internet. Rather, it is hoped that a general consensus w ||
energe as to the appropriate solution to the problens, |eading
eventually to the adoption of standards. Distribution of this nmeno
unlimted.

VWhat is the Probl em Anyway ?

As we connect workstations and personal conputers to the | NTERNET,
many of the cost/speed comruni cation tradeoffs change. This has nade
us reconsider the way we juggle the protocol and hardware design
tradeoffs. Wth substantial conputing power available in the $3--10K
range, it is feasible to |ocate computers at their point of use,
including in buildings, in our hones, and other places renpte from
the existing high speed connections. Dedicated 56k baud lines are
costly, have limted availability, and long lead time for
installation. Hi gh speed LAN s are not an applicable interconnection
solution. These two facts ensure that readily avail able 1200 / 2400
baud phone nodens over dialed or | eased telephone lines will be an

i mportant part of the interconnection scheme in the near future.

This paper will consider sone of the problens and possibilities
involved with using a "thin" (less than 9600 baud) data path. A trio
of "THI NWRE" protocols for connecting a personal conputer to the

| NTERNET are presented for discussion

Al t hough the cost and flexibility of tel ephone nodens is very
attractive, their | ow speed produces sone mmjor problens. As an
exanple, a minimum TCP/ | P Tel net packet (one character) is 41 bytes
long. At 1200 baud, the transmission tinme for such a packet woul d be
around 0.3 seconds. This is equivalent to using a 30 baud line for
single character transm ssion. (Throughout the paper, the assunption
is made that the transmi ssion speed is linmted only by the speed of
the communication line. W also assune that the line will act as a

synchronous |ink when calculating speed. In reality, with interrupt,
computational, and fram ng overhead, the tines could be 10-50%
wor se. )

In many cases, local echo and line editing can all ow acceptabl e
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Tel net behavior, but many applications will work only with character
at a time transmssion. 1In addition, nultiple data streans can be
very useful for fully taking advantage of the persona
conputer/Internet link. Thus this proposal

There are several fornms that a solution to this problemcan take.
Three of these are |listed below, followed by descriptions of possible
sol utions of each form

0 As a non-solution, one can learn to live with the slow
communi cati on (possibly a reasonable thing to do for background
file transfer and one-tine inquiries to tine, date, or
quot e- of -t he-day servers)

0 Using TCP/I P, one can intercept the link |evel transm ssions,
and try various kinds of conpression algorithnms. This provides
for a symretrical structure on either side of the "Thinw re".

0 One could build an "asymmetrical" gateway which takes sone of
the transport and network comunication overhead away from both
the serial |ink and the personal conputer. The object would be

to nake the PC do the local work, and to nake the
interconnection with the extended network a benefit to the PC
and not a drain on the facilities of the PC

The first formhas the advantage of sinplicity and ease of
i npl ement ati on. The di sadvant ages have been di scussed above. The
second form compression at link level, can be exploited in tw ways.

Thinwire | is a sinple robust conpressor, which will reduce the 41
byte m ni mum TCP/ I P Tel net packets to a series of 17 byte update
packets. This would inprove the effective baud rate from 30 baud
to 70 baud over a 1200 baud line (for single character packets).

Thinwire Il uses a considerably nore conpl ex techni que, and takes
advant age of the storage and processing power on either side of
the thinwire link. Thinwire Il will conpress packets from

multiple TCP/IP connections from 41l bytes down to 13 bytes. The
i ncreased communi cation rate is 95 (effective) baud for single
character packets.

The third form bal ances the characteristics of the personal computer,
the conmunications line, the gateway, and the Internet protocols to
optinmze the utility of the conmunications and the workstation
itself. Instead of running full transport and internet |ayers on the
PC, the PC and the gateway manage a single reliable stream

mul tiplexing data on this streamw th control requests. Wthout the
interneting and flow control structures traveling over the

conmuni cations line on a per/packet basis, the data flow can be
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conpressed a great deal. As there is sone switching overhead, and a
reliable link level protocol is needed on the serial line, the
average effective baud rate woul d be in the 900 baud range.

Each of these Thinwire possibilities will be explored in detail.
nwre |

The sinplest technique for the conpression of packets which have
simlar headers is for both the transmitting and receiving host to
store the nost recent packet and transmit just the changes from one
packet to the next. The updated information is transmtted by
sendi ng a packet including the updated information along with a
description of where the information should be placed. A series of
descriptor-data bl ocks woul d make up the update packet. The
descriptor consists of the offset fromthe | ast byte changed to the
start of the data to be changed and a count of the nunber of data
bytes to be substituted into the old tenmplate. The descriptor is one
byte long, with two four bit fields; offsets and counts of up to 15
byt es can be described. In the npbst pathol ogi cal case the descriptor
adds an extra byte for every 15 bytes (or a 6% expansion).

An exanple of Thinwire | in action is shown in Appendix A A
sequence of two single character TCP/IP Tel net packets is shown. The
"updat e" packet which would actually be transmitted is shown
following them Each Tel net packet is 41 bytes long; the typica
update is 17 bytes. This technique is a useful inprovenent over
sendi ng entire packets. It is also conputationally sinple. It
suffers fromtwo problenms: the conpression is nodest, and, if there
is nore than one class of packets being handl ed, the assunption of
common header information breaks down, causing the conpression of
each class to suffer.

nwire |

Both of the problens described above suggest that a nore
conputationally conplex protocol may be appropriate. Any nmjor

i mprovenent in data conpression nmust depend on know edge of the
protocols being used. Thinwire Il uses this know edge to acconplish
two things. First, the packets are sorted into classes. The packets
fromeach TCP connection using the thinwire |ink, would, because of
their header simlarities, make up a class of packets. Recognizing
these classes and sorting by themis called "matching tenpl ates”
Second, know edge of the protocols is used to conpress the updates.
A bitfield indicating which fields in the header have changed,
followed only by the changed fields, is nuch shorter than the genera
form of change notices. Sinple arithnetic is allowed, so 32 bit
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fields can often be updated in 8 or 16 bits. By using the sorting,
protocol -specific updating, Thinwire Il provides significant
conpr essi on.

A typical transaction is described in Appendix B. The "tenplate

mat chi ng" is based on the unchanging fields in each class of packet.
A TCP/ 1P packet would match on the following fields: network type
field(1P), version, type of service, protocol (TCP), and source and
destination address and port. Note that the 41 bytes have been
reduced to 13 bytes. An additional advantage is that nultiple

cl asses of packets can be transported across the sane |ine w thout

af fecting the conpression of each other, just by matching and storing
mul tiple tenpl ates.

Some of the inplications of this system are:

0 The necessity of saving several tenplates (one for each
TCP/ 1 P connection ) means that there will be a relatively
| arge nmenory requirenent. This requirenment for current
personal conputers is reasonable. In addition, the gateway
must keep tables for several connections at a tine.

0 The Thinwire links are slow (that’'s why we call themthin);
much sl ower than normal di sk access. There is no reason that
i nactive tenpl ates cannot be swapped out to di sk and
retrieved when needed if nenory is limted. (Note that as
menory density increases, this is less and | ess of a
probl em)

0 There is state information in the connections. |If the two
sides get out of synchronization with each other, data flow
stops. This nmeans that sone nmethod of error detection and
recovery nust be provided.

0 To minimze the probl em descri bed above, the protocol used on
the serial line nust be reliable. See Appendix D for details
of SLIP, Serial Line Interface Protocol, as an exanple of
such a protocol. There nmust also be periodic

resynchroni zation. (For exanple, every Nth packet woul d be
transmtted in full)

0 The asynchronous link is not, by its nature, a packet
oriented system a packet structure will need to be |ayered
on the character at a tinme transfer. However, if the
protocol |ayer below thinwire (SLIP) can be trusted, the
formati on of packets is a sinple matter.

0 Thinwire Il will need to be enhanced for each new protoco
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(TCP, UDP, TP4) it is called upon to service. Any packet
type not recognized by the Thinwi re connection will be
transmitted in full.

For maintaining full network service, Thinwire Il or a close variant
seens to be the solution

nwire |11

When transm ssions at the local network (link) level are not

required, if only the avail able services are desired, then a solution
based on Thinwire Il may be appropriate. A star network with a
gateway in the center serving as the connection between a nunber of
Personal Computers and the Internet is the key of Thinwire II1.

Rat her than providing connections at the network/link level, Thinwire
Il assunes that there is a reliable serial link (SLIP or equivalent)
beneath it and that the workstation/personal computer has better
things to do than manage TCP state tables, tineouts, etc. It also
assunes that the gateway supporting the Thinwire Il connections is
power ful enough to run nmany TCP connections and several SLIP s at the
same time. The gateway fills in for the linmtations of the

communi cations line and the personal conputer. It provides a gateway
to the | NTERNET, managi ng the transport and network functions,
providing both reliable stream and dat agram servi ce

In Thinwire Ill, the gateway starts an interpreter for each SLIP
connection froma personal conmputer. The gateway will open TCP, UDP
and | ater TP4 connections on the request of the personal conputer.
Acting as the agent for the personal conputer, it will nanage the
renote negotiations and the data flow to and fromthe persona
conputer. Miltiple connections can be opened, with inline |ogica
switches in the reliable data flow indicating which connection the
data is destined for. Additional escaped sequences will send error
and informational data between the two Thinwire Il conmunicators.

This protocol is not symmetric. The gateway will open connections to
the I NTERNET world as an agent for the personal conputer, but the
gateway will not be able to open inbound connections to the persona
conmputer, as the personal conmputer is perceived as a stub host. The
personal conputer may however passively open connections on the
gateway to act as a server. Extended control sequences are specified
to handle the nmultiple connection negotiation that this server
ability will entail.

This protocol seens to ignore the problemof flow control. Qur
thought is that the processing on either side of the comrunication
link will be much speedier than the link itself. The buffering for
the conmunication line and the user process blocking for this wll
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provide nost of the flow control. For the rare instances that this
is not sufficient, there are control nessages to delay the flowto a
port or all data flow

A tentative specification for Thinwire Il is attached as Appendi x C.

The aut hors acknow edge the shoul ders upon which they stand, and

apol ogi ze for the toes they step on. Ongoing work is being done by Eric
Thayer, Guru Parul kar, and John Jaggers. Special thanks are extended to
Peter vond ahn, Jon Postel and Helen Delp for their hel pful comrents on
earlier drafts. Responses will be greatly appreciated at the foll ow ng
addr esses:

Dave Farber <Farber @del - ee>

Gary Del p <Del p@udel - ee>
Tom Cont e <Cont e@idel - ee>
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Appendi x A -- Exanple of Thinwire |I Conpression

Here is an exanple of how Thinwire | would operate in a comon
situation. The connection is a TCP/IP Tel net connection. The first
TCP/ 1 P Tel net packet is on the next page; it simulates the typing of
the character "a". The second packet woul d be produced by typing
"d"; it is shown on the followi ng page. The conpressed version is on
the third page follow ng.

[ NOTE: The checksuns pictured have not been calculated. Binary in
M5B to LSB format]
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01234567890123456789012345678901

| P +- - -+ - - - - - e - - - e - - - - - - - - -+
header : | Ver si on] |HL |Type of Service| Total Length |
|01 000101000000000000000000210110 0|
P | 4 | 5 | 0 | 41 |

a +-+-+-+-+-+-+- -+ -+ - - - - - - - - - - - - - - -+
c | I dentification | Fl ags| Fragnent O f set |
k |]0O00O0O000000000001000/00000000O0O0O0O0O0
e | 1 | 0 | 0 |

t +- - - - e e e e e e e e e e e e e e e e - - -+
- | Tine to live | Pr ot ocol | Header Checksum |
1 |]/0110010100000110/011120111200010100
| 101 | 6 | nnn |

R e s T o T S R El ok i R e e S S e o o s
| Sour ce Address |
|]1000000000000101001001110001010 0|
| 192. | 5. | 39. | 20 |

B i s T T i i o S o T Ji I
| Destination Address |
|/00001010000000100000000000101010
| 10. | 2. | 0. | 52 |

R e o T T e S S T ol S i T S s ik i I S I S S R S R
01234567890123456789012345678901

TCP +-+-+-+-+-+-+- -+ -+ - - - - - - - - - - - - - - -+
header : | Source Port | Destination Port |
|]00000100000000010000000000011011
| 1025 | 27 |

i I i i S i i i i i i S
| Sequence Number |
|O0O0O000000000000O0O0O0O0O0O0O0O010010110 0
300
I+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-|+
| Acknow edgenent Nunber |
|[O0O0O0000000000000O00O00O0O0O0O0O0O00O0O0110010 0|

| 100 |
B i s T T i i o S o T Ji I
|offset | Reserved |UA P RS F| W ndow |
|01 0100000001 0000000000010000000 0
| 5 | 0 | 16 | 512 |
i e e T i e R i e S S e e e e s
| Checksum | Urgent Pointer |
|/000001001011000000000000000000 00
| nnn | 0 |
e L o i e e R th o i R S
| Dat a |
|][011000010000000000000000O00C0O0O0O0O0O0 0
" gn
!|-+++++++++++++++++++++++++++++++!|-

Farber & Delp & Conte [ Page 8]



RFC 914 Sept enber 1984
Thi nwi re Protocol

01234567890123456789012345678901

| P i s T S i i T S A b e ok
header : | Ver si on|] IHL |Type of Service| Total Length |
|01 00/0101000000000000000000101100
|4 | 5 | 0 I 41 I
B i s T T i i o S o T Ji I
P | I dentification* | Fl ags| Fragnent O f set |
a |]0O00O0000000000010/000/00000000O0O0O0O0 0
c | 2 | 0 | 0 |
k i e e R e s o i e e e o i i o I N S T
e | Tine to live*| Pr ot ocol | Header Checksunt
t |]/0110011000000110/011120111200010100
- | 102 | 6 | nnn |
2 e L i i T e i o i R SR S
| Sour ce Address |
|]1000000000000101001001110001010 0|
| 192. | 5. | 39. | 20 |
B i s T T i i o S o T Ji I
| Destination Address |
|/00001010000000100000000000101010
| 10. | 2. | 0. | 52 |
i e e R e o o e i i i o SR N S T
01234567890123456789012345678901
TCP +-+-+-+-+-+-+- -+ -+ - - - - - - - - - - - - - - -+
header : | Source Port | Destination Port |
|]00000100000000010000000000011011
| 1025 | 27 |
* g i e e R e s o i e e b i S I N S T
show | Sequence Number * |
changed|l0 0000 000000000000000000100120110 1
fields | 301 |

i i i T i I S i e s o o i i
| Acknowl edgenent Nunber* |
|[0O00O0O00D000000000D0O000D0O0D0O0O000OD0O00O0110010 1

| 101 |
B i s T T i i o S o T Ji I
|offset | Reserved |UA P RS F| W ndow |
|01 0100000001 0000000000010000000 0
| 5 | 0 | 16 | 512 |
i e e T i e R i e S S e e e e s
| Checksunt | Urgent Pointer |
|/000001001011000000000000000000 00
| nnn | 0 |
e L o i e e R th o i R S
| Dat a* |
|[01100100000000000000000O00O0O0C0O0O0O0O0O0O0O0 0
"
!|-+++++++++++++++++++++++++++++++!|-
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The Thinwire Driver finds the tenplate (which is the previous packet
sent), conpares the tenplate to the packet and creates a change
message (field nanes of change record data have been added for
conpari son):

01234567890123456789012345678901
e i S T S S T T S i S S S S

| Descri ptor byte]| Dat a: | Descriptor byte| Data:

|offset |[length | Identification|offset |[length | Time to live |
|0 0100002100000010/0010/00012/01110110
| 2 | 1 | 2 | 2 | 1 | 102 |
B i s T T i i o S o T Ji I
| Descriptor byte| Dat a: | Descriptor byte|
| offset| |ength Header Checksum | of fset |length |
|]/00100010/1112001010112010011110010]
| 2 | 2 | nn | 15 | 2 |
B i aT T e e o S o S S S I T et sl o ST S S S S S S
| Dat a: | Descri ptor byte| Dat a: | Descri ptor byte|
| Seq Number |offset |length | Ack Number |offset |length |
|/001011010011000101100101/01110010
| 301 | 3 | 1 101 | 7 2 |
R et e s i o e s i i
| Dat a: | Descri ptor byte| Dat a: |
| -- TCP Checksum - - | of fset |length | dat a |
|/0000010010112100000010/000101100100
I nn 2 | 1 | tdr I
I S i o T s S S S e s s T
| Descri ptor byte]|

| of fset |length |

|0 0O0OO0OJ0OO0O0O] the OO0 offset/length record ends the update.

0 0
L—-+-+-+-L—-+-+-+-L—

Thinwire | then sends this nessage over the |line where the previous
packet is updated to formthe new packet. Note: One can see that a
series of null descriptor bytes will reset the connection.

Farber & Delp & Conte [ Page 10]



RFC 914 Sept enber 1984
Thi nwi re Protocol

Appendi x B -- Exanples of Thinwire Il Conpression
Thi s Appendi x provides an exanple of how the Thinwire Il woul d
operate in a common situation. The sane original packets are used as

in Appendi x A, so only the updates are shown.

As the later field definitions depend on the contents of earlier
fields, a field by field analysis of the update packets will be

useful .
012345678901234567890123
R o S e i i NI TR R R e e S s s T S S S
Thinmire Il | U L| enplate no| Len of change | Type of Packet |
m ni mum |0J]0OJ0O0O0101000110010000000 1]
header : |N N 5 | 41 | TCP/ I P |
T i e T S S e i it U NI S R R S e R S e

The first bit is the UPDATE bit. If it is a 0 this packet
describes a new tenplate, and the entire new packet is included,
following the header. |f there was a previous tenplate with the
same nunber, it will be cleared and replaced by the new tenplate
If the UPDATE bit is a 1, then this packet should be used to
update the tenmplate with the nunber given in the tenplate number
field.

The second bit is the LONG bit. If it is a1l it indicates a LONG
packet. This nmeans that the update length field will be 16 bits
instead of 8 bits.

The remaining 6 bits in the first byte indicate the tenplate
nunber that this packet is an update to.

The tenplate nunber is followed by 1 or 2 bytes (depending on the
val ue of the LONG bit) which give the Iength of the packet. This
is the nunber of data bytes followi ng the variable | ength header.

If the UPDATE bit is 0 on this packet, the next byte will be a
flag telling what type of packet the sender thinks this packet is.
The flag will be saved by the receiver to interpret the update
packets. Type 0 is for unknown types. If the type O flag is set,
there will be no updates to this tenplate nunber. Type 1 is
TCP/ 1 P; the method of updating will be described below Type 2 is
UDP/ | P; the nmethod of update is not described at this tine.

At this time we have enough information to encode packet 1 of the
exampl e. Assuming for the nonment that this is the first packet for
this connection, the UPDATE bit would be set to 0. As the packet has
a length of 41 and so can be described in 8 bits, the LONG bit would
be set to 0. A tenplate nunmber not in use (or the oldest in use
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tenpl ate nunber) would be assigned to this packet. The nunber 5 is
illustrated. The Length of Packet would be given as 41, and the Type
Flag set to TCP/IP (1). The 41 bytes of the packet would follow

The transm ssion of packet 2 requires the specification of Type 1
(TCP/1P) updating. There are portions of the packets which wll

al ways be the sane; these are described in the body of the paper, and
are used to match the tenplate. These do not need to be transnitted
for an update. There are portions of the packet which will always
(wel I al most al ways) change. These are the | P Header checksum the
I P ldentification number, and the TCP checksum These are
transmitted, in that order, with each tenplate update inmredi ately
after the packet length byte/bytes. Follow ng the invariant portion
of the header are updates to the fields which change sone of the
time. Wiich fields are different is indicated with a bitfield
descri bi ng the changes.

The Bitfield is used to indicate which fields (of those that may stay
the sane) have changed. The technique for updating the field varies
with the field description. The specifications for TCP/IP are shown

in Table B-1.
012345678901234567890123
i T S S O S i o S
Thin- | UL| Tenpl ate no| Len of change | Type of Packet|
wirel1|0/0J]0 0010100011001 0000000 1]
header: | N N| 5 | 41 | TCP/ I P |
e e L s e e e e s
01234567890123456789012345678901
| P +-+-+-+-+-+-+- -+ -+ - - - - - - - - - - - - - - -+
header: | Version| |HL | Type of Service| Total Length |
|01 00/0101000000000000000000101100
P | 4 | 5 | 0 | 44 |
a i e e T i e e e e e e e o o e S
C | I dentification | Fl ags| Fragment O f set |
k |]0O00O0O00D000000000O01000/00000000O0O0O0O0 D0
e | 1 | 0 | 0 |
t e Tl St e s Tt St S o T K St et &
1 . . .
t~t~t~t~t~t~t~t~t~t~t~t~t~t~t~t~t~t~t~t~t~t~t~t~t~f~f~F~F~F~F~+~+
| Checksum | Urgent Pointer |
|/0000010010110000000000000000000 0
| nnn | 0 |
i e R R i e i i i e i i SE S SN e S
| Dat a |
|[0110000 1

| " aIl |
i S
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The changed field update information is added to the update header in
the order that the bits appear in the field. That is, if both the IP
packet length bit and the Tine to Live bit are set, the 2 new bytes
of the I P Packet length will precede the 1 new byte of the Tine to
Live field.

The update for packet 2 is shown below. Note that this is an update
to tenplate 5, the length of update is 8 bits with a value of 1. The
new checksuns and I P lIdentification Nunber are included, and the
flags are set to indicate changes to the following fields: Tinme to
Live, Add 8 bits to Sequence and Acknow edgenent Nunbers. The new
data is one byte foll ow ng the header.

Thinwire Il would send this nmessage over the line where it would be
reassenbl ed into the correct packet.

Not e: For purposes of synchronization, if three O I ength, tenplate O,
type 0 packets are received, the next non-zero byte should be treated
as a start of packet, and the tenplate tables cleared.

01234567890123456789012345678901
B i s T T i i o S o T Ji I
| U L| Tenpl ate no| Len of change | | P Header Checksum |
|]1]0]00010100000001/01110111200010100
| YI N| 5 | 1 | nnn |
i L o s e T e ko ok T NI TR R R o
| I P ldentification number | TCP Checksum |
|[0O00O0000000000010/0000010010110000
| 2 | nnn |
e L o i e e R th o i R S
| Bitfield | Tine to Live |add to Seq no. | add to Ack Nuni
|]001010000000000100000001000000O00O0 1
| T Ad8 | 1 | 1 | 1 |
B i s T T i i o S o T Ji I
| dat a
|[00010111
I tdr I
i T e

Packet 2. Thinwire Il update
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Appendi x C -- Tentative Specification for Thinwire I

Thinwire Ill, as stated in the body of this paper, provides nmultiple
virtual connections over a single physical connection. As Thinwire
Il is based on a single point to point connection, nuch of the
per/datagram i nformati on (routing and sequenci ng) of other transport
systens can be elimnated. 1In the steady state any bytes received by
thinmire Il are sent to the default higher |evel protoco

connection. There are escaped control sequences which allow the
creation of additional connections, the switching of the default
connection, the packetizing of datagrams, and the passing of

i nformati on between the gateway and the personal conputer. The
gateway and t he personal conputer nmanage a single full duplex stream
mul ti pl exi ng control requests and streans of data through the use of
enbedded | ogi cal switches.

The ascii character "z" (binary 01011011 ) is used as the escape
character. The byte following the "z" is interpreted to determ ne
the command. Table C1 shows the general classes the bytes (Request
codes) can fall into.

In order to transmit the character "z", two "z"'s are transmitted.
The first is interpreted as an escape, the second as the | ower case
letter "z" to be transmtted to the default connection. The letter z
was chosen as the escape for its |ow occurrence in text and contro
data streans, because it should pass easily through any |ower |eve
protocols, and for its generally innocuous behavi or

Descriptions of specifications of each of the Request codes are
bel ow.

Starting with the range 0-31; these Request codes change the default
connection. After a connection has been established, any characters
whi ch cone across the Iine that are not part of a Request code
sequence are transmitted to one of the connections. To begin with
this connection defaults to Zero, but when the "Switch Default
Connection" command is received, characters are sent to the
connection nanmed in the request until a new request is received.
Zero is a special diagnostic connection; anything received on
connecti on nunmber Zero shoul d be echoed back to the sender on
connecti on nunber One. Anything received on connection nunmber One
shoul d be placed on the diagnostic output of the receiving host. Any
ot her connection number indicates data which should be sent out the

nunbered connection. |f the nunbered connection has not been opened,
the data can be thrown away, and an Error Control Message returned to
the sender.

Escapes foll owed by nunbers 32 through 255 are for new connecti ons,
requests for information, and error nessages. The escape wll be
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foll owed by a Request code, a one byte Request Sequence Nunber (so
that the Reply to Request can be asynchronously associated with the
Request), and the argunents for the specific request. (The |ength of
the argunent field will be deternined by the Request code.) The
format of the request will be as pictured bel ow

z" <Request Code> <Request Sequence Nunber> [ <Argunments> ... ]

At this time the Request codes 32-63 are reserved.

The Request codes 64-127 are for stream server open requests. For
the purposes of conpression, many of the common servers are assigned
single byte codes. See Table C 2.

Request code 68 is to a connection to the default hostnanme server
used by the gateway. It takes 3 bytes for this request. It has the
form

z" < 68 > < Request Sequence Nunber >
Request code 95 is to open any specified TCP Port at the specified
address. It takes 9 bytes for this request. It has the form

z" < 95 > < Request Sequence Nunmber > < 4 bytes of |P address> <
2 bytes of TCP Port >

Request codes 96-127 are RESERVED for alternate transport protocols.

The Request codes 128-191 are used for fram ng Datagrams and opening
new Dat agram connections. The code 128 is the Start of Datagram
code. The format is:

"z" <128> <Length of Datagram (2 bytes)> <Socket> Data ..

As with the Stream opens, there are a nunber of assigned ports with
codes for them They are listed in Table C 3.

The Request Codes 192-254 are control, status and informationa
requests. These are still under devel oprent, but w Il include:

-fl ow control

-get host/server/protocol by entry/nane/ nunber.
-additional error nessages

-overall reset

-open passive connection

The Request Code 252 is the request to close a connection. This
Code, followed by the connection nunber, indicates that no nore data
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will be sent out this connection nunber. A second request with the
sanme connection nunber will indicate that no nore data will be
accepted on this connection.

The Request Code 253 is the information request for a connection. The
protocol, status, and port nunber of the connection should be
returned. The format of this reply has yet to be specified.

The Request code 254 is an error notification. These are to be
acknow edged with their Request Sequence Nunbers. Error codes are
under devel opnent.

The Request code 255 is the Reply to Request. The Request Sequence
Nunber identifies the request being replied to. The format is:

"z" <255> <Request Sequence Nunber (in reply to)> <Length of reply
(1 byte)> Reply..

The Thinwire Drivers on each side will wait at their inbound sockets,
and relay across the thinwire link

charact er-by-charact er/ packet - by- packet for the streani datagram
connecti ons.

Thinwire Il is labeled as a tentative specification, because at this
time, in order to publish this RFCin a tinely fashion, several m nor
i ssues are still unresolved. An exanple is the scheduling of seria

|ine use. Short nessages could be given priority over |ong packets,
or priority schemes could be changed during the session, depending
upon the interactive desire of the user. Addition issues will be
resolved in the future.
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Appendix D -- Serial Line Interface Protocol (SLIP)
Initial Specifications and | nplenmentation Suggestions
PHI LOSOPHY

The world is a dangerous place for bits. Data transm ssion can be
an tinme consum ng busi ness when one has to nake sure that bits
don’t get lost, destroyed, or forgotten. To reduce such probl ens,
the Serial Line Interface Protocol (SLIP) maintains an attitude
toward the world that includes both a mstrust of serial |lines and
a margin of | aziness. Exanples of this approach include how SLIP
recovers fromerrors and how SLIP handl es the probl em of
resequenci ng (see PROTOCOL SPECI FI CATI ONS and | MPLEMENTATI ON
SUGGESTI ONS) .

THE MESSAGE FORMAT

Both the Sender Task and the Recei ver Task conmuni cate using a
standard nessage format and the Sender and Receiver Task of one
machi ne’ s SLI P comruni cate using a shared buffer. The nessage
begins with a 1 byte Start of Header token (StH, 11111111) and is
foll owed by a sequence number of four bits (SEQ and an

acknow edgenent nunber of four bits (ACK). Following the StH, SEQ
and ACK, is a 5 bit length field which specifies the |length of the
data contained in the nessage. Following the length is a three bit
field of flags. The first bit is used to indicate that the a
receive error has occurred, and the ACK is actually a repeat of
the Last Acknow edged message (a LACK). The second bit is used to
i ndi cate a Synchroni ze Sequence Numbers nmessage (SSNM, and the
third bit is used to indicate a Start of Control Message (SOCM ;
all three of these flags are explained below Finally, at the end
of the message is an exclusive-or checksum The nmessage format is
shown in figure D 1.

012345678901234567890123
S ST e S S S A S MR T

| StH | SEQ | ACK | Length |Flags|...Data..

+-+-+-+-+-+- - -+ - - - - - - - - - - - - -+

The maxi mum data length is 32 bytes. 01234567
This limts the vulnerability of receiver R R ah ik i S S S
timeout errors occurring because of bit error .Data...| Checksum

in the length field. R R e e i o o

Figure D-1. SLIP Message For nmat
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The Sender, when idle but needing to acknow edge, will send out
short nessages of the sane fornat as a regular nessage but with
the SOCM flag set and the data field omtted. ( This short
message is called a SOCM and is used instead of a zero length
message to avoid the problemof continually ACKing ACK's ). The
Sender Task, when originating a connection (see STARTI NG UP AND

FI NI SHE NG OFF COMMUNI CATI ONS), will send out another short nessage
but with the SSNM flag set and the data onitted. This nessage (a
SSNM used for a TCP-style 3 way startup handshake.

PROTOCOL SPECI FI CATI ONS and SUGGESTI ONS

The SLIP nodule, when called with data to send, prepends its
header (SEE ABOVE) to the data, cal cul ates a checksum and appends
the checksumat the end. (This creates a nessage.) The nessage
has a sequence number associated with it which represents the
position of the message in the Sender SLIP s buffers. The
sequence nunber for the nessage can range fromO to 15 and is
returned in the ACK field of the other nmachine's Sender SLIP
nmessages to acknow edge recei pt.

There are two scenarios for transmission. 1In the first, both
SLIP s will be transmtting to each other. To send an

acknow edgenent, the Receiver SLIP uses the ACK field in its next
out goi ng nessage. To receive an acknow edgenent, the Sender checks
the ACK field of its Receiver’s incomng nessages. |In the second
scenario, one SLIP may have no data to transnit for a long tine.
Then, as stated above, to acknow edge a recei ved nessage, the
Recei ver has its Sender send out a short nessage, the SOCM ( SEE
ABOVE) whi ch specifies the nessage it is acknow edgi ng. The SOCM
i ncludes a checksumof its total contents. |If there is a checksum
error, THE SOCM I S | GNORED.

When there is a checksumerror on a received normal nessage, the
Recei ver asks its Sender to send out a SOCMwith the LACK flag
set, or set the LACK flag on its next nessage. The Sender sends
this flag ONCE then ceases to increnment the acknow edgenent numnber
(the ACK) while the Receiver continues to check incom ng nessages
for the sequence nunber of the nessage with a checksum error

(Note that it continues to react to the acknow edgenent field in
the incom ng nessages.) Wen it finds the needed nessage, it
resunes accepting the data in new nmessages and increments the
acknow edgenent nunber transmitted accordingly.

The sending SLIP nust never send a nessage greater than four past
the | ast nessage for which it has received an acknow edgenent
(effectively a wi ndow size of four). Under nornmal processing

| oads, a wi ndow size greater than four should not be needed, and
this decreases the probability of randomerrors creating valid
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acknow edgenent or sequence nunbers. |If the Sender has four
unacknowl edged nessages outstanding, it will retransmt the old
messages, starting fromthe ol dest unacknow edged nessage. |If it

recei ves an acknow edgenent with the LACK flag set, it transmits
the message follow ng the LACK nunber and continues to transmt
the messages fromthat one on. Thus a LACK is a nessage asking
the Sender to please the Receiver. |f the Sender tinmes out on any
message not logically greater than four past the | ast acknow edged
message, it should retransmt the nmessage that tined out and then
continues to transnmit nessages followi ng the timed out nmessage.

The foll owi ng describes a partial inplenmentation of SLIP. System
dependent subjects |ike buffer managenent, tiner handling and
calling conventions are discussed.

The SLIP inplenentation is subdivided into four nodul es and two
sets of input/output interfaces. The four nodul es are: The Sender
Task, The Recei ver Task, the buffer Manager, and SLIPTIME (the
timer). The two interfaces are to the higher protocol and to the

| ower protocol (the UARTi an, an interrupt driven device driver for
the serial lines).

OPERATI ONS OF THE SENDER TASK

The Sender Task takes a relatively nonconpl ex approach to
transmtting. It sends nessage zero, sets a tiner (using the

SLI PTI ME Task) on the nessage, and proceeds to send and set tiners
for messages one, two, and three. Wen the Receiver Task tells
the Sender Task that a nmessage has been acknow edged, the Sender
Task then clears the timer for that message, and marks it

acknow edged. Wien the Sender Task has finished sending a
nmessage, it checks several conditions to decide what to do next.

It first checks to see if a LACK has been received. If it has then
it clears all the tiners, and begins retransnitti ng nmessages
(updating the acknow edgenent field and checksum starting from
the one after the LACK ed nessage. |If there is not a LACK waiting
for the Sender Task, it checks to see if any nessages have tined
out. If a nessage has tined out, the Sender Task again will clear
the tiners and begin retransmitting fromthe nessage nunber which
timed out. If neither of these conditions are true, the Sender
Task checks to see if, because it has | ooped back to retransmt,

it has any previously fornul ated nessages to send. If so, it send
the first of these nessages. If it does not have previously

formul ated nessages, it checks to see if it is nore than three
past the | ast acknow edged nessage. |If so, it restarts fromthe
message after the | ast acknow edged nessage. |If none of these are
true, then it checks to see if there is nore data waiting to be
transmtted. |If there is nore data available, it forns the

| argest packet it can, and begins to transmt it. |[If there is no
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nore data to transmt, it checks to see if it needs to acknow edge
a nmessage received fromthe other side. If so then it sends a
SOCM I f none of the above conditions create work for the Sender
Task, the task suspends itself.

Note that the Sender Task uses the Receiver Task to find out about
acknow edgenents and the Recei ver Task uses the Sender Task to
send acknow edgenents to the other SLIP on the other side (via the
ACK field in the Sender Task’s nmessage). The two tasks on one
machi ne conmuni cate through a small buffer. Because

acknow edgenents need to be passed back to the Sender Task

qui ckly, the Receiver Task can wake up the Sender Task (unbl ock
it).

OPERATI ONS OF THE RECEI VER TASK

The Receiver Task checks the checksunms of the nessages coming into
it. Wen it gets a checksumerror, it tells the Sender Task to
mar k the next acknow edgenent as a LACK. It then throws away al
nmessages conming into it that don't match the nessage it wants and
continues to acknowl edge with the last ACK until it gets the
message it wants. As a checksumerror could be the result of a
crashed packet, and the StH character can occur within the packet,
when a checksum error does occur, the recovery includes scanning
forward fromthe last StH character for the next StH character
then attenpting to verify a packet beginning fromit. A wvalid
message includes a valid checksum and sequence and

acknow edgenent nunbers within the active wi ndow of numbers. This
elimnates the need for the resequenci ng of nmessages, because the
Recei ver Task throws away anything that woul d make information in
its buffers out of sequence.

OPERATI ONS OF SLI PTI ME

The tinmer task will maintain and update a table of tinmers for each
request. Its functions should be called with the timer |ength and
the sequence nunber to associate with the tinmer. |Its functions

can also be called with a request to delete a tiner. An
interrupt-driven nechanismis used to update the running tiners
and to wake up the Sender when an al arm goes off.
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THE 1 NPUT AND OQUTPUT | NTERFACES

To force SLIP to do sonething, the higher protocol should create a
buffer and then call SLIP, passing it a pointer to the buffer.
SLIP will then read the buffer and begin sending it. The call to
SLIP will return the nunber of bytes witten, negative nunber
indicates to the caller that SLIP could not do the request. Exact
error nunbers will be assigned in the future. To ask SLIP to
recei ve sonething, one would call SLIP and SLIP woul d inmediately
return the nunmber of bytes received or a negative nunber for an
error (nothing ready to receive, for exanple).

SLIP, when it wants to talk to the underworld of the serial
interface, will do nmuch the sane thing only through a buffer
witten to by the UARTi an (for received data) and read fromby the
UARTi an (for sent data).

OPERATI ONS OF THE BUFFER/ W NDOW MANAGER

The Manager tends a continuous, circular buffer for the Sender
Task in which data to be sent (fromthe downcalling protocol) is
stored. This buffer is called the | NPUT- DATA BUFFER (I DBuff).
The Manager al so nanages a SENDER TASK' S OUTPUT- DATA BUFFER
(SODBuff), which is its output buffer to the UARTI an.

The |1 DBuff has associated with it sone paraneters. These
paraneters include: START OF MEMORY (SOM, the start of nenory
reserved for the IDBuff; END OF MEMORY (EOM), the end of nenory
reserved; START OF DATA (SOD), the beginning of the used portion
of the IDBuff; and END OF DATA (EOD), the end of data in the

| DBuf f. The SOM and EOM are constants whereas the SOD and EOD are
vari abl es.

The SODBuff is conposed of four buffers for four outbound nessages
(less the checksun). The buffers can be freed up to be
overwritten when the nmessage that they contain is acknow edged by
the SLIP on the other side of the line. Wen a nessage is in the
SODBuff, it has associated with it a sequence nunmber (which is the
message’ s sequence nunber). The Sender Task can reference the
data in the SCDBuff and reference acknow edgenents via this
sequence nunber.

When the application has data to be transmtted, it is placed in
the 1 DBuff by the application using functions fromthe Manager and
the EOD is increnented. |f the data the application wants to send
won't fit in the buffer, no data is witten, and the application
can either sleep, or continue to attenpt to wite data until the
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data will fit. The Sender Task calls a Manager function to fill a
nmessage slot in the SODBuff. The Sender Task then sends its
message fromthe SCODBuff.

The Manager al so maintains a buffer set for the Receiver Task. The
buffers are simlar to those of the Sender Task. There is a
CHECKSUMVED OUTPUT- DATA BUFFER ( CODBuff), which is the final

output from SLIP that the higher |evel protocol nay read. The
CODBuff is also controlled by the four paranmeters START OF MEMORY,
END OF MEMORY, START OF DATA, and END OF DATA (SOM EOM SOD, and
EQD) .

There is also an inbound circular buffer the anal og of the
SODBuf f, called the RECElI VER TASK S | NPUT- DATA BUFFER (Rl DBuff).

When the UARTi an gets data, it places the data in the RI DBuff.
After this, the Receiver Task checksuns the data. |If the checksum
is good and the Receiver Task opts to acknow edge the nessage, it
nmoves the data to the CODBuff, increnents EOD, and frees up space
in the RIDBuff. The higher |evel application can then take data
of f on the CODBuff, increnenting SOD as it does so.

STARTI NG UP AND FI NI SHI NG OFF COMMUNI CATI ONS

The problemis that the SLIP s on either side need to know (and
keep know ng) the sequence nunber of the other SLIP. The easiest
way to solve nost of these problens is to have the SLIP check the
Request to Send and Clear to Send Lines to see if the other SLIP
is active. On startup, or if it has reason to believe the other
side has died, the SLIP assumes: all connections are cl osed, no
data from any connection has been sent, and both its SEQ and the
SEQ of the other SLIP are zero. To start up a connection, the
instigating SLIP sends a SSNMwith its starting sequence nunber in
it. The receiving SLIP acknow edges this SSNM and replies with
its starting sequence nunber (conbined into one message). Then
the sending SLIP acknow edges the receiving SLIP s starting
sequence nunber and the transm ssion commences. This is the three
way handshake taken from TCP, After which data transm ssion can
begi n.
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