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I ntroduction

EVPN [ RFC7432] provides an extensible and flexible multihonm ng VPN
solution over an MPLS/IP network for intra-subnet connectivity anong
Tenant Systens (TSs) and end devices that can be physical or virtual,
where an | P subnet is represented by an EVPN instance (EVI) for a
VLAN- based service or by an (EVI, VLAN) association for a VLAN aware
bundl e service. However, there are scenarios for which there is a
need for a dynam c and efficient inter-subnet connectivity among
these Tenant Systens and end devices while maintaining the

mul ti homi ng capabilities of EVPN. This docunent describes an
Integrated Routing and Bridging (IRB) solution based on EVPN to
address such requirenents.

I nter-subnet communication is typically perforned by centralized
Layer 3 (L3) gateway (GWN devices, which enforce all inter-subnet
communi cation policies and performall inter-subnet forwarding. Wen
two TSs belonging to two different subnets connected to the sane
Provi der Edge (PE) wanted to communi cate with each other, their
traffic needed to be backhauled fromthe PE all the way to the
centralized gateway where inter-subnet switching is perforned and
then sent back to the PE. For today' s large nulti-tenant Data Center
(DC), this schene is very inefficient and sonetinmes inpractical

In order to overcone the drawback of the centralized L3 GW approach,
IRB functionality is needed on the PEs (also referred to as EVPN
Network Virtualizati on Edges (NVEs)) attached to TSs in order to
avoid inefficient forwarding of tenant traffic (i.e., avoid

backhaul ing and hair pinning). Wen a PE with IRB capability
receives tenant traffic over an Attachnent Crcuit (AC, it cannot
only locally bridge the tenant intra-subnet traffic but also locally
route the tenant inter-subnet traffic on a packet-by-packet basis,
thus neeting the requirements for both intra- and inter-subnet
forwardi ng and avoi ding non-optimal traffic forwardi ng associ ated



with a centralized L3 GW approach.

Sone TSs run non-1P protocols in conjunction with their IP traffic.
Therefore, it is inportant to handle both kinds of traffic optimally
-- e.g., to bridge non-1P and intra-subnet traffic and to route
inter-subnet IP traffic. Therefore, the solution needs to neet the
foll owi ng requirements:

R1: The solution nust provide each tenant with IP routing of its
i nter-subnet traffic and Ethernet bridging of its intra-subnet
traffic and non-routable traffic, where non-routable traffic
refers to both non-1P traffic and IP traffic whose version differs
fromthe I P version configured in IP Virtual Routing and
Forwarding (IP-VRF). For exanple, if an IP-VRF in an NVE is
configured for IPv6 and that NVE receives |Pv4 traffic on the
correspondi ng VLAN, then the IPv4 traffic is treated as non-
routable traffic.

R2: The solution nust allow IP routing of inter-subnet traffic to be
di sabl ed on a per-VLAN basis on those PEs that are backhauling
that traffic to another PE for routing.

Ter mi nol ogy
AC: Attachnent Circuit
ARP: Addr ess Resol uti on Protocol

ARP Table: A logical view of a forwarding table on a PE that
mai ntains an P to a MAC binding entry on an IP interface
for both IPv4 and IPv6. These entries are |earned through
ARP/ ND or through EVPN.

BD: Broadcast Domain. As per [RFC7432], an EVI consists of a
single BD or multiple BDs. |In the case of VLAN bundle and
VLAN- based service nodels (see [RFC7432]), a BDis
equivalent to an EVI. In the case of a VLAN aware bundl e
service nodel, an EVI contains nmultiple BDs. Also, in this
docunent, "BD' and "subnet" are equivalent terns, and
wher ever "subnet" is used, it means "I P subnet".

BD Route Target: Refers to the broadcast-donmai n-assi gned Route
Target [RFC4364]. |In the case of a VLAN-aware bundl e
service nodel, all the BD instances in the MAC VRF share
the sanme Route Target.

BT: Bridge Table. The instantiation of a BDin a MACVRF, as
per [ RFC7432].

CE: Cust oner Edge

DA: Destinati on Address

Et hernet NVO Tunnel: Refers to Network Virtualization Overlay
tunnels with an Ethernet payload, as specified for VXLAN in
[ RFC7348] and for NVGRE in [ RFC7637] .

EVI : EVPN | nst ance spanni ng NVE/ PE devices that are
participating on that EVPN, as per [RFC7432].

EVPN: Et hernet VPN, as per [RFC7432].

I P NVO Tunnel: Refers to Network Virtualization Overlay tunnels with

| P payl oad (no MAC header in the payload) as specified for
Generic Protocol Extension (GPE) in [VXLAN GPE].



| P- VRF: A Virtual Routing and Forwarding table for IP routes on an
NVE/ PE. The I P routes could be popul ated by EVPN and | P-
VPN address famlies. An IP-VRF is also an instantiation
of a Layer 3 VPN in an NVE/ PE.

| RB: Integrated Routing and Bridging interface. It connects an
IP-VRF to a BD (or subnet).

MAC: Medi a Access Control
MAC- VRF: A Virtual Routing and Forwarding table for MAC addresses on

an NVE/ PE, as per [RFC7432]. A MAGC-VRF is also an
instantiation of an EVI in an NVE/ PE.

ND: Nei ghbor Di scovery

NVE: Network Virtualizati on Edge

NVGRE: Network Virtualization Using Generic Routing Encapsul ati on,
as per [RFC7637].

NVC Network Virtualization Overlay

PE: Provi der Edge

RT- 2: EVPN Route Type 2, i.e., MAC/IP Advertisenent route, as
defined in [ RFC7432].

RT- 5: EVPN Route Type 5, i.e., IP Prefix route, as defined in
Section 3 of [RFC9136].

SA: Sour ce Address

TS: Tenant System

VA: Virtual Appliance

VNI : Virtual Network Identifier. As in [RFC8365], the termis

used as a representation of a 24-bit NVO i nstance
identifier, with the understanding that "VNI" will refer to
a VXLAN Network ldentifier in VXLAN, or a Virtual Subnet
Identifier in NVGRE, etc., unless it is stated otherw se.

VTEP: VXLAN Term nati on End Point, as per [RFC7348].
VXLAN: Virtual eXtensible Local Area Network, as per [RFC7348].

Thi s docunent al so assumes familiarity with the terninol ogy of
[ RFC7365], [RFC7432], and [ RFC8365].

2.1. Requirenents Language

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in
BCP 14 [ RFC2119] [ RFCB174] when, and only when, they appear in all
capitals, as shown here.

3. EVPN PE Model for |IRB Operation

Since this docunent discusses IRB operation in relationship to EVPN
MAC-VRF, | P-VRF, EVI, BD, bridge table, and IRB interfaces, it is

i mportant to understand the rel ationship between these conponents.
Therefore, the PE nodel is illustrated below to a) describe these
conponents and b) illustrate the relationship anmong them
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Figure 1: EVPN | RB PE Model

A tenant needing | RB services on a PE requires an | P-VRF table al ong
with one or nore MAC-VRF tables. An IP-VRF, as defined in [ RFC4364],
is the instantiation of an IP-VPN instance in a PEE. A MAC-VRF, as
defined in [RFC7432], is the instantiation of an EVI in a PEE A MAC
VRF consi sts of one or nore bridge tables, where each bridge table
corresponds to a VLAN (broadcast domain). |If service interfaces for
an EVPN PE are configured in VLANbased node (i.e., Section 6.1 of

[ RFC7432]), then there is only a single bridge table per MAC VRF (per
EVI) -- i.e., there is only one tenant VLAN per EVI. However, if
service interfaces for an EVPN PE are configured in VLAN-aware bundl e
mode (i.e., Section 6.3 of [RFC7432]), then there are several bridge
tabl es per MAC-VRF (per EVI) -- i.e., there are several tenant VLANs
per EVI.

Each bridge table is connected to an IP-VRF via an L3 interface
called an "IRB interface". Since a single tenant subnet is typically
(and in this docunent) represented by a VLAN (and thus supported by a
single bridge table), for a given tenant, there are as many bridge
tables as there are subnets. Thus, there are also as nany | RB
interfaces between the tenant | P-VRF and the associated bridge tables
as shown in the PE nodel above.

IP-VRF is identified by its corresponding Route Target and Route

Di stinguisher, and MAC-VRF is also identified by its corresponding
Rout e Target and Route Distinguisher. |If operating in EVPN VLAN
based node, then a receiving PE that receives an EVPN route with a
MAC- VRF Route Target can identify the correspondi ng bridge table;
however, if operating in EVPN VLAN-aware bundl e node, then the

recei ving PE needs both the MAC-VRF Route Target and VLAN ID in order
to identify the corresponding bridge table.

Synmetric and Asymetric | RB

Thi s docunent defines and describes two types of I RB solutions --
nanely, symretric and asymetric | RB. The description of symretric
and asymretric | RB procedures relating to data path operations and
tables in this docunent is a |ogical view of data path | ookups and
related tables. Actual inplenentations, while following this |ogica
view, may not strictly adhere to it for performance trade-offs.

Speci fically,



* References to an ARP table in the context of asymetric IRBis a
| ogical view of a forwarding table that maintains an | P-to- MAC
bi nding entry on a Layer 3 interface for both |IPv4 and | Pv6.
These entries are not subject to ARP or ND protocols. For |IP-to-
MAC bi ndi ngs | earned via EVPN, an inplenentati on may choose to
import these bindings directly to the respective forwarding table
(such as an adj acency/ next-hop table) as opposed to inporting them
to ARP or ND protocol tables.

* References to a host I P |ookup followed by a host MAC | ookup
the context of asymetric | RB MAY be collapsed into a single
| ookup in a hardware inplenmentation

in
I P

In symretric IRB, as its nanme inplies, the | ookup operation is
symmetric at both the ingress and egress PEs -- i.e., both ingress
and egress PEs perform | ookups on both MAC and | P addresses. The

i ngress PE perforns a MAC | ookup followed by an | P | ookup, and the
egress PE perfornms an | P | ookup foll owed by a MAC | ookup, as depicted
inthe followi ng figure

I ngress PE Egress PE
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| +-> IP-VRF ----|---->--]----- > | P-VRF -+ |
I I I I | |
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N
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Figure 2: Symmetric |RB

In symetric IRB, as shown in Figure 2, the inter-subnet forwarding
between two PEs is done between their associated |P-VRFs. Therefore,
the tunnel connecting these |IP-VRFs can be either an IP-only tunne
(e.g., in the case of MPLS or GPE encapsul ation) or an Ethernet NVO
tunnel (e.g., in the case of VXLAN encapsulation). |If it is an

Et hernet NVO tunnel, the TS1's I P packet is encapsulated in an

Et hernet header consisting of ingress and egress PE MAC addresses --
i.e., there is no need for the ingress PE to use the destination
TS2's MAC address. Therefore, in symretric IRB, there is no need for
the ingress PE to maintain ARP entries for the association of the
destination TS2's | P and MAC addresses in its ARP table. Each PE
participating in sytimetric IRB only maintains ARP entries for locally
connected hosts and MAC-VRFs/BTs for only locally configured subnets.

In asymmetric IRB, the | ookup operation is asymetric and the ingress
PE performs three | ookups, whereas the egress PE perforns a single

| ookup -- i.e., the ingress PE perfornms a MAC | ookup, followed by an
I P | ookup, followed by a MAC | ookup again. The egress PE perforns
just a single MAC | ookup as depicted in Figure 3 bel ow.

I ngress PE Egress PE
L L L TR + T +
I I I I
| +-> | P-VRF -> | | | P- VRF |
I I || I I
| BT1 BT2 | | BT3 BT2 |
I I (. I ||
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I I I I v



Figure 3: Asymretric |IRB

In asymmetric IRB, as shown in Figure 3, the inter-subnet forwarding
between two PEs i s done between their associated MAC- VRFs/ BTs.
Therefore, the MPLS or NVO tunnel used for inter-subnet forwarding
MUST be of type Ethernet. Since only MAC | ookup is performed at the
egress PE (e.g., no I P lookup), the TSl's IP packets need to be
encapsul ated with the destination TS2's MAC address. |In order for
the ingress PE to perform such encapsulation, it needs to naintain
TS2's I P and MAC address association in its ARP table. Furthernore,
it needs to maintain destination TS2's MAC address in the
correspondi ng bridge table even though it may not have any TSs of the
correspondi ng subnet locally attached. In other words, each PE
participating in asynretric | RB MIUST nmai ntain ARP entries for renote
hosts (hosts connected to other PEs) as well as maintain MAC VRFs/BTs
and IRB interfaces for ALL subnets in an | P-VRF, including subnets
that may not be locally attached. Therefore, careful consideration
of the PE scale aspects for its ARP table size, its IRB interfaces,
and the number and size of its bridge tables should be given for the
application of asymmetric |IRB

It should be noted that whenever a PE perforns a host | P | ookup for a
packet that is routed, the IPv4 Tinme To Live (TTL) or IPv6 hop limt
for that packet is decrenented by one, and if it reaches zero, the
packet is discarded. |In the case of symretric IRB, the TTL / hop
limt is decremented by both ingress and egress PEs (once by each),
whereas in the case of asymmetric IRB, the TTL / hop limt is
decrenented only once by the ingress PE

The foll owi ng sections define the control and data pl ane procedures
for symretric and asymretric | RB on ingress and egress PEs. The
following figure is used to describe these procedures, show ng a
single I P-VRF and a nunber of BDs on each PE for a given tenant.

That is, an | P-VRF connects one or nore EVIs, and each EVI contains
one MAC-VRF; each MAC VRF consists of one or nore bridge tables, one
per BD; and a PE has an associated IRB interface for each BD.

PE 1 e L +
S + | |
TS1----- MACX | | | PE2
(ML/1P1) | (BT1) | | | oo +
TS5----- | \ | | MPLS/ | | MACy (BT3) |----- TS3
(MB/IP5) | 1Px/ M\ | |  VWXLAN | | / | (M3/1P3)
| (IP-VRF1) | ----| NVGRE |---]|(IP-VRF1) |
/ I I I \

TS2----- | (BT2) / | | | (BT1) |----- TS4
(M/1P2) | I I (. | (M7 1 P4)
- + | | - +
I I
S S +

Figure 4. | RB Forwarding
4.1. IRB Interface and Its MAC and | P Addresses

To support inter-subnet forwarding on a PE, the PE acts as an IP
default gateway fromthe perspective of the attached Tenant Systens
where default gateway MAC and | P addresses are configured on each I RB
interface associated with its subnet and fall into one of the
following two options:



1. Al the PEs for a given tenant subnet use the sane anycast
default gateway | P and MAC addresses. On each PE, these default
gateway | P and MAC addresses correspond to the IRB interface
connecting the bridge table associated with the tenant’s VLAN to
the corresponding tenant’s | P-VRF.

2. Each PE for a given tenant subnet uses the sane anycast default
gateway | P address but its own MAC address. These MAC addresses
are aliased to the same anycast default gateway |P address
through the use of the Default Gateway extended community as
specified in [RFC7432], which is carried in the EVPN MAC/ | P
Advertisement routes. On each PE, this default gateway I|IP
address, along with its associ ated MAC addresses, correspond to
the IRB interface connecting the bridge table associated with the
tenant’s VLAN to the corresponding tenant’s | P-VRF.

It is worth noting that if the applications that are running on the
TSs are enploying or relying on any formof MAC security, then the
first option (i.e., using an anycast MAC address) should be used to
ensure that the applications receive traffic fromthe sane | RB
interface MAC address to which they are sending. |f the second
option is used, then the IRB interface MAC address MJST be t he one
used in the initial ARP reply or ND Nei ghbor Advertisenent (NA) for
that TS.

Al t hough both of these options are applicable to both symretric and
asymetric IRB, option 1 is recomended because of the ease of
anycast MAC address provisioning on not only the IRB interface
associated with a given subnet across all the PEs corresponding to
that VLAN but also on all IRB interfaces associated with all the
tenant’s subnets across all the PEs corresponding to all the VLANs
for that tenant. Furthernore, it sinplifies the operation as there
is no need for Default Gateway extended community adverti senent and
its associated MAC aliasing procedure. Yet another advantage is that
follow ng host nobility, the host does not need to refresh the
default GW ARP/ ND entry.

If option 1 is used, an inplenmentati on MAY choose to auto-derive the
anycast MAC address. |If auto-derivation is used, the anycast MAC
MUST be auto-derived out of the follow ng ranges (which are defined
in [ RFC5798]):

* Anycast |Pv4 | RB case: 00-00-5E-00-01-{VRI D}
* Anycast |Pv6 | RB case: 00-00-5E-00-02-{VRI D}

Where the last octet is generated based on a configurable Virtual
Router ID (VRID) (range 1-255). |If not explicitly configured, the
default value for the VRID octet is "1'. Auto-derivation of the
anycast MAC can only be used if there is certainty that the auto-
derived MAC does not collide with any custoner MAC address.

In addition to I P anycast addresses, IRB interfaces can be configured
wi th non-anycast | P addresses for the purpose of OAM (such as sending
a traceroute/ping to these interfaces) for both symetric and
asymmetric |RB. These | P addresses need to be distributed as VPN
routes when PEs operate in symmetric | RB node. However, they don't
need to be distributed if the PEs are operating in asymetric |RB
nmode as the non-anycast | P addresses are configured along with their
i ndi vi dual MACs, and they get distributed via the EVPN route type 2
adverti senent.

For option 1 -- irrespective of whether only the anycast MAC address
or both anycast and non-anycast MAC addresses (where the latter one
is used for the purpose of OAM are used on the same IRB -- when a TS

sends an ARP request or ND Nei ghbor Solicitation (NS) to the PE to



which it is attached, the request is sent for the anycast |IP address
of the IRB interface associated with the TS s subnet. The reply wll
use an anycast MAC address (in both the source MAC in the Ethernet
header and sender hardware address in the payload). For exanple, in
Figure 4, TS1 is configured with the anycast |IPx address as its
default gateway |P address; thus, when it sends an ARP request for

I Px (anycast | P address of the IRB interface for BT1l), the PEl sends
an ARP reply with the MACx, which is the anycast MAC address of that
IRB interface. Traffic routed fromIP-VRF1 to TS1 uses the anycast
MAC address as the source MAC address.

.2. Qperational Considerations

Symmetric and asymretric | RB nodes may coexist in the sanme network,
and an ingress PE that supports both forwardi ng nodes for a given
tenant can interwork with egress PEs that support either |RB node.
The egress PE will indicate the desired forwardi ng node for a given
host based on the presence of the Label2 field and the |IP-VRF Route
Target in the EVPN MAC/I P Adverti senent route. |If the Label?2 field
of the received MAC/ | P Advertisenent route for host Hl is non-zero,
and one of its Route Targets identifies the IP-VRF, the ingress PE
will use symetric | RB node when forwarding packets destined to H1.
If the Label2 field is zero and the MAC/I P Advertisenent route for Hl
does not carry any Route Target that identifies the |IP-VRF, the
ingress PE will use asymetric node when forwarding traffic to HL.

As an exanple that illustrates the previous statenent, suppose PEl
and PE2 need to forward packets fromTS2 to TS4 in Figure 4. Since
both PEs are attached to the bridge table of the destination host,
symretric and asynmetric | RB nodes are both possible as |ong as the
ingress PE, PE1l, supports both nodes. The forwardi ng node will
depend on the nbde configured in the egress PE, PE2. That is:

1. If PE2 is configured for symmetric |IRB node, PE2 will advertise
TS4 MAC/ | P addresses in a MAC/I P Advertisenent route with a non-
zero Label 2 field, e.g., Label2 = Lx, and a Route Target that
identifies IP-VRF1 in PEl. 1P4 will be installed in PE1l’s | P-
VRF1; TS4's ARP and MAC information will also be installed in
PE1l's IRB interface ARP table and BT1l, respectively. Wen a
packet from TS2 destined to TS4 is |ooked up in PELl's |P-VRF
route table, a longest prefix match [ ookup will find IP4 in the
I P-VRF, and PE1 will forward using the symetric | RB node and
Label Lx.

2. However, if PE2 is configured for asymetric | RB node, PE2 will
advertise TS4 MAC/ I P information in a MAC/ | P Advertisenment route
with a zero Label 2 field and no Route Target identifying |P-VRF1.
In this case, PE2 will install TS4 information in its ARP table
and BT1. Wen a packet fromTS2 to TS4 arrives at PEl, a | ongest
prefix match on IP-VRF1's route table will yield the local IRB
interface to BT1l, where a subsequent ARP and bridge tabl e | ookup
will provide the information for an asymretric forwardi ng node to
PE2.

Refer to [EVPN] for nore information about interoperability between
symmetric and asynmetric forwardi ng nodes.

The choi ce between symetric or asynmetric node is based on the
operator’s preference, and it is a trade-off between scale (which is
better in the symmetric | RB node) and control plane sinplicity
(asymretric IRB node sinplifies the control plane). |In cases where a
tenant has hosts for every subnet attached to all (or nost of) the
PEs, the ARP and MAC entries need to be learned by all PEs anyway;
therefore, the asymmetric IRB node sinplifies the forwardi ng nodel
and saves space in the I P-VRF route table, since host routes are not
installed in the route table. However, if the tenant does not need
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to stretch subnets (broadcast domains) to nultiple PEs and inter-
subnet forwarding is needed, the symmetric I RB nodel will save ARP
and bridge table space in all the PEs (in conparison with the
asymetric | RB nodel).

Synmmetric | RB Procedures
1. Control Plane - Advertising PE

When a PE (e.g., PEl in Figure 4 above) learns the MAC and | P address
of a TS (e.g., via an ARP request or Neighbor Solicitation), it adds
the MAC address to the correspondi ng MAC- VRF/ BT of that tenant’s
subnet and adds the I P address to the IP-VRF for that tenant.
Furthermore, it adds this TS's MAC and | P address association to its
ARP table or Neighbor Discovery Protocol (NDP) cache. It then builds
an EVPN MAC/ I P Advertisenent route (type 2) as follows and advertises
it to other PEs participating in that tenant’s VPN

* The Length field of the BGP EVPN Network Layer Reachability
Information (NLRI) for an EVPN MAC/ I P Adverti senent route MJST be
either 40 (if the IPv4 address is carried) or 52 (if the IPv6
address is carried).

* The Route Distinguisher (RD), Ethernet Segnent Identifier,
Et hernet Tag I D, MAC Address Length, MAC Address, |P Address
Length, I P Address, and MPLS Label 1 fields MJST be set per
[ RFC7432] and [ RFCB365] .

*  The MPLS Label 2 field is set to either an MPLS | abel or a VN
corresponding to the tenant’s IP-VRF. |In the case of an MPLS
| abel, this field is encoded as 3 octets, where the high-order 20
bits contain the |abel val ue.

Just as in [RFC7432], the RD, Ethernet Tag | D, MAC Address Length,
MAC Address, | P Address Length, and I P Address fields are part of the
route key used by BGP to conpare routes. The rest of the fields are
not part of the route key.

This route is advertised along with the followi ng two extended
communi ties:

1. Encapsul ati on Extended Conmunity
2. EVPN Router’s MAC Extended Conmunity

This route is advertised with one or nore Encapsul ati on Extended
Conmuni ti es [ RFC9012], one for each encapsul ation type supported by
the advertising PE. If one or nore encapsul ati on types require an

Et hernet frame, a single EVPN Router’s MAC Extended Comunity
(Section 8.1) is also advertised. This extended community specifies
the MAC address to be used as the inner destination MAC address in an
Et hernet frane sent to the advertising PE

This route MUST be advertised with two Route Targets, one
corresponding to the MAC-VRF of the tenant’s subnet and anot her
corresponding to the tenant’s | P-VRF.

2. Control Plane - Receiving PE

Wen a PE (e.g., PE2 in Figure 4 above) receives this EVPN MAC/ | P
Advertisement route, it perfornms the foll ow ng:

*  The MAC-VRF Route Target and Ethernet Tag, if the latter is non-
zero, are used to identify the correct MAC-VRF and bridge table,
and if they are found, the MAC address is inported. The |IP-VRF
Route Target is used to identify the correct IP-VRF, and if it is



found, the IP address is inported.

If the MPLS Label 2 field is non-zero, it means that this route is to
be used for symetric IRB, and the MPLS | abel2 value is to be used
when sending a packet for this IP address to the advertising PE.

If the receiving PE supports asymretric | RB node and receives this
route with both the MAC-VRF and | P-VRF Route Targets but the MAC/ I P
Advertisement route does not include the MPLS Label 2 field, then the
receiving PE installs the MAC address in the correspondi ng MAC VRF
and the (IP, MAC) association in the ARP table for that tenant
(identified by the correspondi ng | P-VRF Route Target).

If the receiving PE receives this route with both the MAC-VRF and | P-
VRF Route Targets, and if the receiving PE does not support either
asymetric or symmetric | RB nodes but has the correspondi ng MAC- VRF,
then it only inports the MAC address.

If the receiving PE receives this route with both the MAC VRF and | P-
VRF Route Targets and the MAC/ I P Adverti senent route includes the
MPLS Label 2 field but the receiving PE only supports asymetric |RB
nmode, then the receiving PE MUST ignore the MPLS Label 2 field and
install the MAC address in the correspondi ng MAC-VRF and (I P, MAC)
association in the ARP table for that tenant (identified by the
correspondi ng | P-VRF Route Target).

5.3. Subnet Route Adverti senent

In the case of symmetric I RB, a Layer 3 subnet and IRB interface
corresponding to a MAC-VRF/ BT are required to be provisioned at a PE
only if that PE has locally attached hosts in that subnet. |In order
to enable inter-subnet routing across PEs in a depl oynent where not
all subnets are provisioned at all PEs participating in an EVPN | RB

i nstance, PEs MJUST advertise |ocal subnet routes as EVPN RT-5. These
subnet routes are required for bootstrapping host (1P, MAC) |earning
usi ng gl eaning procedures initiated by an inter-subnet data packet.

That is, if a given host’s (1P, MAC) association is unknown, and an

i ngress PE needs to send a packet to that host, then that ingress PE
needs to know which egress PEs are attached to the subnet in which
the host resides in order to send the packet to one of those PEs,
causi ng the PE receiving the packet to probe for that host. For
exanpl e, consider a subnet Athat is locally attached to PEl and
subnet B that is locally attached to PE2 and PE3. Host A in subnet
A, which is attached to PEl, initiates a data packet destined to host
B in subnet B, which is attached to PE3. If host B's (IP, MAC) has
not yet been learned via either a gratuitous ARP OR a prior gleaning
procedure, a new gl eani ng procedure MJST be triggered for host B's
(I'P, MAC) to be |learned and advertised across the EVPN network

Since host B's subnet is not local to PE1l, an IP | ookup for host B at
PE1 will not trigger this gleaning procedure for host B's (IP, MAC).
Therefore, PE1L MJST | earn subnet B's prefix route via EVPN RT-5
advertised fromPE2 and PE3, so it can route the packet to one of the
PEs that have subnet B locally attached. Once the packet is received
at PE2 OR PE3, and the route | ookup yields a glean result, an ARP
request is triggered and fl ooded across the Layer 2 overlay. This
ARP request would be received and replied to by host B, resulting in
host B (1P, MAC) learning at PE3 and its adverti senent across the
EVPN network. Packets from host A to host B can now be routed
directly fromPE1 to PE3. Advertisement of |ocal subnet EVPN RT-5
for an I P-VRF MAY typically be achieved via provi sioni ng-connect ed
route redistribution to BGP

5.4. Data Plane - Ingress PE

VWhen an Ethernet frame is received by an ingress PE (e.g., PEl in



Figure 4 above), the PE uses the ACID (e.g., VLANID) to identify
the associated MAC-VRF/ BT, and it perforns a | ookup on the
destination MAC address. |f the MAC address corresponds to its IRB
interface MAC address, the ingress PE deduces that the packet nust be
i nter-subnet routed. Hence, the ingress PE perforns an I P | ookup in
the associated | P-VRF table. The |ookup identifies the BGP next hop
of the egress PE along with the tunnel/encapsul ati on type and the
associ ated MPLS/ VNI values. The ingress PE al so decrenments the TTL /
hop limt for that packet by one, and if it reaches zero, the ingress
PE di scards the packet.

If the tunnel type is that of an MPLS or IP-only NVO tunnel, then the
TS s | P packet is sent over the tunnel w thout any Ethernet header
However, if the tunnel type is that of an Ethernet NVO tunnel, then
an Et hernet header needs to be added to the TS s | P packet. The
source MAC address of this inner Ethernet header is set to the
ingress PE's router MAC address, and the destination MAC address of
this inner Ethernet header is set to the egress PE s router MAC
address |l earned via the EVPN Router’s MAC Ext ended Conmmunity attached
to the route. The MPLS VPN | abel is set to the received label2 in
the route. In the case of the Ethernet NVO tunnel type, the VN rmay
be set one of two ways:

downstream node: The VNI is set to the received |abel2 in the route,
whi ch i s downstream assi gned

gl obal node: The VNI is set to the received label2 in the route,
whi ch is assigned domai n-wide. This VNI value fromthe received
| abel 2 MUST be the sane as the locally configured VNI for the IP-
VRF as all PEs in the NVO MIST be configured with the same | P-VRF
VNI for this node of operation. |If the received |abel2 value does
not match the locally configured VNI val ue, the route MJUST NOT be
used, and an error nessage SHOULD be | ogged.

PEs may be configured to operate in one of these two nodes dependi ng
on the administrative domai n boundari es across PEs participating in
the NVO and the PE' s capability to support downstream VN node

In the case of NVO tunnel encapsul ation, the outer source and
destination I P addresses are set to the ingress and egress PE BGP
next - hop | P addresses, respectively.

5.5. Data Plane - Egress PE

When the tenant’s MPLS or NVO encapsul at ed packet is received over an
MPLS or NVO tunnel by the egress PE, the egress PE renmpves the NVO
tunnel encapsul ati on and uses the VPN MPLS | abel (for MPLS

encapsul ation) or VNI (for NVO encapsulation) to identify the |IP-VRF
in which I[P | ookup needs to be performed. |If the VPN MPLS | abel or
VNl identifies a MAC-VRF instead of an I P-VRF, then the procedures in
Section 6.4 for asymmetric | RB are execut ed.

The |l ookup in the IP-VRF identifies a | ocal adjacency to the IRB
interface associated with the egress subnet’s MAC- VRF/ BT. The egress
PE al so decrenents the TTL / hop limt for that packet by one, and if
it reaches zero, the egress PE discards the packet.

The egress PE gets the destination TS s MAC address for that TS's IP
address fromits ARP table or NDP cache. 1t encapsul ates the packet
with that destination MAC address and a source MAC address
corresponding to that IRB interface and sends the packet to its
destination subnet MAC VRF/ BT.

The destination MAC address | ookup in the MAC-VRF/ BT results in the
| ocal adjacency (e.g., local interface) over which the Ethernet frane
is sent.
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Asymretric | RB Procedures

.1. Control Plane - Advertising PE

When a PE (e.g., PEl in Figure 4 above) learns the MAC and | P address
of an attached TS (e.g., via an ARP request or ND Nei ghbor
Solicitation), it populates its MAC-VRF/ BT, |IP-VRF, and ARP table or
NDP cache just as in the case for symetric IRB. It then builds an
EVPN MAC/ | P Advertisenent route (type 2) as follows and advertises it
to other PEs participating in that tenant’s VPN

* The Length field of the BGP EVPN NLRI for an EVPN MAC/ I P
Advertisenment route MJST be either 37 (if an IPv4 address is
carried) or 49 (if an IPv6 address is carried).

* The RD, Ethernet Segnent Identifier, Ethernet Tag I D, MAC Address
Length, MAC Address, |P Address Length, |P Address, and MPLS
Label 1 fields MJST be set per [RFC7432] and [ RFC8365].

*  The MPLS Label 2 field MJUST NOT be included in this route.

Just as in [RFC7432], the RD, Ethernet Tag | D, MAC Address Length,
MAC Address, | P Address Length, and I P Address fields are part of the
route key used by BGP to conpare routes. The rest of the fields are
not part of the route key.

This route is advertised along with the foll owi ng extended conmunity:
*  Tunnel Type Extended Comunity

For asymmetric | RB node, the EVPN Router’s MAC Extended Community is
not needed because forwarding is performed using destination TS s MAC
address, which is carried in this EVPN route type 2 advertisenent.

This route MUST al ways be advertised with the MAC-VRF Route Target.
It MAY al so be advertised with a second Route Target corresponding to
the | P- VRF.

2. Control Plane - Receiving PE

Wen a PE (e.g., PE2 in Figure 4 above) receives this EVPN MAC/ | P
Advertisement route, it perfornms the foll ow ng:

* Using the MAC-VRF Route Target, it identifies the correspondi ng
MAC- VRF and inmports the MAC address into it. For asymmetric |IRB
mode, it is assunmed that all PEs participating in a tenant’s VPN
are configured with all subnets (i.e., all VLANs) and
correspondi ng MAC-VRFs/ BTs even if there are no |locally attached
TSs for sone of these subnets. This is because the ingress PE
needs to do forwardi ng based on the destination TS s MAC address
and perform NVO tunnel encapsul ation as the property of a | ookup
in the MAC VRF/ BT.

* |f only the MAC-VRF Route Target is used, then the receiving PE
uses the MAC-VRF Route Target to identify the corresponding | P-VRF
-- i.e., many MAC-VRF Route Targets map to the same | P-VRF for a
given tenant. In this case, MAC-VRF may be used by the receiving
PE to identify the corresponding IP-VRF via the IRB interface
associated with the subnet MAG-VRF/ BT. In this case, the MAC VRF
Route Target may be used by the receiving PE to identify the
correspondi ng | P- VRF.

* Using the MAC-VRF Route Target, the receiving PE identifies the
correspondi ng ARP table or NDP cache for the tenant, and it adds
an entry to the ARP table or NDP cache for the TS s MAC and IP



address association. It should be noted that the tenant’s ARP
tabl e or NDP cache at the receiving PEis identified by all the
MAC- VRF Route Targets for that tenant.

* |f the IP-VRF Route Target is included, it may be used to inport
the route to IP-VRF. If the I P-VRF Route Target is not included,
MAC-VRF is used to derive the corresponding |IP-VRF for inport, as
explained in the prior section. 1In both cases, an IP-VRF route is
installed with the TS MAC binding included in the received route.

If the receiving PE receives the MAC/I P Advertisement route with the
MPLS Label 2 field but the receiving PE only supports asymetric |RB
nmode, then the receiving PE MJUST ignore the MPLS Label 2 field and
install the MAC address in the correspondi ng MAC-VRF and (I P, MAC
association in the ARP table or NDP cache for that tenant (with the
IRB interface identified by the MAC VRF).

6.3. Data Plane - Ingress PE

When an Ethernet frane is received by an ingress PE (e.g., PEl in

Fi gure 4 above), the PE uses the ACID (e.g., VLANID) to identify
the associated MAC-VRF/ BT, and it perforns a | ookup on the
destination MAC address. |If the MAC address corresponds to its IRB
interface MAC address, the ingress PE deduces that the packet nust be
i nter-subnet routed. Hence, the ingress PE perforns an I P | ookup in
the associated | P-VRF table. The |ookup identifies a |ocal adjacency
to the IRB interface associated with the egress subnet’s MAC VRF/
bridge table. The ingress PE also decrenents the TTL / hop linmit for
that packet by one, and if it reaches zero, the ingress PE discards

t he packet.

The ingress PE gets the destination TS's MAC address for that TS's IP
address fromits ARP table or NDP cache. It encapsul ates the packet
with that destination MAC address and a source MAC address
corresponding to that IRB interface and sends the packet to its
destinati on subnet MAC- VRF/ BT.

The destinati on MAC address | ookup in the MAC-VRF/ BT results in a BGP
next - hop address of the egress PE along with labell (L2 VPN MPLS

| abel or VNI). The ingress PE encapsul ates the packet using the

Et hernet NVO tunnel of the choice (e.g., VXLAN or NVGRE) and sends
the packet to the egress PE. Because the packet forwarding is
between the ingress PEEs MAC-VRF/ BT and the egress PE s MAC VRF/
bridge table, the packet encapsul ation procedures follow that of

[ RFC7432] for MPLS and [ RFC8365] for VXLAN encapsul ations.

6.4. Data Plane - Egress PE

When a tenant’s Ethernet frame is received over an NVO tunnel by the
egress PE, the egress PE renoves the NVO tunnel encapsul ation and
uses the VPN MPLS | abel (for MPLS encapsul ation) or VNI (for NVO
encapsul ation) to identify the MAC-VRF/ BT in which the MAC | ookup
needs to be perforned.

The MAC | ookup results in a | ocal adjacency (e.g., local interface)
over which the packet needs to get sent.

Note that the forwardi ng behavior on the egress PE is the sane as the
EVPN intra-subnet forwardi ng described in [RFC7432] for MPLS and

[ RFC8365] for NVO networks. In other words, all the packet
processing associated with the inter-subnet forwarding semantics is
confined to the ingress PE for asymmetric | RB node.

It should al so be noted that [ RFC7432] provides a different |evel of
granularity for the EVPN | abel. Besides identifying the bridge
domain table, it can be used to identify the egress interface or a



destination MAC address on that interface. |If an EVPN | abel is used
for an egress interface or individual MAC address identification,
then no MAC | ookup is needed in the egress PE for MPLS encapsul ation,
and t he packet can be directly forwarded to the egress interface just
based on the EVPN | abel | ookup.

Mobility Procedure

When a TS noves from one NVE (aka source NVE) to anot her NVE (aka
target NVE), it is inmportant that the MAC Mobility procedures be
properly executed and the correspondi ng MAC-VRF and | P-VRF tables on
all participating NVEs be updated. [RFC7432] describes the MAC
Mobility procedures for L2-only services for both single-homed TS and
mul ti honmed TS. This section describes the increnmental procedures and
BGP Ext ended Communities needed to handle the MAC Mobility for |IRB.
In order to place the enphasis on the differences between L2-only and
| RB use cases, the incremental procedure is described for a single-
honmed TS with the expectation that the additional steps needed for a
mul ti honed TS can be extended per Section 15 of [RFC7432]. This
section describes nobility procedures for both symretric and
asymmetric IRB. Although the | anguage used in this section is for

I Pv4 ARP, it equally applies to | Pv6 ND.

When a TS noves froma source NVE to a target NVE, it can behave in
one of the follow ng three ways:

1. TS initiates an ARP request upon a nove to the target NVE

2. TS sends a data packet without first initiating an ARP request to
the target NVE

3. TS is a silent host and neither initiates an ARP request nor
sends any packets.

Dependi ng on the expected TS s behavior, an NVE needs to handl e at

|l east the first option and should be able to handle the second and
third options. The follow ng subsections describe the procedures for
each scenario where it is assuned that the MAC and | P addresses of a
TS have a one-to-one relationship (i.e., there is one |IP address per
MAC address and vice versa). The procedures for host mobility
detection in the presence of a many-to-one relationship is outside
the scope of this document, and it is covered in [ EXTENDED- MOBI LI TY].
The "many-to-one rel ationship" refers to many host | P addresses
corresponding to a single host MAC address or many host MAC addresses
corresponding to a single | P address. It should be noted that in the
case of IPv6, a link-local |P address does not count in a nany-to-one
rel ati onshi p because that address is confined to a single Ethernet
segrment, and it is not used for host mobility (i.e., by definition,
host nobility is between two different Ethernet segnments).

Therefore, when an I Pv6 host is configured with both a d obal Unicast
address (or a Unique Local address) and a link-local address, for the
pur pose of host nobility, it is considered with a single |IP address.

.1. Initiating a G atuitous ARP upon a Mve

In this scenario, when a TS noves froma source NVE to a target NVE,
the TS initiates a gratuitous ARP upon the nove to the target NVE

The target NVE, upon receiving this ARP nessage, updates its MAC VRF,
| P-VRF, and ARP table with the host MAC, I P, and | ocal adjacency
information (e.g., local interface).

Since this NVE has previously | earned the same MAC and | P addresses
fromthe source NVE, it recogni zes that there has been a MAC nove,
and it initiates MAC Mobility procedures per [RFC7432] by adverti sing
an EVPN MAC/ | P Advertisenent route with both the MAC and | P addresses



filled in (per Sections 5.1 and 6.1) along with the MAC Mobility
extended community, with the sequence nunber increnented by one. The
target NVE al so exercises the MAC duplication detection procedure in
Section 15.1 of [RFC7432].

The source NVE, upon receiving this MAC/ I P Advertisement route,
realizes that the MAC has nmoved to the target NVE. It updates its
MAC- VRF and | P-VRF table accordingly with the adjacency infornmation
of the target NVE. In the case of the asymmetric IRB, the source NVE
al so updates its ARP table with the received adjacency information,
and in the case of the symretric I RB, the source NVE renoves the
entry associated with the received (1P, MAC) fromits | ocal ARP
table. It then withdraws its EVPN MAC/ I P Adverti senment route.
Furthernore, it sends an ARP probe locally to ensure that the MAC is
gone. If an ARP response is received, the source NVE updates its ARP
entry for that (1P, MAC) and re-advertises an EVPN MAC/ | P
Advertisenment route for that (1P, MAC) along with the MAC Mobility
ext ended community, with the sequence nunber increnented by one. The
source NVE al so exercises the MAC duplication detection procedure in
Section 15.1 of [RFC7432].

Al'l other renote NVE devices, upon receiving the MAC/I P Adverti senent
route with the MAC Mobility extended community, conpare the sequence
nunber in this advertisement with the one previously received. |If
the new sequence nunber is greater than the old one, then they update
the MAC/ I P addresses of the TS in their correspondi ng MAC-VRF and | P-
VRF tables to point to the target NVE. Furthernore, upon receiving
the MAC/IP withdraw for the TS fromthe source NVE, these renote PEs
performthe cl eanups for their BGP tables.

.2. Sending Data Traffic wi thout an ARP Request

In this scenario, when a TS noves froma source NVE to a target NVE,
the TS starts sending data traffic without first initiating an ARP
request.

The target NVE, upon receiving the first data packet, |earns the MAC
address of the TS in the data plane and updates its MAC-VRF table
with the MAC address and the | ocal adjacency infornmation (e.g., |ocal
interface) accordingly. The target NVE realizes that there has been
a MAC nove because the sane MAC address has been | earned renotely
fromthe source NVE.

If EVPN-1RB NVEs are configured to advertise MAC-only routes in
addition to MAC-and-1P EVPN routes, then the followi ng steps are
t aken:

* The target NVE, upon learning this MAC address in the data pl ane,
updates this MAC address entry in the corresponding MAC-VRF with
the | ocal adjacency information (e.g., local interface). 1t also
recogni zes that this MAC has noved and initiates MAC Mobility
procedures per [RFC7432] by advertising an EVPN MAC/ | P
Advertisenent route with only the MAC address filled in along with
the MAC Mobility extended comunity, with the sequence numnber
i ncrement ed by one.

* The source NVE, upon receiving this MAC/ | P Adverti senent route,
realizes that the MAC has noved to the new NVE. It updates its
MAC- VRF table with the adjacency information for that MAC address
to point to the target NVE and withdraws its EVPN MAC/ | P
Advertisement route that has only the MAC address (if it has
advertised such a route previously). Furthernore, it searches for
the corresponding MAC-IP entry and sends an ARP probe for this
(IP, MAC) pair. The ARP request nessage is sent both locally to
all attached TSs in that subnet as well as to other NVEs
participating in that subnet, including the target NVE. Note that



the PE needs to maintain a correl ati on between MAC and MAC- I P
route entries in the MAC-VRF to acconplish this.

* The target NVE passes the ARP request to its locally attached TSs,
and when it receives the ARP response, it updates its |IP-VRF and
ARP table with the host (1P, MAC) information. It also sends an
EVPN MAC/ | P Advertisenent route with both the MAC and | P addresses
filled in along with the MAC Mobility extended comunity, with the
sequence nunber set to the same value as the one for the MAC-only
Advertisenent route it sent previously.

* \When the source NVE receives the EVPN MAC/ I P Adverti sement route,
it updates its IP-VRF table with the new adj acency information
(pointing to the target NVE). 1In the case of the asymmetric |RB,
the source NVE al so updates its ARP table with the received
adj acency information, and in the case of the symetric IRB, the
source NVE renpves the entry associated with the received (1P,
MAC) fromits local ARP table. Furthernore, it withdraws its
previously advertised EVPN MAC/IP route with both the MAC and I P
address fields filled in.

* Al other renmpte NVE devices, upon receiving the MAC/ I P
Advertisenment route with the MAC Mobility extended conmunity,
compare the sequence nunmber in this advertisenent with the one
previously received. |If the new sequence nunber is greater than
the old one, then they update the MAC/I P addresses of the TS in
their corresponding MAC-VRF, | P-VRF, and ARP tables (in the case
of asymretric IRB) to point to the new NVE. Furthernore, upon
receiving the MAC/IP withdraw for the TS fromthe old NVE, these
renote PEs performthe cleanups for their BGP tables.

If an EVPN-1RB NVE is configured not to advertise MAC-only routes,
then upon receiving the first data packet, it |learns the MAC address
of the TS and updates the MAC entry in the correspondi ng MAC- VRF

table with the | ocal adjacency information (e.g., local interface).
It also realizes that there has been a MAC nove because the same MAC
address has been learned renotely fromthe source NVE. It uses the

|l ocal MAC route to find the corresponding | ocal MAC-IP route and
sends a uni cast ARP request to the host. \When receiving an ARP
response, it follows the procedure outlined in Section 7.1. In the
prior case, where MAC-only routes are al so advertised, this procedure
of triggering a unicast ARP probe at the target PE MAY al so be used
in addition to the source PE broadcast ARP probing procedure
described earlier for better convergence.

7.3. Silent Host

In this scenario, when a TS noves froma source NVE to a target NVE,
the TS is silent, and it neither initiates an ARP request nor sends
any data traffic. Therefore, neither the target nor the source NVEs
are aware of the MAC nove.

On the source NVE, an age-out timer (for the silent host that has
moved) is used to trigger an ARP probe. This age-out timer can be
either an ARP timer or a MAC age-out tinmer, and this is an

i npl ementation choice. The ARP request gets sent both locally to all
the attached TSs on that subnet as well as to all the renote NVEs
(including the target NVE) participating in that subnet. The source
NVE al so withdraws the EVPN MAC/ I P Adverti senent route with only the
MAC address (if it has previously advertised such a route).

The target NVE passes the ARP request to its locally attached TSs,
and when it receives the ARP response, it updates its MAC VRF, |P-
VRF, and ARP table with the host (IP, MAC) and | ocal adjacency
information (e.g., local interface). It also sends an EVPN MAC/ | P
Advertisement route with both the MAC and I P address fields filled in
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along with the MAC Mobility extended comunity, with the sequence
nunber increnented by one.

When the source NVE receives the EVPN MAC/ | P Advertisement route, it
updates its IP-VRF table with the new adjacency information (pointing
to the target NVE). In the case of the asymretric I RB, the source
NVE al so updates its ARP table with the received adjacency
information, and in the case of the symmetric I RB, the source NVE
renoves the entry associated with the received (IP, MAC) fromits

| ocal ARP table. Furthernore, it withdraws its previously advertised
EVPN MAC/ I P route with both the MAC and | P address fields filled in.

Al'l other renote NVE devices, upon receiving the MAC/I P Adverti senent
route with the MAC Mobhility extended community, conpare the sequence
nunber in this advertisenment with the one previously received. |If
the new sequence nunber is greater than the old one, then they update
the MAC/ I P addresses of the TS in their correspondi ng MAC VRF, |P-
VRF, and ARP (in the case of asymmetric IRB) tables to point to the
new NVE. Furthernore, upon receiving the MAC/IP withdraw for the TS
fromthe old NVE, these renpte PEs performthe cleanups for their BGP
t abl es.

BGP Encodi ng
Thi s docunent defines one new BGP Extended Conmmunity for EVPN.
1. EVPN Router’s MAC Extended Comunity

A new EVPN BGP Ext ended Community called "EVPN Router’s MAC' is

i ntroduced here. This new extended community is a transitive
extended comunity with a Type field of 0x06 (EVPN) and a Sub-Type
field of Ox03. It may be advertised along with the Encapsul ation
Ext ended Community defined in Section 4.1 of [RFC9012].

The EVPN Router’s MAC Extended Conmunity is encoded as an 8-octet
val ue as foll ows:

0 1 2 3

01234567890123456789012345678901
I S i o T s S S S e s s T
| Type=0x06 | Sub-Type=0x03 | EVPN Router’s MAC |
B i aT T e e o S o S S S I T et sl o ST S S S S S S
| EVPN Router’s MAC Cont’d |
B T S i T s i i e e SEI S

Figure 5: EVPN Router’s MAC Extended Community

Thi s extended comunity is used to carry the PE's MAC address for
symretric | RB scenarios, and it is sent with EVPN RT-2. The
advertising PE SHALL only attach a single EVPN Router’s MAC Ext ended
Conmunity to a route. 1In case the receiving PE receives nore than
one EVPN Router’s MAC Extended Community with a route, it SHALL
process the first one in the list and not store and propagate the

ot hers.

Qperational Mdels for Symretric Inter-Subnet Forwarding

The foll owi ng sections describe two main symetric | RB forwarding
scenarios (within a DC -- i.e., intra-DC) along with the

correspondi ng procedures. In the follow ng scenarios, wthout |oss
of generality, it is assuned that a given tenant is represented by a
single I P-VPN instance. Therefore, on a given PE, a tenant is
represented by a single | P-VRF tabl e and one or nore MAC- VRF tabl es.

1. |IRB Forwarding on NVEs for Tenant Systens



This section covers the symmetric | RB procedures for the scenario
where each TS is attached to one or nore NVEs, and its host IP and
MAC addresses are | earned by the attached NVEs and are distributed to
all other NVEs that are interested in participating in both intra-
subnet and inter-subnet comunications with that TS.

In this scenario, without |oss of generality, it is assumed that NVEs
operate in VLAN-based service interface node with one bridge table(s)
per MAC-VRF. Thus, for a given tenant, an NVE has one MAC- VRF for
each tenant subnet (e.g., each VLAN) that is configured for extension
via VXLAN or NVGRE encapsulation. |In the case of VLAN aware

bundl i ng, each MAC-VRF consists of nultiple bridge tables (e.g., one
bridge table per VLAN). The MAC-VRFs on an NVE for a given tenant
are associated with an | P-VRF corresponding to that tenant (or |P-VPN
instance) via their IRB interfaces.

Since VXLAN and NVCRE encapsul ations require an inner Ethernet header
(inner MAC SA/DA) and since a TS MAC address cannot be used for
inter-subnet traffic, the ingress NVE's MAC address is used as an
inner MAC SA. The NVE's MAC address is the device MAC address, and
it is conmon across all MAC-VRFs and | P-VRFs. This MAC address is
advertised using the new EVPN Router’s MAC Extended Community
(Section 8.1).

Figure 6 belowillustrates this scenario, where a given tenant (e.g.,
an | P-VPN i nstance) has three subnets represented by MAC VRF1, MAC-
VRF2, and MAC-VRF3 across two NVEsS. There are five TSs that are
associ ated with these three MAC-VRFs -- i.e., TSl, TS4, and TS5 are
on the sanme subnet (e.g., the same MAC-VRF/VLAN). TS1 and TS5 are
associated with MAC-VRF1 on NVE1l, while TS4 is associated with MAC
VRF1 on NVE2. TS2 is associated with MAC-VRF2 on NVELl, and TS3 is
associ ated with MAC-VRF3 on NVE2. MAC VRF1 and MAC-VRF2 on NVEl are,
in turn, associated with | P-VRF1 on NVE1l, and MAC-VRF1 and MAC VRF3
on NVE2 are associated with IP-VRF1 on NVE2. Wen TS1, TS5, and TS4
exchange traffic with each other, only the L2 forwarding (bridging)
part of the IRB solution is exercised because all these TSs belong to
the sanme subnet. However, when TS1 wants to exchange traffic with
TS2 or TS3, which belong to different subnets, both the bridging and
routing parts of the IRB solution are exercised. The follow ng
subsecti ons describe the control and data plane operations for this

I RB scenario in detail.

NVEL R +
S + | |
TS1----- | MACX | | | NVE2
(ML/1P1) | (MAC | | | e +
TS5----- | VRF1)\ | | MPLS/ | | MACy (MAG | ----- TS3
(MB/IP5) | \ | |  VWXLAN | | [ VRF3) | (MB/1P3)
| (IP-VRF1) | ----| NVGRE |---]|(IP-VRF1) |
/ I I I \
TS2----- | (MAC / | | | (MG | ----- TS4
(M/1P2) | VRF2) | | | | VRF1) | (M4/ 1 P4)
- + | | - +
I I
S S +

Figure 6: I RB Forwardi ng on NVEs for Tenant Systens
.1.1. Control Plane Operation

Each NVE advertises a MAC/I P Advertisenent route (i.e., route type 2)
for each of its TSs with the following field set:

* RD and Et hernet Segnent ldentifier (ESI) per [RFC7432]

* Ethernet Tag = 0 (assumi ng VLAN-based service)



* MAC Address Length = 48
* MAC Address = M (where i =1, 2, 3, 4, or 5 in Figure 6, above
* | P Address Length = 32 or 128

* |P Address = IPi (where i =1, 2, 3, 4, or 5 in Figure 6, above

* Label 1 MPLS | abel or VNI corresponding to MAC- VRF

* Label 2

MPLS | abel or VNI corresponding to | P-VRF

Each NVE advertises an EVPN RT-2 route with two Route Targets (one
corresponding to its MAC-VRF and the other corresponding to its IP-
VRF). Furthermore, the EVPN RT-2 is advertised with two BGP Ext ended
Conmunities. The first BGP Extended Community identifies the tunnel
type, and it is called "Encapsul ati on Extended Community" as defi ned
in [RFCO012], and the second BGP Extended Community includes the MAC
address of the NVE (e.g., MACx for NVELl or MACy for NVE2) as defined
in Section 8.1. The EVPN Router’s MAC Extended Community MJST be
added when the Ethernet NVO tunnel is used. |If the |IP NVO tunnel
type is used, then there is no need to send this second Extended
Conmunity. It should be noted that the P NVO tunnel type is only
applicable to symmetric | RB procedures.

Upon receiving this advertisenent, the receiving NVE perforns the
fol |l owi ng:

* It uses Route Targets corresponding to its MAC-VRF and | P-VRF for
identifying these tabl es and subsequently inporting the MAC and IP
addresses into them respectively.

* It inmports the MAC address fromthe MAC/ I P Advertisenment route
into the MAGC-VRF with the BGP next-hop address as the underl ay
tunnel destination address (e.g., VTEP DA for VXLAN encapsul ation)
and label1 as the VNI for VXLAN encapsul ation or an EVPN | abel for
MPLS encapsul ati on.

* |f the route carries the new EVPN Router’'s MAC Extended Conmunity
and if the receiving NVE uses an Ethernet NVO tunnel, then the
receiving NVE inports the I P address into IP-VRF with NVE's MAC
address (fromthe new EVPN Router’s MAC Extended Conmunity) as the
i nner MAC DA, the BGP next-hop address as the underlay tunnel
destination address, the VTEP DA for VXLAN encapsul ation, and
| abel 2 as the IP-VPN VNI for VXLAN encapsul ati on.

* |If the receiving NVE uses MPLS encapsul ation, then the receiving
NVE inports the I P address into IP-VRF with the BGP next-hop
address as the underlay tunnel destination address and | abel 2 as
the I P-VPN | abel for MPLS encapsul ati on.

If the receiving NVE receives an EVPN RT-2 with only label1 and only
a single Route Target corresponding to I P-VRF;, an EVPN RT-2 with only
a single Route Target corresponding to MAC-VRF but with both | abel 1
and | abel 2; or an EVPN RT-2 with a MAC address |length of zero, then
it MJUST use the treat-as-w thdraw approach [ RFC7606] and SHOULD | og
an error nessage.

.1.2. Data Plane Operation

The foll owi ng description of the data plane operation describes just
the logical functions, and the actual inplenmentation may differ.
Let’s consider the data plane operation when TSl in subnet-1 (MACG
VRF1) on NVE1l wants to send traffic to TS3 in subnet-3 (MAC VRF3) on
NVE2.



* NVEL receives a packet with the MAC DA corresponding to the MAC-
VRF1 IRB interface on NVEl1 (the interface between MAC-VRF1 and | P-
VRF1) and the VLAN tag corresponding to MAC- VRF1.

* Upon receiving the packet, the NVEl uses the VLAN tag to identify
the MAC-VRF1. It then |ooks up the MAC DA and forwards the frane
toits IRB interface.

* The Ethernet header of the packet is stripped, and the packet is
fed to the I P-VRF, where an |P |l ookup is perforned on the
destination I P address. NVEl al so decrenents the TTL / hop limt
for that packet by one, and if it reaches zero, NVE1l discards the
packet. This | ookup yields the outgoing NVO tunnel and the
required encapsulation. |If the encapsulation is for the Ethernet
NVO tunnel, then it includes the egress NVE' s MAC address as the
i nner MAC DA, the egress NVE's | P address (e.g., BGP next-hop
address) as the VIEP DA, and the VPN-ID as the VNI. The inner MAC
SA and VTEP SA are set to NVE's MAC and | P addresses,
respectively. If it is an MPLS encapsul ation, then the
correspondi ng EVPN and LSP | abel s are added to the packet. The
packet is then forwarded to the egress NVE

* |f the egress NVE receives a packet fromthe Ethernet NVO tunne

(e.g., it is VXLAN encapsul ated), then it renoves the Ethernet
header. Since the inner MAC DA is the egress NVE s MAC address,
the egress NVE knows that it needs to performan |P | ookup. It

uses the VNI to identify the IP-VRF table. |If the packet is MPLS
encapsul ated, then the EVPN | abel |ookup identifies the |P-VRF
table. Next, an IP lookup is performed for the destination TS
(TS3), which results in an access-facing IRB interface over which
the packet is sent. Before sending the packet over this
interface, the ARP table is consulted to get the destination TS s
MAC address. NVE2 al so decrements the TTL / hop limt for that
packet by one, and if it reaches zero, NVE2 discards the packet.

* The | P packet is encapsulated with an Ethernet header, with the
MAC SA set to that of the IRB interface MAC address (i.e., the IRB
i nterface between MAC-VRF3 and | P-VRF1 on NVE2) and the MAC DA set
to that of the destination TS (TS3) MAC address. The packet is
sent to the corresponding MAC-VRF (i.e., MAC-VRF3) and, after a
| ookup of MAC DA, is forwarded to the destination TS (TS3) over
the corresponding interface.

In this symmetric | RB scenario, inter-subnet traffic between NVEs
will always use the IP-VRF VNI/MPLS | abel. For instance, traffic
fromTS2 to TS4 will be encapsul ated by NVE1 using NVE2's | P-VRF VNI /
MPLS | abel, as long as TS4’s host IP is present in NVEl's | P-VRF.

.2. |1 RB Forwarding on NVEs for Subnets behind Tenant Systens

This section covers the symmetric | RB procedures for the scenario
where sone TSs support one or more subnets and these TSs are
associated with one or nore NVEs. Therefore, besides the

adverti senent of MAC/I P addresses for each TS, which can be
mul ti honed with All-Active redundancy node, the associ ated NVE needs
to al so advertise the subnets statically configured on each TS

The main difference between this solution and the previous one is the
addi tional advertisement corresponding to each subnet. These subnet
adverti senents are acconplished using the EVPN I P Prefix route
defined in [ RFC9136]. These subnet prefixes are advertised with the
| P address of their associated TS (which is in an overlay address
space) as their next hop. The receiving NVEs performrecursive route
resolution to resolve the subnet prefix with its advertising NVE so
that they know which NVE to forward the packets to when they are



destined for that subnet prefix.

The advantage of this recursive route resolution is that when a TS
nmoves fromone NVE to another, there is no need to re-advertise any
of the subnet prefixes for that TS. Al that is needed is to
advertise the | P/ MAC addresses associated with the TS itself and
exercise the MAC Mobility procedures for that TS. The recursive
route resolution automatically takes care of the updates for the
subnet prefixes of that TS.

Figure 7 illustrates this scenario where a given tenant (e.g., an |P-
VPN service) has three subnets represented by MAC- VRF1, MAC-VRF2, and
MAC- VRF3 across two NVEs. There are four TSs associated with these
three MAC-VRFs -- i.e., TSl is connected to MAC-VRF1 on NVE1, TS2 is
connected to MAC-VRF2 on NVE1l, TS3 is connected to MAC VRF3 on NVE2,
and TS4 is connected to MAC-VRF1 on NVE2. TS1 has two subnet
prefixes (SN1 and SN2), and TS3 has a single subnet prefix (SN3).

The MAC-VRFs on each NVE are associated with their corresponding | P-
VRF using their IRB interfaces. Wen TS4 and TS1 exchange intra-
subnet traffic, only the L2 forwarding (bridging) part of the IRB
solution is used (i.e., the traffic only goes through their MAC
VRFs); however, when TS3 wants to forward traffic to SN1 or SN2
sitting behind TS1 (inter-subnet traffic), then both the bridgi ng and
routing parts of the IRB solution are exercised (i.e., the traffic
goes through the corresponding MAC-VRFs and I P-VRFs). If TS4, for
exanple, wants to reach SN1, it uses its default route and sends the
packet to the MAC address associated with the IRB interface on NVEZ2;
NVE2 then perforns an IP lookup in its IP-VRF and finds an entry for
SN1. The follow ng subsections describe the control and data pl ane
operations for this IRB scenario in detail.

NVEL +o--m e - +
SN1- -+ R + | |
| --TS1----- | (MACG \ | | |
SN2--+ ML/ | P1 | VRF1) \ | | |
B A
TS2----- | (MAC- / | | MPLS |
M/ | P2 | VRF2) | |  VXLAN |
R + | NVGRE |
- + | |
SN3- - +--TS3----- | (MAC-\ | | |
M3/ 1 P3 | VRF3)\ | | |
I (1P-VRF) | ---| I
I / | I
TS4----- | (MAC- / [ I
M4/ | P4 | VRF1) | | |
S + S +

NVE2

Figure 7: IRB Forwarding on NVEs for Subnets behind TSs
Note that in Figure 7, above, SN1 and SN2 are configured on NVEL,
whi ch then advertises each in an IP Prefix route. Simlarly, SN3 is
configured on NVE2, which then advertises it in an IP Prefix route.
.2.1. Control Plane Operation
Each NVE advertises a route type 5 (EVPN RT-5, IP Prefix route
defined in [ RFC9136]) for each of its subnet prefixes with the IP
address of its TS as the next hop (Gateway Address field) as foll ows:
* RD associated with the | P-VRF

* ESI =0



* FEthernet Tag = 0

* |P Prefix Length = 0 to 32 or 0 to 128
* |P Prefix = SNi

* Cateway Address = IPi (1P address of TS)
* MPLS Label =0

This EVPN RT-5 is advertised with one or nore Route Targets
associated with the IP-VRF fromwhich the route is originated.

Each NVE al so advertises an EVPN RT-2 (MAC/ | P Adverti senent route)
along with its associated Route Targets and Extended Comunities for
each of its TSs exactly as described in Section 9.1.1

Upon receiving the EVPN RT-5 advertisenment, the receiving NVE
performs the foll ow ng:

* |t uses the Route Target to identify the corresponding | P-VRF.

* It inports the IP prefix into its correspondi ng | P-VRF configured
with an inmport RT that is one of the RTs being carried by the EVPN
RT-5 route, along with the I P address of the associated TS as its
next hop.

When receiving the EVPN RT-2 advertisenent, the receiving NVE inports
the MAC/ | P addresses of the TS into the correspondi ng MAC-VRF and | P-
VRF per Section 9.1.1. \Wen both routes exist, recursive route
resolution is perforned to resolve the IP prefix (received in EVPN
RT-5) to its corresponding NVE's | P address (e.g., its BGP next hop).
The BGP next hop will be used as the underlay tunnel destination
address (e.g., VTEP DA for VXLAN encapsul ation), and the EVPN
Router’s MAC will be used as the inner MAC for VXLAN encapsul ati on.

.2.2. Data Plane Operation

The foll owi ng description of the data plane operation describes just
the |l ogical functions, and the actual inplenmentation nay differ

Let’s consider the data plane operation when a host in SN1 behind TS1
wants to send traffic to a host in SN3 behind TS3.

* TS1 sends a packet with MAC DA corresponding to the MAC-VRF1 | RB
interface of NVE1 and a VLAN tag corresponding to MAC VRFL.

* Upon receiving the packet, the ingress NVEL uses the VLANtag to
identify the MAC-VRF1. It then |ooks up the MAC DA and forwards
the frame to its IRBinterface as in Section 9.1.1

* The Ethernet header of the packet is stripped, and the packet is
fed to the I P-VRF, where an | P | ookup is perforned on the
destination address. This |ookup yields the fields needed for
VXLAN encapsul ation with NVE2's MAC address as the inner MAC DA,
NVE2' s | P address as the VTEP DA, and the VNI. The MAC SA is set
to NVEl's MAC address, and the VTEP SAis set to NVEl's IP
address. NVE1l al so decrenents the TTL / hop linmit for that packet
by one, and if it reaches zero, NVEl discards the packet.

* The packet is then encapsul ated with the proper header based on
the above info and is forwarded to the egress NVE (NVE2).

* On the egress NVE (NVE2), assum ng the packet is VXLAN
encapsul ated, the VXLAN and the inner Ethernet headers are
renoved, and the resultant |P packet is fed to the |IP-VRF
associated with that VNI .
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* Next, a lookup is perforned based on the IP DA (which is in SN3)
in the associated I P-VRF of NVE2. The I P | ookup yields the
access-facing IRB interface over which the packet needs to be
sent. Before sending the packet over this interface, the ARP
table is consulted to get the destination TS (TS3) MAC address.
NVE2 al so decrenents the TTL / hop limt for that packet by one,
and if it reaches zero, NVE2 discards the packet.

* The I P packet is encapsulated with an Ethernet header with the MAC
SA set to that of the access-facing IRB interface of the egress
NVE (NVE2), and the MAC DA is set to that of the destination TS
(TS3) MAC address. The packet is sent to the correspondi ng MAC
VRF3 and, after a | ookup of MAC DA, is forwarded to the
destination TS (TS3) over the corresponding interface.

Security Considerations

The security considerations for Layer 2 forwarding in this docunent
foll ow those of [ RFC7432] for MPLS encapsul ation and those of

[ RFC8365] for VXLAN or NVCGRE encapsul ations. This section describes
addi ti onal considerations.

Thi s docunent describes a set of procedures for inter-subnet
forwarding of tenant traffic across PEs (or NVES). These procedures
i nclude both Layer 2 forwarding and Layer 3 routing on a packet-by-
packet basis. The security consideration for Layer 3 routing in this
docunent follows that of [RFC4365], with the exception of the
application of routing protocols between CEs and PEs. Contrary to

[ RFC4364], this document does not describe route distribution

techni ques between CEs and PEs but rather considers the CEs as TSs or
VAs that do not run dynamic routing protocols. This can be
considered a security advantage, since dynanic routing protocols can
be bl ocked on the NVE/PE ACs, not allowing the tenant to interact
with the infrastructure' s dynam c routing protocols.

The VPN schenme described in this docunent does not provide the
quartet of security properties nentioned in [ RFC4365]
(confidentiality protection, source authentication, integrity
protection, and replay protection). |f these are desired, they nust
be provided by nechani sns that are outside the scope of the VPN
mechani sns.

In this docunent, the EVPN RT-5 is used for certain scenarios. This
route uses an Overlay Index that requires a recursive resolution to a
different EVPN route (an EVPN RT-2). Because of this, it is worth
noting that any action that ends up filtering or nodifying the EVPN
RT-2 route used to convey the Overlay Indexes will nodify the
resolution of the EVPN RT-5 and therefore the forwardi ng of packets
to the renote subnet.

| ANA Consi der ati ons

| ANA has all ocated Sub- Type val ue 0x03 in the "EVPN Ext ended
Conmuni ty Sub- Types" registry as foll ows:

[ s s e s e e s e s s
| Sub-Type Val ue | Nane | Reference

| 0x03 | EVPN Router’s MAC | RFC 9135 |
| | Extended Conmunity | |
S o e e e e e e e e e e m e ao- - S +

Table 1

Thi s docunment has been listed as an additional reference for the MAC
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I P Advertisenment route in the "EVPN Route Types" registry.
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