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Abstract

Thi s docunent specifies an extension to the Distributed Deni al - of -
Service Qpen Threat Signaling (DOTS) signal channel protocol so that
DOTS clients can control their filtering rules when an attack
mtigation is active.

Particularly, this extension allows a DOTS client to activate or
deactivate existing filtering rules during a Distributed Denial -of -
Service (DDoS) attack. The characterization of these filtering rules
is conveyed by a DOTS client during an 'idle time (i.e., no
mtigation is active) by neans of the DOIS data channel protocol
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I ntroduction
1. The Probl em

In the Distributed Denial -of-Service Qpen Threat Signaling (DOTS)
architecture [RFC8811], DOTS clients and servers conmuni cate using
both a signal channel protocol [RFC9132] and a data channel protoco
[ RFC8783] .

The DOTS data channel protocol [RFC8783] is used for bul k data
exchange between DOTS agents to inprove the coordi nation of parties
involved in the response to a Distributed Denial-of-Service (DDoS)
attack. Filter managenent, which is one of the tasks of the DOTS
data channel protocol, enables a DOTS client to retrieve the
filtering capabilities of a DOTS server and to nanage filtering
rules. Typically, these filtering rules are used for dropping or
rate-limting unwanted traffic, and permtting accept-listed traffic.

The DOTS signal channel protocol [RFC9132] is designed to be
resilient under extrenmely hostile network conditions and provides
conti nued contact between DOTS agents even as DDoS attack traffic
saturates the link. The DOIS signal channel can be established

bet ween two DOTS agents prior to or during an attack. At any tine,
the DOTS client may send nmitigation requests (as per Section 4.4 of
[ RFC9132]) to a DOTS server over the active signal channel. Wile
mtigation is active, the DOTS server periodically sends status
messages to the DOTS client, including basic mitigation feedback

details. In case of a massive DDoS attack that saturates the
incomng link(s) to the DOTS client, all traffic fromthe DOTS server
to the DOTS client will likely be dropped. However, the DOTS server
may still receive DOTS nessages sent fromthe DOTS client over the

signaling channel thanks to the heartbeat requests keeping the
channel active (as described in Section 4.7 of [RFC9132]).

Unli ke the DOTS signal channel protocol, the DOTS data channe
protocol is not expected to deal with attack conditions. As such, an
i ssue that might be encountered in sonme deploynents is when filters
install ed by means of the DOTS data channel protocol may not function
as expected during DDoS attacks or, worse, exacerbate an ongoi ng DDoS
attack. In such conditions, the DOTS data channel protocol cannot be
used to change these filters, which may conplicate DDoS mtigation
operations [|NTEROP].

A typical case is a conflict between filtering rules installed by a
DOTS client and the mitigation actions of a DDoS mitigator.



Consi der, for instance, a DOIS client that configures during "idle’
time (i.e., no mtigation is active) sone filtering rules using the
DOTS data channel protocol to permt traffic fromaccept-listed
sources. However, during a volunetric DDoS attack, the DDoS
mtigator identifies the source addresses/prefixes in the accept-
listed filtering rules are attacking the target. For exanple, an
attacker can spoof the I P addresses of accept-listed sources to
generate attack traffic, or the attacker can conprom se the accept-
|isted sources and programthemto |aunch a DDoS attack

[ RFC9132] is designed so that the DDoS server notifies the above
conflict to the DOTS client (that is, the 'conflict-cause paraneter
is set to 2 (conflict-with-acceptlist)), but the DOIS client may not
be able to withdraw the accept-list rules during the attack period
due to the high-volume attack traffic saturating the inbound link to
the DOTS client domain. In other words, the DOTS client cannot use
the DOTS data channel protocol to withdraw the accept-list filters
when a DDoS attack is in progress.

.2. Controlling Filtering Rules Using DOTS Signal Channe

Thi s specification addresses the problens discussed in Section 1.1 by
adding a capability for managing filtering rules using the DOTS

si gnal channel protocol, which enables a DOTS client to request the
activation (or deactivation) of filtering rules during a DDoS attack.
Note that creating these filtering rules is still the responsibility
of the DOTS data channel [RFC8783].

The DOTS signal channel protocol is designed to enable a DOTS client
to contact a DOTS server for help even under severe network
congestion conditions. Therefore, extending the DOTS signal channe
protocol to nmanage the filtering rules during an attack will enhance
the protection capability offered by DOTS protocols.

| Note: The experiment at the | ETF 103 hackat hon [| NTEROP] showed
| that even when the inbound link is saturated by DDoS attack

| traffic, the DOTS client can signal nitigation requests using

| the DOTS signal channel over the saturated |ink

Conflicts that are induced by filters installed by other DOTS clients
of the same domain are not discussed in this specification

An augnentation to the DOTS signal channel YANG nodule is defined in
Section 3.2.2.

Sanpl e exanpl es are provided in Section 4, in particular:

* Section 4.1 illustrates howthe filter control extension is used
when conflicts with Access Control Lists (ACLs) are detected and
reported by a DOTS server

*  Section 4.2 shows how a DOTS client can instruct a DOTS server to
safely forward sone specific traffic in "attack’ tine.

* Section 4.3 shows how a DOTS client can react if the DDoS traffic
is still being forwarded to the DOTS client donmain even if
mtigation requests were sent to a DOTS server

The JavaScript oject Notation (JSON) encodi ng of YANG nodel ed data
[ RFC7951] is used to illustrate the exanples.

Ter mi nol ogy
The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOMMVENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in



3.

3.

3.

3.

BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capitals, as shown here

The reader should be famliar with the terns defined in [ RFC8612].

The term nol ogy for describing YANG nodul es is defined in [ RFC7950].
The neaning of the synbols in the tree diagramis defined in
[ RFC8340] and [ RFCB791].

Controlling Filtering Rules of a DOTS dient
1. Binding DOTS Data and Si gnal Channel s

The filtering rules eventually nmanaged using the DOTS signal channe
protocol are created a priori by the same DOTS client using the DOTS
data channel protocol. Mnaging conflicts with filters installed by
other DOTS clients of the same domain is out of scope.

As discussed in Section 4.4.1 of [RFC9132], a DOTS client nust use
the sane 'cuid for both the DOIS signal and data channels. This
requirenent is neant to facilitate binding DOTS channel s used by the
sane DOTS client.

The DOTS signal and data channels froma DOTS client nay or may not
use the sanme DOTS server. Nevertheless, the scope of the mitigation
request, alias, and filtering rules are not restricted to the DOTS
server but to the DOTS server domain. To that aim DOTS servers
within a domain are assunmed to have a mechanismto coordinate the
mtigation requests, aliases, and filtering rules to coordinate their
decisions for better mitigation operation efficiency. The exact
details about such a nmechanismis out of the scope of this docunent.

A filtering rule controlled by the DOTS signal channel is identified
by its ACL name (Section 4.3 of [RFC8783]). Note that an ACL nane
unanbi guously identifies an ACL bound to a DOTS client, but the sane
nane may be used by distinct DOTS clients.

The activation or deactivation of an ACL by the DOIS signal channe
overrides the "activation-type' (defined in Section 4.3 of [RFC8783])
a priori conveyed with the filtering rules using the DOIS data
channel protocol

Once the attack is mtigated, the DOTS client may use the data
channel to control the "activation-type' (e.g., revert to a default
val ue) of sone of the filtering rules controlled by the DOTS signa
channel or delete some of these filters. This behavior is depl oynent
speci fic.

2. DOTS Signal Channel Extension
2.1. Paraneters and Behaviors

Thi s specification extends the mitigation request defined in

Section 4.4.1 of [RFC9132] to convey the intended control of
configured filtering rules. Concretely, the DOIS client conveys the
"acl-list’ attribute with the followi ng sub-attributes in the Concise
Bi nary Obj ect Representation (CBOR) body of a mitigation request (see
the YANG structure in Section 3.2.2.1):

acl -nane: A name of an access list defined using the DOTS data
channel (Section 4.3 of [RFC8783]) that is associated with the
DOTS client.

As a reninder, an ACL is an ordered list of Access Control Entries
(ACEs). Each ACE has a list of match criteria and a list of
actions [RFC8783]. The list of configured ACLs can be retrieved



usi ng the DOTS data channel during ’idle time.
This is a mandatory attribute when "acl-list’ is included.

activation-type: An attribute indicating the activation type of an
ACL overriding the existing 'activation-type' installed by the
DOTS client using the DOTS data channel

As a remnder, this attribute can be set to ’'deactivate’
"inmedi ate’, or 'activate-when-nitigating’ as defined in
[ RFC8783] .

Note that both ’immediate’ and 'activate-when-mitigating have an
i medi ate effect when a nmitigation request is being processed by
the DOTS server

This is an optional attribute.

By default, ACL-rel ated operations are achieved using the DOIS data
channel protocol when no attack is ongoing. DOTS clients MJST NOT
use the filtering control over the DOTS signal channel in "idle’
time; such requests MJST be discarded by DOTS servers with 4.00 (Bad
Request) .

During an attack time, DOIS clients may include "acl-list’, ’"acl-
nane’, and 'activation-type attributes in a mtigation request.
This request may be the initial mtigation request for a given
mtigation scope or a new one overriding an existing request. In
both cases, a new’'md MJST be used. Nevertheless, it is NOT
RECOMVENDED to include ACL attributes in an initial mtigation
request for a given mtigation scope or in a mtigation request
adjusting the mtigation scope. This recomendation is neant to
avoi d delaying attack mtigations because of failures to process ACL
attributes

As the attack evol ves, DOTS clients can adjust the ’'activation-type
of an ACL conveyed in a mtigation request or control other filters
as necessary. This can be achieved by sending a PUT request with a
new ' md val ue.

It is RECOWENDED for a DOTS client to subscribe to asynchronous
notifications of the attack nmitigation, as detailed in

Section 4.4.2.1 of [RFC9132]. If not, the polling nechanismin
Section 4.4.2.2 of [RFC9132] has to be followed by the DOTS client.

A DOTS client relies on the information received fromthe DOTS server
and/ or local information to the DOTS client domain to trigger a
filter control request. Only filters that are pertinent for an
ongoi ng mitigation should be controlled by a DOTS client using the
DOTS si gnal channel

"acl-list’, "acl-nanme’, and 'activation-type' are defined as

conpr ehensi on-required paraneters. Following the rules in Section 6
of [RFC9132], if the DOTS server does not understand the 'acl-list’,
"acl-nane’, or ’'activation-type’ attributes, it responds with a 4.00
(Bad Request) error response code.

If the DOTS server does not find the ACL nane (' acl-nane’) conveyed
in the mtigation request for this DOIS client, it MJST respond with
a 4.04 (Not Found) error response code.

If the DOTS server finds the ACL nanme for this DOTS client, and
assuning the request passed the validation checks in Section 4.4.1 of
[ RFC9132], the DOTS server MJST proceed with the 'activation-type
update. The update is imediately enforced by the DOIS server and
will be maintained as the new activation type for the ACL name even



after the termnation of the mtigation request. In addition, the
DOTS server MJST update the lifetine of the corresponding ACL simlar
to the update when a refresh request is received using the DOTS data
channel (Section 7.2 of [RFC8783]). |If, for some reason, the DOTS
server fails to apply the filter update, it MJST respond with a 5.03
(Service Unavail able) error response code and include the failed ACL
update in the diagnostic payload of the response (an exanple is shown
in Figure 1). Else, the DOIS server replies with the appropriate
response code defined in Section 4.4.1 of [RFC9132].

"ietf-dots-signal-channel :mtigation-scope": {

"scope": [
"md": 123,
"ietf-dots-signal-control:acl-list": [
{
"acl -name": "an-accept-list",
"activation-type": "deactivate"
}
]
}

Figure 1. Exanple of a Diagnostic Payload Including Failed ACL Update

The JSON YANG nmappings for DOTS filter control attributes are shown
in Table 1. As a rem nder, the mapping for 'acl-nane’ is defined in
Table 5 of [ RFC9132].

B el Sl ——(———r— el sl ———(———(—— e p——_————
| Parameter Name | YANG Type | CBOR | CBOR Major Type | JSON |
| | | Key | & Information | Type |
[ s sl el el s el el ]
| activation-type | enuneration | 52 | O unsigned | String |
i I I S i i +------ I i T +-------- +
| ietf-dots- | list | 53 | 4 array | Array

| signal- I I I I I
| control:acl-list | | | | |
F- - e m - - - I +------ I I I +-------- +
| acl-nane | leafref | 23 | 3 text string | String

i I I S i i +------ I i T +-------- +

Table 1. JSON YANG Mapping to CBOR for Filter Control Attributes

If the DOTS client receives a 5.03 (Service Unavailable) with a

di agnostic payload indicating a failed ACL update as a response to an
initial mtigation or a mtigation with adjusted scope, the DOTS
client MJUST i medi ately send a new request that repeats all the
paraneters as sent in the failed mtigation request but without
including the ACL attributes. After the expiry of Max-Age returned
in the 5.03 (Service Unavail able) response, the DOIS client retries
with a newmnmtigation request (i.e., a new’'md ) that repeats al

the paraneters as sent in the failed mtigation request (i.e., the
one including the ACL attributes).

If, during an active nitigation, the "activation-type' is changed at
the DOTS server (e.g., as a result of an external action) for an ACL
bound to a DOTS client, the DOTS server notifies that DOIS client of
the change by including the corresponding ACL paraneters in an
asynchronous notification (the DOTS client is observing the active
mtigation) or in a response to a polling request (Section 4.4.2.2 of
[ RFC9132]).



If the DOTS signal and data channels of a DOTS client are not
established with the same DOTS server of a DOIS server donmin, the
above request processing operations are undertaken using the
coordi nati on nmechani sm di scussed in Section 3.1

Thi s specification does not require any nodification to the efficacy
update and the wi thdrawal procedures defined in [RFC9132]. In
particular, ACL-related clauses are not included in a PUT request
used to send an efficacy update and DELETE requests.

3.2.2. DOTS Signal Filtering Control Mdule
3.2.2.1. Tree Structure

Thi s docunent augnents the "ietf-dots-signal-channel” YANG nodul e
defined in [RFC9132] for managing filtering rules.

Thi s docunent defines the YANG nodul e "ietf-dots-signal-control”,
whi ch has the following tree structure:

nmodul e: ietf-dots-signal-contro
augnent - structure /dots-signal :dots-signal/dots-signal:nmessage-type
/dots-signal :mtigation-scope/dots-signal:scope
+-- acl-list* [acl-name]
+-- acl -nane
| -> /[ dat a- channel : dot s- dat a/ dot s-cl i ent/ acl s/ acl / nane
+-- activation-type? dat a- channel : activation-type

3.2.2.2. YANG Modul e

This YANG nodul e is not intended to be used via NETCONF/ RESTCONF f or

DOTS server managenent purposes; such a nodule is out of the scope of
this docunment. It serves only to provide a data nodel and encodi ng,

but not a managenent data nodel .

Thi s nodul e uses types defined in [ RFC8783].

<CODE BEG NS> file "ietf-dots-signal-control @021-09-02. yang"
nmodul e i etf-dots-signal-control {
yang-version 1.1;
namespace "urn:ietf:params: xm :ns:yang:ietf-dots-signal-control";
prefix dots-control

i mport ietf-dots-signal-channel {
prefix dots-signal
ref erence
"RFC 9132: Distributed Denial -of-Service Open Threat
Signaling (DOTS) Signal Channel Specification”;

i mport ietf-yang-structure-ext {
prefix sx;
ref erence
"RFC 8791: YANG Data Structure Extensions";
}

i nport ietf-dots-data-channel {
prefix data-channel
ref erence
"RFC 8783: Distributed Denial -of -Service Open Threat
Signaling (DOTS) Data Channel Specification”;

}

organi zati on
"| ETF DDoS Open Threat Signaling (DOTS) Wrking G oup”;



cont act
"WG Web: <https://datatracker.ietf.org/wy/ dots/>
WG List: <mmilto:dots@etf.org>

Aut hor: Kanane Ni shi zuka
<mai | t o: kaname@tt t v6. j p>

Aut hor: Mhaned Boucadair
<mai | t o: nohaned. boucadai r @r ange. con®

Aut hor: Tirumal eswar Reddy. K
<mai | to: kondtir@mail . con>

Aut hor: Takahi ko Nagat a
<mai | t 0: nagat a@ epi dum co. j p>";

description
"This nodul e contains YANG definition for the signaling
messages exchanged between a DOTS client and a DOTS server
to control, by nmeans of the DOTS signal channel, filtering
rul es configured using the DOTS data channel

Copyright (c) 2021 | ETF Trust and the persons identified as
authors of the code. All rights reserved.

Redi stribution and use in source and binary forns, with or

wi thout nodification, is pernmitted pursuant to, and subject
to the license terms contained in, the Sinplified BSD License
set forth in Section 4.c of the |ETF Trust’s Legal Provisions
Rel ating to | ETF Docunents
(https://trustee.ietf.org/license-info).

This version of this YANG nodule is part of RFC 9133; see
the RFC itself for full legal notices.";

revision 2021-09-02 {
description
"Initial revision.";
ref erence
"RFC 9133: Controlling Filtering Rules Using Distributed
Deni al - of - Servi ce Open Threat Signaling (DOTS)
Si gnal Channel ";

}

sX: augnent -structure "/dots-signal:dots-signal"
+ "/ dot s-si gnal : nessage-type"
+ "/dots-signal:mitigation-scope"
+ "/ dot s-signal :scope” {

description
"ACL name and activation type.";

list acl-list {
key "acl - nanme";
description
"List of ACLs as defined using the DOIS data
channel . ACLs bound to a DOTS client are uniquely
identified by a nanme.";
| eaf acl-nane {
type leafref {
pat h "/ dat a- channel : dot s- dat a/ dat a- channel : dots-client™
+ "/ dat a- channel : acl s/ dat a- channel : acl "
+ "/ dat a- channel : nane";
}
description
"Reference to the ACL nanme bound to a DOTS client.";



| eaf activation-type {
type dat a-channel : activati on-type;
default "activate-when-mtigating";
description

"Sets the activation type of an ACL.";
}
}
}

}
<CCDE ENDS>
Sone Exanpl es

This section provides sone exanples to illustrate the behavior
specified in Section 3.2.1. These exanples are provided for
illustration purposes; they should not be considered as depl oynent
reconmendat i ons.

.1. Conflict Handling

Let’s consider a DOTS client that contacts its DOTS server during
"idle’ time to install an accept-list allowing for UDP traffic issued
from 2001: db8: 1234::/48 with a destination port nunber 443 to be
forwarded to 2001: db8: 6401::2/127. It does so by sending, for
exanpl e, a PUT request as shown in Figure 2

PUT /restconf/datal/ietf-dots-data-channel: dots-dat a\
[ dot s-client =paL8p4Zqo4SLv64TLPXr xA/ acl s\
[ acl =an-accept-list HITP/ 1.1

Host: exanpl e. com

Cont ent - Type: appli cati on/yang-dat a+j son

"i etf-dots-data-channel:acls": {

"acl": [
{
"nanme": "an-accept-list",
"type": "ipv6-acl-type",
"activation-type": "activate-when-mtigating",
"aces": {
"ace": [
"nane": "test-ace-ipv6-udp",
"mat ches": {
"ipve": {
"destination-ipv6-network": "2001:db8:6401::2/127",
"source-ipv6-network": "2001: db8: 1234::/48"
},
"udp": {
"destination-port-range-or-operator": {
"operator": "eq",
"port": 443
}
}
H
"actions": {
"forwardi ng": "accept"
}
}
]
}
}



Figure 2: DOTIS Data Channel Request to Create a Filter

Sonetinme later, consider that a DDoS attack is detected by the DOTS
client on 2001: db8: 6401::2/127. Consequently, the DOTS client sends
a mtigation request to its DOTS server as shown in Figure 3.

Header: PUT (Code=0.03)

Ui-Path: ".well-known"

Ui-Path: "dots"

Ui-Path: "mtigate"

Uri-Path: "cui d=palL8p4Zqo4SLv64TLPXr xA"
Ui-Path: "m d=123"

Content-Fornmat: "application/dots+cbor"

"ietf-dots-signal-channel :mitigation-scope": {
"scope": [

"target-prefix": [

"2001: db8: 6401: : 2/ 127"
] i)
"target-protocol": [
17

] 1
“lifetime": 3600

Figure 3: DOTS Signal Channel Mtigation Request

The DOTS server inmediately accepts the request by replying with 2.01
(Created) (Figure 4 depicts the nmessage body of the response).

"ietf-dots-signal-channel :mtigation-scope": {
"scope": |

"nmid": 123,
"lifetime": 3600
}
]
}
}

Figure 4: Status Response (Message Body)

Assumi ng the DOTS client subscribed to asynchronous notifications,
when the DOTS server concludes that sone of the attack sources bel ong
to 2001: db8:1234::/48, it sends a notification nessage with 'status
code set to 1 (attack-nmitigation-in-progress) and 'conflict-cause

set to 2 (conflict-with-acceptlist) to the DOTS client to indicate
that this mitigation request is in progress, but a conflict is

det ect ed.

Upon receipt of the notification nessage fromthe DOTS server, the
DOTS client sends a PUT request to deactivate the "an-accept-list”
ACL as shown in Figure 5

The DOTS client can also decide to send a PUT request to deactivate
the "an-accept-list" ACL if suspect traffic is received froman
accept-listed source (2001: db8:1234::/48). The structure of that PUT
is the same as the one shown in Figure 5



Header: PUT (Code=0.03)

Ui-Path: ".well-known"

Ui-Path: "dots"

Ui-Path: "mtigate"

Uri-Path: "cui d=palL8p4Zqo4SLv64TLPXr xA"
Ui-Path: "m d=124"

Content-Format: "application/dots+cbor”

"ietf-dots-signal-channel :mtigation-scope": {
"scope": [

"target-prefix": [
"2001: db8: 6401: : 2/ 127"

] i)
"target-protocol": [

17
"ietf-dots-signal-control:acl-list": [
"acl -name": "an-accept-list",
"activation-type": "deactivate"

}
]

"lifetime": 3600

Figure 5: PUT for Deactivating a Conflicting Filter

Then, the DOTS server deactivates the "an-accept-list" ACL and
replies with a 2.04 (Changed) response to the DOIS client to confirm
the successful operation. The nessage body is simlar to the one
depicted in Figure 4.

Once the attack is mtigated, the DOTS client may use the data
channel to retrieve its ACLs maintained by the DOTS server. As shown
in Figure 6, the activation type is set to 'deactivate’ as set by the
DOTS signal channel (Figure 5) instead of the type initially set
usi ng the DOTS data channel (Figure 2).

"i etf-dots-data-channel:acls": {

"acl": [
{
"name": "an-accept-list",
"type": "ipv6-acl-type",
"activation-type": "deactivate",
"pending-lifetime": 10021,
"aces": {
"ace": [
"nanme": "test-ace-ipv6-udp”,
"mat ches": {
"ipve": {

"destination-ipv6-network": "2001:db8:6401::2/127",
"source-ipv6-network": "2001: db8: 1234::/48"

}1
"udp”: {
"destination-port-range-or-operator": {
"operator": "eq",
"port": 443
}

}



}

ctions": {
"forwardi ng": "accept"

Figure 6: DOTS Data Channel CET Response after Mtigation
(Message Body)

4.2. On-Demand Activation of an Accept-List Filter

Let’s consider a DOTS client that contacts its DOIS server during
"idle’ time to install an accept-list allowing for UDP traffic issued
from 2001: db8: 1234::/48 to be forwarded to 2001: db8: 6401::2/127. It
does so by sending, for exanple, a PUT request shown in Figure 7

The DOTS server installs this filter with a "deactivated" state.

PUT /restconf/datal/ietf-dots-data-channel : dot s-dat a\
/ dot s-client=ioi uLoZqo4SLv64TLPXr xA/ acl s\
[acl =ny-accept-list HITP/ 1.1

Host: exanpl e. com

Cont ent - Type: appli cati on/yang-dat a+j son

"ietf-dots-data-channel:acls": {

"acl": [
{
"nanme": "ny-accept-list",
"type": "ipv6-acl-type",
"activation-type": "deactivate",
"aces": {
"ace": [
{

"name": "an-ace",

"mat ches": {

"ipve": {
"destination-ipv6-network": "2001:db8:6401::2/127",
"source-ipv6-network": "2001: db8:1234::/48",
"protocol": 17

}

"actions": {

"forwardi ng": "accept"”

}
}
]
}
}

Figure 7: DOTS Data Channel Request to Create an Accept-List Filter

Sonetinme |later, consider that a UDP DDoS attack is detected by the
DOTS client on 2001: db8: 6401:: 2/ 127 but the DOTS client wants to |et
the traffic from 2001: db8: 1234::/48 be accept-listed to the DOTS
client donmain. Consequently, the DOTS client sends a mtigation
request to its DOTS server as shown in Figure 8.
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Header: PUT (Code=0.03)

Ui-Path: ".well-known"

Ui-Path: "dots"

Ui-Path: "mtigate"

Uri-Path: "cuid=ioi uLoZqo4SLv64TLPXr xA"
Uri-Path: "m d=4879"

Cont ent - For mat :

"ietf-dots-signal-channel :mitigation-scope":

"scope": [

"target-prefix": [

"appl i cation/dot s+cbor™

{

"2001: db8: 6401: : 2/ 127"

]

"target-protocol": [
17
"fetf—dots—si gnal -control :acl-list": [
"acl -name": "nmy-accept-list",
"activation-type": "imedi ate"
}
1.
"lifetime": 3600
}
]
}
}
Figure 8: DOIS Signal Channel Mtigation Request with a Filter

The DOTS server activates the
2.01 (Created)
operati on.

Cont r ol

my-accept-list" ACL and replies with a

response to the DOTS client to confirmthe successful

DOTS Servers/Mtigators Lacking Capacity

This section describes a scenario in which a DOTS client activates a
drop-list or arate-limt filter during an attack.

Consi der a DOTS client that contacts its DOTS server during 'idle’

time to install

an accept-list that

rate-limts all (or a part

thereof) traffic to be forwarded to 2001: db8: 123::/48 as a | ast

resort counternmeasure whenever required.
for exanpl e,
installs this filter with a "deacti vated"

can be done by sending,
Figure 9. The DOTS server
state.

Installing the accept-1list
the PUT request shown in

PUT /restconf/data/ietf-dots-data-channel : dots-dat a\
[ dot s-cl i ent =OCopPi sZqo4SLv64TLPXr xA/ acl s\
[acl=ny-ratelimt-list HITP/ 1.1

Host: exanpl e. com
Cont ent - Type:

"i etf-dots-data-channel : acl s":

appl i cati on/ yang- dat a+j son

{

"deacti vate",

"acl": [
{
"name": "ny-ratelimt-list",
"type": "ipv6-acl-type",
"activation-type":
"aces": {
"ace": [

{



"name": "ny-ace",
"mat ches": {
"ipve": {
"destination-ipv6-network": "2001:db8:123::/48"

}
},
"actions": {
"forwardi ng": "accept",
"rate-limt": "20000.00"
}

Figure 9: DOTS Data Channel Request to Create a Rate-Limt Filter

Consi der now that a DDoS attack is detected by the DOTS client on
2001: db8: 123::/48. Consequently, the DOIS client sends a mitigation
request to its DOTS server (Figure 10).

Header: PUT (Code=0.03)

Uri-Path: ".well-known"

Uri-Path: "dots"

Ui-Path: "mtigate"

Uri-Path: "cui d=CopPi sZqo4SLv64TLPXr xA"
Uri-Path: "m d=85"

Content-Format: "application/dots+cbor”

"ietf-dots-signal-channel :mtigation-scope": {
"scope": |

"target-prefix": [
"2001: db8: 123: : /48"
]

"lifetinme": 3600

Fi gure 10: DOTS Signal Channel Mtigation Request

For some reason (e.g., the DOTS server, or the mtigator, is |acking
a capability or capacity), the DOTS client is still receiving attack
traffic, which saturates available Iinks. To soften the problem the
DOTS client decides to activate the filter that rate-limts the
traffic destined to the DOTS client domain. To that aim the DOTS
client sends the nitigation request to its DOTS server shown in
Figure 11.

Header: PUT (Code=0. 03)

Ui-Path: ".well-known"

Ui-Path: "dots"

Ui-Path: "mitigate"

Uri-Path: "cui d=CopPi sZqo4SLv64TLPXr xA"
Ui-Path: "m d=86"

Content-Format: "application/dots+cbor”

"ietf-dots-signal-channel :mitigation-scope": {
"scope": [



"target-prefix": [
"2001: db8: 123: :/ 48"

"ietf-dots-signal-control:acl-list": [
"acl -name": "ny-ratelimt-list",
"activation-type": "imediate"

}

]1
"lifetime": 3600

Fi gure 11: DOTS Signal Channel Mtigation Request to Activate a
Rate-Limt Filter

Then, the DOTS server activates the "ny-ratelimt-list" ACL and
replies with a 2.04 (Changed) response to the DOIS client to confirm
the successful operation.

As the attack nitigation evolves, the DOTS client may decide to
deactivate the rate-limt policy (e.g., upon receipt of a
notification status change from' ' attack-exceeded-capability’ to
"attack-mitigation-in-progress’). Based on the mitigation status
conveyed by the DOTS server, the DOTS client can deactivate the rate-
limt action. 1t does so by sending the request shown in Figure 12.

Header: PUT (Code=0.03)

Uri-Path: ".well-known"

Uri-Path: "dots"

Ui-Path: "mtigate"

Uri-Path: "cui d=CopPi sZqo4SLv64TLPXr xA"
Uri-Path: "m d=87"

Content-Format: "application/dots+cbor”

"ietf-dots-signal-channel :mtigation-scope": {
"scope": |

"target-prefix": [
"2001: db8: 123: : /48"
]

"ietf-dots-signal-control:acl-list": [
{
"acl -name": "ny-ratelimt-list",
"activation-type": "deactivate"
}

]1
"lifetime": 3600

Fi gure 12: DOTS Signal Channel Mtigation Request to Deactivate a
Rate-Limt Filter

I ANA Consi derati ons
.1. DOTIS Signal Channel CBOR Key Val ues Subregistry

Per this specification, 1ANA has registered the follow ng paraneters
in the "DOTS Signal Channel CBOR Key Val ues" subregistry within the
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"Distributed Denial -of-Service Open Threat Signaling (DOTS) Signal
Channel " registry [Key-Map].

[ e ———————— e ————— Cmp—p———(—— e ———p———— Cmppp—p—p—p—(—(—(——————
| Parameter Name | CBOR Key | CBOR | Change | Specification |
| | Val ue | Major | Controller | Document(s) |
| | | Type | | |
[ s s sty sty ooy *je o fu g by b pufpojppj——_——
| activation-type | 52 | O | I ESG | RFC 9133 |
oo S S S oo - +
| ietf-dots- | 53 | 4 | I ESG | RFC 9133 |
| signal - | | |
| control:acl-list | | | | |
o e e e e oo oo TS AR, R S +
Table 2
A New YANG Mbdul e

I ANA has registered the following URI in the "ns" subregistry within
the "I ETF XM. Regi stry" [ RFC3688]:

URI: urn:ietf:params:xm:ns:yang:ietf-dots-signal-control

Regi strant Contact: The | ESG
XM.: N A; the requested URI is an XM. namespace.

| ANA has registered the foll owing YANG nodul e in the "YANG Mdul e
Nanes" subregistry [RFC6020] within the "YANG Paraneters" registry.

Nane: ietf-dots-signal-control

Nanespace: urn:ietf:paranms: xm:ns:yang:ietf-dots-signal-control
Mai nt ai ned by 1 ANA: N

Prefix: dots-control

Ref erence: RFC 9133

Security Considerations

The security considerations for the DOTS signal channel protocol are
di scussed in Section 11 of [RFC9132], while those for the DOTS data
channel protocol are discussed in Section 10 of [RFC8783]. The

foll owi ng discusses the security considerations that are specific to
the DOTS signal channel extension defined in this docunent.

Thi s specification does not allow the creation of new filtering
rules, which is the responsibility of the DOTS data channel. DOTS
client donai ns should be adequately prepared prior to an attack,
e.g., by creating filters that will be activated on demand when an
attack is detected.

A DOTS client is entitled to access only the resources it creates.

In particular, a DOTS client can not tweak filtering rules created by
other DOTS clients of the same DOIS client domain. As a remninder,
DOTS servers nust associate filtering rules with the DOTS client that
created these resources. Failure to ensure such association by a
DOTS server will have severe inpact on DOTS client domains.

A conprom sed DOTS client can use the filtering control capability to
exacerbate an ongoing attack. Likew se, such a conprom sed DOTS
client may abstain fromreacting to an ACL conflict notification
received fromthe DOTS server during attacks. These are not new
attack vectors, but variations of threats discussed in [ RFC9132] and
[ RFC8783]. DOTS operators should carefully nonitor and audit DOTS
agents to detect nisbehaviors and deter m suses.
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