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I nt roducti on

A Distributed Denial -of-Service (DDoS) attack is a distributed
attenpt to nmake machi nes or network resources unavailable to their

i ntended users. |In nost cases, sufficient scale for an effective
attack can be achi eved by conprom sing enough end hosts and using
those infected hosts to perpetrate and anplify the attack. The
victimin this attack can be an application server, a host, a router,



a firewall, or an entire network.

Net wor k applications have finite resources, |ike CPU cycles, the
nunber of processes or threads they can create and use, the maxi mum
nunber of sinmultaneous connections they can handl e, the resources
assigned to the control plane, etc. When processing network traffic,
such applications are supposed to use these resources to provide the
i ntended functionality in the nost efficient manner. However, a DDoS
attacker nay be able to prevent an application fromperformng its

i ntended task by making the application exhaust its finite resources.

A TCP DDoS SYN fl ood [ RFC4987], for exanple, is a nenory-exhausting
attack, while an ACK flood is a CPU-exhausting attack. Attacks on
the link are carried out by sending enough traffic so that the |ink
becones congested, thereby likely causing packet loss for legitimate
traffic. Stateful firewalls can also be attacked by sending traffic
that causes the firewall to maintain an excessive nunber of states
that may jeopardize the firewall’s operation overall, in addition to
i kely performance inpacts. The firewall then runs out of nenory,
and it can no longer instantiate the states required to process
legitimate flows. Oher possible DDoS attacks are discussed in

[ RFC4732] .

In many cases, it may not be possible for network administrators to
determ ne the cause(s) of an attack. They may instead just realize
that certain resources seemto be under attack. This document
defines a |lightweight protocol that allows a DOIS client to request
mtigation fromone or nore DOTS servers for protection against
detected, suspected, or anticipated attacks. This protocol enables
cooperation between DOTS agents to pernmit a highly automated network
defense that is robust, reliable, and secure. Note that "secure"
means the support of the features defined in Section 2.4 of

[ RFC8612] .

In typical deployments, the DOTS client belongs to a different

adm ni strative domain than the DOTS server. For exanple, the DOTS
client is enbedded in a firewall-protected service owned and oper at ed
by a custoner, while the DOIS server is owned and operated by a
different admnistrative entity (service provider, typically)

provi ding DDoS nitigation services. The latter m ght or mght not
provi de connectivity services to the network hosting the DOTS client.

The DOTS server may or may not be co-located with the DOTS nitigator
In typi cal deploynments, the DOIS server belongs to the sane

adm nistrative donain as the mtigator. The DOTS client can

communi cate directly with a DOTS server or indirectly via a DOTS

gat enay.

An exanpl e of a network diagramthat illustrates a depl oynment of DOTS
agents is shown in Figure 1. In this exanple, a DOTS server is
operating on the access network. A DOTS client is |ocated on the
Local Area Network (LAN), while a DOTS gateway is enbedded in the
Cust omer Prem ses Equi pnent (CPE)

Net wor k
Resour ce CPE Rout er Access Net wor k

Figure 1. Sanpl e DOTS Depl oynment (1)

DOTS servers can al so be reachable over the Internet, as depicted in
Fi gure 2.



Net wor k DDoS M tigation
Resour ce CPE Rout er Servi ce

Fi gure 2: Sanpl e DOTS Depl oynment (2)

Thi s docunent adheres to the DOTS architecture [ RFC8811]. The
requirenents for the DOTS signal channel protocol are docunented in
[ RFC8612]. This docunent satisfies all the use cases discussed in
[ RFC8903] .

Thi s docunent focuses on the DOTS signal channel. This is a
compani on docunent of the DOTS data channel specification [ RFC3783]
that defines a configuration and a bul k data exchange mechani sm
supporting the DOTS signal channel

Backward compatibility (including upgrade) considerations are
di scussed in Section 3.1

Ter mi nol ogy

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capital s, as shown here

(D) TLS is used for statenents that apply to both Transport Layer
Security [ RFC5246] [ RFC8446] and Dat agram Transport Layer Security

[ RFC6347]. Specific terns are used for any statement that applies to
ei ther protocol al one.

The reader should be famliar with the ternms defined in [ RFC8612] and
[ RFC7252] .

The neani ng of the synbols in YANG tree diagrans are defined in
[ RFC8340] and [ RFC8791].

Desi gn Overvi ew

The DOTS signal channel is built on top of the Constrained
Application Protocol (CoAP) [RFC7252], a |ightweight protoco
originally designed for constrai ned devices and networks. The nany
features of CoAP (expectation of packet |oss, support for
asynchronous Non-confirmabl e nmessagi ng, congestion control, snall
nmessage overhead limting the need for fragnentation, use of mninal
resources, and support for (D)TLS) make it a good candi date upon
which to build the DOTS signaling nechani sm

DOTS clients and servers behave as CoAP endpoints. By default, a
DOTS client behaves as a CoAP client and a DOTS server behaves as
CoAP server. Nevertheless, a DOIS client (or server) behaves as a
CoAP server (or client) for specific operations, such as DOTS
heart beat operations (Section 4.7).

The DOTS signal channel is |ayered on existing standards (see
Figure 3).

| DOTS Signal Channel |



fom e oo fom oo +
| TLS | DTLS |
om e e oo om e e oo +
| TCP | UbDP |
fom e fom e +
| P |
o e eeeaa oo +

Figure 3. Abstract Layering of DOIS Signhal Channel over CoAP over
(D) TLS

In sone cases, a DOTS client and server may have a nutual agreenent
to use a specific port nunber, such as by explicit configuration or
dynani ¢ discovery [RFC8973]. Absent such nmutual agreenent, the DOTS
signal channel MJST run over port nunber 4646, as defined in

Section 10.1, for both UDP and TCP (that is, the DOIS server listens
on port number 4646). |In order to use a distinct port nunber (as
opposed to 4646), DOTS clients and servers SHOULD support a
configurable paraneter to supply the port nunber to use

Note: The rationale for not using the default port nunber 5684
((D)TLS CoAP) is to avoid the discovery of services and
resources discussed in [RFC7252] and allow for differentiated
behavi ors in environnents where both a DOTS gateway and an
Internet of Things (l0oT) gateway (e.g., Figure 3 of [RFC7452])
are co-located.

I
I
I
|
I
|
| Particularly, the use of a default port number is meant to

| sinplify DOTS depl oynent in scenarios where no explicit IP

| address configuration is required. For exanple, the use of the
| default router as the DOIS server ainms to ease DOTS depl oynment

| within LANs (in which CPEs enbed a DOTS gateway, as illustrated
| in Figures 1 and 2) without requiring a sophisticated di scovery
| method and configuration tasks within the LAN. It is also

| possible to use anycast addresses for DOIS servers to sinplify

| DOTS client configuration, including service discovery. In

| such an anycast-based scenario, a DOTS client initiating a DOTS
| session to the DOTS server anycast address may, for exanple, be
| (1) redirected to the DOTS server unicast address to be used by
| the DOTS client follow ng the procedure discussed in

| Section 4.6 or (2) relayed to a unicast DOTS server.

The signal channel uses the "coaps" URI schene defined in Section 6
of [RFC7252] and the "coaps+tcp" URI schenme defined in Section 8.2 of
[ RFC8323] to identify DOTS server resources that are accessible using
CoAP over UDP secured with DTLS and CoAP over TCP secured with TLS
respectively.

The DOTS signal channel can be established between two DOTS agents
prior to or during an attack. The DOTS signal channel is initiated
by the DOTS client. The DOTS client can then negotiate, configure,
and retrieve the DOTS signal channel session behavior with its DOTS
peer (Section 4.5). Once the signal channel is established, the DOTS
agents may periodically send heartbeats to keep the channel active
(Section 4.7). At any tine, the DOTS client may send a mtigation
request nessage (Section 4.4) to a DOTS server over the active signa
channel. Wiile mitigation is active (because of the higher

i kelihood of packet |oss during a DDoS attack), the DOTS server
periodically sends status messages to the client, including basic
mtigation feedback details. Mtigation remains active until the
DOTS client explicitly termnates nmitigation or the mtigation
lifetime expires. Al so, the DOTS server nmay rely on the signa
channel session loss to trigger mitigation for preconfigured
mtigation requests (if any).



DOTS signaling can use DILS over UDP and TLS over TCP. Likew se,
DOTS requests nmay be sent using |Pv4d or | Pv6 transfer capabilities.
A Happy Eyeballs procedure for the DOTS signal channel is specified
in Section 4. 3.

A DOTS client is entitled to access only the resources it creates.
In particular, a DOTS client cannot retrieve data related to
mtigation requests created by other DOTS clients of the sane DOTS
client domain.

Messages exchanged between DOTS agents are serialized using Concise
Bi nary Obj ect Representation (CBOR) [ RFC8949], a binary encoding
schene designed for small code and nessage size. CBOR-encoded

payl oads are used to carry signal -channel -specific payl oad nessages
that convey request paraneters and response information, such as
errors. In order to allow the reusing of data nodels across
protocol s, [RFC7951] specifies the JavaScript Object Notation (JSON)
encodi ng of YANG nodel ed data. A similar effort for CBOR is defined
i n [ CORE- YANG CBOR] .

DOTS agents determne that a CBOR data structure is a DOTS signha
channel object fromthe application context, such as fromthe port
nunmber assigned to the DOTS signal channel. The other nethod DOTS
agents use to indicate that a CBOR data structure is a DOTS signha
channel object is the use of the "application/dots+cbor” content type
(Section 10. 3).

Thi s docunent specifies a YANG nodul e for representing DOTS
nmtigation scopes, DOTS signal channel session configuration data,
and DOTS redirected signaling (Section 5). Al paraneters in the
payl oad of the DOTS signal channel are mapped to CBOR types, as
specified in Table 5 (Section 6).

In order to prevent fragnmentation, DOTS agents nust follow the
recomrendat i ons docunented in Section 4.6 of [RFC7252]. Refer to
Section 7.3 for nore details.

DOTS agents MJST support CET, PUT, and DELETE CoAP nethods. The
payl oad i ncluded in CoAP responses with 2.xx Response Codes MJST be
of content type "application/dots+cbor". CoAP responses with 4.xx
and 5. xx error Response Codes MJST include a diagnostic payl oad
(Section 5.5.2 of [RFC7252]). The diagnostic payl oad may contain
additional information to aid troubl eshooting.

I n depl oynents where nultiple DOTS clients are enabled in a single
network and administrative domain (called DOTS client domain), the
DOTS server may detect conflicting mitigation requests fromthese
clients. This docunent does not aimto specify a conprehensive |ist
of conditions under which a DOTS server will characterize two
mtigation requests fromdistinct DOTS clients as conflicting, nor
does it recomrend a DOTS server behavior for processing conflicting
mtigation requests. Those considerations are inplenentation and
depl oynent specific. Nevertheless, this docunent specifies the
mechani sms to notify DOTS clients when conflicts occur, including the
conflict cause (Section 4.4.1.3).

I n depl oynents where one or nore translators (e.g., Traditional NAT
[ RFC3022], CGN [ RFC6888], NAT64 [ RFC6146], NPTv6 [ RFC6296]) are
enabl ed between the client’s network and the DOTS server, any DOTS
si gnal channel messages forwarded to a DOTS server MJST NOT incl ude
internal |P addresses/prefixes and/or port nunbers; instead, externa
addr esses/ prefi xes and/or port nunbers as assigned by the translator
MUST be used. This docunment does not nmake any recomendati ons about
possi bl e transl ator di scovery nechanisns. The followi ng are sone
(non-exhausti ve) depl oynent exanples that may be consi dered:



4.

4.

4.

* Port Control Protocol (PCP) [RFC6887] or Session Traversal
Uilities for NAT (STUN) [ RFC8489] nmmy be used by the client to
retrieve the external addresses/prefixes and/or port nunbers.
Information retrieved by means of PCP or STUN will be used to feed
the DOTS signal channel nessages that will be sent to a DOTS
server.

* A DOTS gateway nmay be co-located with the translator. The DOTS
gateway will need to update the DOTS nessages based upon the | ocal
translator’s binding table.

.1. Backward Conpatibility Considerations

The main changes to [ RFC8782] are listed in Appendix A These
nodi fi cations are nmade with the constraint to avoid changes to the
mappi ng table defined in Table 5 of [RFC8782] (see also Section 6 of
the present docunent).

For both | egacy [RFC8782] and inplementations that follow the present
specification, a DOTS signal channel attribute will thus have the
same CBOR key val ue and CBOR mmjor type. The only upgrade that is
required to [ RFC8782] inplenmentations is to handl e the CBOR key val ue
range "128-255" as conprehension-optional instead of conprehension-
required. Note that this range is anticipated to be used by the DOTS
telemetry [DOTS- TELEMETRY] in which the following neans are used to
prevent nessage processing failure of a DOTS signal channel nessage
enriched with telenetry data: (1) DOTS agents use dedi cated (new)
path suffixes (Section 5 of [DOTS-TELEMETRY]) and (2) a DOTS server
won't include telenmetry attributes in its responses unless it is
explicitly told to do so by a DOIS client (Section 6.1.2 of

[ DOTS- TELEMETRY] ) .

Future DOTS extensions that request a CBOR value in the range
"128- 255" MJST support neans simlar to the aforenenti oned DOTS
tel emetry ones.

DOTS Si gnal Channel : Messages & Behaviors
1. DOTS Server(s) Discovery

Thi s docunent assunes that DOTS clients are provisioned with the
reachability information of their DOTS server(s) using any of a
variety of neans (e.g., local configuration or dynam c neans, such as
DHCP [ RFC8973]). The description of such neans is out of scope of
thi s docunent.

Li kewise, it is out of the scope of this docunment to specify the
behavior to be followed by a DOTS client in order to send DOTS
requests when multiple DOTS servers are provisioned (e.g., contact
all DOTS servers, select one DOTS server anmpng the list). Such
behavior is specified in other docunents (e.g., [DOrS-MULTI HOM NG ).

2. CoAP URI's

The DOTS server MJIST support the use of the path prefix of "/.well-
known/" as defined in [ RFC8615] and the registered nane of "dots".
Each DOTS operation is denoted by a path suffix that indicates the

i ntended operation. The operation path (Table 1) is appended to the
path prefix to formthe URI used with a CoAP request to performthe
desired DOTS operation.

[§ sy oo ety e U
| Operation | Operation Path | Details |
| Mtigation | /mtigate | Section 4.4 |
Tt oo o - o m e e e oo - +



| Session configuration | /config | Section 4.5 |

Table 1: Operations and Corresponding URI's
4.3. Happy Eyeballs for DOTS Signal Channe

[ RFC8612] nentions that DOTS agents will have to support both
connecti onl ess and connection-oriented protocols. As such, the DOTS
signal channel is designed to operate with DTLS over UDP and TLS over
TCP. Further, a DOTS client may acquire a list of IPv4 and | Pv6
addresses (Section 4.1), each of which can be used to contact the
DOTS server using UDP and TCP. If no list of IPv4 and | Pv6 addresses
to contact the DOTS server is configured (or discovered), the DOTS
client adds the | Pv4/IPv6 addresses of its default router to the
candidate list to contact the DOTS server.

The foll owi ng specifies the procedure to follow to sel ect the address
famly and the transport protocol for sending DOTS signal channe
nessages.

Such a procedure is needed to avoid experiencing | ong connection

del ays. For exanple, if an IPv4 path to a DOIS server is functional,
but the DOTS server’s IPv6 path is nonfunctional, a dual-stack DOTS
client may experience a significant connection delay conpared to an

| Pv4-only DOTS client in the same network conditions. The other
problemis that if a middl ebox between the DOTS client and DOTS
server is configured to block UDP traffic, the DOTS client will fai
to establish a DTLS association with the DOTS server; consequently,
it will have to fall back to TLS over TCP, thereby incurring
significant connection del ays.

To overcone these connection setup problens, the DOTS client attenpts
to connect to its DOTS server(s) using both IPv6 and I Pv4, and it
tries both DILS over UDP and TLS over TCP followi ng a DOTS Happy
Eyebal | s approach. To sone extent, this approach is simlar to the
Happy Eyeballs nechani sm defined in [ RFC8305]. The connection
attenpts are perforned by the DOTS client when it initializes or, in
general, when it has to select an address family and transport to
contact its DOTS server. The results of the Happy Eyeballs procedure
are used by the DOIS client for sending its subsequent nessages to
the DOTS server. The differences in behavior with respect to the
Happy Eyebal | s nechani sm [ RFC8305] are |isted bel ow

* The order of preference of the DOTS signal channel address fanily
and transport protocol (nost preferred first) is the foll ow ng:
UDP over | Pv6, UDP over |Pv4, TCP over IPv6, and finally TCP over
IPv4. This order adheres to the address preference order
specified in [RFC6724] and the DOTS signal channel preference that
pronotes the use of UDP over TCP (to avoid TCP' s head of |ine
bl ocki ng) .

* After successfully establishing a connection, the DOIS client MJST
cache information regardi ng the outconme of each connection attenpt
for a specific tinme period; it uses that information to avoid
thrashing the network with subsequent attenpts. The cached
information is flushed when its age exceeds a specific time period
on the order of few mnutes (e.g., 10 mn). Typically, if the
DOTS client has to reestablish the connection with the sane DOTS
server within a few seconds after the Happy Eyeballs nechanismis
conpl eted, caching avoids thrashing the network especially in the
presence of DDoS attack traffic.

* |f a DOTS signhal channel session is established with TLS (but DTLS



failed), the DOIS client periodically repeats the nechanismto

di scover whet her DOTS signal channel nessages with DILS over UDP
become available fromthe DOTS server; this is so the DOTS client
can nmigrate the DOTS signal channel from TCP to UDP. Such probing
SHOULD NOT be done nore frequently than every 24 hours and MUST
NOT be done nore frequently than every 5 m nutes.

When connection attenpts are nmade during an attack, the DOTS client
SHOULD use a "Connection Attenpt Del ay" [RFC8305] set to 100 ns.

In Figure 4, the DOTS client proceeds with the connection attenpts
following the rules in [RFC8305]. 1In this exanple, it is assumed
that the 1Pv6 path is broken and UDP traffic is dropped by a

m ddl ebox, but this has little inpact on the DOTS client because
there is not a long delay before using | Pv4 and TCP.

ommmmmea- + ommmmmea- +
| DOTS dient| | DOTS Server |
R + R +
I I
TO |--DTLS ClientHello, IPv6 ---->X |
Tl |--DTLS dientHello, IPv4 ---->X |
T2 |--TCP SYN, IPV6-------------- >X |
T3 |--TCP SYN, IPV4---cc i >|
[ <-TCP SYNACK---------mmmm oo |
[--TCP ACK------ - >|
[ <---emmmmm--- Establish TLS Session------------------ >|
[----cmmmm e DOTS signal ------------------------- >|
I I
Not e:

* Retransni ssion nessages are not shown.
* T1-TO=T2-T1=T3- T2= Connection Attenpt Del ay.

Figure 4: DOTS Happy Eyeballs (Sanple Flow)

A single DOTS signal channel between DOTS agents can be used to
exchange nultiple DOTS signal nessages. To reduce DOTS client and
DOTS server workl oad, DOTS clients SHOULD reuse the (D) TLS sessi on.

4.4. DOTS Mtigation Methods

The foll owi ng nethods are used by a DOTS client to request, retrieve,
or withdraw the status of mitigation requests:

PUT: DOTS clients use the PUT nethod to request nmitigation froma
DOTS server (Section 4.4.1). During active nitigation, DOTS
clients may use PUT requests to carry nitigation efficacy
updates to the DOTS server (Section 4.4.3).

CGET: DOTS clients nay use the CGET nethod to retrieve the |ist of
its mitigations maintained by a DOTS server (Section 4.4.2)
or to receive asynchronous DOTS server status nessages
(Section 4.4.2.1).

DELETE: DOTS clients use the DELETE nmethod to withdraw a request for
mtigation froma DOTS server (Section 4.4.4).

Mtigation request and response nmessages are marked as Non-
confirmabl e messages (Section 2.2 of [RFC7252]).

DOTS agents MJUST NOT send nore than one UDP datagram per round-trip
time (RTT) to the peer DOTS agent on average followi ng the data
transm ssion guidelines discussed in Section 3.1.3 of [RFC8085].

Requests marked by the DOIS client as Non-confirmabl e nessages are



sent at regular intervals until a response is received fromthe DOTS
server. |If the DOTS client cannot maintain an RTT estimate, it MJST
NOT send nore than one Non-confirmabl e request every 3 seconds and
SHOULD use an even | ess aggressive rate whenever possible (case 2 in
Section 3.1.3 of [RFC8085]). Mtigation requests MJST NOT be del ayed
because of checks on probing rate (Section 4.7 of [RFC7252]).

JSON encodi ng of YANG nopdel ed data [ RFC7951] is used to illustrate
the various nethods defined in the foll owing subsections. Also, the
exanpl es use the Labels defined in Sections 10.6.2, 10.6.3, 10.6.4,
and 10.6. 5.

The DOTS client MJST authenticate itself to the DOIS server

(Section 8). The DOTS server NMAY use the algorithmpresented in
Section 7 of [RFC7589] to derive the DOTS client identity or usernane
fromthe client certificate. The DOIS client identity allows the
DOTS server to accept mitigation requests with scopes that the DOTS
client is authorized to manage.

4.4.1. Request Mtigation
4.4.1.1. Building Mtigation Requests

When a DOTS client requires mitigation for sone reason, the DOTS
client uses the CoAP PUT nethod to send a mitigation request to its
DOTS server(s) (Figures 5 and 6).

If a DOTS client is entitled to solicit the DOTS service, the DOTS
server enables mitigation on behalf of the DOTS client by

communi cating the DOTS client’s request to a mtigator (which may be
co-located with the DOTS server) and relaying the feedback of the
thus-sel ected mtigator to the requesting DOTS client.

Header: PUT (Code=0. 03)

Uri-Path: ".well-known"

Uri-Path: "dots"

Ui-Path: "mtigate"

Uri-Path: "cuid=dz6pH aADkaFTbjr 0JGBpw'
Ui-Path: "m d=123"

Content-Format: "application/dots+cbor"

{

}
Figure 5: PUT to Convey DOTS Mtigation Requests

The order of the Uri-Path options is inportant, as it defines the
CoAP resource. In particular, "md MJST follow ’cuid .

The additional Uri-Path paranmeters to those defined in Section 4.2
are as follows:

cuid: Stands for Cient Unique Identifier. A globally unique
identifier that is meant to prevent collisions among DOTS
clients, especially those fromthe sane domain. |t MJST be
generated by DOTS clients.

For the reasons discussed in Appendi x B, inplenentations
SHOULD set ’'cuid wusing the follow ng procedure: first, the
DOTS client inputs one of the followi ng into the SHA-256

[ RFC6234] cryptographic hash: the DER-encoded ASN. 1
representation of the Subject Public Key Info (SPKI) of its

X. 509 certificate [RFC5280], its raw public key [ RFC7250], the
"Pre-Shared Key (PSK) identity" it uses in the TLS 1.2

Cl i ent KeyExchange nessage, or the "identity" it uses in the



"pre_shared_key" TLS 1.3 extension. Then, the output of the
cryptographic hash algorithmis truncated to 16 bytes;
truncation is done by stripping off the final 16 bytes. The
truncated output is base64url encoded (Section 5 of [ RFC4648])
with the two trailing "=" renoved fromthe encoding, and the
resulting value used as the ’cuid

The 'cuid’ is intended to be stable when conmunicating with a
gi ven DOTS server, i.e., the 'cuid wused by a DOTS client
SHOULD NOT change over tinme. Distinct 'cuid values MAY be
used by a single DOIS client per DOTS server.

If a DOTS client has to change its 'cuid for some reason, it
MUST NOT do so when mitigations are still active for the old
"cuid . The 'cuid SHOULD be 22 characters to avoid DOTS
signal message fragmentation over UDP. Furthermore, if that
DOTS client created aliases and filtering entries at the DOTS
server by means of the DOTS data channel, it MJST delete all
the entries bound to the old 'cuid and reinstall them using
the new 'cuid'.

DOTS servers MJST return 4.09 (Conflict) error code to a DOTS
peer to notify that the 'cuid is already in use by another
DOTS client. Upon receipt of that error code, a new ’'cuid’
MJST be generated by the DOTS peer (e.g., using [RFC4122]).

Client-domai n DOTS gat eways MJUST handle 'cuid collision
directly, and it is RECOWENDED that 'cuid collision is
handl ed directly by server-domain DOTS gat eways.

DOTS gat eways MAY rewite the 'cuid wused by peer DOTS
clients. Triggers for such rewiting are out of scope.

This is a mandatory Uri-Path paraneter.

m d: Identifier for the mtigation request represented with an
integer. This identifier MJST be unique for each mtigation
request bound to the DOTS client, i.e., the "md paraneter
value in the mtigation request needs to be unique (per 'cuid
and DOTS server) relative to the 'md paraneter val ues of
active mtigation requests conveyed fromthe DOTS client to
the DOTS server.

In order to handle out-of-order delivery of mtigation
requests, 'mid values MJST increase nonotonically.

If the 'md value has reached 3/4 of (27(32) - 1) (i.e.,
3221225471) and no attack is detected, the DOIS client MJST
reset 'md to O to handle "md rollover. If the DOIS client
mai ntains mtigation requests with preconfigured scopes, it
MUST recreate themwith the 'md restarting at O.

This identifier MJST be generated by the DOTS client.
This is a mandatory Uri-Path paraneter.

"cuid and 'md’ MJST NOT appear in the PUT request nessage body
(Figure 6). The schema in Figure 6 uses the types defined in
Section 6. Note that this figure (and other simlar figures
depicting a schema) are non-normative sketches of the structure of
the message.

"ietf-dots-signal-channel :mtigation-scope": {
"scope": |



"target-prefix": [
"string"
] i)

"target-port-range": |

"l ower-port": nunber,
"upper-port”: number

]1

"target-protocol": [
nunber

]1

"target-fqdn": [

"string"

]

arget-uri": [
"string"

]

I'ias-nanme": [

"string"

] i)

"l'ifetime": nunber,
"trigger-mitigation": true|false

Figure 6: PUT to Convey DOTS Mtigation Requests (Message Body
Schenmm)

The paraneters in the CBOR body (Figure 6) of the PUT request are
descri bed bel ow

target-prefix: A list of prefixes identifying resources under
attack. Prefixes are represented using C assless Inter-Donmain
Routing (CIDR) notation [RFC4632].

The prefix length nust be less than or equal to 32 for |Pv4 and
128 for |Pv6.

The prefix list MJST NOT include broadcast, |oopback, or multicast
addresses. These addresses are considered to be invalid val ues.
In addition, the DOTS server MJST validate that target prefixes
are within the scope of the DOTS client domain. Oher validation
checks may be supported by DOTS servers.

This is an optional attribute.

target-port-range: A list of port nunbers bound to resources under
att ack.

A port range is defined by two bounds: a |ower port nunber
("lower-port’) and an upper port nunber (’upper-port’). Wen only
"lower-port’ is present, it represents a single port numnber.

For TCP, UDP, Stream Control Transni ssion Protocol (SCTP)
[ RFC4960], or Datagram Congestion Control Protocol (DCCP)
[ RFC4340], a range of ports can be, for exanple, 0-1023,
1024- 65535, or 1024-49151

This is an optional attribute.
target-protocol: A list of protocols involved in an attack. Values

are integers in the range of 0 to 255. See [IANA-Proto] for
common val ues.



If "target-protocol’ is not specified, then the request applies to
any protocol .

This is an optional attribute.

target-fqdn: A list of Fully Qualified Domai n Names (FQDNs)
i dentifying resources under attack [ RFC8499].

How a nane is passed to an underlying name resolution library is
i mpl ement ati on and depl oynent specific. Neverthel ess, once the
nane is resolved into one or multiple | P addresses, DOTS servers
MJST apply the sane validation checks as those for ’target-
prefix’. These validation checks are reiterated by DOTS servers
each time a nane is passed to an underlying nane resol ution
library (e.g., upon expiry of DNS TTL).

The use of FQ@Ns may be suboptimal because:

* |t induces both an extra | oad and increased del ays on the DOTS
server to handl e and manage DNS resol uti on requests.

* |1t does not guarantee that the DOIS server will resolve a nane
to the same | P addresses that the DOTS client does.

This is an optional attribute.

target-uri: A list of URIs [RFC3986] identifying resources under
att ack.

The sane validation checks used for 'target-fqdn’ MJST be foll owed
by DOTS servers to validate a target URI

This is an optional attribute.

alias-name: A list of aliases of resources for which the mtigation
is requested. Aliases can be created using the DOIS data channe
(Section 6.1 of [RFC8783]), direct configuration, or other neans.

An alias is used in subsequent signal channel exchanges to refer
more efficiently to the resources under attack

This is an optional attribute.

lifetime: Lifetine of the mitigation request in seconds. The
RECOMVENDED lifetine of a mtigation request is 3600 seconds; this
val ue was chosen to be | ong enough so that refreshing is not
typically a burden on the DOTS client while still naking the
request expire in a tinely manner when the client has unexpectedly
quit. DOTS clients MJST include this paraneter in their
mtigation requests.

Alifetime of 0" in a nitigation request is an invalid val ue.

Alifetine of negative one (-1) indicates indefinite lifetime for
the mtigation request. The DOIS server MAY refuse an indefinite
lifetime, for policy reasons; the granted lifetine value is
returned in the response. DOTS clients MJST be prepared to not be
granted mitigations with indefinite lifetines.

The DOTS server MJIST al ways indicate the actual lifetime in the
response and the remaining lifetine in status nessages sent to the
DOTS client.

Upon the expiry of the negotiated lifetime (i.e., the remaining
lifetime reaches '0’), and if the request is not refreshed by the



DOTS client, the mtigation request is renmoved by the DOTS server
The request can be refreshed by sending the same request again.

This is a mandatory attri bute.

trigger-mtigation: |If the paraneter value is set to 'false’, DDoS
mtigation will not be triggered for the mtigation request unless

the DOTS signal channel session is |ost.

If the DOTS client ceases to respond to heartbeat nessages, the
DOTS server can detect that the DOTS signal channel session is
lost. Mrre details are discussed in Section 4.7.

The default value of the paraneter is '"true’ (that is, the
mtigation starts imediately). |If "trigger-mitigation is not
present in a request, this is equivalent to receiving a request
with "trigger-nmitigation’ set to 'true’

This is an optional attribute.

Because of the conplexity of handling partial failure cases, this
specification does not allow the inclusion of nultiple nitigation
requests in the same PUT request. Concretely, a DOTS client MJST NOT
include multiple entries in the 'scope’ array of the same PUT
request.

FQDN and URI nitigation scopes nay be thought of as a form of scope
alias, in which the addresses associated with the domain name or UR
(as resolved by the DOTS server) represent the scope of the
mtigation. Particularly, the I P addresses to which the host
subconponent of authority component of a URl resolves represent the

"target-prefix’, the URI schene represents the 'target-protocol’, and
the port subconponent of authority conponent of a URI represents the
"target-port-range’. |If the optional port information is not present

in the authority component, the default port defined for the UR
schene represents the 'target-port’.

In the PUT request, at |east one of the attributes "target-prefix’,
"target-fqdn', target-uri’, or 'alias-name’ MJST be present.

Attributes and Uri-Path paranmeters with enpty val ues MJST NOT be
present in a request, as an enpty value will render the entire
request invalid.

Figure 7 shows a PUT request exanple to signal that servers
2001: db8: 6401:: 1 and 2001: db8: 6401::2 are receiving attack traffic on
TCP port nunbers 80, 8080, and 443. The presence of 'cdid indicates
that a server-donmain DOTS gateway has nodified the initial PUT
request sent by the DOIS client. Note that ’'cdid” MJST NOT appear in
the PUT request nessage body.

Header: PUT (Code=0. 03)

Uri-Path: ".well-known"

Uri-Path: "dots"

Ui-Path: "mtigate"

Uri-Path: "cdi d=7eeaf 349529eb55ed50113"
Uri-Path: "cuid=dz6pH aADkaFTbjr 0JGBpw'
Uri-Path: "m d=123"

Content-Format: "application/dots+cbor”

"i etf-dots-signal-channel :mtigation-scope": {
"scope": |

"target-prefix":
"2001: db8: 6401: : 1/ 128",



"2001: db8: 6401: : 2/ 128"

— —

— i~ —~—— -~ -

rget-port-range": |

"l ower-port": 80

"l ower-port": 443

"l ower-port": 8080
]

"target-protocol": |
6

],
"lifetime": 3600
}
]
}
}

Figure 7: PUT for DOTS Mtigation Request (An Exanple)

The correspondi ng CBOR encoding format for the payload is shown in
Fi gure 8.
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Figure 8: PUT for DOTS Mtigation Request (CBOR)
4.4.1.2. Server-Domai n DOTS Gat eways

I n depl oynents where server-domai n DOTS gat eways are enabl ed,
identity information about the origin source client domain ('cdid)
SHOULD be propagated to the DOTS server. That information is neant
to assist the DOIS server in enforcing sone policies, such as
grouping DOTS clients that belong to the sane DOTS donain, liniting
the nunber of DOTS requests, and identifying the mtigation scope.



These policies can be enforced per client, per client domain, or

bot h.

Al so, the identity information may be used for auditing and

debuggi ng pur poses.

Figure 9 shows an exanple of a request relayed by a server-domain
DOTS gat eway.

Header: PUT (Code=0.03)

Ui-Path: ".well-known"

Uri-Path: "dots"

Ui-Path: "mtigate"

Uri-Path: "cdi d=7eeaf 349529eb55ed50113"
Uri-Path: "cui d=dz6pH aADkaFTbjr 0JGBpw'
Ui-Path: "m d=123"

Content-Fornmat: "application/dots+cbor"

{
}

Figure 9: PUT for DOTS Mtigation Request as Rel ayed by a DOTS

Gat eway

A server-domai n DOTS gat eway SHOULD add the follow ng Uri-Path
par amet er:

cdi d:

Stands for Client Donain Identifier. The 'cdid is conveyed
by a server-domain DOTS gateway to propagate the source donain
identity fromthe gateway' s client-facing side to the
gateway’' s server-facing side and fromthe gateway’'s server-
facing side to the DOTS server. ’'cdid may be used by the
final DOTS server for policy-enforcenent purposes (e.qg.
enforce a quota on filtering rules). These policies are

depl oynent specific.

Server -domai n DOTS gat eways SHOULD support a configuration
option to instruct whether the 'cdid paraneter is to be
i nserted.

In order to accommodat e depl oynents that require enforcing
per-client policies, per-client domain policies, or a

combi nation thereof, server-domain DOTS gateways instructed to
insert the 'cdid paranmeter MJST supply the SPKI hash of the
DOTS client X. 509 certificate, the DOTS client raw public key,
or the hash of the "PSK identity" in the "cdid , follow ng the
same rul es for generating the hash conveyed in 'cuid , which
is then used by the ultimate DOTS server to deternine the
corresponding client’s domain. The ’'cdid generated by a
server-domain gateway is likely to be the sanme as the 'cuid
except the case in which the DOTS nessage was rel ayed by a
client-donain DOTS gateway or the 'cuid was generated by a
rogue DOTS client.

If a DOTS client is provisioned, for exanple, with distinct
certificates to use to peer with distinct server-domain DOTS
gateways that peer to the sanme DOTS server, distinct 'cdid
val ues may be supplied by the server-domai n DOTS gat eways to
the server. The ultinmate DOTS server MJST treat those ’'cdid
val ues as equi val ent.

The 'cdid attribute MIUST NOT be generated and included by
DOTS clients.

DOTS servers MJST ignore 'cdid attributes that are directly
supplied by source DOTS clients or client-domain DOTS
gateways. This inplies that first server-domai n DOTS gat eways



MJST strip 'cdid attributes supplied by DOIS clients. DOTIS
servers SHOULD support a configuration paraneter to identify
DOTS gateways that are trusted to supply 'cdid attributes.

Only single-valued 'cdid are defined in this docunent. That
is, only the first on-path server-domai n DOTS gateway can
insert a 'cdid value. This specification does not allow

mul tiple server-domain DOTS gat eways, whenever involved in the
path, to insert a 'cdid value for each server-donai n gateway.

This is an optional Uri-Path. Wen present, 'cdid MJST be
positi oned before 'cuid

A DOTS gat eway SHOULD add the CoAP Hop-Limt Option [ RFC8768].
4.4.1.3. Processing Mtigation Requests

The DOTS server couples the DOTS signal and data channel sessions
using the DOTS client identity and optionally the 'cdid paraneter

val ue, so the DOTS server can validate whether the aliases conveyed
in the mtigation request were indeed created by the sanme DOTS client
using the DOTS data channel session. |If the aliases were not created
by the DOTS client, the DOTS server MJUST return 4.00 (Bad Request) in
the response.

The DOTS server couples the DOTS signal channel sessions using the
DOTS client identity and optionally the 'cdid paraneter val ue, and
the DOTS server uses 'md and 'cuid Ui-Path paraneter values to

detect duplicate nitigation requests. |f the nitigation request
contains the 'alias-nane’ and other paraneters identifying the target
resources (such as 'target-prefix’, "target-port-range’, 'target-

fgdn', or 'target-uri’), the DOIS server appends the paraneter val ues
associated with the "alias-name’ with the correspondi ng paraneter
values in '"target-prefix’, 'target-port-range', 'target-fqdn', or
"target-uri’

The DOTS server indicates the result of processing the PUT request
usi ng CoAP Response Codes. CoAP 2.xx codes are success. CoAP 4. xx
codes are sone sort of invalid requests (client errors). CoAP 5. xx
codes are returned if the DOTS server is in an error state or is
currently unavailable to provide mtigation in response to the
mtigation request fromthe DOTS client.

Figure 10 shows an exanple response to a PUT request that is
successfully processed by a DOTS server (i.e., CoAP 2.xx Response
Codes). This version of the specification forbids 'cuid and ’cdid
(if used) to be returned in a response nmessage body.

"i etf-dots-signal-channel :mtigation-scope": {
"scope": |

"nmid": 123,
"lifetime": 3600
}
]

Figure 10: 2.xx Response Body

If the request is mssing a mandatory attribute, does not include
"cuid or 'md Ui-Path options, includes nmultiple 'scope
paraneters, or contains invalid or unknown paraneters, the DOTS
server MJUST reply with 4.00 (Bad Request). DOTS agents can safely
i gnore conprehensi on-optional parameters they don’t understand



(Section 10.6.1.1).

A DOTS server that receives a mtigation request with a 'lifeting’
set to 0 MJST reply with a 4.00 (Bad Request).

If the DOTS server does not find the 'md paraneter val ue conveyed
in the PUT request in its configuration data, it MAY accept the
mtigation request by sending back a 2.01 (Created) response to the
DOTS client; the DOTS server will consequently try to mtigate the
attack. A DOTS server MAY reject mitigation requests when it is near
capacity or needs to rate-limt a particular client, for exanple.

The rel ative order of two mitigation requests with the same "trigger-
mtigation' type froma DOTS client is determ ned by conparing their
respective 'md’ values. |If two mtigation requests with the sane
"trigger-nitigation type have overlapping mtigation scopes, the
mtigation request with the highest numeric 'mid value will override
the other mitigation request. Two mitigation requests froma DOTS
client have overl apping scopes if there is a cormon | P address, |IP
prefix, FQDN, URI, or alias. To avoid maintaining a long list of
overlapping nmitigation requests (i.e., requests with the sane
"trigger-mitigation type and overl apping scopes) froma DOTS client
and to avoid error-prone provisioning of mtigation requests froma
DOTS client, the overlapped |l ower nuneric 'md MJST be automatically
del eted and no | onger available at the DOTS server. For exanple, if
the DOTS server receives a nitigation request that overlaps with an
existing mtigation with a higher nuneric 'md , the DOIS server
rejects the request by returning 4.09 (Conflict) to the DOTS client.
The response MJST incl ude enough information for a DOIS client to
recogni ze the source of the conflict, as described belowin the
"conflict-information” subtree (Section 5.1), with only the rel evant
nodes |i sted:

conflict-information: |Indicates that a mtigation request is
conflicting with another nitigation request. This attribute has
the follow ng structure:

conflict-cause: |Indicates the cause of the conflict. The
foll owi ng val ue MUST be returned:

1: Overlapping targets. 'conflict-scope’ provides nore details
about the conflicting target clauses.

conflict-scope: Characterizes the exact conflict scope. It may
include a list of I P addresses, a list of prefixes, a list of
target protocols, a list of FQDNs, a list of URIs, a list of

aliases, or a'md . Alist of port nunbers nmay al so be
included if there is a conmmon | P address, |IP prefix, FQN, URI,
or alias.

If the DOTS server receives a mtigation request that overlaps with
an active mitigation request, but both have distinct 'trigger-
mtigation' types, the DOIS server SHOULD deactivate (absent explicit
policy/configuration otherwise) the nmitigation request with 'trigger-
mtigation’ set to 'false’'. Particularly, if the mtigation request
with "trigger-mtigation’ set to 'false' is active, the DOTS server
withdraws the mtigation request (i.e., status code is set to 7 as
defined in Table 3) and transitions the status of the mtigation
request to '8'.

Upon DOTS signal channel session loss with a peer DOTS client, the
DOTS server SHOULD wit hdraw (absent explicit policy/configuration
otherwi se) any active mtigation requests that overlap with
mtigation requests having "trigger-nitigation’ set to 'false from
that DOTS client, as the loss of the session inplicitly activates
these preconfigured mitigation requests, and they take precedence.



Note that the active-but-term nating period is not observed for
mtigations withdrawn at the initiative of the DOTS server.

DOTS clients nay adopt various strategies for setting the scopes of

i mmredi at e and preconfigured nitigation requests to avoid potenti al
conflicts. For exanple, a DOIS client may tweak preconfigured scopes
so that the scope of any overlapping inmediate mitigation request

will be a subset of the preconfigured scopes. Also, if an i mediate
mtigation request overlaps with any of the preconfigured scopes, the
DOTS client sets the scope of the overlapping inmediate mitigation
request to be a subset of the preconfigured scopes, so as to get a
broad mitigati on when the DOTS signal channel collapses and to
maxi m ze the chance of recovery.

If the request conflicts with an existing nitigation request froma
different DOTS client, the DOTS server nmay return 2.01 (Created) or
4.09 (Conflict) to the requesting DOTS client. |If the DOIS server
decides to maintain the new mtigation request, the DOTS server
returns 2.01 (Created) to the requesting DOIS client. |If the DOTS
server decides to reject the new mtigation request, the DOTS server
returns 4.09 (Conflict) to the requesting DOTS client. For both 2.01
(Created) and 4.09 (Conflict) responses, the response MJST incl ude
enough information for a DOTS client to recognize the source of the
conflict as described bel ow

conflict-information: Indicates that a mtigation request is
conflicting with another nitigation request(s) from other DOTS
client(s). This attribute has the follow ng structure:

conflict-status: Indicates the status of a conflicting mtigation
request. The follow ng val ues are defi ned:

1 DOTS server has detected conflicting mtigation requests
fromdifferent DOTS clients. This mtigation request is
currently inactive until the conflicts are resol ved.

Anot her mtigation request is active.

2: DOTS server has detected conflicting mtigation requests
fromdifferent DOTS clients. This mtigation request is
currently active

3: DOTS server has detected conflicting mtigation requests
fromdifferent DOTS clients. Al conflicting mtigation
requests are inactive.

conflict-cause: |Indicates the cause of the conflict. The
foll owi ng val ues are defi ned:

1: Overl apping targets. ’'conflict-scope’ provides nore
details about the conflicting target cl auses.

2: Conflicts with an existing accept-list. This code is
returned when the DDoS nitigation detects source
addresses/ prefixes in the accept-listed Access Control
Lists (ACLs) are attacking the target.

3: CU D Collision. This code is returned when a DOTS client
uses a 'cuid that is already used by anot her DOTS
client. This code is an indication that the request has
been rejected and a new request with a new 'cuid is to
be re-sent by the DOIS client (see the exanple shown in
Figure 11). Note that 'conflict-status’, 'conflict-
scope’, and 'retry-tinmer’ MJST NOT be returned in the
error response.

conflict-scope: Characterizes the exact conflict scope. It may



include a list of IP addresses, a list of prefixes, a list of
target protocols, a list of FQDNs, a list of URIs, a |list of
al i ases, or references to conflicting ACLs (by an ’"acl - nanme’,
typically [RFC8783]). A list of port nunbers may al so be
included if there is a common | P address, |IP prefix, FQN, URI,
or alias.

retry-tinmer: Indicates, in seconds, the tine after which the DOTS
client may reissue the sane request. The DOTS server returns
"retry-tiner’ only to DOTS client(s) for which a mtigation
request is deactivated. Any retransnission of the sane
mtigation request before the expiry of this timer is likely to
be rejected by the DOIS server for the sanme reasons.

The 'retry-tinmer’ SHOULD be equal to the lifetinme of the active
mtigation request resulting in the deactivation of the
conflicting nmitigation request.

If the DOTS server decides to nmaintain a state for the
deactivated mtigation request, the DOTS server updates the
lifetime of the deactivated nitigation request to '"retry-tiner
+ 45 seconds’ (that is, this mitigation request renains
deactivated for the entire duration of '"retry-tiner + 45
seconds’) so that the DOTS client can refresh the deactivated
mtigation request after 'retry-timer’ seconds, but before the
expiry of the lifetime, and check if the conflict is resolved.

(1) Request with a conflicting 'cuid

Header: PUT (Code=0.03)

Uri-Path: ".well-known"

Ui-Path: "dots"

Ui-Path: "mtigate"

Uri-Path: "cuid=dz6pH aADkaFTbjr 0JGBpw'
Ui-Path: "m d=12"

(2) Message body of the 4.09 (Conflict) response
fromthe DOTS server

"ietf-dots-signal-channel :mitigation-scope": {
"scope": [

"conflict-information": {
"conflict-cause": "cuid-collision"

}

}

(3) Request with a new 'cuid

Header: PUT (Code=0. 03)

Ui-Path: ".well-known"

Uri-Path: "dots"

Ui-Path: "mtigate"

Uri-Path: "cuid=f30d281ce6b64f c5a0b9le”
Uri-Path: "m d=12"

Figure 11: Exanple of CGenerating a New ’cuid

As an active attack evolves, DOIS clients can adjust the scope of
requested nitigation as necessary, by refining the scope of resources
requiring nmitigation. This can be achieved by sending a PUT request
with a new’ ' md value that will override the existing one with



overl apping mitigation scopes.

For a mitigation request to continue beyond the initial negotiated
lifetime, the DOTS client has to refresh the current mtigation
request by sending a new PUT request. This PUT request MJST use the
same 'md’ value, and it MJST repeat all the other paranmeters as sent
in the original mtigation request apart froma possible change to
the "lifetine’ paraneter value. |n such a case, the DOTS server NAY
update the mitigation request by setting the remaining lifetinme to
the newy negotiated lifetinme, and a 2. 04 (Changed) response is
returned to indicate a successful update of the mitigation request.
If this is not the case, the DOTS server MIST reject the request with
a 4.00 (Bad Request).

4.4.2. Retrieve Information Related to a Mtigation

A GET request is used by a DOTS client to retrieve information
(including status) of DOIS mitigations froma DOTS server.

"cuid is a mandatory Uri-Path paraneter for GET requests.

Uri-Path paraneters with enpty val ues MJST NOT be present in a
request .

The sane considerations for mani pulating the ’cdid paraneter by
server-donai n DOTS gat eways specified in Section 4.4.1 MJST be
foll owed for GET requests.

The "¢’ Uri-Query option is used to control selection of
configuration and non-configuration data nodes. Concretely, the 'c’
(content) paraneter and its permtted values defined in Table 2 of
[CORE-COM ] can be used to retrieve non-configuration data (attack
mtigation status), configuration data, or both. The DOTS server NAY
support this optional filtering capability. It can safely ignore it
if not supported. |If the DOTS client supports the optional filtering
capability, it SHOULD use "c=n" query (to get back only the
dynami cal | y changing data) or "c=c" query (to get back the static
configuration values) when the DDoS attack is active to limt the
size of the response.

| Value | Description |
[} gttt s —_—_————————————————(—(———(—————r
| ¢ | Return only configuration descendant data nodes |
S D . +
| n | Return only non-configuration descendant data nodes

Fommma - e TSN +
| a | Return all descendant data nodes |
R, o m e e e e e e e e e e e e e e e e e e e e e e e e e e mm e e ea oo +

Table 2: Permtted Values of the "¢’ Paraneter

The DOTS client can use bl ock-wi se transfer [RFC7959] to get the list

of all its mtigations maintained by a DOTS server; it can send a
Bl ock2 Option in a GET request with NUM= 0 to aid in limting the
size of the response. |If the representation of all the active

mtigation requests associated with the DOTS client does not fit
within a single datagram the DOIS server MJST use the Bl ock2 Option
with NUM = 0 in the GET response. The Size2 Option may be conveyed
in the response to indicate the total size of the resource
representation. The DOTS client retrieves the rest of the
representation by sending additional GET requests with Bl ock2 Options
contai ning NUM val ues greater than zero. The DOTS client MJST adhere
to the block size preferences indicated by the DOIS server in the
response. |f the DOTS server uses the Block2 Option in the GET
response, and the response is for a dynam cally changing resource



(e.g., "c=n" or "c=a" query), the DOTS server MJST include the ETag
Option in the response. The DOTS client MJST include the sane ETag
val ue in subsequent CGET requests to retrieve the rest of the
representation.

The followi ng exanples illustrate how a DOTS client retrieves active
mtigation requests froma DOTS server. In particular:

* Figure 12 shows the exanple of a GET request to retrieve all DOTS
mtigation requests signaled by a DOTS client.

* Figure 13 shows the exanple of a CGET request to retrieve a
specific DOTS mtigation request signaled by a DOTS client. The
configuration data to be reported in the response is formatted in
the sane order as it was processed by the DOIS server in the
original mtigation request.

These two exanpl es assume the default of "c=a"; that is, the DOIS
client asks for all data to be reported by the DOTS server.

Header: GET (Code=0.01)

Uri-Path: ".well-known"

Uri-Path: "dots"

Ui-Path: "mtigate"

Uri-Path: "cui d=dz6pH aADkaFTbjr 0JGBpw'
Observe: 0

Figure 12: GET to Retrieve Al DOTS Mtigation Requests

Header: GET (Code=0.01)

Uri-Path: ".well-known"

Ui-Path: "dots"

Ui-Path: "mtigate"

Uri-Path: "cuid=dz6pH aADkaFTbjr 0JGBpw'
Ui-Path: "m d=12332"

Cbserve: 0

Figure 13: GET to Retrieve a Specific DOTS Mtigation Request

If the DOTS server does not find the "nmid Uri-Path value conveyed in
the GET request in its configuration data for the requesting DOTS
client, it MJST respond with a 4.04 (Not Found) error Response Code.
Li kewi se, the same error MJST be returned as a response to a request
to retrieve all mtigation records (i.e., '"md Ui-Path is not
defined) of a given DOTS client if the DOTS server does not find any
mtigation record for that DOTS client. As a rem nder, a DOTS client
is identified by its identity (e.g., client certificate, 'cuid' ) and
optionally the "cdid'.

Figure 14 shows a response exanple of all active mitigation requests
associated with the DOTS client, as nmintained by the DOTS server
The response indicates the mtigation status of each mtigation
request.

"i etf-dots-signal-channel :mtigation-scope": {

"scope": |
{
"md": 12332,
"mtigation-start": "1507818434",

"target-prefix":
"2001: db8: 6401: :1/128",
"2001: db8: 6401: : 2/ 128"

]

arget-protocol": [



I,
"lifetime": 1756,

"status": "attack-successfully-mtigated",
"byt es-dropped": "134334555",
"bps-dropped": "43344",

"pkts-dropped": "333334444",

" pps-dropped": "432432"

"md": 12333,
"mtigation-start": "1507818393",
"target-prefix": |
"2001: db8: 6401:: 1/ 128",
"2001: db8: 6401: : 2/ 128"

]

arget-protocol": [
6

1,
"lifetime": 1755,

"status": "attack-stopped",
"byt es-dropped": "0",
"bps-dropped": "0",

" pkts-dropped": "0",
"pps-dropped": "0"

Figure 14: Response Body to a GET Request
The mitigation status paraneters are descri bed bel ow

mtigation-start: Mtigation start tine is expressed in seconds
relative to 1970-01-01T00: 00Z in UTC tine (Section 3.4.1 of
[ RFC8949]). The CBOR encoding is nodified so that the | eading tag
1 (epoch-based date/time) MJST be omtted.

This is a mandatory attri bute when an attack mitigation is active.
Particularly, "mtigation-start’ is not returned for a mtigation
with 'status’ code set to 8.

lifetime: The remaining lifetime of the mtigation request, in
seconds.

This is a mandatory attri bute.

status: Status of attack mitigation. The various possible val ues of
"status’ parameter are explained in Table 3.

This is a mandatory attri bute.

byt es-dropped: The total dropped byte count for the mitigation
request since the attack mtigation was triggered. The count
wraps around when it reaches the maxi num val ue of unsigned
i nt eger 64.

This is an optional attribute.

bps-dropped: The average nunber of dropped bytes per second for the
mtigation request since the attack mitigation was triggered.
Thi s average SHOULD be over five-mnute intervals (that is,
measuring bytes into five-m nute buckets and then averagi ng these
buckets over the tine since the mitigation was triggered).

This is an optional attribute.



pkt s-dropped: The total nunber of dropped packet count for the
mtigation request since the attack nmitigation was triggered. The
count wraps around when it reaches the maxi mum val ue of unsi gned
i nt eger 64.

This is an optional attribute.

pps- dropped: The average nunber of dropped packets per second for
the mitigation request since the attack nitigation was triggered.
Thi s average SHOULD be over five-minute intervals (that is,
measuring packets into five-mnute buckets and then averagi ng
these buckets over the time since the mtigation was triggered).

This is an optional attribute.

| Parameter | Description |
| Val ue | |
[ s e s s sy o}
| 1 | Attack mitigation setup is in progress (e.g., |
| | changing the network path to redirect the inbound |
| | traffic to a DOTS mitigator). |
N o e m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e oo +
| 2 | Attack is being successfully mtigated (e.qg., |

| | traffic is redirected to a DDoS nmitigator and |
| | attack traffic is dropped). |

| Attack has stopped and the DOTS client can |
| withdraw the mitigation request. This status code |
| will be transmtted for imediate mtigation |
| requests till the mtigation is withdrawn or the |
| lifetinme expires. For mitigation requests with |
| preconfigured scopes (i.e., '"trigger-nitigation’ |
| set to 'false’'), this status code will be |
| transmitted four tines and then transition to '8 . |

| 4 | Attack has exceeded the mitigation provider |
| | capability. |

| 5 | DOTS client has withdrawn the mitigation request |
| | and the mtigation is active but termnating. |

| Attack mitigation is withdrawmn (by the DOTS |
| server). If a mitigation request with "trigger- |
| mtigation set to 'false’ is wthdrawn because it |
| overlaps with an i mediate mtigation request, |
| this status code will be transmtted four tines |
| and then transition to '8 for the mtigation |
| request with preconfigured scopes. |

| 8 | Attack mitigation will be triggered for the |
| | mtigation request only when the DOTS signal |
| | channel session is |ost. |

Tabl e 3: Val ues of ’'status’ Paraneter
4.4.2.1. DOTS Servers Sending Mtigation Status
The Cbserve Option defined in [ RFC7641] extends the CoAP core
protocol with a nmechanismfor a CoAP client to "observe" a resource

on a CoAP server: the client retrieves a representation of the
resource and requests this representati on be updated by the server as



long as the client is interested in the resource. DOIS
i npl ement ati ons MJST support the Cbserve Option for both 'mitigate’
and 'config’ (Section 4.2).

A DOTS client conveys the Cbserve Option set to "0 in the CGET
request to receive asynchronous notifications of attack mtigation
status fromthe DOTS server

Unidirectional mtigation notifications within the bidirectiona

si gnal channel enabl es asynchronous notifications between the agents.
[ RFC7641] indicates that (1) a notification can be sent in a
Confirmabl e or a Non-confirmabl e nessage and (2) the nmessage type
used is typically application dependent and may be determ ned by the
server for each notification individually. For the DOTS server
application, the nessage type MJUST al ways be set to Non-confirmable
even if the underlying CoAP library elects a notification to be sent
in a Confirmabl e nessage. This overrides the behavior defined in
Section 4.5 of [RFC7641] to send a Confirnable nmessage instead of a
Non- confi rmabl e message at | east every 24 hours for the foll ow ng
reasons: First, the DOTS signal channel uses a heartbeat mechanismto
determine if the DOTS client is alive. Second, Confirmable nessages
are not suitable during an attack.

Due to the higher |ikelihood of packet |oss during a DDoS attack, the
DOTS server periodically sends attack mitigation status to the DOTS
client and also notifies the DOTS client whenever the status of the
attack mtigation changes. |If the DOIS server cannot mmintain an RTT
estimate, it MJUST NOT send nore than one asynchronous notification
every 3 seconds and SHOULD use an even | ess aggressive rate whenever
possible (case 2 in Section 3.1.3 of [RFC8085]).

When conflicting requests are detected, the DOTS server enforces the
corresponding policy (e.g., accept all requests, reject all requests,
accept only one request but reject all the others). It is assuned
that this policy is supplied by the DOTS server adnministrator or that
it is a default behavior of the DOTS server inplenentation. Then,
the DOTS server sends a notification nessage(s) to the DOIS client(s)
at the origin of the conflict (refer to the conflict paraneters
defined in Section 4.4.1). A conflict notification nessage includes
i nformati on about the conflict cause, scope, and the status of the
mtigation request(s). For exanple:

* Anotification nmessage with 'status’ code set to 7 (Attack
mtigation is withdraw)’ and 'conflict-status’ set to '1 is sent
to a DOTS client to indicate that an active mitigation request is
deacti vated because a conflict is detected.

* A notification nessage with ’'status’ code set to '1 (Attack
mtigation is in progress)’ and 'conflict-status’ set to "2 is
sent to a DOTS client to indicate that this mtigation request is
in progress, but a conflict is detected.

Upon receipt of a conflict notification nessage indicating that a
mtigation request is deactivated because of a conflict, a DOTS
client MJUST NOT resend the same mtigation request before the expiry
of 'retry-timer’. It is also recommended that DOTS clients support
the nmeans to alert adm nistrators about nitigation conflicts.

A DOTS client that is no longer interested in receiving notifications
fromthe DOTS server can sinply "forget" the observation. Wen the
DOTS server sends the next notification, the DOTS client will not
recogni ze the token in the nmessage and, thus, will return a Reset
message. This causes the DOTS server to renove the associated entry.
Alternatively, the DOTS client can explicitly de-register itself by

i ssuing a CET request that has the Token field set to the token of
the observation to be cancel ed and includes an Cbserve Option with



the value set to "1 (de-register). The latter is nore determnistic
and, thus, is RECOMVENDED.

Figure 15 shows an exanple of a DOTS client requesting a DOTS server
to send notifications related to a nmitigation request. Note that for
mtigations with preconfigured scopes (i.e., 'trigger-mtigation set
to "false’), the state will need to transition from’3 (attack-
stopped) to '8 (attack-mitigation-signal-Ioss).

Fom e oo + Fom e oo +
| DOTS dient| | DOTS Server |
N + N +
| |
| CET /<md> |
| Token: Ox4a | Registration
| Observe: 0 |
TS >|
I I
| 2.05 Content |
| Token: Ox4a | Notification of
| Observe: 12 | the current state
| status: "attack-mitigation-in-progress" |
I i +
I I
| 2.05 Content |
| Token: Ox4a | Notification upon
| Observe: 44 | a state change
| status: "attack-successfully-mitigated" |
I i +
I I
| 2.05 Content |
| Token: Ox4a | Notification upon
| Observe: 60 | a state change
| status: "attack-stopped" |
I i +
I

Figure 15: Notifications of Attack Mtigation Status
4.4.2.2. DOTS Cients Polling for Mtigation Status

The DOTS client can send the CGET request at frequent intervals

wi thout the Chserve Option to retrieve the configuration data of the
mtigation request and non-configuration data (i.e., the attack
status). DOTS clients MAY be configured with a policy indicating the
frequency of polling DOTS servers to get the nitigation status. This
frequency MUST NOT be nore than one UDP datagram per RTT, as

di scussed in Section 3.1.3 of [RFC8085].

If the DOTS server has been able to mtigate the attack and the
attack has stopped, the DOTS server indicates as such in the status.
In such case, the DOIS client withdraws the mitigation request by

i ssuing a DELETE request for this mtigation request (Section 4.4.4).

A DOTS client SHOULD react to the status of the attack per the
informati on sent by the DOTS server rather than perfornming its own
detection that the attack has been mtigated. This ensures that the
DOTS client does not withdraw a nmitigation request prematurely
because it is possible that the DOTS client does not sense the DDoS
attack on its resources, but the DOTS server could be actively
mtigating the attack because the attack is not conpletely averted.

4.4.3. Efficacy Update from DOTS Cients

VWhile DDoS nmitigation is in progress, due to the likelihood of packet



| oss, a DOTS client MAY periodically transmt DOIS mtigation
efficacy updates to the relevant DOTS server. A PUT request is used
to convey the nmitigation efficacy update to the DOTS server. This
PUT request is treated as a refresh of the current mitigation.

The 'attack-status’ paranmeter is a nandatory attribute when
performng an efficacy update. The various possible val ues contained
in the "attack-status’ paraneter are described in Table 4.

| Parameter | Description |
| Val ue | |
[ ety Ll p—p—p—p—p—_———(——(———(————————————————————— L
| 1 | The DOTS client determines that it |
| | is still under attack. |
- T +
| 2 | The DOTS client determines that the |
| | attack is successfully mtigated |
| | (e.g., attack traffic is not seen). |
S o e m e e e e e e e e e e e m—— oo oo +

Tabl e 4: Val ues of 'attack-status’ Paraneter

The PUT request used for the efficacy update MJST include all the
paraneters used in the PUT request to carry the DOIS mitigation
request (Section 4.4.1) unchanged apart fromthe 'lifetine’ paraneter
value. If this is not the case, the DOTS server MJST reject the
request with a 4.00 (Bad Request).

The 1f-Match Option (Section 5.10.8.1 of [RFC7252]) with an enpty
value is used to make the PUT request conditional on the current

exi stence of the nmitigation request. |If UDP is used as transport,
CoAP requests may arrive out of order. For exanple, the DOTS client
may send a PUT request to convey an efficacy update to the DOTS
server followed by a DELETE request to withdraw the mitigation
request, but the DELETE request arrives at the DOTS server before the
PUT request. To handl e out-of-order delivery of requests, if an If-
Match Option is present in the PUT request and the "md in the
request matches a mtigation request fromthat DOTS client, the
request is processed by the DOTS server. |f no match is found, the
PUT request is silently ignored by the DOTS server.

An exanpl e of an efficacy update message, which includes an If-Mtch
Option with an enpty value, is depicted in Figure 16.

Header: PUT (Code=0. 03)

Uri-Path: ".well-known"

Uri-Path: "dots"

Ui-Path: "mtigate"

Uri-Path: "cuid=dz6pH aADkaFTbjr 0JGBpw'
Ui-Path: "m d=123"

| f-Match:

Content-Format: "application/dots+cbor”

"i etf-dots-signal-channel :mtigation-scope": {
"scope": |

"target-prefix": [
"2001: db8: 6401: : 1/ 128",
"2001: db8: 6401: : 2/ 128"
]
"target-port-range": |
"l ower-port": 80

a
{
}

3



"l ower-port": 443

"l ower-port": 8080

[ i

]

arget-protocol": |

]

"attack-status": "under-attack"

Figure 16: An Exanple of Efficacy Update

The DOTS server indicates the result of processing a PUT request

usi ng CoAP Response Codes. The Response Code 2.04 (Changed) is
returned i f the DOTS server has accepted the nmitigation efficacy
update. The error Response Code 5.03 (Service Unavailable) is
returned if the DOIS server has erred or is incapable of performng
the mitigation. As specified in [RFC7252], 5.03 uses Max-Age Option
to indicate the nunber of seconds after which to retry.

4.4.4. Wthdraw a Mtigation

DELETE requests are used to withdraw DOTS nitigation requests from
DOTS servers (Figure 17).

"cuid’ and 'md’ are mandatory Uri-Path paraneters for DELETE
requests.

The sane considerations for mani pulating the 'cdid paraneter by DOTS
gat eways, as specified in Section 4.4.1, MJST be foll owed for DELETE
requests. UWri-Path paranmeters with enpty val ues MJUST NOT be present

in a request.

Header: DELETE (Code=0.04)

Uri-Path: ".well-known"

Uri-Path: "dots"

Ui-Path: "mtigate"

Uri-Path: "cuid=dz6pH aADkaFTbjr 0JGBpw'
Ui-Path: "m d=123"

Figure 17: Wthdraw a DOTS Mtigation

If the DELETE request does not include "cuid and 'mid paraneters,
the DOTS server MUST reply with a 4.00 (Bad Request).

Once the request is validated, the DOTS server inmediately

acknow edges a DOTS client’s request to withdraw the DOTS mitigation
request using a 2.02 (Del eted) Response Code with no response

payl oad. A 2.02 (Del eted) Response Code is returned even if the

"m d paraneter val ue conveyed in the DELETE request does not exi st
inits configuration data before the request.

If the DOTS server finds the 'mid paraneter val ue conveyed in the
DELETE request in its configuration data for the DOIS client, then to
protect against route or DNS fl appi ng caused by a DOTS client rapidly
renoving a mtigation and to danpen the effect of oscillating
attacks, the DOTS server MAY allow mitigation to continue for a
limted period after acknow edging a DOTS client’s withdrawal of a
mtigation request. During this period, the DOTS server status
messages SHOULD indicate that mtigation is active but termnating



(Section 4.4.2).

The initial active-but-term nating period SHOULD be sufficiently |ong
to absorb latency incurred by route propagation. The active-but-
term nating period SHOULD be set by default to 120 seconds. If the
client requests mitigation again before the initial active-but-

term nating period el apses, the DOTS server NMAY exponentially
increase (the base of the exponent is 2) the active-but-term nating
period up to a naxi mum of 300 seconds (5 m nutes).

Once the active-but-terninating period el apses, the DOTS server MJST
treat the mtigation as terni nated

If amtigation is triggered due to a signal channel |oss, the DOTS
server relies upon nornmal triggers to stop that mtigation
(typically, receipt of a valid DELETE request, expiry of the
mtigation lifetine, or scrubbing the traffic to the attack target).
In particular, the DOTS server MJUST NOT consider the signal channe
recovery as a trigger to stop the mtigation

4.5. DOTS Signal Channel Session Configuration

A DOTS client can negotiate, configure, and retrieve the DOTS signha
channel session behavior with its DOTS peers. The DOIS signa
channel can be used, for example, to configure the foll ow ng:

a. Heartbeat interval (' heartbeat-interval’): DOTS agents regularly
send heartbeats to each other after nutual authentication is
successfully completed in order to keep the DOTS signal channe
open. Heartbeat nessages are exchanged between DOIS agents every
"heartbeat-interval’ seconds to detect the current status of the
DOTS si gnal channel session

b. Mssing heartbeats allowed (' m ssing-hb-allowed ): This variable
i ndi cates the maxi mum nunber of consecutive heartbeat nessages
for which a DOTS agent did not receive a response before
concl udi ng that the session is disconnected or defunct.

c. Acceptable probing rate (' probing-rate’): This paraneter
i ndi cates the average data rate that nust not be exceeded by a
DOTS agent in sending to a peer DOTS agent that does not respond.

d. Acceptable signal loss ratio: Maxi mumretransm ssions (' max-
retransmt’), retransm ssion tinmeout value (’'ack-tineout’), and
ot her nessage transm ssi on paraneters for Confirnabl e nmessages
over the DOTS signal channel

VWhen the DOTS signal channel is established over a reliable transport
(e.g., TCP), there is no need for the reliability mechani snms provided
by CoAP over UDP since the underlying TCP connection provides
retransm ssions and deduplication [RFC8323]. CoAP over reliable
transports does not support Confirnmable or Non-confirnabl e nessage
types. As such, the transm ssion-rel ated paranmeters (' m ssing-hb-

al | oned’ and acceptable signal loss ratio) are negotiated only for
DOTS over unreliable transports.

The sane or distinct configuration sets nmay be used during tines when
a mtigation is active ('mtigating-config’) and when no mitigation
is active ("idle-config’). This is particularly useful for DOIS
servers that mght want to reduce heartbeat frequency or cease

heart beat exchanges when an active DOTS client has not requested
mtigation. |If distinct configurations are used, DOTS agents MJST
follow the appropriate configuration set as a function of the
mtigation activity (e.g., if no nmtigation request is active (also
referred to as 'idle tine), values related to "idle-config nust be
followed). Additionally, DOTS agents MJST automatically switch to



the other configuration upon a change in the nmitigation activity
(e.g., if an attack mitigation is launched after an 'idle tine, the
DOTS agent switches fromvalues related to 'idle-config' to val ues
related to 'mitigating-config').

CoAP requests and responses are indicated for reliable delivery by
mar ki ng them as Confirmabl e nessages. DOTS signal channel session
configuration requests and responses are nmarked as Confirnmable
messages. As explained in Section 2.1 of [RFC7252], a Confirnmable
message is retransmtted using a default tineout and exponenti al
backoff between retransm ssions until the DOTS server sends an
Acknow edgenent nessage (ACK) with the same Message | D conveyed from
the DOTS client.

Message transni ssion paraneters are defined in Section 4.8 of

[ RFC7252]. The DOTS server can either piggyback the response in the
Acknowl edgenent nessage or, if the DOTS server cannot respond
imediately to a request carried in a Confirmabl e nmessage, it sinply
responds with an Enpty Acknow edgement message so that the DOTS
client can stop retransmtting the request. Enpty Acknow edgenent
nmessages are explained in Section 2.2 of [RFC7252]. \When the
response is ready, the server sends it in a new Confirnabl e nessage,
which, in turn, needs to be acknow edged by the DOTS client (see
Sections 5.2.1 and 5.2.2 of [RFC7252]). Requests and responses
exchanged between DOTS agents during "idle tine, except heartbeat
nmessages, are marked as Confirnmabl e messages.

| Inplenentation Note: A DOTS client that receives a response in
| a Confirmable nmessage may want to clean up the nessage state

| right after sending the ACK. If that ACK is |ost and the DOTS
| server retransmits the Confirmabl e nmessage, the DOTS client may
| no longer have any state that would help it correlate this

| response; fromthe DOTS client’s standpoint, the retransm ssion
| message is unexpected. The DOIS client will send a Reset

| message so it does not receive any nore retransm ssions. This
| behavior is normal and not an indication of an error (see

| Section 5.3.2 of [RFC7252] for nore details).

4.5.1. Discover Configuration Paraneters

A CET request is used to obtain acceptable (e.g., mnimm and maxi mum
val ues) and current configuration parameters on the DOIS server for
DOTS signal channel session configuration. This procedure occurs
between a DOTS client and its inmredi ate peer DOTS server. As such,
this GET request MJST NOT be relayed by a DOTS gat eway.

Figure 18 shows how to obtain configuration paraneters that the DOTS
server will find acceptable.

Header: GET (Code=0.01)
Ui-Path: ".well-known"
Uri-Path: "dots"
Ui-Path: "config"

Figure 18: GET to Retrieve Configuration

The DOTS server in the 2.05 (Content) response conveys the current,
m ni mum and maxi num attribute val ues acceptabl e by the DOTS server
(Figure 19).

"ietf-dots-signal-channel:signal-config": {
"mtigating-config": {
"heartbeat-interval": {
"max-val ue": nunber,
"m n-val ue": nunber,



"current-val ue": nunber

}

i ssing-hb-all owed": {
"max-val ue": nunber,

"m n-val ue": nunber,
"current-val ue": nunber

}

robing-rate": {
"max-val ue": nunber,

"m n-val ue": nunber,
"current-val ue": nunber

}

x-retransmt": {
"max-val ue": nunber,

"m n-val ue": nunber,
"current-val ue": nunber

},

"ack-timeout": {
"max-val ue-decimal ": "string",
"m n-val ue-decimal": "string",
"current-val ue-decimal": "string"

"ack-randomfactor": {

"max-val ue-decimal ": "string",
"m n-val ue-decimal ": "string",
"current-val ue-decimal": "string"
}
}
"idle-config": {
"heartbeat-interval": {
"max-val ue": number,
"m n-val ue": nunber,
"current-val ue": nunber
b
"m ssi ng- hb-al | owed": {
"max-val ue": nunber,
"m n-val ue": nunber,
"current-val ue": nunber
},
"probing-rate": {
"max-val ue": nunber,
"m n-val ue": nunber,
"current-val ue": nunber
},
"max-retransmt": {
"max-val ue": nunber,
"m n-val ue": nunber,
"current-val ue": nunber
}
"ack-timeout": {
"max-val ue-decimal ": "string",
"m n-val ue-decimal ": "string",
"current-val ue-decimal ": "string"
},
"ack-randomfactor": {
"max-val ue-decimal ": "string",
"m n-val ue-decimal": "string",
"current-val ue-decimal ": "string"
}
}

Figure 19: GET Configuration Response Body Schenma

The paranmeters in Figure 19 are described bel ow



mtigating-config: Set of configuration paraneters to use when a
mtigation is active. The follow ng paraneters may be included:

heartbeat-interval: Tinme interval in seconds between two
consecutive heartbeat nessages.

"0’ is used to disable the heartbeat mechani sm
This is an optional attribute.

m ssi ng- hb-al | owed:  Maxi num nunber of consecutive heartbeat
messages for which the DOTS agent did not receive a response
before concluding that the session is disconnected.

This is an optional attribute.

probing-rate: The average data rate, in bytes/second, that nust
not be exceeded by a DOTS agent in sending to a peer DOTS agent
that does not respond (referred to as PROBI NG RATE paraneter in
CoAP)

This is an optional attribute.

max-retransmt: Maxi mum nunber of retransm ssions for a nessage
(referred to as MAX RETRANSM T paraneter in CoAP)

This is an optional attribute.

ack-tineout: Timeout value in seconds used to calculate the
initial retransm ssion tineout value (referred to as
ACK_TI MEQUT paraneter in CoAP).
This is an optional attribute.

ack-randomfactor: Random factor used to influence the timng of
retransm ssions (referred to as ACK_RANDOM FACTOR paraneter in
CoAP) .
This is an optional attribute.

id

e-config: Set of configuration parameters to use when no
mtigation is active. This attribute has the same structure as
"mtigating-config

Fi gure 20 shows an exanpl e of acceptable and current configuration
paraneters on a DOTS server for DOTS signal channel session
configuration. The sane acceptable configuration is used during
mtigation and idle tines.

"ietf-dots-signal-channel:signal-config": {
"mtigating-config": {
"heartbeat-interval": {
"max-val ue": 240,
“m n-val ue": 15,
“current-value": 30

I

"m ssing-hb-al | owed": {
"max-val ue": 20,
"m n-val ue": 3,
"current-val ue": 15

}

robing-rate": {
"max-val ue": 20,
"m n-val ue": 5,



"current-value": 15

}

Xx-retransmt": {
"max-val ue": 15,
"m n-val ue": 2,
"current-val ue": 3

}

ck-tinmeout": {

"max- val ue-deci mal ": "30.00",
"m n-val ue-decimal ": "1.00",
"current-val ue-decimal ": "2.00"

}

ck-randomfactor": {

"max-val ue-deci mal ": "4.00",

"m n-val ue-decimal ": "1.10",
"current-val ue-decimal ": "1.50"

}

dl e-config": {
"heartbeat-interval": {
"max-val ue": 240,
"m n-val ue": 15,
"current-val ue": 30

}

i ssi ng-hb-al | owed": {
"max-val ue": 20,

"m n-val ue": 3,
"current-val ue": 15

"probing-rate": {
"max-val ue": 20,
"m n-val ue": 5,
"current-val ue": 15

I

"max-retransmit": {
"max-val ue": 15,
"m n-val ue": 2,
"current-val ue": 3

b
"ack-timeout": {
"max-val ue-deci mal ": "30.00",
"m n-val ue-decimal ": "1.00",
"current-val ue-decinmal ": "2.00"
b,
"ack-random factor": {
"max-val ue-decimal ": "4.00",
"m n-val ue-decimal ": "1.10",
"current-val ue-decimal ": "1.50"
}

}
}
}

Fi gure 20: Exanple of a Configurati on Response Body
.5.2. Convey DOTS Signal Channel Session Configuration

A PUT request (Figures 21 and 22) is used to convey the configuration
paraneters for the signal channel (e.g., heartbeat interval, maxinmm
retransm ssions). Message transm ssion paraneters for CoAP are
defined in Section 4.8 of [RFC7252]. The RECOMMENDED val ues of
transm ssi on paraneter values are 'ack-tinmeout’ (2 seconds), ’'nmax-
retransmit’ (3), and 'ack-randomfactor’ (1.5). 1In addition to those
paraneters, the RECOVMMENDED specific DOTS transm ssion paraneter

val ues are 'heartbeat-interval’ (30 seconds) and ’'m ssing-hb-all owed
(15).



Not e: ' heartbeat-interval’ should be tweaked to al so assi st
DOTS nessages for NAT traversal (SIG 011 of [ RFC8612]).
According to [ RFC8085], heartbeat nessages must not be sent
more frequently than once every 15 seconds and shoul d use

| onger intervals when possible. Furthernore, [RFC4787]
recomrends that NATs use a state tinmeout of 2 m nutes or

| onger, but experience shows that sending packets every 15 to
30 seconds is necessary to prevent the majority of niddl eboxes
fromlosing state for UDP flows. Fromthat standpoint, the
RECOMVENDED mi ni mum * heartbeat-interval’ is 15 seconds and the
RECOMVENDED maxi mum ' heartbeat-interval’ is 240 seconds. The
recomrended val ue of 30 seconds is selected to anticipate the
expiry of NAT state.

A '"heartbeat-interval’ of 30 seconds nay be considered to be
too chatty in sone deploynments. For such deploynments, DOTS
agents may negotiate |longer 'heartbeat-interval’ values to
prevent any network overload with too frequent heartbeats.
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| Different heartbeat intervals can be defined for 'mtigating-
| config and 'idle-config" to reduce being too chatty during

| idle times. |If there is an on-path translator between the DOTS
| client (standal one or part of a DOTS gateway) and the DOTS

| server, the 'mtigating-config ’'heartbeat-interval’ has to be
| smaller than the translator session timeout. It is recomended
| that the "idle-config ’'heartbeat-interval’ also be smaller

| than the translator session timeout to prevent translator

| traversal issues or that it be disabled entirely. Means to

| discover the lifetime assigned by a translator are out of

| scope.

I
I
I
I
I
I
I
I
I
I
I
I

G ven that the size of the heartbeat request cannot exceed

(" heartbeat-interval’ * 'probing-rate’) bytes, 'probing-rate’
shoul d be set appropriately to avoid sl owi ng down heart beat
exchanges. For exanple, 'probing-rate’ may be set to 2 *
("size of encrypted DOTS heartbeat request”/’ heartbeat-
interval’) or (("size of encrypted DOTS heartbeat request" +
"average size of an encrypted nitigation request")/’ heartbeat-
interval’). Absent any explicit configuration or inability to
dynani cal | y adjust ’probing-rate’ values (Section 4.8.1 of

[ RFC7252]), DOTS agents use 5 bytes/second as a default

" probi ng-rate’ val ue.

If the DOTS agent wi shes to change the default val ues of nessage
transm ssion paraneters, it SHOULD foll ow the gui dance given in
Section 4.8.1 of [RFC7252]. The DOTS agents MJST use the negotiated
val ues for nessage transni ssion paranmeters and default val ues for
non- negoti at ed nessage transni ssi on paraneters.

The signal channel session configuration is applicable to a single
DOTS signal channel session between DOTS agents, so the 'cuid Uri-
Pat h MUST NOT be used.

Header: PUT (Code=0.03)

Uri-Path: ".well-known"

Uri-Path: "dots"

Ui-Path: "config"

Ui-Path: "sid=123"

Content-Format: "application/dots+cbor”

{

}
Figure 21: PUT to Convey the DOTS Signal Channel Session



Configuration Data

The additional Uri-Path parameter to those defined in Table 1 is as
fol | ows:

sid: Session Identifier is an identifier for the DOTS signal channe
session configuration data represented as an integer. This
identifier MJUST be generated by DOTS clients. 'sid values
MUST i ncrease nonotonically (when a new PUT is generated by a
DOTS client to convey the configuration paraneters for the
signal channel).

This is a mandatory attri bute.

{
"ietf-dots-signal-channel:signal-config": {
"mtigating-config": {
"heartbeat-interval": {
"current-val ue": nunber
}1
"m ssi ng-hb-al | owed": {
"current-val ue": nunber
}1
"probing-rate": {
"current-val ue": nunber
}1
"max-retransmt": {
"current-val ue": nunber
"ack-timeout": {
"current-val ue-decimal": "string"
}1
"ack-random factor": {
"current-val ue-decimal ": "string"
}
"idle-config": {
"heartbeat-interval": {
"current-val ue": nunber
}1
"m ssi ng- hb-al | owed": {
"current-val ue": nunber
}1
"probing-rate": {
"current-val ue": nunber
}1
"max-retransmt": {
"current-val ue": nunber
}1
"ack-timeout": {
"current-val ue-decimal": "string"
}1
"ack-random factor": {
"current-val ue-decimal": "string"
}
}
}
}

Figure 22: PUT to Convey the DOTS Signal Channel Session
Configuration Data (Message Body Schemna)

The neaning of the paraneters in the CBOR body (Figure 22) is defined
in Section 4.5.1.

At | east one of the attributes 'heartbeat-interval’, ’'m ssing-hb-



all owed’, 'probing-rate’, 'max-retransmt’, ’'ack-timeout’, and ’ack-
random factor’ MJST be present in the PUT request. Note that
"heartbeat-interval’, 'missing-hb-allowed , 'probing-rate’, 'nmax-
retransmit’, 'ack-tineout’, and 'ack-randomfactor’, if present, do
not need to be provided for both 'mitigating-config  and 'idle-
config  in a PUT request. A request does not need to include both
"mtigating-config’ and 'idle-config attributes.

The PUT request with a higher nuneric 'sid value overrides the DOTS
si gnal channel session configuration data installed by a PUT request
with a lower nunmeric 'sid value. That is, the configuration
paraneters that are included in the PUT request with a higher nuneric
"sid value will be used instead of the DOIS server’s defaults. To
avoid maintaining a long list of '"sid requests froma DOTS client,
the |l ower nuneric 'sid MJIST be automatically del eted and no | onger
avai l abl e at the DOTS server

Fi gure 23 shows a PUT request exanple to convey the configuration
paraneters for the DOTS signal channel. 1In this example, the

heart beat nechanismis disabled when no nmtigation is active, while
the heartbeat interval is set to 30" when a nitigation is active.

Header: PUT (Code=0. 03)

Uri-Path: ".well-known"

Uri-Path: "dots”

Uri-Path: "config"

Ui-Path: "sid=123"

Content-Format: "application/dots+cbor"

"ietf-dots-signal -channel :signal-config": {
"mtigating-config": {
"heartbeat-interval": {
"current-value": 30
},
"m ssi ng- hb-al | owed": {
"current-val ue": 15

}

robing-rate": {
"current-val ue": 15

}

x-retransmt": {
"current-value": 3

}

ck-tinmeout": {
"current-val ue-decimal ": "2.00"

"ack-randomfactor": {

"current-val ue-decinmal ": "1.50"

}

"idle-config": {

"heartbeat-interval": {
"current-value": O

} ]

"max-retransmt": {
"current-val ue": 3

}

ck-timeout": {
"current-val ue-decimal ": "2.00"

}

ck-randomfactor": {
"current-val ue-decimal ": "1.50"
}
}
}



Figure 23: PUT to Convey the Configuration Paraneters

The DOTS server indicates the result of processing the PUT request
usi ng CoAP Response Codes:

* |f the request is mssing a nmandatory attri bute, does not include
a 'sid Ui-Path, or contains one or nore invalid or unknown
paraneters, 4.00 (Bad Request) MJST be returned in the response.

* |f the DOTS server does not find the 'sid paraneter value
conveyed in the PUT request in its configuration data and if the
DOTS server has accepted the configuration paraneters, then a
Response Code 2.01 (Created) MJST be returned in the response.

* |f the DOTS server finds the 'sid paraneter value conveyed in the
PUT request in its configuration data and if the DOIS server has
accepted the updated configuration parameters, 2.04 (Changed) MJST
be returned in the response.

* |f any of the ’'heartbeat-interval’, ’'m ssing-hb-allowed ,
"probing-rate’, 'max-retransmt’, 'target-protocol’, ’ack-
timeout’, and 'ack-randomfactor’ attribute values are not
acceptable to the DOTS server, 4.22 (Unprocessable Entity) MJST be
returned in the response. Upon receipt of this error code, the
DOTS client SHOULD retrieve the maxi mum and mni num attribute
val ues acceptable to the DOTS server (Section 4.5.1).

The DOTS client may retry and send the PUT request w th updated
attribute val ues acceptable to the DOIS server

A DOTS client may issue a GET nessage for 'config with a 'sid Ui-
Path paraneter to retrieve the negotiated configuration. The
response does not need to include 'sid in its nessage body.

.5.3. Configuration Freshness and Notifications

Max- Age Option (Section 5.10.5 of [RFC7252]) SHOULD be returned by a
DOTS server to associate a validity time with a configuration it
sends. This feature forces the client to retrieve the updated
configuration data if a change occurs at the DOTS server side. For
exanpl e, the new configuration may instruct a DOTS client to cease
heartbeats or reduce heartbeat frequency.

It is NOT RECOWENDED to return a Max-Age Option set to O.

Returning a Max-Age Option set to 27(32)-1 is equivalent to
associating an infinite lifetime with the configuration

If a non-zero value of Max-Age Option is received by a DOTS client,

it MJUST issue a CGET request with a 'sid Uri-Path paraneter to
retrieve the current and acceptabl e configuration before the expiry
of the value enclosed in the Max-Age Option. This request is
considered by the client and the server to be a neans to refresh the
configuration paraneters for the signal channel. Wen a DDoS attack
is active, refresh requests MJUST NOT be sent by DOTS clients, and the
DOTS server MUST NOT term nate the (D) TLS session after the expiry of
the value returned in Max-Age Option

If Max-Age Option is not returned in a response, the DOTS client
initiates GET requests to refresh the configuration paraneters each
60 seconds (Section 5.10.5 of [RFC7252]). To prevent such overl oad,
it is RECOWENDED that DOTS servers return a Max-Age Option in GET
responses. Considerations related to which value to use and how such
a value is set are inplenmentation and depl oyment specific.



4. 5.

4. 6.

If an Qbserve Option set to O is included in the configuration
request, the DOTS server sends notifications of any configuration
change (Section 4.2 of [RFC7641]).

If a DOTS server detects that a m sbehaving DOTS client does not
contact the DOTS server after the expiry of Max-Age to retrieve the
signal channel configuration data, it MAY terminate the (D) TLS
session. A (D) TLS session is term nated by the recei pt of an

aut henti cated nessage that cl oses the connection (e.g., a fatal alert
(Section 6 of [RFC3446])).

4. Del ete DOTS Signal Channel Session Configuration

A DELETE request is used to delete the installed DOTS signal channel
session configuration data (Figure 24).

Header: DELETE ( Code=0. 04)
Ui-Path: ".well-known"
Uri-Path: "dots"

Uri-Path: "config"
Ui-Path: "sid=123"

Figure 24: Del ete Configuration

The DOTS server resets the DOIS signal channel session configuration
back to the default val ues and acknow edges a DOTS client’s request
to renove the DOTS signal channel session configuration using a 2.02
(Del et ed) Response Code.

Upon boot strappi ng or reboot, a DOTS client MAY send a DELETE request
to set the configuration paraneters to default values. Such a
request does not include any 'sid' .

Redi rected Signaling

Redi rected DOTS signaling is discussed in detail in Section 3.2.2 of
[ RFC8811] .

To redirect a DOTS client to an alternative DOTS server, the DOTS
server can return the error Response Code 5.03 (Service Unavail abl e)
in response to a request fromthe DOTS client or convey the error
Response Code 5.03 in a unidirectional notification response to the
client.

The DOTS server in the error response conveys the alternate DOTS
server’s FQDN, and the alternate DOTS server’s |P address(es) val ues
in the CBOR body (Figure 25).

"i etf-dots-signal -channel :redirected-signal": {
"alt-server": "string",
"alt-server-record": |
"string"
]

}
}

Figure 25: Redirected Server Error Response Body Schena
The paraneters are described bel ow
alt-server: FQDN of an alternate DOTS server.

This is a mandatory attri bute.



alt-server-record: A list of |P addresses of an alternate DOTS
server.

This is an optional attribute.

The DOTS server returns the Tine to Live (TTL) of the alternate DOTS
server in a Max-Age Option. That is, the time interval that the
alternate DOTS server nay be cached for use by a DOTS client. A Max-
Age Option set to 27(32)-1 is equivalent to receiving an infinite
TTL. This value nmeans that the alternate DOTS server is to be used
until the alternate DOIS server redirects the traffic with another
5.03 response that conveys an alternate server’s FCQDN

A Max- Age Option set to '0° may be returned for redirecting
mtigation requests. Such a value neans that the redirection applies
only for the mitigation request in progress. Returning short TTL in
a Max- Age Option nmay adversely inpact DOTS clients on slow |inks.

Ret urni ng short val ues shoul d be avoi ded under such conditi ons.

If the alternate DOTS server TTL has expired, the DOTS client MJST
use the DOTS server(s) that was provisioned using neans discussed in
Section 4.1. This fallback mechanismis triggered i medi ately upon
expiry of the TTL, except when a DDoS attack is active.

Requests issued by m sbehaving DOIS clients that do not honor the TTL
conveyed in the Max-Age Option or react to explicit redirect nessages
MAY be rejected by DOTS servers.

Figure 26 shows a 5.03 response exanple to convey the DOTS alternate
server 'alt-server.exanple together with its | P addresses
2001: db8: 6401:: 1 and 2001: db8: 6401:: 2.

"ietf-dots-signal-channel:redirected-signal": {
"alt-server": "alt-server.exanple",
"alt-server-record":

"2001: db8: 6401:: 1",
"2001: db8: 6401: : 2"

Figure 26: Exanple of Redirected Server Error Response Body

When the DOTS client receives a 5.03 response with an alternate
server included, it considers the current request to have failed, but
it SHOULD try resending the request to the alternate DOTS server
During a DDoS attack, the DNS server may be the target of another
DDoS attack; the alternate DOTS server’s | P addresses conveyed in the
5.03 response help the DOTS client skip the DNS | ookup of the
alternate DOTS server, at the cost of trusting the first DOTS server
to provide accurate information. The DOTS client can then try to
establish a UDP or a TCP session with the alternate DOTS server
(Section 4.3). Note that state synchronization (e.g., signal session
configuration, aliases) is assumed to be in place between the
original and alternate DOTS servers; such synchronization neans are

out of scope. |If session configuration refresh is needed while
redirection is in place, the DOTS client follows the procedure
defined in Section 4.5.3. In 'idle time and under sone conditions
(e.g., infinite configuration lifetine, infinite redirection TTL, and

failure to refresh the configuration), the DOTS client follows the
procedure defined in Section 4.5.2 to negotiate the DOIS signa
channel session configuration with the alternate server. The DOTS
client MAY inplerment a nmethod to construct |Pv4-enbedded | Pv6
addresses [RFC6052]; this is required to handl e the scenario where an
| Pv6-only DOTS client comrunicates with an | Pv4-only alternate DOTS



server.

If the DOTS client has been redirected to a DOTS server with which it
has al ready communicated within the last five (5 mnutes, it MJST
ignore the redirection and try to contact other DOIS servers |listed
in the |ocal configuration or discovered using dynam ¢ means, such as

DHCP or SRV procedures [RFC8973]. It is RECOMVENDED t hat DOTS
clients support the means to alert adm nistrators about redirect
| oops.

4.7. Heartbeat Mechani sm

To provide an indication of signal health and to distinguish an
"idle signal channel froma ’'disconnected or 'defunct’ session, the
DOTS agent sends a heartbeat over the signal channel to maintain its
hal f of the channel (also, aligned with the "consents" recomendation
in Section 6 of [RFC3085]). The DOTS agent similarly expects a
heartbeat fromits peer DOTS agent, and it may consider a session
term nated in the prol onged absence of a peer agent heartbeat.
Concretely, while the comunication between the DOTS agents is

ot herw se qui escent, the DOTS client will probe the DOTS server to
ensure it has nmaintained cryptographic state and vice versa. Such
probes can al so keep the bindings of firewalls and/or statefu
translators alive. This probing reduces the frequency of

est abli shing a new handshake when a DOTS signal needs to be conveyed
to the DOTS server.

| Inplenentation Note: G ven that CoAP roles can be multipl exed

| over the same session as discussed in [ RFC7252] and are al ready
| supported by CoAP inpl enentations, both the DOIS client and

| server can send DOTS heartbeat requests.

The DOTS heartbeat nechani sm uses Non-confirmabl e PUT requests
(Figure 27) with an expected 2.04 (Changed) Response Code

(Figure 28). This procedure occurs between a DOTS agent and its

i medi at e peer DOTS agent. As such, this PUT request MJST NOT be
rel ayed by a DOTS gateway. The PUT request used for DOTS heart beat
MUST NOT have a 'cuid, 'cdid, or 'md Uri-Path.

Header: PUT (Code=0. 03)

Uri-Path: ".well-known"

Uri-Path: "dots"

Uri-Path: "hb"

Content-Fornmat: "application/dots+cbor"

"i etf-dots-signal -channel : heartbeat": ({
"peer-hb-status": true

}

Figure 27: PUT to Check Peer DOTS Agent |s Responding

The mandatory ’'peer-hb-status’ attribute is set to "true’ (or
"false’) to indicate that a DOTS agent is (or is not) receiving

heart beat nessages fromits peer in the last (2 * 'heartbeat-
interval’) period. Such information can be used by a peer DOTS agent
to detect or confirmconnectivity issues and react accordingly. For
example, if a DOTS client receives a 2.04 response for its heartbeat
messages but no server-initiated heartbeat nessages, the DOIS client
sets 'peer-hb-status’ to 'false’ in its next heartbeat nmessage. Upon
recei pt of this nessage, the DOTS server then will need to try

anot her strategy for sending the heartbeats (e.g., adjust the
heartbeat interval or send a server-initiated heartbeat inmediately
after receiving a client-initiated heartbeat nessage).



Header: (Code=2.04)
Fi gure 28: Response to a DOTS Heartbeat Request (with an Enpty Body)

DOTS servers MAY trigger their heartbeat requests i mediately after
recei ving heartbeat probes frompeer DOTS clients. It is the
responsibility of DOTS clients to ensure that on-path transl ators/
firewalls are maintaining a binding so that the sane external IP
address and/or port nunber is retained for the DOTS signal channel
sessi on.

Under normal traffic conditions (i.e., no attack is ongoing), if a
DOTS agent does not receive any response fromthe peer DOIS agent for
''m ssing-hb-all owed” nunber of consecutive heartbeat nessages, it
concl udes that the DOTS signal channel session is disconnected. The
DOTS client MUST then try to reestablish the DOTS signal channel
session, preferably by resunming the (D) TLS session.

| Note: If a new DOTS signal channel session cannot be

| established, the DOTS client SHOULD NOT retry to establish the
| DOTS signal channel session nore frequently than every 300

| seconds (5 minutes) and MJST NOT retry nore frequently than

| every 60 seconds (1 minute). It is reconmended that DOTS

| clients support the neans to alert administrators about the

| failure to establish a (D) TLS sessi on.

In case of a nassive DDoS attack that saturates the incoming |ink(s)
to the DOTS client, all traffic fromthe DOTS server to the DOTS

client will likely be dropped, although the DOTS server receives
heartbeat requests in addition to DOTS nessages sent by the DOTS
client. In this scenario, DOIS clients MJST behave differently to

handl e nessage transm ssion and DOTS signal channel session
liveliness during |ink saturation:

The DOTS client MJUST NOT consider the DOTS signal channel
session term nated even after a maxi mum ' m ssing-hb-al | owed’
threshold is reached. The DOTS client SHOULD keep on using the
current DOTS signal channel session to send heartbeat requests
over it so that the DOTS server knows the DOTS client has not
di sconnected the DOTS signal channel session.

After the maxi mum’ nissing-hb-allowed threshold is reached, the
DOTS client SHOULD try to establish a new DOTS signal channel
session. The DOTS client SHOULD send nitigation requests over
the current DOTS signal channel session and, in parallel, send
the mitigation requests over the new DOTS signal channel

session. This may be handl ed, for exanple, by resunption of the
(D) TLS session or using O0-RTT node in DTLS 1.3 to piggyback the
mtigation request in the CientHell o nessage.

As soon as the link is no longer saturated, if traffic fromthe
DOTS server reaches the DOTS client over the current DOTS signal
channel session, the DOTS client can stop the new DOTS signal
channel session attenpt or if a new DOTS signal channel session
i s successful then disconnect the current DOTS signal channel
sessi on.

If the DOTS server receives traffic fromthe peer DOTS client (e.g.,
peer DOTS client-initiated heartbeats) but the maxi mum’ m ssi ng-hb-
all oned’ threshold is reached, the DOIS server MJST NOT consider the
DOTS si gnal channel session disconnected. The DOTS server MJST keep
on using the current DOTS signal channel session so that the DOTS
client can send mitigation requests over the current DOTS signal
channel session. In this case, the DOTS server can identify that the
DOTS client is under attack and that the inbound Iink to the DOTS
client (domain) is saturated. Furthernore, if the DOIS server does



not receive a mtigation request fromthe DOTS client, it inplies
that the DOTS client has not detected the attack or, if an attack
mtigation is in progress, it inplies that the applied DDoS
mtigation actions are not yet effectively handling the DDoS attack
vol une.

If the DOTS server does not receive any traffic fromthe peer DOIS
client during the time span required to exhaust the maxi num’ m ssing-
hb-al | owed’” threshol d, the DOTS server concludes the session is

di sconnected. The DOTS server can then trigger preconfigured
mitigation requests for this DOTS client (if any).

In DOTS over TCP, the sender of a DOTS heartbeat nessage has to all ow
up to "heartbeat-interval’ seconds when waiting for a heartbeat

reply. Wen a failure is detected by a DOTS client, it proceeds with
the session recovery, follow ng the same approach as the one used for
unreliabl e transports.

5. DOTS Signal Channel YANG Modul es

Thi s docunent defines a YANG nodul e [ RFC7950] for DOTS mitigation
scope, DOTS signal channel session configuration data, DOTS
redirection signaling, and DOTS heart beats.

This YANG nodul e is not intended to be used via NETCONF/ RESTCONF f or
DOTS server managenent purposes; such a nodule is out of the scope of
this docunment. It serves only to provide abstract data structures
Thi s docunent uses the "structure" extension specified in [ RFC8791].

A compani on YANG nmodul e is defined to include a collection of types
defined by I ANA: "iana-dots-signal-channel” (Section 5.2).

5.1. Tree Structure

Thi s docunment defines the YANG nodul e "ietf-dots-signal -channel ",
whi ch has the following tree structure. A DOIS signal nessage can be
a mtigation, a configuration, a redirect, or a heartbeat nessage.

This tree structure obsol etes the one described in Section 5.1 of
[ RFC8782] .

modul e: ietf-dots-signal-channel

structure dots-signal

+-- (message-type)?
+--:(mtigation-scope)

+-- scope* []

+-- target-prefix* inet:ip-prefix
+-- target-port-range* [l ower-port]

| +-- lower-port i net: port-nunber

| +-- upper-port? i net: port-nunber

+-- target-protocol* uint8

+-- target-fqdn* i net: donai n- name
+-- target-uri* i net:uri

+-- alias-nane* string

+-- trigger-mtigation? bool ean

+-- (direction)?
+--:(server-to-client-only)
|  +-- md? ui nt 32
| +-- mitigation-start? ui nt 64
| +-- status?
| i ana- dot s-si gnal : st atus
| +-- conflict-information
| | +-- conflict-status?
I

I
I
|
I
I
I
I
I
|
| +-- lifetinme? uni on
I
I
I
I
|
I
I
I
I
| | | i ana- dot s-signal : conflict-status



+-- conflict-cause?

| i ana- dot s-signal : conflict-cause
+-- retry-tiner? ui nt 32

+-- conflict-scope

I

I

I

I

| +-- target-prefix* inet:ip-prefix
| +-- target-port-range* [l ower-port]

| | +-- lower-port i net: port-nunber

| | +-- upper-port? i net: port-nunber

| +-- target-protocol * uint8

| +-- target-fqdn* i net: donai n- nane
| +-- target-uri* i net:uri

| +-- alias-nane* string

| +-- acl-list* [acl-name]

| | +-- acl-name | eaf r ef

| | +-- acl-type? | eaf r ef

| +-- md? ui nt 32

+-- bytes-dropped?
| yang: zer o- based- count er 64
+-- bps-dropped? yang: gauge64
+-- pkts-dropped?
| yang: zer o- based- count er 64
+-- pps-dropped? yang: gauge64
+--:(client-to-server-only)
+-- attack-status?
i ana- dot s-si gnal : att ack-st at us

--:(signal -config)

+- -
I
I
I
|
I
I
I
I
I
|
I
I
I
I
I
|
I
I
I
I
I
|
I
I
I
I
I
|
I
I
I
I
I
|
I
I

+- -

mtigating-config

+-- heartbeat-interva

| +-- (direction)?

| | +--:(server-to-client-only)
| +-- max-val ue? uint 16
| +-- mn-val ue? ui nt 16
| +-- current-val ue? uintl6
+-- m ssi ng- hb-al | owed

| +-- (direction)?

| | +--:(server-to-client-only)
| +-- max-val ue? uint 16
| +-- mn-val ue? ui nt 16
| +-- current-val ue? uintl6
+-- probing-rate

| +-- (direction)?

| | +--:(server-to-client-only)
| +-- max-val ue? uint 16
| +-- mn-val ue? ui nt 16
| +-- current-val ue? uintl6
+-- max-retransnit

| +-- (direction)?

| | +--:(server-to-client-only)
| +-- max-val ue? uint 16
| +-- mn-val ue? ui nt 16
| +-- current-val ue? uintl6
+-- ack-timeout

| +-- (direction)?

| | +--:(server-to-client-only)
| +- - max-val ue-deci mal ? deci nal 64
| +-- mn-val ue-decimal ?  deci nal 64
| +-- current-val ue-decimal ? deci nal 64
+-- ack-random f act or

+-- (direction)?
| +--:(server-to-client-only)
| +- - max-val ue-deci mal ? deci nal 64
| +-- mn-val ue-decimal ?  deci nal 64
+-- current-val ue-deci nal ? deci nal 64
idle-config
+-- heartbeat-interva
| +-- (direction)?



| | +--:(server-to-client-only)
| +-- max-val ue? ui nt 16
| +-- mn-val ue? uintl6
| +-- current-val ue? uintl6
+-- m ssing- hb-al |l owed
| +-- (direction)?
| | +--:(server-to-client-only)
| +-- max-val ue? ui nt 16
| +-- mn-val ue? uintl6
| +-- current-val ue? uintl6
+-- probing-rate
| +-- (direction)?
| | +--:(server-to-client-only)
| +-- max-val ue? ui nt 16
| +-- mn-val ue? uintl6
| +-- current-val ue? uintl6
+-- max-retransmit
| +-- (direction)?
| | +--:(server-to-client-only)
| +-- max-val ue? ui nt 16
| +-- mn-val ue? uintl6
| +-- current-val ue? uintl6
+-- ack-timeout
| +-- (direction)?
| | +--:(server-to-client-only)
| +-- max-val ue-decimal ?  deci nal 64
| +-- m n-val ue-deci mal ? deci nal 64
| +-- current-val ue-decimal ? deci nal 64
+-- ack-random f act or
+-- (direction)?
| +--:(server-to-client-only)
| +-- max-val ue-decimal ?  deci nal 64
| +-- m n-val ue-deci mal ? deci nal 64
+-- current-val ue-deci mal ? deci nmal 64
+--:(redirected-signal)
| +-- (direction)?
| +--:(server-to-client-only)
| +-- alt-server i net: domai n- nane
| +-- alt-server-record* i net:ip-address
+--: (heartbeat)
+-- peer-hb-status bool ean

5.2. 1 ANA DOTS Si gnal Channel YANG Mdul e

This version obsol etes the version described in Section 5.2 of
[ RFC8782] .

<CODE BEG NS> fil e "iana-dots-signal -channel @021-09-02. yang"
modul e i ana- dot s- si gnhal - channel {
yang-version 1.1;
nanespace "urn:ietf:parans: xm :ns:yang:iana-dots-signal -channel ";
prefix iana-dots-signal

organi zati on
| ANA" -
cont act
"Internet Assigned Numbers Authority

Postal : | CANN
12025 Waterfront Drive, Suite 300
Los Angeles, CA 90094-2536
United States of Anerica
Tel : +1 310 301 5800
<mai | t 0: i ana@ ana. or g>";
description
"This nodul e contains a collection of YANG data types defined



by I ANA and used for DOTS signal channel protocol

Copyright (c) 2021 | ETF Trust and the persons identified as
authors of the code. Al rights reserved.

Redi stribution and use in source and binary forns, with or

wi t hout nodification, is permtted pursuant to, and subject
to the license ternms contained in, the Sinplified BSD License
set forth in Section 4.c of the | ETF Trust’s Legal Provisions
Rel ating to | ETF Documents
(http://trustee.ietf.org/license-info).

This version of this YANG nodule is part of RFC 9132; see
the RFC itself for full legal notices.";

revision 2021-09-02 {
description
"Updated the prefix used for the nmodule."”;
ref erence
"RFC 9132: Distributed Denial -of-Service Open Threat
Signaling (DOTS) Signal Channel Specification”;

}

revi si on 2020- 05-28 {
description
"Initial revision.";
reference
"RFC 8782: Distributed Denial -of-Service Open Threat
Signaling (DOTS) Signal Channel Specification";

}

typedef status {
type enuneration {
enum attack-mtigation-in-progress {

val ue 1;

description
"Attack mitigation setup is in progress (e.g., changing
the network path to reroute the inbound traffic
to DOTS mtigator).";

}
enum attack-successfully-mtigated {
val ue 2;
description
"Attack is being successfully mtigated (e.g., traffic
is redirected to a DDoS nitigator and attack
traffic is dropped).";
}
enum att ack- st opped {
val ue 3;
description
"Attack has stopped and the DOTS client can
withdraw the mitigation request.";
}
enum att ack- exceeded-capability {

val ue 4,

description
"Attack has exceeded the mtigation provider
capability.";

enum dots-client-withdrawn-mtigation {
val ue 5;
description
"DOTS client has withdrawn the mitigation
request and the nmitigation is active but
termnating.";



enum attack-nmitigation-term nated {
val ue 6;
description
"Attack mitigation is now termnated.";
}

enum attack-nitigati on-w t hdrawn {
val ue 7,
description
"Attack mtigation is withdrawn.";
}

enum attack-mtigation-signal-loss {
val ue 8;
description
"Attack mtigation will be triggered
for the mtigation request only when
the DOTS signal channel session is lost.";
}
}
description
"Enuneration for status reported by the DOTS server.";
}

typedef conflict-status {
type enuneration {
enum request-i nactive-other-active {
val ue 1;
description
"DOTS server has detected conflicting nmitigation
requests fromdifferent DOTS clients.
This mitigation request is currently inactive
until the conflicts are resolved. Another
mtigation request is active.";
}
enum request -active {
val ue 2;
description
"DOTS server has detected conflicting mtigation
requests fromdifferent DOTS clients.
This mitigation request is currently active.";

enum al | -requests-inactive {
val ue 3;
description
"DOTS server has detected conflicting mtigation
requests fromdifferent DOTS clients. Al
conflicting nmitigation requests are inactive.";
}
}
description
"Enuneration for conflict status.";
}

typedef conflict-cause {
type enuneration {
enum over | appi ng-targets {
val ue 1;
description
"Overl apping targets. conflict-scope provides
nmore details about the exact conflict.";
}
enum conflict-w th-acceptlist {
val ue 2;
description
"Conflicts with an existing accept-1list.

This code is returned when the DDoS mitigation



detects that some of the source addresses/prefixes
listed in the accept-list ACLs are actually
attacking the target.";
}
enum cui d-col l'i sion {
val ue 3;
description
"Conflicts with the cuid used by another
DOTS client.";

}
}

description
"Enuneration for conflict causes."”;

}

typedef attack-status {
type enuneration {
enum under - att ack {
val ue 1;
description
"The DOTS client determnes that it is still under
attack.";
}
enum attack-successfully-mtigated {
val ue 2;
description
"The DOTS client determnes that the attack is
successfully mtigated.";
}
}

description
"Enuneration for attack status codes.";

}
}
<CODE ENDS>

5.3. | ETF DOTS Si gnal Channel YANG Mdul e

Thi s nodul e uses the common YANG types defined in [ RFC6991] and types
defined in [ RFC8783].

Thi s version obsoletes the version described in Section 5.3 of
[ RFC8782] .

<CODE BEG NS> file "ietf-dots-signal -channel @021-09-02. yang"
nmodul e i etf-dots-signal-channel {
yang-version 1.1;
nanespace "urn:ietf:parans: xm :ns:yang:ietf-dots-signal-channel";
prefix dots-signal

inmport ietf-inet-types {
prefix inet;
ref erence
"Section 4 of RFC 6991";

}
import ietf-yang-types {
prefi x yang;
ref erence
"Section 3 of RFC 6991";
}

i mport ietf-dots-data-channel {
prefi x data-channel
ref erence
"RFC 8783: Distributed Denial -of-Service Qpen Threat Signaling
(DOTS) Data Channel Specification”;



i mport i ana-dots-signal -channel {
prefi x iana-dots-signal
reference
"RFC 9132: Distributed Denial -of-Service Qoen Threat Signaling
(DOTS) Signal Channel Specification”;

}
import ietf-yang-structure-ext {
prefix sx;
ref erence
"RFC 8791: YANG Data Structure Extensions";
}

organi zati on

"| ETF DDoS Open Threat Signaling (DOTS) Wrking G oup";
cont act

"WG Web: <https://datatracker.ietf.org/wy/ dots/>

WG List: <nmilto:dots@etf.org>

Editor: Mbhaned Boucadair
<mai | t o: nohaned. boucadai r @r ange. con®

Editor: Jon Shall ow
<mai | t 0: supj ps-i etf @pshal | ow. con»

Aut hor: Konda, Tirumal eswar Reddy. K
<mai | to: kondtir@nmuail . conp

Aut hor: Prashanth Pati
<mai | t 0: praspati @i sco. conp

Aut hor: Andrew Mirtensen
<mmi | t o: anort ensen@r bor . net >

Aut hor: N k Teague
<mai | t 0: nt eague@ r onnount ai n. co. uk>";
description
"This nodul e contains YANG definition for the signaling
messages exchanged between a DOTS client and a DOTS server

Copyright (c) 2021 | ETF Trust and the persons identified as
authors of the code. Al rights reserved.

Redi stribution and use in source and binary forns, with or

wi thout nodification, is permtted pursuant to, and subject
to the license ternms contained in, the Sinplified BSD License
set forth in Section 4.c of the |ETF Trust’s Legal Provisions
Rel ating to | ETF Documents
(http://trustee.ietf.org/license-info).

This version of this YANG nodule is part of RFC 9132; see
the RFC itself for full legal notices.";

revision 2021-09-02 {
description
"Updated revision to comply with RFC 8791.

This version is not backward conpatible with the version
published in RFC 8782.";
reference
"RFC 9132: Distributed Denial -of-Service Open Threat
Signaling (DOTS) Signal Channel Specification”;
}
revi si on 2020- 05-28 {
description
"Initial revision.";
ref erence



"RFC 8782: Distributed Denial -of-Service Open Threat

Signaling (DOTS) Signal Channel Specification”;
}

/*
* (¥ oupi ngs
*/

grouping mtigation-scope {
description
"Specifies the scope of the mitigation request.";
list scope {
description
"The scope of the request.”;
uses dat a-channel :target;
| eaf-1ist alias-name {
type string;
description
"An alias nanme that points to a resource.";

leaf lifetinme {
type union {
type uint32;
type int32 {
range "-1";
}

}

units "seconds";
default "3600";
description
"Indicates the lifetime of the mtigation request.

Alifetine of "0 in a mtigation request is an
i nvalid val ue.

Alifetinme of negative one (-1) indicates indefinite
lifetime for the mtigation request.

Lifetime is mandatory in a mitigation request.

The DOTS server nust always indicate the actual lifetine
in the response to an accepted nitigation request and the
remaining lifetime in status nmessages sent to the

DOTS client.";

| eaf trigger-mtigation {
type bool ean;
default "true";
description
"If set to 'false’, DDoS nmitigation will not be
triggered unless the DOTS signal channe
session is lost.";
}
choi ce direction {
description
"Indi cates the comunication direction in which the
dat a nodes can be included.";
case server-to-client-only {
description
"These data nodes appear only in a mtigation nessage
sent fromthe server to the client.";
leaf md {
type uint32;
description
"Mtigation request identifier



This identifier nmust be unique for each mtigation
request bound to the DOTS client.";

}
| eaf mtigation-start {

type uint64;

description

"Mtigation start time is represented in seconds
relative to 1970-01-01T00: 00: 00Z in UTC ti me.

This is a mandatory attri bute when an attack
mtigation is active. It nmust not be returned for
a mtigation with 'status’ code set to 8.";

| eaf status {
type iana-dots-signal:status;
description
"Indicates the status of a mtigation request.
It must be included in responses only.

This is a mandatory attribute if a mtigation
request is accepted and processed by the server.";
}
contai ner conflict-information {
description
"I ndicates that a conflict is detected.";
| eaf conflict-status {
type iana-dots-signal:conflict-status;
description
"Indicates the conflict status.";

| eaf conflict-cause {
type iana-dots-signal:conflict-cause;
description
"Indi cates the cause of the conflict.";
}
leaf retry-timer {
type uint32;
units "seconds";
description
"The DOTS client nust not resend the
sane request that has a conflict before the expiry
of this tinmer.";
}
contai ner conflict-scope {
description
"Provides nore information about the conflict
scope.";
uses dat a-channel :target {
when "/ dots-signal/scope/conflict-information/

+ "conflict-cause = ’overl appi ng-targets’";

| eaf-1ist alias-name {
when "../../conflict-cause = 'overl appi ng-targets'";
type string;
description
"Conflicting alias-nane.";
}

list acl-list {

when "../../conflict-cause =
+ " 'conflict-with-acceptlist’"”;

key "acl - nanme";

description
"List of conflicting ACLs, as defined in the DOTS
data channel. These ACLs are uniquely defined by
cuid and acl -nane.";

| eaf acl -nanme {



type leafref {
pat h "/ dat a- channel : dot s-dat a"
+ "/dat a-channel : dots-client"
+ "/dat a-channel : acl s"
+ "/ dat a- channel : acl / dat a- channel : nane";

}

description

"Reference to the conflicting ACL name bound to

a DOTS client.";
}
| eaf acl-type {
type leafref {
pat h "/ dat a- channel : dot s- dat a"
+ "/data-channel : dots-client"
+ "/ dat a- channel : acl s"
+ "/ dat a- channel : acl / dat a- channel : t ype";

}

description

"Reference to the conflicting ACL type bound to

a DOTS client.";
}

leaf md {

when "../../conflict-cause = 'overl appi ng-targets’";

type uint32;
description
"Reference to the conflicting 'md bound to
the sanme DOTS client.";
}
}

}
| eaf bytes-dropped {
type yang: zer o- based- count er 64;
units "bytes";
description
"The total dropped byte count for the mitigation
request since the attack mtigation was triggered.
The count waps around when it reaches the naximum
val ue of counter64 for dropped bytes.";

}
| eaf bps-dropped {
type yang: gaugeb4;
units "bytes per second";
description
"The average nunber of dropped bytes per second for
the mitigation request since the attack
mtigation was triggered. This should be over
five-mnute intervals (that is, neasuring bytes
into five-m nute buckets and then averagi ng these
buckets over the tinme since the mtigation was
triggered).";

}
| eaf pkts-dropped {
type yang: zer o- based- count er 64;
description
"The total nunber of dropped packet count for the
mtigation request since the attack mtigation was
triggered. The count waps around when it reaches

t he maxi mum val ue of counter64 for dropped packets.";

}
| eaf pps-dropped {

type yang: gauge64,

units "packets per second";

description
"The average number of dropped packets per second
for the mtigation request since the attack

’



mtigation was triggered. This should be over
five-mnute intervals (that is, neasuring packets
into five-mnute buckets and then averagi ng t hese
buckets over the tinme since the mitigation was
triggered).";
}
}
case client-to-server-only {
description
"These data nodes appear only in a mtigation nessage
sent fromthe client to the server.";
| eaf attack-status {
type iana-dots-signal:attack-status;
description
"Indicates the status of an attack as seen by the
DOTS client.

This is a mandatory attri bute when a client
perfornms an efficacy update."”;

groupi ng config-paraneters {
description
"Subset of DOTS signal channel session configuration."”;
cont ai ner heartbeat-interval {
description
"DOTS agents regularly send heartbeats to each other
after nmutual authentication is successfully
conpleted in order to keep the DOTS signal channe
open.";
choi ce direction {
description
"Indi cates the conmunication direction in which the
dat a nodes can be included.";
case server-to-client-only {
description
"These data nodes appear only in a mtigation nessage
sent fromthe server to the client.";
| eaf max-val ue {
type uint 16;
units "seconds";
description
"Maxi mum accept abl e heartbeat-interval value.";
}
| eaf m n-val ue {
type uint 16;
units "seconds";
description
"M ni mum accept abl e heartbeat-interval value.";

}

}
}

| eaf current-val ue {
type uint 16;
units "seconds";
default "30";
description
"Current heartbeat-interval val ue.

"0’ neans that heartbeat nechanismis deactivated.";



cont ai ner m ssi ng-hb-all owed {
description
" Maxi mum nunber of m ssing heartbeats allowed.";
choi ce direction {
description
"I ndi cates the comunication direction in which the
data nodes can be included.";
case server-to-client-only {
description
"These data nodes appear only in a mtigation nessage
sent fromthe server to the client.";
| eaf max-val ue {
type uint 16;
description
"Maxi mum accept abl e m ssi ng-hb-al | owed val ue.";
}

| eaf m n-val ue {
type uint 16;
description
"M ni rum accept abl e m ssi ng- hb-al | owed val ue.";
}

}
}

| eaf current-value {
type uint 16;
default "15";
description
"Current mssing-hb-allowed value.";
}
}

cont ai ner probing-rate {
description
"The limt for sending Non-confirnmabl e nessages with
no response.";
choi ce direction {
description
"Indi cates the conmunication direction in which the
dat a nodes can be included.";
case server-to-client-only {
description
"These data nodes appear only in a mtigation nessage
sent fromthe server to the client.";
| eaf max-val ue {
type uint 16;
units "byte/second”;
description
" Maxi mum accept abl e probi ng-rate value.";
}

| eaf m n-val ue {
type uint 16;
units "byte/second”;
description
"M ni mum accept abl e probi ng-rate value.";
}

}
}

| eaf current-val ue {
type uint 16;
units "byte/second";
default "5";
description
"Current probing-rate value.";
}
}

contai ner max-retransmt {
description



"Maxi mum nunber of retransm ssions of a Confirmabl e

nmessage. ";
choice direction {
description
"I ndi cates the conmunication direction in which
data nodes can be included.";
case server-to-client-only {
description
"These data nodes appear only in a mtigation
sent fromthe server to the client.";
| eaf max-val ue {
type uint 16;
description
"Maxi mum accept abl e max-retransmt value.";
}
| eaf m n-val ue {
type uint 16;
description
"M ni mum accept abl e max-retransmt val ue.";

3

}
}
}
| eaf current-value {
type uint 16;
default "3";
description
"Current max-retransmt value.";

}
}

cont ai ner ack-tineout ({
description
"Initial retransm ssion tineout value.";
choice direction {
description
"I ndi cates the conmunication direction in which
data nodes can be included.";
case server-to-client-only {
description
"These data nodes appear only in a mtigation
sent fromthe server to the client.";
| eaf max-val ue-deci mal {
type deci mal 64 {
fraction-digits 2;
}
units "seconds";
description
" Maxi mum ack-ti meout val ue.";
}
| eaf m n-val ue-deci mal {
type deci mal 64 {
fraction-digits 2;
}
units "seconds";
description
"M ni mum ack-ti meout value.";

}
}
}
| eaf current-val ue-deci mal {

type deci mal 64 {
fraction-digits 2;

}
units "seconds";
default "2";

description
"Current ack-tineout value.";

t he

message

t he

message



}
}
cont ai ner ack-randomfactor {
description
"Random factor used to influence the tining of
retransm ssions.";
choice direction {
description
"I'ndi cates the comunication direction in which the
dat a nodes can be included.";
case server-to-client-only {
description
"These data nodes appear only in a mtigation nessage
sent fromthe server to the client.";
| eaf max-val ue-deci mal {
type deci mal 64 {
fraction-digits 2;
}

description
" Maxi mum accept abl e ack-random factor val ue.";
}

| eaf m n-val ue-deci mal {
type deci mal 64 {
fraction-digits 2;
}
description
"M ni nrum accept abl e ack-random factor val ue.";
}

}
}

| eaf current-val ue-deci mal {
type deci mal 64 {
fraction-digits 2;

}
default "1.5";
description
"Current ack-randomfactor value.";
}

}
}

groupi ng signal -config {
description
"DOTS signal channel session configuration.";
container mtigating-config {
description
"Configuration paraneters to use when a mtigation
is active.";
uses confi g- paraneters;
}
contai ner idle-config {
description
"Configuration paraneters to use when no nitigation
is active.";
uses confi g- paramneters;
}
}

groupi ng redirected-signal {
description
"Grouping for the redirected signaling.";
choice direction {
description
"I ndi cates the comunication direction in which the
dat a nodes can be included.";
case server-to-client-only {



description
"These data nodes appear only in a mtigation nessage
sent fromthe server to the client.";
| eaf alt-server {
type inet:domai n- nane;
mandat ory true;
description
"FQDN of an alternate server.";

|leaf-list alt-server-record {
type inet:ip-address;
description

"List of records for the alternate server.";
}
}
}
}

/*
* DOTS Signal Channel Structure
*/

sx:structure dots-signal {
description
"Main structure for DOTS signal nessage

A DOTS signal nmessage can be a mitigation, a configuration,
a redirected, or a heartbeat signal nessage.";
choi ce nmessage-type {
description
"Can be a mitigation, a configuration, a redirect, or
a heartbeat nessage."”;
case mtigation-scope {
description
"Mtigation scope of a mitigation nessage.";
uses mtigation-scope;
}
case signal-config {
description
"Configuration nmessage.";
uses signal -confi g;
}
case redirected-signal {
description
"Redirected signaling.";
uses redirected-signal;
}
case heartbeat {
description
"DOTS heartbeats."”;
| eaf peer-hb-status {
type bool ean;
mandat ory true;
description
"I ndi cates whether a DOTS agent receives heartbeats
fromits peer. The value is set to "true’ if the
DOTS agent is receiving heartbeat nessages
fromits peer.";

}
}
}
}

}
<CCDE ENDS>

6. YANG JSON Mappi ng Parameters to CBOR



Al'l paraneters in the payload of the DOTS signal channel MJST be
mapped to CBOR types, as shown in Table 5, and are assigned an
i nteger key to save space.

Note: | nplementers must check that the mappi ng output provided by
their YANG to- CBOR encoding schenes is aligned with the content of
Table 5. For exanple, sone CBOR and JSON types for enunerations
and the 64-bit quantities can differ depending on the encoder
used.

The CBOR key values are divided into two types: conprehension-

requi red and conprehensi on-optional. DOIS agents can safely ignore
conpr ehensi on-optional val ues they don’'t understand, but they cannot
successfully process a request if it contains conprehension-required
val ues that are not understood. The 4.00 response SHOULD i ncl ude a
di agnosti c payl oad descri bing the unknown conprehension-required CBOR
key values. The initial set of CBOR key values defined in this
specification are of type conprehensi on-required.

[ ety gty e —p—_—" o p———————————— Ll o
| Parameter Name | YANG Type | CBOR | CBOR Major | JSON |
I I | Key | Type & | Type |
| | | | I'nformation | |
[ oo by el s fus s, oo peeng b pe et O
| ietf-dots-signal- | container | 1 | 5 map | nject

| channel:mtigation- | | | | |
| scope I I I I I
Fom e oo ommmo - S S +
| scope | list | 2 | 4 array | Array

o e e e e e oo - o e e - R S Fomm oo +
| cdid | string | 3 | 3 text | String

| | | | string | |
oo oo Foommo- S S +
| cuid | string | 4 | 3 text | String

| | | | string | |
o e e e e e oo - o e e - R S Fomm oo +
| md | uint32 | 5 | O unsigned | Nunmber
oo oo Foommo- S S R +
| target-prefix | leaf-1list | 6 | 4 array | Array |
| e +o-o - - - E - +
| | inet:ip- | | 3 text | String

| | prefix | | string | |
o e e e e m oo oo R +o-m - - S S SRR +
| target-port-range | list | 7 | 4 array | Array

Fom e oo Foommo- S oo oo +
| | ower-port | inet:port- | 8 | O unsigned | Nunber

I | nunmber I I I I
o e e e e e oo - o e e - R S Fomm oo +
| upper-port | inet:port- | 9 | O unsigned | Nunmber

I | number I I I I
oo oo Foommo- S S +
| target-protocol | leaf-list | 10 | 4 array | Array

| Fom o Fomm - - - Fom - Fomm e +
| | uint8 | | O unsigned | Nunber

o e e e e m oo oo R +o-m - - S S SRR +
| target-fqdn | leaf-1list | 11 | 4 array | Array

| R Fommm - R Fomm e a - +
| | inet:domain- | | 3 text | String |
| | name | | string | |
o e e e e e oo - o e e - R S Fomm oo +
| target-uri | leaf-1list | 12 | 4 array | Array

| Fomm e e e +omm e - R Fomm e e a - +
| | inet:uri | | 3 text | String

I I I | string I I
Tt S Fom e e - - o m e e e oo - Fomm e - o - +



al i as- nane

conflict-
i nformation

i etf-dots-signal -
channel : si gnal -

config

| eaf-11i st

yang: zer o-
based-
count er 64

yang: zer o-

based-
count er 64

3 text

3 text



| ack-tinmeout | container | 39 | 5 map | Object |

o e e e e m oo oo R +o-m - - S S SRR +
| ack-randomfactor | container | 40 | 5 map | Object |
o e e e e oo s oo s Fomm o - S T +
| max-val ue-deci nal | decimal 64 | 41 | 6 tag 4 | String |
I I I | [-2, I I
| | | | integer] | |
o e e e e m oo oo R +o-m - - S S SRR +
| m n-val ue-deci nal | decimal 64 | 42 | 6 tag 4 | String |
I I I | [-2, I I
I I I | integer] I I
Tt S Fom e e - - o m e e e oo - Fomm e - o - +
| current-val ue- | deci mal 64 | 43 | 6 tag 4 | String |
| deci mal | | | [-2, | |
I I I | integer] I I
o e e e e oo s oo s Fomm o - S T +
| idle-config | container | 44 | 5 map | Object |
Tt S Fom e e - - o m e e e oo - Fomm e - o - +
| trigger-mtigation | bool ean | 45 | 7 bits 20 | False |
| | | S S SRR +
| | | | 7 bits 21 | True |
o e e e e oo s oo s Fomm o - S T +
| ietf-dots-signal- | container | 46 | 5 map | Object |
| channel :redirected- | | | | |
| signal | | | | |
o e e e e m oo oo R +o-m - - S S SRR +
| alt-server | inet:domain- | 47 | 3 text | String |
| | nane | | string | |
S o e e o - S R R +
| alt-server-record | leaf-1list | 48 | 4 array | Array |
| R [ S, S E S +
| | inet:ip- | | 3 text | String |
| | address | | string | |
o e e e e oo s oo s Fomm o - S T +
| ietf-dots-signal- | container | 49 | 5 map | Object |
| channel : heart beat | | | | |
o e e e e e oo - o e e - R S Fomm oo +
| probing-rate | container | 50 | 5 map | Onject |
Fom e e e e e oo s oo s Femmm o - Fom e o - T +
| peer-hb-status | bool ean | 51 | 7 bits 20 | False |
| | | - E - +
| | | | 7 bits 21 | True |
o e e e e e oo - o e e - R S Fomm oo +

Table 5: CBOR Key Val ues Used in DOTS Signal Channel Messages &
Their Mappings to JSON and YANG

7. (D)TLS Protocol Profile and Perfornmance Considerations
7.1. (D)TLS Protocol Profile

This section defines the (D)TLS protocol profile of DOTS signal
channel over (D)TLS and DOTS data channel over TLS.

There are known attacks on (D) TLS, such as nan-in-the-m ddl e and

prot ocol downgrade attacks. These are general attacks on (D) TLS and,
as such, they are not specific to DOTS over (D)TLS; refer to the

(D) TLS RFCs for discussion of these security issues. DOTS agents
MUST adhere to the (D) TLS i npl enentati on recomrendati ons and security
consi derations of [RFC7525] except with respect to (D) TLS version.
Because DOTS signal channel encryption relying upon (D)TLS is
virtually a greenfield depl oynent, DOTS agents MJUST inpl enment only
(D)TLS 1.2 or later.

When a DOTS client is configured with a domain nanme of the DOTS
server, and it connects to its configured DOTS server, the server nmay



present it with a PKIX certificate. |In order to ensure proper

aut hentication, a DOTS client MJUST verify the entire certification
pat h per [RFC5280]. Additionally, the DOTS client MJST use [ RFC6125]
val idation techniques to conpare the domain name with the certificate
provided. Certification authorities that issue DOIS server
certificates SHOULD support the DNS-1D and SRV-I1D identifier types.
DOTS servers SHOULD prefer the use of DNS-1D and SRV-1D over Conmon
Nane ID (CN-ID) identifier types in certificate requests (as
described in Section 2.3 of [RFC6125]), and the wildcard character
"*' SHOULD NOT be included in the presented identifier. DOIS doesn’t
use URI-1Ds for server identity verification.

A key chall enge to depl oying DOIS is the provisioning of DOTS
clients, including the distribution of keying material to DOTS
clients to enabl e the required nutual authentication of DOTS agents.
Enrol | ment over Secure Transport (EST) [ RFC7030] defines a nethod of
certificate enroll ment by which domai ns operating DOTS servers may
provide DOTS clients with all the necessary cryptographic keying
material, including a private key and a certificate, to authenticate
thensel ves. One depl oynent option is to have DOTS clients behave as
EST clients for certificate enrollnent froman EST server provisioned
by the mitigation provider. This docunent does not specify which EST
or other mechanismthe DOTS client uses to achieve initial

enrol | nent.

The Server Nane Indication (SNI) extension [ RFC6066] defines a
mechanismfor a client to tell a (D) TLS server the nane of the server
it wants to contact. This is a useful extension for hosting
environments where nultiple virtual servers are reachable over a
single I P address. The DOTS client may or may not know if it is
interacting with a DOTS server in a virtual server-hosting
environnment, so the DOTS client SHOULD i nclude the DOTS server FQDN
in the SNI extension.

I mpl enentati ons conpliant with this profile MJST inplenment all of the
followi ng itens:

* DILS record replay detection (Section 3.3 of [ RFC6347]) or an
equi val ent nechanismto protect against replay attacks.

* DITLS session resunption w thout server-side state to resune
session and convey the DOTS signal.

* At |east one of raw public keys [ RFC7250] or PSK handshake
[ RFC4279] with (EC)DHE key exchange. This reduces the size of the
ServerHello. Also, this can be used by DOTS agents that cannot
obtain certificates.

I mpl enent ati ons conpliant with this profile SHOULD i npl ement all of
the following itens to reduce the delay required to deliver a DOTS
si gnal channel nessage:

* TLS Fal se Start [RFC7918], which reduces round trips by allow ng
the TLS client’s second flight of nessages (ChangeC pher Spec) to

al so contain the DOTS signal. TLS False Start is formally defined
for use with TLS, but the sane technique is applicable to DILS as
wel | .

* Cached Information Extension [ RFC7924], which avoids transmtting
the server’s certificate and certificate chain if the client has
cached that information froma previous TLS handshake.

Conpared to UDP, DOTS signal channel over TCP requires an additi onal
round-trip time (RTT) of latency to establish a TCP connection. DOTS
i npl ementations are encouraged to inplement TCP Fast Open [ RFC7413]
to elimnate that RTT.
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2. (D)TLS 1.3 Considerations

TLS 1.3 provides useful latency inprovenents for connection

establi shment over TLS 1.2. The DTLS 1.3 protocol [TLS-DTLS13] is
based upon the TLS 1.3 protocol and provides equival ent security
guarantees. (D)TLS 1.3 provides two basi c handshake nodes t he DOTS
signal channel can take advantage of:

* A full handshake node in which a DOTS client can send a DOTS
mtigation request nmessage after one round trip and the DOTS
server imediately responds with a DOTS mtigation response. This
assunes no packet |oss is experienced.

* 0-RTT node in which the DOTS client can authenticate itself and
send DOTS nmitigation request nessages in the first nessage, thus
reduci ng handshake | atency. O-RTT only works if the DOTS client
has previously comunicated with that DOTS server, which is very
likely with the DOTS signal channel.

The DOTS client has to establish a (D) TLS session with the DOTS
server during 'idle time and share a PSK

During a DDoS attack, the DOTS client can use the (D) TLS session to
convey the DOTS mitigation request nessage and, if there is no
response fromthe server after nmultiple retries, the DOIS client can
resune the (D) TLS session in 0-RTT node using PSK.

DOTS servers that support (D)TLS 1.3 MAY allow DOTS clients to send
early data (0-RTT). DOTS clients MJST NOT send "CoAP Ping" as early
data; such nessages MJST be rejected by DOIS servers. Section 8 of

[ RFC8446] di scusses sone nmechanisns to inplenent in order to limt
the inpact of replay attacks on O-RTT data. |If the DOTS server
accepts O-RTT, it MJST inplenment one of these mechanisns to prevent
replay at the TLS layer. A DOIS server can reject O-RTT by sending a
TLS Hel | oRet r yRequest .

The DOTS signal channel nessages sent as early data by the DOTS
client are idenpotent requests. As a rem nder, the Message |ID
(Section 3 of [RFC7252]) is changed each tine a new CoAP request is
sent, and the Token (Section 5.3.1 of [RFC7252]) is random zed in
each CoAP request. The DOTS server(s) MJST use the Message I D and
the Token in the DOTS signal channel nessage to detect replay of
early data at the application |ayer and accept 0-RTT data at nost
once fromthe sane DOIS client. This anti-replay defense requires
sharing the Message I D and the Token in the 0-RTT data between DOTS
servers in the DOIS server domain. DOTS servers do not rely on
transport coordinates to identify DOIS peers. As specified in
Section 4.4.1, DOTS servers couple the DOIS signal channel sessions
using the DOTS client identity and optionally the 'cdid paraneter
value. Furthernore, the "md value is nonotonically increased by
the DOTS client for each mitigation request, thus attackers that
replay mtigation requests with lower nunmeric 'md values and

overl appi ng scopes with mitigation requests having hi gher numeric
"md values will be rejected systematically by the DOIS server.

Li kewi se, the "sid value is nonotonically increased by the DOTS
client for each configuration request (Section 4.5.2); attackers
replaying configuration requests with lower nuneric 'sid values wll
be rejected by the DOTS server if it maintains a higher nunmeric 'sid
value for this DOTS client.

Oni ng to the aforenmentioned protections, all DOTS signal channel
requests are safe to transmt in TLS 1.3 as early data. Refer to
[ DOTS- EARLYDATA] for nore details.

A simplified TLS 1.3 handshake with O-RTT DOTS mitigation request



7. 3.

message exchange is shown in Figure 29

DOTS d i ent DOTS Server
ClientHello
(O0-RTT DOTS si gnal message)
-------- >
ServerHel |l o
{ Encr ypt edExt ensi ons}
{Fi ni shed}
<-me----- [ DOTS signal nessage]
(end_of _early_data)
{Fi ni shed}  -------- >
[ DOTS signal nessage] <------- > [ DOTS si gnal nessage]

Note that:
() I'ndicates nmessages protected 0-RTT keys
{} I'ndicates nessages protected usi ng handshake keys
[1 I'ndicates nessages protected using 1-RTT keys

Figure 29: A Sinplified TLS 1.3 Handshake with 0-RTT
DTLS MIU and Fragnent ati on

To avoid DOTS signal nmessage fragmentation and the subsequent
decreased probability of nessage delivery, the DLTS records need to
fit within a single datagram[RFC6347]. DTLS handl es fragnentation
and reassenbly only for handshake nessages and not for the
application data (Section 4.1.1 of [RFC6347]). |If the Path MIU
(PMIU) cannot be discovered, DOTS agents MJST assume a PMIU of 1280
bytes, as IPv6 requires that every link in the Internet have an MU
of 1280 octets or greater, as specified in [ RFC8200]. |If IPv4
support on | egacy or otherw se unusual networks is a consideration
and the PMIU i s unknown, DOTS i npl enentations MAY assune a PMIU of
576 bytes for |Pv4 datagrans (see Section 3.3.3 of [RFC1122]).

The DOTS client nmust consider the anpbunt of record expansi on expected
by the DTLS processing when cal culating the size of the CoAP nessage
that fits within the PMIU. The PMIU MUST be greater than or equal to
[ COAP nessage size + DTLS 1.2 overhead of 13 octets + authentication
over head of the negoti ated DTLS ci pher suite + bl ock paddi ng]
(Section 4.1.1.1 of [RFC6347]). |If the total request size exceeds
the PMIU, then the DOTS client MJST split the DOTS signal into
separate nessages; for exanple, the list of addresses in the 'target-
prefix’ paraneter could be split into nultiple lists and each |ist
conveyed in a new PUT request.

| Inplenentation Note: DOTS choice of nessage size parameters

| works well with IPv6 and with nost of today’ s |Pv4 paths.

| However, with IPv4, it is harder to safely nmake sure that there
| is no IP fragnmentation. |I|f the IPv4d PMIU i s unknown,

| inplenentations may want to linmit thenselves to nore

| conservative |Pv4 datagram sizes, such as 576 bytes, per

| [RFCO791].

Mut ual Aut hentication of DOTS Agents & Authorization of DOTS Clients

(D) TLS based upon client certificates can be used for rmutual

aut henti cati on between DOTS agents. |[If, for exanple, a DOTS gateway
is involved, DOTS clients and DOTS gat eways nust perform nutua

aut henti cation; only authorized DOIS clients are allowed to send DOTS
signals to a DOTS gateway. The DOTS gateway and the DOIS server nust
perform nutual authentication; a DOIS server only allows DOTS signa
channel nessages from an authorized DOTS gateway, thereby creating a
two-link chain of transitive authentication between the DOTS client
and the DOTS server.



The DOTS server shoul d support certificate-based client

aut hentication. The DOTS client should respond to the DOTS server’'s
TLS CertificateRequest nmessage with the PKIX certificate held by the
DOTS client. DOTS client certificate validation nust be performned
per [ RFC5280], and the DOTS client certificate nmust conformto the

[ RFC5280] certificate profile. |If a DOIS client does not support TLS
client certificate authentication, it nust support client

aut henti cati on based on pre-shared key or raw public key.

o +
| exanpl e. com donai n e +
| | AAA [
[ R + | Server | |
| | Application | +------ + -+ |
| | server S + n |
| | (DOTS client) | | | |
| e + | | _
| V V | exanpl e. net domain
| +--- - - tom e - -+ | o m e e oo oo +
| +---mmiee- - + I [ I I
| | Guest +<- - - X---- >4 DOTS +<----- >+ DOTS |
| | (DOTS client)]| | gateway | | server |
| +---mmmeem - + I I I I
| S + T +
I
I
I R + |

| | DDoS detector | |

| | (DOTS client) 4<------------- +

| TS +

oo e e e e e e e e e e e e e e e e e e e e oo +

Fi gure 30: Exanple of Authentication and Authorization of DOTS Agents

In the exanple depicted in Figure 30, the DOTS gateway and DOTS
clients within the ’exanple.conmi domain proceed with nutual

aut hentication. After the DOIS gateway validates the identity of a
DOTS client, it conmmunicates with the Authentication, Authorization,
and Accounting (AAA) server in the ’'exanple.comi domain to determ ne
if the DOTS client is authorized to request DDoS nitigation. |If the
DOTS client is not authorized, a 4.01 (Unauthorized) is returned in
the response to the DOTS client. In this exanple, the DOIS gat eway
only allows the application server and DDoS attack detector to
request DDoS mitigation, but does not permt the user of type 'guest’
to request DDoS mitigation.

Al so, DOTS gateways and servers located in different domai ns nust
perform nmutual authentication (e.g., using certificates). A DOIS
server will only allow a DOTS gateway with a certificate for a
particular domain to request mitigation for that domain. In
reference to Figure 30, the DOTS server only allows the DOTS gat eway
to request nmitigation for the 'exanple.com domain and not for other
domai ns.

Error Handl i ng

This section is a summary of the Error Code responses that can be
returned by a DOTS server. These error responses nmust contain a CoAP
4.xx or 5.xx Response Code.

In general, there may be an additional plain text diagnostic payl oad
(Section 5.5.2 of [RFC7252]) to help troubl eshooting in the body of
the response unl ess detail ed ot herwi se.

Errors returned by a DOTS server can be broken into two categories:



10.

10.

those associated with CoAP itself and those generated during the
validation of the provided data by the DOTS server.

The following is a list of commobn CoAP errors that are inplenented by
DOTS servers. This list is not exhaustive; other errors defined by
CoAP and associ ated RFCs may be applicable.

4.00 (Bad Request) is returned by the DOTS server when the DOTS
client has sent a request that violates the DOTS protocol
(Section 4).

4.01 (Unauthorized) is returned by the DOIS server when the DOTS
client is not authorized to access the DOTS server (Section 4).

4.02 (Bad Option) is returned by the DOTS server when one or nore
CoAP options are unknown or mal forned by the CoAP | ayer [RFC7252].

4.04 (Not Found) is returned by the DOTS server when the DOTS client
is requesting a "md or 'sid that is not valid (Section 4).

4.05 (Method Not Allowed) is returned by the DOTS server when the
DOTS client is requesting a resource by a nmethod (e.g., CET) that
is not supported by the DOTS server [RFC7252].

4.08 (Request Entity Inconplete) is returned by the DOIS server if
one or multiple blocks of a block transfer request is mssing
[ RFC7959] .

4.09 (Conflict) is returned by the DOTS server if the DOIS server
detects that a request conflicts with a previous request. The
response body is formatted using "application/dots+cbor” and
contains the "conflict-clause" (Section 4.4.1.3).

4.13 (Request Entity Too Large) may be returned by the DOTS server
during a block transfer request [RFC7959].

4.15 (Unsupported Content-Format) is returned by the DOTS server
when the Content-Format is used but the request is not formatted
as "application/dots+cbor" (Section 4).

4.22 (Unprocessable Entity) is returned by the DOIS server when one
or nore session configuration parameters are not valid
(Section 4.5).

5.03 (Service Unavailable) is returned by the DOTS server if the
DOTS server is unable to handl e the request (Section 4). An
example is the DOIS server needs to redirect the DOTS client to
use an alternate DOTS server (Section 4.6). The response body is
formatted using "application/dots+cbor” and contains how to handl e
the 5.03 Response Code.

5.08 (Hop Limt Reached) is returned by the DOTS server if there is
a data path | oop through upstream DOTS gat eways. The response
body is formatted using plain text and contains a list of servers
that are in the data path | oop [ RFC8768].

| ANA Consi der ati ons
1. DOTS Signal Channel UDP and TCP Port Number

| ANA has assigned the port nunber 4646 (the ASCI| deci mal val ue for
".." (DOrS)) to the DOTS signal channel protocol for both UDP and TCP
fromthe "Service Nane and Transport Protocol Port Nunber Registry"
avai l abl e at <https://ww. iana. org/assi gnnent s/ servi ce-nanmes- port -
nunber s/ >.



| ANA has updated these entries to refer to this docunent and updated
the Description as described bel ow

Servi ce Nanme: dots-signal

Port Number: 4646

Transport Protocol: TCP

Description: Distributed Denial -of-Service Open Threat Signaling
(DOTS) Signal Channel Protocol. The service nanme is used to
construct the SRV service nanmes " _dots-signal. _udp" and " _dots-
signal . _tcp" for discovering DOTS servers used to establish DOTS
si gnal channel .

Assi gnee: | ESG

Contact: |ETF Chair

Regi stration Date: 2020-01-16

Ref erence: [RFC8973][ RFC9132]

Servi ce Nanme: dots-signal

Port Number: 4646

Transport Protocol: UDP

Description: Distributed Denial-of-Service Open Threat Signaling
(DOTS) Signal Channel Protocol. The service nanme is used to
construct the SRV service names " _dots-signal. _udp" and " dots-
signal . _tcp" for discovering DOTS servers used to establish DOTS
si gnal channel .

Assi gnee: | ESG

Contact: | ETF Chair

Regi stration Date: 2020-01-16

Ref erence: [RFC8973][ RFC9132]

.2. Well-Known 'dots’ UR

| ANA has updated the 'dots’ well-known URI (Table 6) entry in the
"Wl | - Known URIs" registry [URI] as follows:

[ oo s s el oo
| URI Suffix | Change | Reference | Status | Rel ated |
| | Controller | | | information |
B Sl el el el s ety
| dots | ITETF | [RFC9132] | permanent | None |
I I I I I +

Table 6: "dots’ Well-Known UR

.3. Media Type Registration

| ANA has updated the "application/dots+chor" nmedia type in the "Media
Types" registry [| ANA- Medi aTypes] in the manner described in

[ RFC6838], which can be used to indicate that the content is a DOTS
si gnal channel object:

Type name: application

Subt ype nane: dots+cbor

Required paraneters: NA

Optional parameters: NA

Encodi ng consi derations: binary

Security considerations: See the Security Considerations section of
RFC 9132.

Interoperability considerations: NA

Publ i shed specification: RFC 9132
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Applications that use this nedia type: DOIS agents sendi ng DOTS
messages over CoAP over (D)TLS.

Fragrment identifier considerations: NA
Addi tional information:
Deprecated alias nanes for this type: NA
Magi ¢ nunber(s): NA
File extension(s): NA
Maci ntosh file type code(s): NA

Person & email address to contact for further information:
| ESG iesg@etf.org

I ntended usage: COMVON

Restrictions on usage: none

Aut hor: See Authors’ Addresses section.
Change controller: |ESG

Provi si onal registration? No

4. CoAP Content-Formats Registration

| ANA has updated the "application/dots+chor" media type in the "CoAP
Cont ent - Format s" regi stry [l ANA- CoAP-Content - Forrmats] as fol | ows:

Medi a Type: application/dots+cbor
Encodi ng: -

D 271

Ref erence: [RFC9132]

5. CBOR Tag Registration

This section defines the DOTS CBOR tag as anot her neans for
applications to declare that a CBOR data structure is a DOTS signal
channel object. |Its use is optional and is intended for use in cases
in which this information woul d not otherw se be known. The DOTS
CBOR tag is not required for the DOIS signal channel protocol version
specified in this docunent. |If present, the DOIS tag MJST prefix a
DOTS si gnal channel object.

| ANA has updated the DOTS signal channel CBOR tag in the "CBOR Tags"
registry [1 ANA- CBOR- Tags] as foll ows:

Tag: 271

Data Item DDoS Open Threat Signaling (DOTS) signal channel object

Senmantics: DDoS Open Threat Signaling (DOTS) signal channel object,
as defined in [ RFC9132]

Ref erence: [RFC9132]

6. DOTIS Signal Channel Protocol Registry

The foll owi ng sections update the "Distributed Denial -of-Service Open
Threat Signaling (DOTS) Signhal Channel" subregistries [ REG DOTS].

6.1. DOTS Signal Channel CBOR Key Val ues Subregistry
The structure of this subregistry is provided in Section 10.6.1.1.
6.1.1. Registration Tenplate

I ANA has updated the allocation policy of "DOTS Signal Channel CBOR



Key Val ues" registry as follows:

Par amet er name:
Par anet er name, as used in the DOTS signal channel

CBOR Key Val ue:
Key value for the paraneter. The key value MJST be an integer in
the 1-65535 range.

OLD:
| Range | Registration | Note |
| Procedures | |
[ e s e s e e e e
| 1-16383 | I ETF Review | conprehensi on-required
I o mmemeeeeeeaccaeaaaas T +
| 16384-32767 | Specification | conprehensi on-opti onal
| | Required | |
S o e e e e e e e e oo oo o e e e e e e oo oo oo +
| 32768-49151 | | ETF Revi ew | conprehensi on-opti onal
. T Y +
| 49152-65535 | Private Use | comprehension-optional |
o m e e e oo - St o e e e e e a oo +
Table 7
NEW
| Range | Registration | Note |
| | Procedures | |
[ e s e s e e e e
| 1-127 | 1ETF Review | conprehension-required
I o mmemeeeeeeaccaeaaaas T +
| 128-255 | I ETF Review | conprehension-optional |
S o e e e e e e oo o e e e e e e e e oo o - +
| 256-16383 | 1ETF Review | conprehension-required
. e e +
| 16384-32767 | Specification | conprehension-optional |
| | Required | |
o m e e e oo - St o e e e e e a oo +
| 32768-49151 | | ETF Revi ew | conprehension-optional
S o e e e e e e e e oo oo o e e e e e e oo oo oo +
| 49152-65535 | Private Use | comprehension-optional |
. T Y +
Table 8
Regi stration requests for the 16384-32767 range are eval uated
after a three-week review period on the dots-signal-reg-
review@etf.org mailing list, on the advice of one or nore
desi gnated experts. However, to allow for the allocation of
val ues prior to publication, the designated experts may approve
registration once they are satisfied that such a specification
will be published. New registration requests should be sent in
the formof an email to the reviewmailing list; the request
shoul d use an appropriate subject (e.g., "Request to register CBOR
Key Value for DOTS: exanple"). I1ANA will only accept new
registrations fromthe designated experts, and it will check that

review was requested on the mailing list in accordance with these
pr ocedur es.

Wthin the review period, the designated experts will either
approve or deny the registration request, comunicating this
decision to the review list and I ANA. Denials should include an



10.

10.

expl anation and, if applicable, suggestions as to how to make the
request successful. Registration requests that are undeterm ned
for a period |onger than 21 days can be brought to the | ESG s
attention (using the iesg@etf.org mailing list) for resolution.

Criteria that should be applied by the designated experts include
det erm ni ng whether the proposed registration duplicates existing
functionality, whether it is likely to be of general applicability
or whether it is useful only for a single use case, and whether
the registration description is clear. |ANA nust only accept
registry updates to the 16384-32767 range fromthe designated
experts and should direct all requests for registration to the
reviewmiling list. It is suggested that nmultiple designated
experts be appointed. |In cases where a registration decision
coul d be perceived as creating a conflict of interest for a
particul ar expert, that expert should defer to the judgnment of the
ot her experts.

CBOR Maj or Type:
CBOR Maj or type and optional tag for the paraneter.

Change Controller:
For Standards Track RFCs, list the "IESG'. For others, give the
nane of the responsible party. Qher details (e.g., email
address) may al so be incl uded.

Speci fication Docunent (s):
Ref erence to the docunent or docunents that specify the paraneter,
preferably including URIs that can be used to retrieve copi es of
the docunents. An indication of the relevant sections nmay al so be
i ncluded but is not required.

6.1.2. Update Subregistry Content

| ANA has updated entries in the "0-51" and "49152-65535" ranges from
the "DOTS Signal Channel CBOR Key Val ues" registry to refer this RFC

6.2. Status Codes Subregistry

I ANA has updated the followi ng entries fromthe "DOTS Signal Channel
Status Codes" registry to refer to this RFC

B e s s s el

| Code | Label | Description | Reference |

F ==+t -——————————————————————{———————————+

| O | Reserved | | [RFC9132] |

i I I I T I T I +
1 attack- Attack mitigation [ RFC9132]

mtigation-
i n-progress

I I
| setup is in progress |
| (e.g., changing the |
| network path to |
| redirect the inbound |
| traffic to a DOTS |
| mtigator). |

| 2 | attack- | Attack is being | [RFC9132] |
| | successfully- | successfully | |
| | mtigated | mtigated (e.g., | |
| | | traffic is | |
| | | redirected to a DDoS | |
| | | mtigator and attack | |
| | | traffic is dropped). | |
oo s oo g Fom e +
| 3 | attack- | Attack has stopped | [RFC9132] |
| | stopped | and the DOTS client | |
I I I I I

can w t hdraw t he
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| 4 | attack- | Attack has exceeded | [RFC9132]

| | exceeded- | the mitigation |
| | capability | provider capability. | |
S o m e e e oo - o e e e e e e oo N
| 5 | dots-client- | DOTIS client has | [ RFC9132]

| | w thdrawn- | wthdrawn the | |
| | mtigation | mtigation request | |
| | | and the mtigation | |
| | | is active but | |
| | | term nating. | |
o e e - T T R
| 6 | attack- | Attack mtigation is | [RFC9132]

| | mtigation- | now term nat ed. |
| | term nated | | |
o e e o - oo o R
| 7 | attack- | Attack mitigation is | [RFC9132]

| | mtigation- | withdrawn. |
| | w thdrawn | | |
oo s oo g Fom e
| 8 | attack- | Attack nmitigation | [ RFC9132]

| | mitigation- | will be triggered | |
| | signal-1loss | for the mtigation | |
| | | request only when | |
| | | the DOTS signal | |
| | | channel session is | |
| | | lost. | |
o e e o - oo o R
| 9-2147483647 | Unassi gned | | |
o e e - T T R

Table 9: Initial DOTS Signal Channel Status Codes

New codes can be assigned via Standards Action [ RFC8126].

6.3. Conflict Status Codes Subregistry

| ANA has updated the followi ng entries fromthe "DOTS Signal Channel

Conflict Status Codes" registry to refer to this RFC

| Code | Label | Description | Reference

[ et sl e, s ety e
| O | Reserved | | [ RFC9132]

oo s o e e oo s o e e oo Fom e oo
| 1 | request-inactive- | DOTS server | [ RFC9132]
| | other-active | has detected |

| | | conflicting |

| | | mitigation |

| | | requests from |

| | | different DOTS |

| | | clients. This |

| | | mtigation |

| | | request is |

| | | currently |

| | | inactive until |

| | | the conflicts |

| | | are resol ved. |

| | | Anot her |

| | | mtigation |

| | | request is |

| | | active. |

oo s o e e oo s o e e oo Fom e oo
| request-active | DOTS server

2 I
I

mtigation request.

| has detected

| [ RFC9132]
I



conflicting |
mtigation |
requests from |
different DOTS |
clients. This |
mtigation |
request is |
currently |
active. |

DOTS server
has detected
conflicting
mtigation
requests from

al | -request s- |
I
|
|
di fferent DOTS |
I
I
|
I
I

i nactive

clients. Al
conflicting
mtigation
requests are
i nactive.

Table 10: Initial DOTS Signal Channel Conflict Status Codes
New codes can be assigned via Standards Action [ RFC8126].
.6.4. Conflict Cause Codes Subregistry

I ANA has updated the followi ng entries fromthe "DOTS Signal Channel
Conflict Cause Codes" registry to refer to this docunent:

| 1 | overlapping-targets | Overl apping | [ RFC9132]
| | | targets. | |

Conflicts with
an existing
accept-list.
This code is
returned when
the DDoS
mtigation

conflict-wth- | |
I I
I I
I I
I I
I I
| |
| detects source

I I
I I
I I
I I
| |
I I

acceptli st

[ RFC9132]

|
I
I
I
I
I
|
I
| addr esses/

| prefixes in

| the accept -

| listed ACLs

| are attacking
| the target.
CuU D

Col |'i si on.
This code is
ret ur ned when

cuid-collision | |
I I
I I
| |
| a DOTS client |
I I
I I
I I
I I

[ RFC9132]

uses a 'cuid
that is

al ready used
by anot her
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| | | DOTS client. | |

Table 11: Initial DOTS Signal Channel Conflict Cause Codes
New codes can be assigned via Standards Action [ RFC8126].
6.5. Attack Status Codes Subregistry

I ANA has updated the following entries fromthe "DOIS Signal Channel
Attack Status Codes" registry to refer to this RFC

I I
| client |
| determ nes |
| that it is |
| still under |
| attack. |

attack-successful ly- | |
mtigated | client |
| determ nes |
| that the |
| attack is |
| successfully |
I I

m tigated.

Table 12: Initial DOTS Signal Channel Attack Status Codes
New codes can be assigned via Standards Action [ RFC8126].
7. DOTS Signhal Channel YANG Modul es

I ANA has registered the following URIs in the
the "I ETF XM. Regi stry" [ RFC3688]:

ns" subregistry within

URI: urn:ietf:params:xm:ns:yang:ietf-dots-signal-channel
Regi strant Contact: The | ESG
XM.: N A; the requested URI is an XM. namespace.

URI: wurn:ietf:parans: xm :ns:yang:iana-dots-signal - channel
Regi strant Contact: | ANA
XM: N A; the requested URI is an XML nanespace.

| ANA has updated the foll owi ng YANG nodul e in the "YANG Mdul e Nanes"
subregi stry [ RFC6020] within the "YANG Paraneters" registry.

Nanme: i ana-dots-signal - channel

Mai ntai ned by 1 ANA: Y

Nanespace: urn:ietf:params: xm :ns:yang:i ana-dot s-si gnal - channel
Prefix: iana-dots-signal

Ref erence: [RFC9132]

I ANA has registered the additional follow ng YANG nodule in the "YANG
Modul e Nanmes" subregistry [ RFC6020] within the "YANG Paraneters"”
registry. This obsoletes the registration in [ RFC8782].
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Nane: ietf-dots-signal-channe

Mai ntai ned by 1 ANA: N

Nanmespace: urn:ietf:params:xm:ns:yang:ietf-dots-signal-channe
Prefix: dots-signa

Ref erence: [RFC9132]

Thi s docunment obsoletes the initial version of the | ANA-naintai ned
i ana- dot s- si gnal - channel YANG nodul e (Section 5.2 of [RFC8782]).
I ANA is requested to maintain this note:

Status, conflict status, conflict cause, and attack status

val ues nmust not be directly added to the iana-dots-signal-
channel YANG nodul e. They nust instead be respectively added to
the "DOTS Status Codes", "DOIS Conflict Status Codes", "DOTS
Conflict Cause Codes", and "DOTS Attack Status Codes"

registries.

Wien a 'status’, 'conflict-status’, 'conflict-cause', or 'attack-
status’ value is respectively added to the "DOTS Status Codes", "DOTS
Conflict Status Codes", "DOTS Conflict Cause Codes", or "DOTS Attack
St atus Codes" registry, a new "enunt statenent nust be added to the

i ana- dot s- si gnal - channel YANG nodul e. The follow ng "enunt

statenent, and substatenments thereof, should be defi ned:

"enun': Replicates the label fromthe registry.
"val ue": Cont ai ns the | ANA- assi gned val ue corresponding to the
"status’, 'conflict-status’, ’'conflict-cause’, or

"attack-status’
"description": Replicates the description fromthe registry.

"reference": Replicates the reference fromthe registry and adds
the title of the docunent.

VWhen t he iana-dots-signal -channel YANG nodul e i s updated, a new
"revision" statenment nmust be added in front of the existing revision
statenents.

I ANA has updated this note in "DOTS Status Codes", "DOTS Conflict
St at us Codes", "DOTS Conflict Cause Codes", and "DOTS Attack Status
Codes" registries:

When this registry is nodified, the YANG nodul e i ana-dots-
si gnal -channel mnust be updated as defined in [ RFC9132].

Security Considerations

Hi gh-1 evel DOTS security considerations are docunented in [ RFC8612]
and [ RFC8811].

Aut henti cated encryption MJST be used for data confidentiality and
message integrity. The interaction between the DOIS agents requires
Dat agram Transport Layer Security (DTLS) or Transport Layer Security
(TLS) with a cipher suite offering confidentiality protection, and

t he gui dance given in [ RFC7525] MUST be followed to avoid attacks on
(D TLS. The (D) TLS protocol profile used for the DOTS signal channe
is specified in Section 7

If TCP is used between DOTS agents, an attacker may be able to inject
RST packets, bogus application segnents, etc., regardl ess of whether
TLS authentication is used. Because the application data is TLS
protected, this will not result in the application receiving bogus
data, but it will constitute a DoS on the connection. This attack
can be countered by using TCP Authentication Option (TCP-AQ



[ RFC5925]. Although not widely adopted, if TCP-AO is used, then any
bogus packets injected by an attacker will be rejected by the TCP- AO
integrity check and therefore will never reach the TLS | ayer

If the 'cuid is guessable, a msbehaving DOTS client fromwi thin the
client’s domain can use the ’'cuid of another DOTS client of the
domain to delete or alter active mtigations. For this attack to
succeed, the m sbehaving client’s nmessages need to pass the security
val i dation checks by the DOTS server and, if the comunication

i nvol ves a client-donain DOTS gateway, the security checks of that
gat eway.

A simlar attack can be achieved by a conprom sed DOIS client that
can sniff the TLS 1.2 handshake: use the client certificate to
identify the 'cuid used by another DOTS client. This attack is not
possible if algorithns such as version 4 Universally Unique
IDentifiers (UUIDs) in Section 4.4 of [RFC4122] are used to generate
the 'cuid because such UU Ds are not a deterministic function of the
client certificate. Likewise, this attack is not possible with TLS
1.3 because nost of the TLS handshake is encrypted and the client
certificate is not visible to eavesdroppers.

A conpromi sed DOTS client can collude with a DDoS attacker to send a
mtigation request for a target resource, get the mitigation efficacy
fromthe DOTS server, and convey the mtigation efficacy to the DDoS
attacker to possibly change the DDoS attack strategy. Cbviously,
signaling an attack by the conpronised DOTS client to the DOTS server
will trigger attack mitigation. This attack can be prevented by
monitoring and auditing DOTS clients to detect m sbehavior and to
deter m suse and by only authorizing the DOTS client to request
mtigation for specific target resources (e.g., an application server
is authorized to request mtigation for its |IP addresses, but a DDoS
mtigator can request mitigation for any target resource in the
network). Furthernore, DOTS clients are typically co-located on
network security services (e.g., firewall), and a conprom sed
security service potentially can do a | ot nore damage to the network.

Rate-limting DOTS requests, including those with new 'cuid val ues,
fromthe sane DOTS client defend agai nst DoS attacks that woul d
result in varying the ’'cuid to exhaust DOTS server resources. Rate-
limt policies SHOULD be enforced on DOTS gateways (if deployed) and
DOTS servers.

In order to prevent leaking internal information outside a client’s
domai n, DOTS gateways |located in the client domain SHOULD NOT revea
the identification infornmation that pertains to internal DOTS clients
(e.g., source |P address, client’s hostnane) unless explicitly
configured to do so.

DOTS servers MUST verify that requesting DOTS clients are entitled to
trigger actions on a given IP prefix. A DOTS server MJST NOT

aut horize actions due to a DOTS client request unless those actions
are limted to that DOTS client’s domain IP resources. The exact
mechani sm for the DOTS servers to validate that the target prefixes
are within the scope of the DOTS client domain is depl oynent

speci fic.

The presence of DOTS gateways nmay lead to infinite forwardi ng | oops,
which is undesirable. To prevent and detect such |oops, this
docunent uses the Hop-Limt Option.

When FQDNs are used as targets, the DOTS server MJST rely upon DNS
privacy-enabling protocols (e.g., DNS over TLS [RFC7858] or DNS over
HTTPS (DoH) [ RFCB8484]) to prevent eavesdroppers from possibly
identifying the target resources protected by the DDoS nitigation
service to ensure the target FQDN resolution is authentic (e.qg.,
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DNSSEC [ RFC4034] ) .

CoAP-speci fic security considerations are discussed in Section 11 of
[ RFC7252], while CBOR-rel ated security considerations are di scussed
in Section 10 of [ RFC8949].

Thi s docunent defines YANG data structures that are nmeant to be used
as an abstract representation of DOTS signal channel nessages. As
such, the "ietf-dots-signal-channel"” nodul e does not introduce any
new vul nerabilities beyond those specified above.
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Appendi x A.  Summary of Changes From RFC 8782

The main changes conpared to [ RFC8782] are as follows:

*

Update the "ietf-dots-signal-channel" YANG nodul e (Section 5.3)
and the tree structure (Section 5.1) to foll ow the new YANG dat a
structure specified in [RFC8791]. In particular:

- Add in 'choice’ to indicate the comunication direction in
which a data node applies. |If no 'choice is indicated, a data
node can appear in both directions (i.e., fromDOTS clients to
DOTS servers and vice versa).

- Renove 'config clauses. Note that 'config statenents will be
ignored (if present) anyway, according to Section 4 of

[ RFC8791]. This supersedes the references to the use of 'ro
and 'rw , which are now covered by 'choice’ above.
- Rempbve 'cuid', 'cdid, and 'sid data nodes fromthe structure

because these data nodes are included as Uri-Path options, not
wi thin the nessage body.

- Renove the list keys for the mitigation scope nessage type
(i.e., 'cuid and 'md ). '"md is not indicated as a key
because it is included as a Ui-Path option for requests and in
the message body for responses. Note that Section 4 of
[ RFC8791] specifies that a |list does not require to have a key
stat ement defi ned.

Add a new section with a sunmary of the error code responses that
can be returned by a DOTS server (Section 9).

Update the |1 ANA section to allocate a new range for conprehension-
optional attributes (Section 10.6.1.1). This nodification is
nmotivated by the need to allow for conpact DOTS signal nessages
that include a long list of conprehension-optional attributes,
e.g., DOTIS telemetry messages [ DOTS- TELEMETRY] .

Add Appendix Cto list recommended/ default val ues of key DOTS
si gnal channel paraneters

Add subsections to Section 4.4.1 for better readability.

Appendi x B. CU D Ceneration

The docurent reconmends the use of SPKI to generate the 'cuid . This
design choice is notivated by the follow ng reasons

*

*

*

SPKI is globally unique.
It is determnistic.

It allows the avoi dance of extra cycles that may be induced by
"cuid collision.



* DOTS clients do not need to store the "cuid in a persistent
st or age.

* |t allows the detection of conprom sed DOTS clients that do not
adhere to the "cuid generation algorithm

Appendi x C.  Summary of Protocol Recommended/ Default Val ues

[ el et o}
| Parameter | Recommended/ Default Val ue

| Port numnber | 4646 (tcp/udp) |
o e e e e e e e e e e e o m o o e e e e e +
| lifetine | 3600 seconds |
. S +
| active-but-term nating | 120 seconds |
' Fom e meemeeeeeeeccieeaaaaaa +
| maxi mum active-but-termnating | 300 seconds |
o e e e e e e e e e e e o m o o e e e e e +
| heartbeat-interval | 30 seconds |
. S +
| m nimm ' heartbeat-interval’ | 15 seconds |
e Fom e meemeeeeeeeccieeaaaaaa +
| maxi mum ' heartbeat-interval’ | 240 seconds |
o e e e e e e e e e e e o m o o e e e e e +
| m ssing-hb-allowed | 15 |
. S +
| max-retransmt | 3 |
e Fom e meemeeeeeeeccieeaaaaaa +
| ack-tineout | 2 seconds |
o e e e e e e e e e e e o m o o e e e e e +
| ack-random factor | 1.5 |
. S +
| probing-rate | 5 bytes/second |
e Fem e me e eeeeeeccieeaaaaea +
| trigger-mtigation | true |
o e e e e e e e e e e e o m o o e e e e e +

Tabl e 13

Acknowl edgenent s
Many thanks to Martin Bjrklund for the suggestion to use [ RFC8791].
Thanks to Valery Snyslov for the coments, guidance, and support.

Thanks to Ebben Aries for the yangdoctors review, Dan Ronascanu for
the opsdir review, Mchael Tuexen for the tsv-art review, Dale Wrley
for the genart review, and Donal d Eastl ake 3rd for the secdir review.

Thanks to Benjam n Kaduk for the AD review.

Thanks to Martin Duke, Lars Eggert, Erik Kline, Mrray Kucherawy,
ric VWncke, and Robert WIlton for the | ESG review.

Acknowl edgenents from RFC 8782

Thanks to Christian Jacquenet, Rol and Dobbi ns, Roman Danyliw, M chae
Ri chardson, Ehud Doron, Kaname Ni shizuka, Dave Dol son, Liang X a,
Glbert dark, Xialiang Frank, Jim Schaad, Klaus Hartke, Nesredien
Sul ei man, Stephen Farrell, and Yoshi fum Nishida for the discussion
and conments.

The authors would like to give special thanks to Kanane Ni shizuka and
Jon Shallow for their efforts in inplenmenting the protocol and
performng interop testing at | ETF Hackat hons.



Thanks to the core WG for the recomendati ons on Hop-Limt and
redirect signaling.

Speci al thanks to Benjani n Kaduk for the detailed AD revi ew

Thanks to Al exey Mel ni kov, Adam Roach, Suresh Krishnan, Mrja
Kuehl ewi nd, and Al i ssa Cooper for the review.

Thanks to Carsten Bornmann for his review of the DOTS heart beat
mechani sm

Contri butors
The authors of RFC 8782 are |isted bel ow
Ti rumal eswar Reddy. K (editor)
McAf ee, |nc.

Enmbassy Gol f Li nk Business Park
Bangal ore 560071

Kar nat aka
I ndi a
Emai | : kondtir@mail.com

Moharmed Boucadair (editor)
Orange

35000 Rennes

France

Enmai | : nohamed. boucadai r @r ange. com
Prashanth Pati |

Cisco Systens, Inc.

Enai | : praspati @i sco.com
Andr ew Mbrtensen

Arbor Networks, |nc.

2727 S. State Street

Ann Arbor, M 48104

United States of Anerica

Emai | : andr ew@ror et ensi on. com
Ni k Teague

Iron Mountain Data Centers

Uni ted Kingdom

Emai | : nteague@ r onnmount ai n. co. uk

The foll owi ng individuals have contributed to RFC 8782:

Jon Shal | ow
NCC G oup

Emai | : jon.shal | ow@ccgroup. trust

M ke Geller
Ci sco Systens, Inc.



FL 33309
United States of Anerica

Emai | : ngel | er @i sco. com

Robert Moskowi t z

HTT Consul ting

CGak Park, M 42837
United States of Anerica

Emai |l : rgm@htt-consult.com

Aut hors’ Addr esses

Moharmed Boucadair (editor)
Orange

35000 Rennes

France

Emai | : nmohamed. boucadai r @r ange. com

Jon Shal | ow
United Ki ngdom

Emai | : supj ps-ietf@pshall ow. com

Ti rumal eswar Reddy. K

Akamai

Enbassy Gol f Link Busi ness Park
Bangal ore 560071

Kar nat aka

I ndia

Enmai | : kondtir@mail.com



