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1. Introduction

YANG [ RFC7950] is a data definition |anguage used to define the
contents of a conceptual datastore that allows networked devices to
be managed using the Network Configuration Protocol (NETCONF)

[ RFC6241], RESTCONF [ RFCB8040], and ot her network nmanagenent
protocols. Furthernore, YANG data nodels can be used as the basis
for inplementation of other interfaces, such as Command- Li ne
Interfaces (CLIs) and programmati c APIs.

Thi s docunent defines a YANG data nodel that can be used to configure
and nanage OSPF. It is an augnentation to the core routing data
nmodel , which is defined in [ RFC8349] and provides the basis for the
devel opment of data nodels for routing protocols. This docunent
fully conforms to the Network Managenment Datastore Architecture
(NVDA) [ RFC8342]. The interface data nodel is defined in [ RFC83343]
and is used for referencing interfaces fromthe routing protocol

The data nodel for key chains [ RFC8177] is used for OSPF

aut henti cation and provi des both a reference to configured key chains
and an enuneration of cryptographic algorithns.

Bot h OSPFv2 [ RFC2328] and OSPFv3 [ RFC5340] are supported. In
addition to the core OSPF protocol, features described in other OSPF
RFCs are al so supported. These include demand circuits [RFCL793],
Traffic Engineering (TE) [ RFC3630], nultiple address famlies

[ RFC5838], graceful restart [RFC3623] [RFC5187], the Not- So- St ubby
Area (NSSA) option [ RFC3101], and OSPFv2 or OSPFv3 as a Provider Edge
to Custoner Edge (PE-CE) protocol [RFC4577] [RFC6565]. These non-
core features are optional in the OSPF data nodel

1.1. Requirenents Language

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capitals, as shown here

1.2. Tree Diagrams

Thi s docunent uses the graphical representation of data nodels per
[ RFC8340] .

2. Design of Data Mdel

Al t hough the basis of OSPF configuration elenments |ike routers,
areas, and interfaces remains the same, the detailed configuration
nodel varies anong router vendors. Differences are observed in
various aspects, including in ternms of how the protocol instance is
tied to the routing domain and how multiple protocol instances are
i nstanti at ed.



The goal of this docunment is to define a data nodel that provides a
user interface that is common to both OSPFv2 and OSPFv3. There is
very little information that is designated as "mandatory", providing
freedom for vendors to adapt this data nodel to their respective
product i npl enmentations.

2.1. OSPF Operational State

The OSPF operational state is included in the sane tree as OSPF
configuration, consistent with the Network Managenent Datastore
Architecture [ RFC8342]. Consequently, only the "routing" container
in the "ietf-routing" nodel [RFC8349] is augnented; the "routing-
state" container is not augnented.

2.2. Overview

The OSPF YANG npdul e defined in this docunent has all the common
bui I di ng bl ocks for the OSPF protocol

The OSPF YANG nodul e augnents the "/routing/control-pl ane-protocol s/
control -pl ane-protocol" path defined in the "ietf-routing" nodule.
The "ietf-ospf" nodel defines a single instance of OSPF that nmay be
instantiated as an OSPFv2 or OSPFv3 instance. Miltiple instances are
instantiated as multiple control-plane protocol instances.

nmodul e: i etf-ospf
augnent /rt:routing/rt:control-pl ane-protocols/
rt:control -pl ane- prot ocol
+--rw ospf

+——Im1address—fani|y? iana-rt-types: address-famly

+--rw areas
+--rw area* [area-id]

+--rw area-id area-id-type
+--rw virtual -1inks
| +--rwvirtual-link* [transit-area-id router-id]

I

|

I

I

I

I
.
| +--rw sham | inks {pe-ce-protocol}?

| | +--rwshamlink* [local-id renpte-id]
I
I
I
|
I
I

| .
| .
+--rw interfaces

+--rw interface* [nane]

+--rm1topo|o§ies {mul ti-topol ogy}?
+--rw topol ogy* [ nane]

The "ospf" container includes one OSPF protocol instance. The

i nstance includes OSPF router-|evel configuration and operationa
state. Each OSPF instance maps to a control -plane protocol instance
as defined in [ RFC8349].

The "areas" and "areal/interfaces" containers define the OSPF
configuration and operational state for OSPF areas and interfaces,
respectively.

The "topol ogi es"” contai ner defines the OSPF configuration and



operational state for OSPF topol ogi es when the "nulti-topol ogy”
feature is supported.

2.3. OSPFv2 and OSPFv3
The data nodel defined herein supports both OSPFv2 and OSPFv3.

The "version" field is used to indicate the OSPF version and is
mandat ory. Based on the configured version, the data nobdel varies to
accommpdat e the differences between OSPFv2 and OSPFv3.

2.4. Optional Features

Optional features go beyond the basic OSPF configuration. It is the
responsibility of each vendor to decide whether to support a given
feature on a particul ar device

Thi s nodel defines the follow ng optional features:
mul ti-topology: Support for Milti-Topol ogy (M) routing [ RFC4915].
mul ti-area-adj: Support for OSPF nulti-area adjacencies [ RFC5185].

explicit-router-id: Support for the specification of an explicit
per-instance Router ID

demand-circuit: Support for OSPF denmand circuits [ RFC1793].

mu-ignore: Support for the disabling of OSPF Dat abase Description
packet MIU m smatch checking as specified in Section 10.6 of
[ RFC2328] .

Il's: Support for OSPF Link-Local Signaling (LLS) [RFC5613].

prefix-suppression: Support for OSPF prefix advertisenent
suppr essi on [ RFC6860] .

ttl-security: Support for OSPF Tine to Live (TTL) security checking
[ RFC5082] .

nsr: Support for OSPF Non-Stop Routing (NSR). The OSPF NSR feature
allows a router with redundant control -plane capability (e.qg.
dual Route Processor (RP) cards) to maintain its state and
adj acenci es during planned and unpl anned control -pl ane processing
restarts. It differs fromgraceful restart or Non-Stop Forwarding
(NSF) in that no protocol signaling or assistance from adjacent
OSPF nei ghbors is required to recover control -plane state.

graceful -restart: Support for graceful OSPF restart [RFC3623]
[ RFC5187] .

aut o-cost: Support for OSPF interface cost cal culations according to
reference bandw dth [ RFC2328].

max- ecnp:  Support for configuration of the maxi mum nunber of Equal -
Cost Multi-Path (ECVMP) paths.

max- | sa: Support for configuration of the maxi mum nunber of Link
State Advertisenents (LSAs) the OSPF instance will accept
[ RFC1765] .

te-rid: Support for configuration of the Traffic Engineering (TE)
Router ID, i.e., the Router Address TLV as described in
Section 2.4.1 of [RFC3630] or the Router |IPv6 Address TLV as
described in Section 3 of [RFC5329].



| dp-igp-sync: Support for LDP I GP synchronization [ RFC5443].

ospfv2-authentication-trailer: Support for the OSPFv2 authentication
trailer [RFC5709] [RFC7474].

ospfv3-authentication-ipsec: Support for |Psec for OSPFv3
aut henti cati on [ RFC4552].

ospfv3-authentication-trailer: Support for the OSPFv3 authentication
trailer [RFC7166].

fast-reroute: Support for |IP Fast Reroute (IP-FRR) [ RFC5714].
node-flag: Support for node flags for OSPF prefixes [RFC7684].

node-tag: Support for node administrative tags for OSPF instances
[ RFC7777] .

| fa: Support for Loop-Free Alternates (LFAs) [ RFC5286].
renote-|lfa: Support for Renpte LFAs (R-LFAs) [ RFC7490].
stub-router: Support for OSPF stub router advertisenments [ RFC6987].

pe-ce-protocol: Support for OSPF as a PE-CE protocol [RFC4577]
[ RFC6565] .

ietf-spf-delay: Support for the | ETF Shortest Path First (SPF) del ay
al gorithm [ RFC8405] .

bfd: Support for Bidirectional Forwarding Detection (BFD) to detect
OSPF nei ghbor reachability [ RFC5880] [ RFC5881].

hybrid-interface: Support for OSPF hybrid broadcast and point-to-
mul ti point interfaces [ RFC6845].

It is expected that vendors will support additional features through
vendor - speci fi ¢ augnent ati ons.

2.5. OSPF Router Configuration / Qperational State

The "ospf" container is the top-level container in this data nodel

It represents an OSPF protocol instance and contains the router-|eve
configuration and operational state. The operational state includes
instance statistics, |ETF SPF delay statistics, the AS-Scope Link

St at e Database (LSDB), the local RIB, the SPF |og, and the LSA | og.
("AS" stands for "Autononous Systeni.)

modul e: i etf-ospf
augnent /rt:routing/rt:control-pl ane-protocols/
rt:control - pl ane- pr ot ocol
+--rw ospf

+--rw address-fam|ly? iana-rt-types: address-famly
+--rw enabl ed? bool ean

+--rw explicit-router-id? rt-types:router-id

| {explicit-router-id}?
+--rw preference

| +--rw (scope)?

| +--:(singl e-val ue)

| | +--rwall? uint8

| +--:(mul ti-val ues)

| +--rw (granularity)?

| |  +--:(detail)

| | | +--rwintra-area? uint8



| | +--rwinter-area? uint8
| +--:(coarse)

| +--rwinternal ? uint8
+--rw external ? uint8

+--rw nsr {nsr}?

| +--rw enabl ed? bool ean

+--rw graceful -restart {graceful-restart}?

| +--rw enabl ed? bool ean
| +--rw hel per-enabl ed? bool ean
| +--rwrestart-interval? uintl6

| +--rw hel per-strict-Isa-checking? bool ean

+--rw aut o-cost {auto-cost}?

| +--rw enabl ed? bool ean

| +--rw reference-bandw dth? ui nt 32

+--rw spf-control

| +--rw paths? uint16 {max-ecnp}?
+--rwietf-spf-delay {ietf-spf-delay}?

+--rwinitial-delay? ui nt 32

+--rw short-del ay? ui nt 32
+--rw | ong-del ay? ui nt 32
+--rw hol d- down? ui nt 32
+--rwtinme-to-|learn? ui nt 32
+--ro0 current-state? enuner ati on

rt-types:timer-value-mlliseconds
+--r0 remai ni ng- hol d- down?

I
I
|
I
I
I
I
| +--ro0 remaining-tinme-to-1|earn?
|
I
| rt-types:tiner-value-nlliseconds
I
I
I

+--ro |l ast-event-received? yang: ti mest anp
+--ro next-spf-tinme? yang: ti mest anp
+--ro last-spf-tine? yang: ti mest anp

+--rw dat abase-contr ol

|  +--rw max-1sa? uint32 {max-|sa}?
+--rw stub-router {stub-router}?

| +--rw (trigger)?

| +--: (al ways)

| +--rw al ways!

+--rw npls

| +--rwte-rid {te-rid}?

| | +--rwipvéd-router-id? i net:i pv4-address
| | +--rwipv6-router-id? i net:ipv6-address
| +--rwldp

I

+--rw igp-sync? bool ean {ldp-i gp-sync}?
+--rw fast-reroute {fast-reroute}?
| +-rwifa {Ifa}?
+--rw node-tags {node-tag}?
| +--rw node-tag* [tag]
| +--rw tag ui nt 32
+--ro router-id? rt-types:router-id
+--ro local-rib
| +--ro route* [prefix]
+--ro0 prefix inet:ip-prefix
+--ro0 next-hops
| +--ro next-hop* []

I

I

I

| | +--ro0 outgoing-interface? if:interface-ref

| | +--1r0 next-hop i net:ip-address

| +--ro metric? ui nt 32

| +--ro0 route-type? route-type

| +--ro0 route-tag? ui nt 32

+--ro statistics
+--ro discontinuity-tinme yang: dat e-and-ti ne
+--ro0 originate-newl sa-count? yang: count er 32
+--r0 rx-newl sas-count? yang: count er 32

+--ro0 as-scope-| sa-chksum sunf ui nt 32
+--ro dat abase

I
|
I
| +--ro as-scope-|sa-count? yang: gauge32
I
I
| | +--ro as-scope-|sa-type*



+--ro0 | sa-type? uint 16
+--ro | sa-count? yang: gauge32
+--ro | sa-cksum sun? ui nt 32

||

||

||

| +--ro protected-routes {fast-reroute}?

| | +--ro address-fanily-stats*

| [address-fam |y prefix alternate]

| +--ro address-famly

| iana-rt-types: address-famly

| +--ro prefix inet:ip-prefix
| ] +--ro alternate i net:ip-address
| ] +--ro alternate-type? enumrer ation
| +--ro0 best? bool ean

| +--1r0 non-best-reason? string

| +--ro protection-avail abl e? bits

| +--ro alternate-netric-1? ui nt 32

| ] +--ro alternate-netric-2? ui nt 32

| ] +--ro alternate-metric-3? ui nt 32

| +--ro unprotected-routes {fast-reroute}?

| | +--ro address-famly-stats* [address-fam |y prefix]
| +--ro0 address-famly iana-rt-types: address-famly
| +--ro prefix inet:ip-prefix

| +--ro protection-statistics* [frr-protection-nethod]
| +--ro frr-protection-nethod string

| +--ro0 address-fam|ly-stats* [address-famnly]

| +--ro address-famly

| iana-rt-types: address-famly

| +--ro total -routes? ui nt 32

| +--ro0 unprotected-routes? ui nt 32

| +--ro0 protected-routes? ui nt 32

| +--ro |inkprotected-routes? ui nt 32

| +--1r0 nodeprot ect ed-rout es? ui nt 32

+--ro database

| +--ro as-scope-|sa-type* [|sa-type]

| +--ro0 as-scope-|sas

| +--ro0 as-scope-lsa* [Isa-id adv-router]

| +--ro Isa-id uni on

| +--ro adv-router i net:ipv4-address
| +--ro decoded- conpl et ed? bool ean

| +--ro raw data? yang: hex-string
| +--ro (version)?

| +--:(ospfv2)

I

| +--ro ospfv2

i 4——:(ospfv3)
| +--ro ospfv3

;——ro spf-1og
+--ro0 event* [id]

I

| +-roid ui nt 32

| +--ro spf-type? enuner ation

| +--ro schedul e-ti nestanmp? yang: ti mest anp
| +--ro0 start-timestanmp? yang: ti mest anp
| +--ro end-tinestanp? yang: ti mest anp
| +--ro trigger-I|sa*

| +--ro0 area-id? area-id-type

| +--ro type? uintl6

| +--ro Isa-id? uni on

| +--ro adv-router? rt-types:router-id
| +--r0 seg- nun? ui nt 32

+--ro Isa-log

|  +--ro event* [id]

| +--roid ui nt 32
| +--ro Isa

| | +--ro area-id? area-id-type



+--ro type? uint 16

| |

| | +--ro Isa-id? uni on

| | +--ro adv-router? rt-types:router-id
| | +--ro seg-nunf ui nt 32

| +--ro0 received-tinestanp? yang: ti mest anp
| +--ro reason? i dentityref

2.6. OSPF Area Configuration / Operational State

The "area" container contains OSPF area configuration and the |ist of
interface containers representing all the OSPF interfaces in the
area. The area operational state includes area statistics and the
area LSDB

nmodul e: i etf-ospf
augrment /rt:routing/rt:control-pl ane-protocols/
rt:control -pl ane- prot ocol
+--rw ospf

+--rw areas
+--rw area* [area-id]

+--rw area-id area-id-type
+--rw area-type? identityref
+--rw sumary? bool ean
+--rw defaul t-cost? ospf-netric

+--rw ranges
| +--rw range* [prefix]

| +--rw prefix inet:ip-prefix
| +--rw advertise? bool ean
| +--rw cost? ospf-netric

+--rw topol ogi es {ospf:nulti-topol ogy}?
| +--rw topol ogy* [nane]

| +--rwname -> .. /.. /.. ... 0o o]

| A o rtiribs/ri b/ name
| +--rw sunmmary? bool ean

| +--rw defaul t-cost? ospf-netric

| +--rw ranges

| +--rw range* [prefix]

I
|
I

+--rw prefix inet:ip-prefix
+--rw advertise? bool ean
+--rw cost? ospf-netric
+--ro statistics
+--ro discontinuity-tine yang: date-and-ti ne
+--ro spf-runs-count? yang: count er 32
+--ro abr-count? yang: gauge32
+--ro0 asbr-count? yang: gauge32

I
I
I
|
| +--ro ar-nssa-transl ator-event-count?

| yang: count er 32
| +--ro area-scope-Ilsa-count? yang: gauge32

| +--ro area-scope-|sa-cksum sunf? ui nt 32
| +--ro database

| +--ro0 area-scope-| sa-type*

| +--ro0 | sa-type? uintl6

| +--ro | sa-count? yang: gauge32

| +--ro | sa-cksum sun? ui nt 32

+--ro database

| +--ro area-scope-lsa-type* [l|lsa-type]

| +--ro0 | sa-type uint 16

| +--ro area-scope-|sas

| +--ro0 area-scope-lsa* [Isa-id adv-router]

| +--ro Isa-id uni on



+--ro (version)?
+--:(ospfv2)
| +--ro ospfv2

I | .+——ro body

| +--ro0 header

| | +--ro router

| | +--ro0 network

| | +--ro sumrary

| | +--ro external

| | +--ro opaque

i N (ospr/3)
| +--ro ospfv3

| +--ro header

I .+--ro body

| +--ro router

| +--ro network

| +--ro inter-area-prefix

| +--ro inter-area-router

| +--ro as-external

| +--ro nssa

| +--ro link

| +--ro intra-area-prefix

| +--ro router-information

+--rw virtual -1inks

+--rwvirtual-link* [transit-area-id router-id]

+--rwtransit-area-id

I

I

I

| +--rwrouter-id

| +--rw hello-interval ?

| +--rw dead-interval ?

| +--rwretransmt-interval ?
| +--rw transmt-del ay?

| +--rwlls?

I

> o]
areal/area-id
rt-types:router-id

ui nt 16
ui nt 32
ui nt 16
ui nt 16
bool ean {I1s}?

+--rwttl-security {ttl-security}?
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|-
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| +--

I

I

I

I

I

I

I

I

I

I

I

I

I

I

I

I

I

I

I

I

I

I

I

I

I

I

I

+--10

+--r10

+--10

I

+--10

I

+--10

+--r10

+--10

+-T10

+--10
+- -
+- -
+- -
+- -
+- -
--ro0
+- -

_—_— Y -—-—

rw enabl ed? bool ean
rw hops? uint8
enabl ed? bool ean
aut henti cati on
rw (auth-type-sel ection)?
+--: (ospfv2-auth)
| +--rw ospfv2-auth-trailer-rfc?
| ospfv2-auth-trailer-rfc-version
| {ospfv2-authentication-trailer}?
+--rw (ospfv2-aut h-specification)?
+--: (aut h-key-chai n) {key-chain}?
| +--rw ospfv2-key-chain?
| key- chai n: key- chai n-r ef
+--:(aut h-key-explicit)

I

I

I

I

I

|

I

I

I

| +--rw ospfv2-crypto-al gorithn?
L.
I

I
+- -

+--rw ospfv2-key-id? ui nt 32
+--rw ospfv2-key? string
i dentityref
: (ospfv3-aut h-i psec)
{ospfv3-authentication-ipsec}?
+--rw sa? string
:(ospfv3-auth-trailer)

| {ospfv3-authentication-trailer}?
+--rw (ospfv3-aut h-specification)?
+--: (aut h-key-chai n) {key-chain}?
| +--rw ospfv3-key-chain?
| key- chai n: key- chai n-r ef
+--: (aut h-key-explicit)

+--rw ospfv3-sa-id? uintl16
+--rw ospfv3-key? string
+--rw ospfv3-crypto-al gorithn?
identityref
cost? ospf-link-nmetric
state? if-state-type
hel | o-ti mer? rt-types:
rtimer-val ue-seconds16
wait-tinmer? rt-types:

rtimer-val ue-secondsl16

dr-router-id? rt-types:router-id

dr-i p-addr? i net:ip-address
bdr-router-id? rt-types:router-id

bdr-i p-addr? i net:ip-address
statistics

ro discontinuity-tine yang: date-and-ti ne

ro if-event-count? yang: count er 32
ro link-scope-Ilsa-count? yang: gauge32
ro link-scope-Isa-cksum sunf?

ui nt 32
ro dat abase
+--ro0 |ink-scope-|sa-type*
+--ro | sa-type? uintl6
+--ro | sa-count? yang: gauge32
+--ro | sa-cksum sunf? i nt32

nei ghbors

ro nei ghbor* [nei ghbor-router-id]

+--ro0 nei ghbor-router-id
rt-types:router-id

+--ro0 address? i net:ip-address

+--ro dr-router-id? rt-types:router-id

+--ro0 dr-ip-addr? i net:ip-address
+--ro0 bdr-router-id? rt-types:router-id
+--ro0 bdr-ip-addr? i net:ip-address
+--r0 state? nbr-state-type

+--ro0 dead-timer? rt-types
| rtimer-val ue-seconds16
+--ro statistics



+--ro discontinuity-tinme

yang: date-and-ti ne
+--ro nbr-event-count?

yang: count er 32
+--ro0 nbr-retrans-ql en?

yang: gauge32

+--ro dat abase

+--ro0 link-scope-lsa-type* [|sa-type]
+--ro0 | sa-type uintl6
+--ro |ink-scope-|sas

;——rMIShan}links {pe-ce-protocol }?
rw shamlink* [local-id renpte-id]

+- -

+--rwlocal-id
+--rwremte-id

i net:ip-address
i net:ip-address

+--rw hell o-interval ? ui nt 16
+--rw dead-interval ? ui nt 32
+--rwretransmt-interval ? ui nt 16
+--rw transmt-del ay? uintl6
+--rwlls? bool ean {Il1s}?

+--rwttl-security {ttl-security}?

+--rw enabl ed? bool ean
+--rw hops? uint8

+--rw enabl ed? bool ean
+--rw aut hentication

+--rw (aut h-type-sel ection)?
+--: (ospfv2-auth)
| +--rwospfv2-auth-trailer-rfc?
| ospfv2-auth-trailer-rfc-version
| {ospfv2-authentication-trailer}?
| +--rw (ospfv2-auth-specification)?
| +--: (aut h- key-chai n) {key-chain}?
| | +--rw ospfv2-key-chain?
| | key- chai n: key- chai n-r ef
| +--:(aut h-key-explicit)
I
I
I
I

+--rw ospfv2-key-id? ui nt 32
+--rw ospfv2-key? string
+--rw ospfv2-crypto-al gorithn
i dentityref
+--: (ospfv3-aut h-ipsec)
| {ospfv3-authentication-ipsec}?
|  +--rw sa? string
+--:(ospfv3-auth-trailer)

| {ospfv3-authentication-trailer}?
+--rw (ospfv3-aut h-specification)?
+--: (aut h-key-chai n) {key-chain}?
| +--rw ospfv3-key-chain?
| key- chai n: key- chai n-r ef
+--:(aut h-key-explicit)

+--rw ospfv3-sa-id? uintl6
+--rw ospfv3-key? string
+--rw ospfv3-crypto-al gorithn®
i dentityref
+--rw cost? ospf-link-metric
+--rw mu-ignore? bool ean

{mu-ignore}?

+--rw prefix-suppressi on? bool ean

{prefix-suppression}?

+--ro state? if-state-type
+--ro hello-tinmer? rt-types:

rtimer-val ue-secondsl16

+--ro wait-tinmer? rt-types:

+--ro dr-router-id?
+--ro0 dr-ip-addr?

rtimer-val ue-secondsl16
rt-types:router-id
i net:ip-address



+--ro0 bdr-router-id? rt-types:router-id

+--ro0 bdr-ip-addr? i net:ip-address

+--ro statistics
+--ro discontinuity-tine yang: date-and-ti ne
+--ro if-event-count? yang: count er 32

+--ro link-scope-|sa-count? yang: gauge32
+--ro |ink-scope-| sa-cksum sunf?
ui nt 32

+--ro link-scope-|sa-type*
+--ro |l sa-type? uintl16
+--ro | sa-count? yang: gauge32

I
I
I
I
I
| +--ro database
I
I
I
| +--ro | sa-cksum sunf ui nt 32

--ro nei ghbors
+--r0 nei ghbor* [nei ghbor-router-id]

+--ro0 nei ghbor-router-id
rt-types:router-id

+--ro address? i net:ip-address

+--ro dr-router-id? rt-types:router-id

+--ro0 dr-ip-addr? i net:ip-address

+--ro0 bdr-router-id? rt-types:router-id

+--ro0 bdr-ip-addr? i net:ip-address

+--ro0 cost? ospf-link-metric

+
I
I
I
I
I
I
I
I
| +--ro state? nbr-state-type
I
| +--ro0 dead-timer? rt-types
| | rtimer-val ue-secondsl16
| +--ro statistics
| +--ro discontinuity-time?
| yang: dat e-and-ti ne
| +--ro0 nbr-event-count?
| yang: count er 32
| +--ro nbr-retrans-ql en?
| yang: gauge32
+--ro database
+--ro link-scope-lsa-type* [|sa-type]
+--ro |l sa-type uint16
+--ro |ink-scope-|sas

2.7. OSPF Interface Configuration / Operational State

The "interface" container contains OSPF interface configuration and
operational state. The interface operational state includes the
interface statistics, the list of neighbors, and the link-1ocal LSDB

nmodul e: i etf-ospf
augrment /rt:routing/rt:control-pl ane-protocols/
rt:control -pl ane- prot ocol
+--rw ospf

+--rw areas
+--rw area* [area-id]

+--rw interfaces
+--rw interface* [nane]

+--rw nane if:interface-ref

+--rw passive? bool ean

+--rw demand-circuit? bool ean
{denmand-circuit}?

+--rwopriority? uint8

+--rwmulti-areas {rmulti-area-adj}?

I
I
I
I
I
I
| +--rw interface-type? enuner ati on
I
I
I
I
I
| +--rwmulti-area* [multi-area-id]



+--rwmulti-area-id area-id-type
+--rw cost? ospf-link-netric

I

I

+--rw static-nei ghbors

| +--rw neighbor* [identifier]

| +--rwidentifier i net:ip-address
| +--rw cost? ospf-link-metric
| +--rw poll-interval ? uint 16

| +--rwopriority? uint8

+--rw node-fl ag? bool ean

{node-flag}?
+--rw bfd {bfd}?
| +--rw enabl ed? bool ean
| +--rwlocal-multiplier? mul tiplier
| {client-base-cfg-parns}?
| +--rw (interval-config-type)?
| ] {client-base-cfg-parns}?
| +--:(tx-rx-intervals)
| | +--rw desired-mn-tx-interval ? uint32
| | +--rwrequired-mn-rx-interval ? uint32
| +--:(single-interval)
| | {single-mnni muminterval }?
| +--rw mn-interval ? ui nt 32
+--rw fast-reroute {fast-reroute}?
| +--rwifa {Ifa}?
| +--rw candi dat e- enabl ed? bool ean
| +--rw enabl ed? bool ean
| +--rwrenote-Ifa {renote-lfa}?
| +--rw enabl ed? bool ean

+--rw hell o-interval ? ui nt 16
+--rw dead-interval ? ui nt 32
+--rwretransmt-interval ? ui nt 16
+--rw transmt-del ay? uintl6
+--rwlls? bool ean {Il1s}?

+--rwttl-security {ttl-security}?
| +--rw enabl ed? bool ean
| +--rw hops? uint8
+--rw enabl ed? bool ean
+--rw aut hentication
|  +--rw (auth-type-sel ection)?
+--: (ospfv2-auth)
+--rw ospfv2-auth-trailer-rfc?
| ospfv2-auth-trailer-rfc-version

I

|

| +--rw (ospfv2-auth-specification)?

| +--: (aut h- key-chai n) {key-chain}?
| | +--rw ospfv2-key-chain?

| | key- chai n: key- chai n-r ef
| +--:(aut h-key-explicit)

I
I
I
I

+--rw ospfv2-key-id? ui nt 32
+--rw ospfv2-key? string
+--rw ospfv2-crypto-al gorithn?
i dentityref
+--: (ospfv3-aut h-ipsec)
| {ospfv3-aut hentication-ipsec}?
|  +--rw sa? string
+--:(ospfv3-auth-trailer)

| {ospfv3-authentication-trailer}?
+--rw (ospfv3-aut h-specification)?
+--: (aut h-key-chai n) {key-chain}?
| +--rw ospfv3-key-chain?
| key- chai n: key- chai n-r ef
+--:(aut h-key-explicit)
+--rw ospfv3-sa-id? uintl6
+--rw ospfv3-key? string
+--rw ospfv3-crypto-al gorithn®

I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
| i dentityref

| {ospfv2-authentication-trailer}?
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8.

| +--rw
| +--rw
I I

| +--rwW
I I

| +--ro0

| +--ro0

I I

| +--ro

I I

| +--ro

| +--ro0

| +--ro0

| +--ro0

| +--ro

I | +--
I | +--
I | +--
I | +--
I I

I | +--
I I

I I

I I

I I

| +--ro0

I | +--
I I

I I

I I

I I

I I

I I

I I

I I

I I

I I

I I

I I

I I

I I

I I

I I

I I

| +--ro

I +- -
I

| +--rw
I | +--
I I

I I

I I

| +--rw

OSPF Notifications

Thi s YANG dat a nodel def

cost ? ospf-link-metric

nt u-i gnor e? bool ean
{mu-ignore}?

prefi x-suppressi on? bool ean
{prefix-suppression}?

state? if-state-type
hel | o-ti mer? rt-types:

rtimer-val ue-secondsl6
wait-tinmer? rt-types:

rtimer-val ue-secondsl6
dr-router-id? rt-types:router-id
dr-ip-addr? i net:ip-address
bdr-router-id? rt-types:router-id
bdr-i p-addr? i net:ip-address
statistics
ro discontinuity-tine? yang: dat e-and-ti ne
ro if-event-count? yang: count er 32

ro |link-scope-lsa-count? yang: gauge32
ro |ink-scope-|sa-cksum sunf?

ui nt 32
ro dat abase
+--ro link-scope-|sa-type*
+--ro |l sa-type? uintl16
+--ro | sa-count? yang: gauge32
+--ro | sa-cksum sunf? i nt32

nei ghbors

ro nei ghbor* [nei ghbor-router-id]

+--ro0 nei ghbor-router-id
rt-types:router-id

+--ro address? i net:ip-address
+--ro dr-router-id? rt-types:router-id
+--ro0 dr-ip-addr? i net:ip-address
+--ro0 bdr-router-id? rt-types:router-id
+--ro0 bdr-ip-addr? i net:ip-address
+--ro0 state? nbr-state-type

+--ro0 dead-timer? rt-types:
| rtimer-val ue-seconds16
+--ro statistics
+--ro discontinuity-tinme?
yang: date-and-ti ne
+--ro nbr-event-count?
yang: count er 32
+--ro0 nbr-retrans-ql en?
yang: gauge32

dat abase
ro link-scope-lsa-type* [|sa-type]
+--ro | sa-type ui nt 16

+--ro |ink-scope-|sas

t opol ogi es {ospf:multi-topol ogy}?

rw t opol ogy* [ name]

+--rwname -> .. /.. .. .. ... 0 ]
oo lrtiribs/rib/ name

+--rw cost? ospf-link-nmetric

i nstance-id? uint8

nes a list of notifications that inform YANG

clients of inportant events detected during protocol operation. The
defined notifications cover the conmon set of traps fromthe OSPFv2

M B [ RFC4750] and OSPFv3

M B [ RFC5643] .



notif
+- -

+- -

+- -

i cations:
-n if-state-change
+--r0 routing-protocol - nane?

+ -> /rt:routing/control-plane-protocol s/

+ control - pl ane- prot ocol / nane

+--ro address-famly?

+ -> /rt:routing/control-plane-protocol s/

+ control -pl ane-protocol [rt: name=current()/../
+ routi ng-protocol -nane] / ospf/address-fam |y

+--ro (if-link-type-selection)?
+--:(interface)
| +--ro interface

| +--ro interface? if:interface-ref
+--:(virtual -1ink)
| +--ro virtual-link

| +--ro nei ghbor-router-id? rt-types:router-id
+--:(sham i nk)

I
I
|
I
I
| ] +--ro transit-area-id? area-id-type
I
I
| +--ro shamlink

I

I

I

+--ro0 area-id? area-id-type

+--ro local -ip-addr? i net:ip-address

+--ro0 renote-ip-addr? i net:ip-address
+--ro state? if-state-type

-n if-config-error
+--ro0 routing-protocol - nane?

+ -> [/rt:routing/control-plane-protocol s/

+ control - pl ane- pr ot ocol / nane

+--ro address-fanily?

+ -> /rt:routing/control-plane-protocol s/

+ control - pl ane-protocol [rt:name=current()/../
+ routi ng- protocol - nane] / ospf/ address-fam |y

+--ro (if-link-type-selection)?
+--:(interface)
| +--ro interface

| +--ro interface? if:interface-ref
+--:(virtual -1ink)
| +--ro virtual-1link

| +--ro0 nei ghbor-router-id? rt-types:router-id
+--: (sham i nk)

I
I
I
I
|
| +--ro transit-area-id? area-id-type
I
I
| +--ro shamlink

I

|

I

+--ro area-id? area-id-type
+--ro local -ip-addr? i net:ip-address
+--1r0 renote-ip-addr? i net:ip-address
+--ro0 packet-source? yang: dot t ed- quad
+--ro0 packet-type? packet -t ype
+--ro0 error? enumer ati on

-n nbr-state-change
+--ro0 routing-protocol - nane?

+ -> [/rt:routing/control-plane-protocol s/

+ control - pl ane- pr ot ocol / nane

+--ro address-fanily?

+ -> /rt:routing/control-plane-protocol s/

+ control - pl ane-protocol [rt:name=current()/../
+ routi ng- protocol - nane] / ospf/ address-fam |y

+--ro (if-link-type-selection)?
+--:(interface)
| +--ro interface

| +--ro interface? if:interface-ref
+--:(virtual -1ink)
| +--ro virtual-1link

| +--ro0 nei ghbor-router-id? rt-types:router-id
+--: (sham i nk)
+--ro shamlink

I

I

I

I

|

| +--ro transit-area-id? area-id-type
I

I

I

| +--ro area-id? area-id-type



- 4+----"- > - +--"-"-—"-">"-—-=-"-—-"-"="- """ """ " --=- - - - > =">¥"=->:>"-—-"--- """ "+ --">F——-—r-r- -/

+--ro local -ip-addr? i net:ip-address
+--1r0 renote-ip-addr? i net:ip-address

+--ro0 nei ghbor-router-id? rt-types:router-id

+--ro0 nei ghbor-i p-addr?

yang: dot t ed- quad

+--ro state? nbr - st ate-type

---n nbr-restart - hel per-status-change

+--ro0 routing-protocol - nane?

+
+
+--r10
+
+
+
+--10
| +--
||
||
| +--
[
||
||
|+
I

I

|

I
+--10
+--r10
+--r10
+--r10
+--r10
-n if-
+--10
+
+
+--r10
+
+
+

-> [/rt:routing/control-plane-protocol s/
control - pl ane- pr ot ocol / nane
address-fam |l y?
-> /rt:routing/control-plane-protocol s/
control -pl ane-protocol [rt:name=current()/../
routi ng- protocol - nane] / ospf/ address-fam |y
(if-link-type-selection)?
:(interface)
+--ro interface

+--ro interface? if:interface-ref
s(virtual -1ink)
+--ro virtual -1ink

+--ro transit-area-id? area-id-type

+--ro0 nei ghbor-router-id? rt-types:router-id
s (sham|i nk)
+--ro shamlink

+--ro area-id? area-id-type

+--ro local -ip-addr? i net:ip-address

+--1r0 renote-ip-addr? i net:ip-address
nei ghbor-router-id? rt-types:router-id
nei ghbor -i p- addr ? yang: dot t ed- quad
status? restart-hel per-status-type
age? rt-types:timer-val ue-seconds16
exit-reason? restart-exit-reason-type

r x- bad- packet

routi ng- protocol - nanme?

-> /rt:routing/control-plane-protocol s/
control - pl ane- pr ot ocol / nane

address-fam |l y?

-> /rt:routing/control-plane-protocol s/
control -pl ane-protocol [rt:name=current()/../
routi ng-protocol -nane] / ospf/address-fam |y

+--ro (if-link-type-selection)?

+--ro packet-source?

+- -

I
|
+- -
I
I
I

+- -

:(interface)
+--ro interface

+--ro interface? if:interface-ref
c(virtual -1ink)
+--ro virtual -1ink

+--ro transit-area-id? area-id-type

+--ro nei ghbor-router-id? rt-types:router-id
> (sham i nk)
+--ro shamlink

+--ro0 area-id? area-id-type
+--ro local -ip-addr? i net:ip-address
+--ro0 renote-ip-addr? i net:ip-address

yang: dot t ed- quad

+--ro packet-type? packet -t ype
-n | sdb- approachi ng- overfl ow
+--1r0 routing-protocol - nane?

+
+

-> /rt:routing/control-plane-protocol s/
control - pl ane- pr ot ocol / nane

+--ro address-fanily?

+ -> /rt:routing/control-plane-protocol s/

+ control - pl ane-protocol [rt:name=current()/../
+ routi ng-protocol -nane] / ospf/address-fam |y
+--ro0 ext-lsdb-limt? ui nt 32

-n | sdb-overfl ow
+--ro0 routing-protocol - nane?

+

-> /rt:routing/control-plane-protocol s/



+ control - pl ane- pr ot ocol / nane
+--ro0 address-fam|ly?

|

I

|+ -> /rt:routing/control-plane-protocol s/

|+ control - pl ane-protocol [rt:name=current()/../
|+ routi ng-protocol - nane] / ospf/ address-fam |y

| +--ro ext-lsdb-limt? ui nt 32

+---n nssa-transl at or - st at us- change
+--1r0 routing-protocol - nane?

I
|+ -> /rt:routing/control-plane-protocol s/
|+ control - pl ane- pr ot ocol / nane
| +--ro address-fanmily?
|+ -> /rt:routing/control-plane-protocol s/
|+ control - pl ane-protocol [rt:name=current()/../
|+ routi ng-protocol -nane] / ospf/address-fam |y
| +--ro area-id? area-id-type
| +--ro status? nssa-transl ator-state-type
+---n restart-status-change
+--ro0 routing-protocol - nane?
+ -> /rt:routing/control-plane-protocol s/
+ control - pl ane- pr ot ocol / nane
+--ro0 address-fam|ly?
+ -> /rt:routing/control-plane-protocol s/
+ control -pl ane-protocol [rt:name=current()/../
+ routi ng- protocol - nane] / ospf/ address-fam |y
+--ro status? restart-status-type
+--ro restart-interval ? ui nt 16
+--ro exit-reason? restart-exit-reason-type

2.9. OSPF RPC Operations
The "ietf-ospf" nodul e defines two RPC operations:

cl ear-dat abase: Resets the contents of a particular OSPF LSDB
forces nei ghbor adjacencies to the 'DOMW state, and reorigi nates
sel f-originated LSAs.

cl ear - nei ghbor: Resets a particul ar OSPF nei ghbor or group of
nei ghbors associated with an OSPF interface.

rpcs:
+---x cl ear - nei ghbor
| +---winput
+---w routing-protocol - nane

|

| + -> [/rt:routing/control-plane-protocol s/

| + control - pl ane- pr ot ocol / nane

| +---winterface? if:interface-ref
+---Xx cl ear-dat abase

+---w i nput
+---w routing-protocol - nane
-> [/rt:routing/control-plane-protocol s/
control - pl ane- pr ot ocol / nane

3. OSPF YANG Mbdul e

The following RFCs are referenced in the "ietf-ospf" YANG nodul e:
[ RFC0905], [RFC1765], [RFC1793], [RFC2328], [RFC3101], [RFC3623],
[ RFC3630], [RFC4552], [RFC4576], [RFC4577], [RFC4915], [RFC4973],
[ RFC5082], [RFC5185], [RFC5187], [RFC5250], [RFC5286], [RFC5309],
[ RFC5329], [RFC5340], [RFC5443], [RFC5613], [RFC5642], [RFC5709],
[ RFC5714], [RFC5838], [RFC5880], [RFC5881], [RFC6565], [RFC6845],
[ RFC6860], [RFC6987], [RFC6991], [RFC7166], [RFC7474], [RFC7490],
[ RFC7684], [RFC7770], [RFC7777], [RFC7884], [RFCB8177], [RFC8294],
[ RFC8343], [RFC8349], [RFCB405], [RFC8476], and [ RFC9314].

<CCODE BEG NS> file "ietf-ospf@022-10-19.yang"
modul e ietf-ospf {



yang-version 1.1;
nanespace "urn:ietf:parans: xnl :ns:yang:ietf-ospf"

prefix ospf;

inmport ietf-inet-types {
prefix inet;
ref erence
"RFC 6991: Common YANG Data Types";

}
import ietf-yang-types {
prefi x yang;
ref erence
"RFC 6991: Common YANG Data Types";
}
inmport ietf-interfaces {
prefix if;
ref erence
"RFC 8343: A YANG Data Model for Interface Managenent";
}

import ietf-routing-types {
prefix rt-types;
ref erence
"RFC 8294: Common YANG Data Types for the Routing Area";

}

i mport iana-routing-types {
prefix iana-rt-types;
ref erence
"RFC 8294: Common YANG Data Types for the Routing Area";

}

inmport ietf-routing {
prefix rt;
ref erence
"RFC 8349: A YANG Data Model for Routing Managenent
(NVDA Version)";

}

import ietf-key-chain {
prefix key-chain;
ref erence
"RFC 8177: YANG Data Mddel for Key Chains";
}

import ietf-bfd-types {
prefix bfd-types;
ref erence
"RFC 9314: YANG Data Mddel for Bidirectional Forwarding
Detection (BFD)";

}

organi zati on
"I ETF Link State Routing (lsr) Wrking G oup";

cont act
"WG Web: <https://datatracker.ietf.org/wg/lsr/>
W5 List: <mailto:lsr@etf.org>

Edi t or: Der ek Yeung

<mmi | t o: der ek@rr cus. cone
Aut hor : Acee Lindem

<mmi | t 0: acee@i sco. conp



Aut hor : Yi ngzhen Qu

<mai | t 0: yi ngzhen. qu@ ut ur ewei . con®
Aut hor : Jeffrey Zhang

<mai | t 0: zzhang@ uni per. net >
Aut hor : I ng- Wher Chen

<mai | t o: i ngwherchen@ri tre. org>";

description
"Thi s YANG nodul e defines the generic configuration and
operational state for the OSPF protocol common to al
vendor inplenmentations. It is intended that the nodul e
will be extended by vendors to define vendor-specific
OSPF configuration paraneters and policies --
for exanple, route maps or route policies.

Thi s YANG data nodel conforns to the Network Managenent
Dat astore Architecture (NVDA) as described in RFC 8342

The key words *MJST', 'MUST NOT', 'REQUI RED , ’'SHALL', ' SHALL
NOT', *SHOULD , ' SHOULD NOT', ' RECOMVENDED , ' NOT RECOMVENDED ,
"MAY', and 'OPTIONAL' in this docunment are to be interpreted as
described in BCP 14 (RFC 2119) (RFC 8174) when, and only when,
they appear in all capitals, as shown here.

Copyright (c) 2022 | ETF Trust and the persons identified as
authors of the code. All rights reserved.

Redi stribution and use in source and binary forms, with or

wi thout nodification, is permitted pursuant to, and subject to
the license ternms contained in, the Revised BSD License set
forth in Section 4.c of the I ETF Trust’s Legal Provisions

Rel ating to | ETF Docunents
(https://trustee.ietf.org/license-info).

This version of this YANG nodule is part of RFC 9129; see the
RFC itself for full legal notices.";

revision 2022-10-19 {
description
"Initial revision.";
ref erence
"RFC 9129: YANG Data Mddel for the OSPF Protocol";

}

feature nmulti-topol ogy {
description
"Support for Milti-Topol ogy (M) routing.";
ref erence
"RFC 4915: Milti-Topol ogy (Ml Routing in OSPF";

}

feature nulti-area-adj {
description
"Support for OSPF multi-area adjacencies as described in
RFC 5185.";
ref erence
"RFC 5185: OSPF Multi-Area Adjacency";

}

feature explicit-router-id {
description
"Sets the Router ID per instance explicitly.";

}

feature demand-circuit {
description



"Support for OSPF demand circuits as defined in RFC 1793.";
ref erence
"RFC 1793: Extending OSPF to Support Denmand Circuits";
}

feature ntu-ignore {
description
"Di sabl e OSPF Dat abase Description packet MrU
m smat ch checking as specified in the OSPFv2
protocol specification (RFC 2328). This m smatch checking
al so applies to OSPFv3 (RFC 5340).";
ref erence
"RFC 2328: OSPF Version 2, Section 10.6
RFC 5340: OSPF for |Pv6";

}

feature Ils {
description
"OSPF |ink-1ocal signaling (LLS) as defined in RFC 5613.";
ref erence
"RFC 5613: OSPF Link-Local Signaling”;
}

feature prefix-suppression {
description
"OSPF prefix suppression support as described in RFC 6860.";
reference
"RFC 6860: Hiding Transit-Only Networks in OSPF";
}

feature ttl-security {
description
"Support for OSPF Time to Live (TTL) security checking.";
ref erence
"RFC 5082: The Generalized TTL Security Mechanism (GISM"
}

feature nsr {
description
"Non- St op- Routing (NSR) support. The OSPF NSR feature
allows a router with redundant control -plane capability
(e.g., dual Route Processor (RP) cards) to maintain its
state and adjacenci es during planned and unpl anned
OSPF instance restarts. It differs fromgraceful restart
or Non-Stop Forwarding (NSF) in that no protocol signaling
or assistance from adj acent OSPF nei ghbors is required to
recover control-plane state.";

}

feature graceful -restart {
description
"Graceful OSPF restart as defined in RFCs 3623 and 5187.";
ref erence
"RFC 3623: Graceful OSPF Restart
RFC 5187: OSPFv3 Graceful Restart";

}

feature auto-cost {
description
"Cal cul ates the OSPF interface cost according to
ref erence bandwi dth.";
ref erence
"RFC 2328: OSPF Version 2";

}

feature max-ecnmp {



description
"Sets the maxi mum nunber of ECMP paths.";

}

feature max-1sa {
description
"Sets the maxi num nunber of Link State Advertisenents (LSAs)
the OSPF instance will accept."”;
ref erence
"RFC 1765: OSPF Dat abase Overfl ow';

}

feature te-rid {
description
"Support for configuration of the Traffic Engineering (TE)
Router ID, i.e., the Router Address TLV as described in
Section 2.4.1 of RFC 3630 or the Router |Pv6 Address TLV
as described in Section 3 of RFC 5329.";
reference
"RFC 3630: Traffic Engineering (TE) Extensions to
OSPF Version 2, Section 2.4.1
RFC 5329: Traffic Engi neering Extensions to OSPF Version 3,
Section 3";

}

feature | dp-igp-sync {
description
"LDP | GP synchronization.";
ref erence
"RFC 5443: LDP | GP Synchronization";

}

feature ospfv2-authentication-trailer {
description
"Support for the OSPFv2 authentication trailer.";
ref erence
"RFC 5709: OSPFv2 HVAC- SHA Cryptographi c Aut hentication
RFC 7474: Security Extension for OSPFv2 Wen
Usi ng Manual Key Managenent";

}

feature ospfv3-authentication-ipsec {
description
"Support for |Psec for OSPFv3 authentication.”;
ref erence
"RFC 4552: Authentication/Confidentiality for OSPFv3";

}

feature ospfv3-authentication-trailer {
description
"Support for the OSPFv3 authentication trailer.";
ref erence
"RFC 7166: Supporting Authentication Trailer for OSPFv3";

}

feature fast-reroute {
description
"Support for IP Fast Reroute (IP-FRR).";
ref erence
"RFC 5714: | P Fast Reroute Framework";

}

feature key-chain {
description
"Support of key chains for authentication.";
reference



"RFC 8177: YANG Data Mddel for Key Chains";
}

feature node-flag {
description
"Support for node flags for OSPF prefixes.";
ref erence
"RFC 7684: OSPFv2 Prefix/Link Attribute Advertisenent"

}

feature node-tag {
description
"Support for node adm nistrative tags for OSPF routing
i nstances. ";
reference
"RFC 7777: Advertising Node Adm nistrative Tags in OSPF";

}

feature |fa {
description
"Support for Loop-Free Alternates (LFAs).";
ref erence
"RFC 5286: Basic Specification for | P Fast Reroute:
Loop-Free Alternates”;

}

feature renmote-1fa {
description
"Support for Remote LFAs (R-LFAs).";
ref erence
"RFC 7490: Renote Loop-Free Alternate (LFA) Fast Reroute
(FRR)";
}

feature stub-router {
description
"Support for OSPF stub router advertisenent as defined in
RFC 6987.";
ref erence
"RFC 6987: OSPF Stub Router Advertisenent”

}

feature pe-ce-protocol {
description
"Support for OSPF as a Provider Edge to Custoner Edge (PE-CE)
protocol .";
reference
"RFC 4577: OSPF as the Provider/Customer Edge Protoco
for BGP/MPLS IP Virtual Private Networks (VPNs)
RFC 6565: OSPFv3 as a Provider Edge to Custoner Edge (PE-CE)
Routi ng Protocol";

}

feature ietf-spf-delay {
description
"Support for the | ETF Shortest Path First (SPF) del ay
algorithm?";
ref erence
"RFC 8405: Shortest Path First (SPF) Back-Of Delay Al gorithm
for Link-State | GPs";

}

feature bfd {
description
"Support for BFD to detect OSPF nei ghbor reachability.";
reference



"RFC 5880: Bidirectional Forwarding Detection (BFD)
RFC 5881: Bidirectional Forwarding Detection
(BFD) for I1Pv4 and | Pv6 (Single Hop)";
}

feature hybrid-interface {
description
"Support for the OSPF hybrid interface type.";
ref erence
"RFC 6845: OSPF Hybrid Broadcast and
Point-to-Miltipoint Interface Type";

}

identity ospf {
base rt:routing-protocol;
description
"Any OSPF protocol version.";

}

identity ospfv2 {
base ospf;
description
"OSPFv2 protocol . ";

}

identity ospfv3 {
base ospf;
description
"OSPFv3 protocol . ";

}

identity area-type {
description
"Base identity for an OSPF area type.";

}

identity normal -area {
base area-type;
description
"OSPF nornal area.";

}

identity stub-nssa-area {
base area-type;
description
"OSPF stub area or Not-So-Stubby Area (NSSA).";

}

identity stub-area {
base stub-nssa-area;
description
"OSPF stub area.";

}

identity nssa-area {
base stub-nssa-area;
description
"OSPF NSSA. ";
ref erence
"RFC 3101: The OSPF Not - So- St ubby Area (NSSA) Option";

}

identity ospf-lsa-type {
description
"Base identity for OSPFv2 and OSPFv3
Link State Advertisenent (LSA) types.";



}

identity ospfv2-lsa-type {
base ospf-Isa-type;
description
"OSPFv2 LSA types.";
}

identity ospfv2-router-lsa {
base ospfv2-|sa-type;
description
"OSPFv2 Router-LSA - Type 1.";
}

identity ospfv2-network-1Isa {
base ospfv2-|sa-type;
description
"OSPFv2 Network-LSA - Type 2.";
}

identity ospfv2-sunmary-I|sa-type {
base ospfv2-|sa-type;
description
"OSPFv2 summary LSA types.";
}

i dentity ospfv2-network-summary-1|sa {
base ospfv2-sumary-| sa-type;
description
"OSPFv2 Network summary LSA - Type 3.";
}

identity ospfv2-asbr-sunmary-Isa {
base ospfv2-sumary-| sa-type;
description
"OSPFv2 Aut ononpus System Boundary Router (ASBR) summary LSA -
Type 4.";

identity ospfv2-external -lsa-type {
base ospfv2-1|sa-type;
description
"OSPFv2 External -LSA types.";

}

identity ospfv2-as-external -Isa {
base ospfv2-external -1sa-type;
description
"OSPFv2 AS-External -LSA - Type 5.";

}

identity ospfv2-nssa-lsa {
base ospfv2-external -1sa-type;
description
"OSPFv2 NSSA-LSA - Type 7.";

}

identity ospfv2-opaque-|sa-type {
base ospfv2-1|sa-type;
description
"OSPFv2 Opaque-LSA types.";
ref erence
"RFC 5250: The OSPF Opaque LSA Option";

}

identity ospfv2-1ink-scope-opaque-I|sa {



base ospfv2-opaque-|sa-type;
description
"OSPFv2 Link-Scope Opaque-LSA - Type 9.";
}

identity ospfv2-area-scope-opaque-lsa {
base ospfv2-opaque-|sa-type;
description
"OSPFv2 Area- Scope Opaque-LSA - Type 10.";
}

identity ospfv2-as-scope-opaque-|sa {
base ospfv2-opaque-|sa-type;
description
"OSPFv2 AS- Scope (Opaque-LSA - Type 11.";

}

identity ospfv2-unknown-1|sa-type {
base ospfv2-|sa-type;
description
"OSPFv2 unknown LSA type.";

}

identity ospfv3-lsa-type {
base ospf-Isa-type;
description
"OSPFv3 LSA types.";
ref erence
"RFC 5340: OSPF for |Pv6";

}

identity ospfv3-router-lsa {
base ospfv3-I|sa-type;
description
"OSPFv3 Router-LSA - Type 0x2001.";

}

identity ospfv3-network-Isa {
base ospfv3-I|sa-type;
description
"OSPFv3 Network-LSA - Type 0x2002.";

}

identity ospfv3-sunmary-I|sa-type {
base ospfv3-I|sa-type;
description
"OSPFv3 sunmmary LSA types.";

}

identity ospfv3-inter-area-prefix-Ilsa {
base ospfv3-sumary-| sa-type;
description
"OSPFv3 Inter-Area-Prefix-LSA - Type 0x2003.";

}

identity ospfv3-inter-area-router-lsa {
base ospfv3-sumary-| sa-type;
description
"OSPFv3 Inter-Area-Router-LSA - Type 0x2004.";

}

identity ospfv3-external -lsa-type {
base ospfv3-I|sa-type;
description
"OSPFv3 External -LSA types.";



identity ospfv3-as-external-lsa {
base ospfv3-external -1sa-type;
description
"OSPFv3 AS-External -LSA - Type 0x4005.";

}

identity ospfv3-nssa-lsa {
base ospfv3-external -1sa-type;
description
"OSPFv3 NSSA-LSA - Type 0x2007.";

}

identity ospfv3-link-Isa {
base ospfv3-I|sa-type;
description
"OSPFv3 Li nk-LSA - Type 0x0008.";

}

identity ospfv3-intra-area-prefix-Ilsa {
base ospfv3-I|sa-type;
description
"OSPFv3 Intra-Area-Prefix-LSA - Type 0x2009.";

}

identity ospfv3-router-information-Ilsa {
base ospfv3-I|sa-type;
description
"OSPFv3 Router-Information-LSA - Types 0x800C,
OxA00C, and 0xCo0C.";

}

i dentity ospfv3-unknown-I|sa-type {
base ospfv3-I|sa-type;
description

"OSPFv3 unknown LSA type.";

}

identity |Isa-log-reason {
description
"Base identity for an LSA | og reason.";

}

identity Isa-refresh {
base | sa-|o0g-reason
description
"ldentity used when an LSA is | ogged
as a result of receiving a refresh LSA. ";

}

identity |sa-content-change {
base | sa-1o0g-reason
description
"ldentity used when an LSA is | ogged
as a result of a change in the contents
of the LSA. ";

}

identity |sa-purge {
base | sa-1o0g-reason
description
"ldentity used when an LSA is | ogged
as a result of being purged.”;

}

identity informational -capability {



description
"Base identity for router informational capabilities.";
}

identity graceful -restart {
base i nformational -capability;
description
"When set, the router is capable of restarting
gracefully.";
ref erence
"RFC 3623: G aceful OSPF Restart
RFC 5187: OSPFv3 Graceful Restart”;

}

identity graceful -restart-hel per {

base informational -capability;

description
"When set, the router is capable of acting as
a graceful restart hel per.”;

ref erence
"RFC 3623: Graceful OSPF Restart
RFC 5187: OSPFv3 G aceful Restart";

}

identity stub-router {
base i nformational -capability;
description
"When set, the router is capable of acting as
an OSPF stub router.";
reference
"RFC 6987: OSPF Stub Router Advertisenent™
}

identity traffic-engineering {
base informational -capability;
description
"When set, the router is capable of OSPF TE.";
ref erence
"RFC 3630: Traffic Engineering (TE) Extensions to
OSPF Version 2
RFC 5329: Traffic Engineering Extensions to OSPF Version 3";

}

identity p2p-over-lan {
base i nformational -capability;
description
"When set, the router is capable of OSPF point-to-point
over a LAN.";
ref erence
"RFC 5309: Point-to-Point Operation over LANin Link State
Rout i ng Protocol s";

}

identity experinental -te {
base i nformational -capability;
description
"When set, the router is capable of OSPF experinental TE. ";
ref erence
"RFC 4973: OSPF-xTE: Experinental Extension to OSPF for
Traffic Engi neering”;

}

identity router-lsa-bit {
description
"Base identity for Router-LSA bits.";



identity vlink-end-bit {
base router-lsa-bit;
description
"V-bit. Wen set, the router is an endpoint of one or
more virtual links.";

}

identity asbr-bit {
base router-lsa-bit;
description
"E-bit. Wen set, the router is an Autononous System
Boundary Router (ASBR).";

}

identity abr-bit {
base router-lsa-bit;
description
"B-bit. Wen set, the router is an Area Border
Router (ABR).";

}

identity nssa-bit {
base router-lsa-bit;
description
"Nt-bit. Wen set, the router is an NSSA border router
that is unconditionally translating NSSA-LSAs into
AS- External - LSAs. ";

}

identity ospfv3-lsa-option {
description
"Base identity for OSPF LSA Options.";

}

identity af-bit {
base ospfv3-1|sa-option
description
"AF-bit. Wen set, the router supports OSPFv3 Address
Fam |lies (AFs) as described in RFC 5838.";
reference
"RFC 5838: Support of Address Families in OSPFv3";

}

identity dc-bit {
base ospfv3-Isa-option
description

"DC-bit. Wen set, the router supports demand circuits.";

}

identity r-bit {
base ospfv3-1|sa-option
description
"R-bit. Wen set, the originator is an active router.";

}

identity n-bit {
base ospfv3-1|sa-option
description
"N-bit. Wen set, the router is attached to an NSSA ";
}

identity e-bit {
base ospfv3-1|sa-option
description
"E-bit. This bit describes the way AS-External -LSAs



are fl ooded. ";

}

identity v6-bit {
base ospfv3-1sa-option;
description
"V6-bit. If clear, the router/link should be excluded
fromIPv6 routing calculations.”;

}

identity ospfv3-prefix-option {
description
"Base identity for OSPFv3 prefix options.";

}

identity nu-bit {
base ospfv3-prefix-option;
description
"NU-bit. Wen set, the prefix should be excluded
from | Pv6 unicast calculations.";

}

identity la-bit {
base ospfv3-prefix-option;
description
"LA-bit. Wen set, the prefix is actually an |IPv6
interface address of the advertising router.";

}

identity p-bit {
base ospfv3-prefix-option;
description
"P-bit. Wen set, the NSSA prefix should be
translated to an AS-External -LSA and adverti sed
by the transl ati ng NSSA border router.";

}

identity dn-bit {
base ospfv3-prefix-option;
description
"DN-bit. \When set, the Inter-Area-Prefix-LSA or
AS- Ext ernal -LSA prefix has been advertised as an
L3VPN prefix.";

}

identity ospfv2-lsa-option {
description
"Base identity for OSPFv2 LSA Options.";

}

identity m-bit {
base ospfv2-1|sa-option;
description
"MI-bit. Wen set, the router supports nulti-topol ogy as
described in RFC 4915.";
ref erence
"RFC 4915: Milti-Topol ogy (Ml Routing in OSPF";

}

identity v2-dc-bit {
base ospfv2-1|sa-option;
description
"DC-bit. Wen set, the router supports demand circuits.";

}
identity v2-p-bit {



base ospfv2-1sa-option
description
"P-bit. Only used in type-7 LSAs. Wen set, an NSSA
border router should translate the type-7 LSA
to a type-5 LSA ";

}

identity nc-bit {
base ospfv2-|sa-option
description
"MC-bit. Wien set, the router supports
Mul ticast Extensions to OSPF (MOSPF).";

}

identity v2-e-bit {
base ospfv2-1|sa-option
description
"E-bit. This bit describes the way AS-External -LSAs
are fl ooded.";

}

identity o-bit {
base ospfv2-1sa-option
description
"O-bit. Wen set, the router is opaque capable as descri bed
in RFC 5250.";
reference
"RFC 5250: The OSPF Opaque LSA Option";

}

identity v2-dn-bit {
base ospfv2-|sa-option
description
"DN-bit. Wen a type 3, type 5, or type 7 LSAis sent froma
PE to a CE, the DN-bit nust be set. See RFC 4576.";
reference
"RFC 4576: Using a Link State Advertisenment (LSA) Options Bit
to Prevent Looping in BGP/MPLS IP Virtual Private Networks
(VPNs)";
}

identity ospfv2-extended-prefix-flag {
description
"Base identity for the Extended Prefix TLV flag.";

}

identity a-flag {
base ospfv2-extended-prefix-flag;
description
"Attach flag. Wen set, it indicates that the prefix
corresponds to a route that is directly connected to
the advertising router.";

}

identity node-flag {
base ospfv2-extended-prefix-flag;
description
"Node flag. When set, it indicates that the prefix is
used to represent the advertising node, e.g., a |oopback
address.";

}

typedef ospf-netric {
type uint32 {
range "0 .. 16777215";

}



description
"OSPF netric. 24-bit unsigned integer.";

}

typedef ospf-link-netric {
type uint16 {
range "0 .. 65535";
}
description
"OSPF link netric. 16-bit unsigned integer.";

}

typedef opaque-id {
type uint32 {
range "0 .. 16777215";
}
description
"Opaque-LSA ID. 24-bit unsigned integer.";

typedef area-id-type {
type yang: dott ed- quad;
description
"Area | D type.";

}

typedef route-type {
type enuneration {
enumintra-area {
description
"OSPF intra-area route.";
}
enuminter-area {
description
"OSPF inter-area route.";
}
enum external -1 {
description
"OSPF type 1 external route.”;
}
enum external -2 {
description
"OSPF type 2 external route.”;
}
enum nssa-1 {
description
"OSPF type 1 NSSA route.";
}
enum nssa-2 {
description
"OSPF type 2 NSSA route.™;

}
}

description
"OSPF route type.";

}

typedef if-state-type {
type enuneration {
enum down {
val ue 1,
description
"Interface is in the ' Down

state.";

}

enum | oopback {
val ue 2;



description
"Interface is in the 'Loopback’ state.";
}
enum wai ting {
val ue 3;
description
"Interface is in the "Waiting state.”;
}
enum poi nt-to-point {
val ue 4;
description
"Interface is in the "Point-to-point’ state.";

enum dr {
val ue 5;
description
"Interface is in the "DR (Designated Router) state.";

enum bdr {
val ue 6;
description
"Interface is in the 'Backup’ (Backup Desi gnhated Router
(BDR)) state.";

enum dr - ot her {
val ue 7;
description
"Interface is in the "DR Other’ state."
}
}

description
"OSPF interface state type.";
ref erence
"RFC 2328: OSPF Version 2";
}

typedef router-link-type {
type enuneration {
enum poi nt-to-point-link {
val ue 1;
description
"Point-to-point link to another router.";
}
enum transit-network-1link {
val ue 2;
description
"Link to a transit network, identified by the DR ";

enum st ub- network-1ink {
val ue 3;
description
"Link to a stub network, identified by the subnet.";

}
enum virtual -1ink {
val ue 4;
description
"Virtual link across a transit area.";
}

}

description
"OSPF router link type.";
}

typedef nbr-state-type {
type enuneration {
enum down {



}

val ue 1,
description
"Nei ghbor is
}
enum attenpt {
val ue 2;
description
"Nei ghbor is

enuminit {
val ue 3;
description
"Nei ghbor is
}
enum 2-way {
val ue 4;
description
"Nei ghbor is
}
enum exstart {
val ue 5;
description
"Nei ghbor is
}
enum exchange {
val ue 6;
description
"Nei ghbor is

enum | oadi ng {
val ue 7,
description
"Nei ghbor is

enum ful I {
val ue 8;
description
"Nei ghbor is
}

description
" OSPF nei ghbor state type.";
reference
"RFC 2328: OSPF Version 2";

}

t ypedef

type enuneration {

}

enum not - hel pi ng {

val ue 1;
description

"Restart hel per status of

"Restart hel per status of

}

enum hel ping {
val ue 2;
description

}

description
"Restart hel per status type.";

}

t ypedef

type enuneration {

enum none {

t he

t he

t he

t he

t he

t he

t he

t he

' Down’

state.";

"Attenpt’ state.";

“Init’

1 2_ \Myi

state.";

state.";

"ExStart’ (exchange start) state.";

" Exchange’ state.";

"Loadi ng’ state.";

"Ful |

restart-exit-reason-type {

state.";

restart-hel per-status-type {

not - hel ping’ . ";

hel ping’ . ";



val ue 1,
description
"Restart not attenpted.”;
}
enum i n- progress {
val ue 2;
description
"Restart in progress."”;
}
enum conpl et ed {
val ue 3;
description
"Restart successfully conpleted.”;
}
enum ti med-out {
val ue 4;
description
"Restart tinmed out.";

enum t opol ogy- changed {
val ue 5;
description
"Restart aborted due to a topol ogy change.";
}
}

description
"Describes the outcome of the last graceful restart attenpt.
The local router is being restarted or acting as a hel per.";

}

typedef packet-type {
type enuneration {
enum hello {
val ue 1;
description
"OSPF Hel |l o packet.";

enum dat abase-description {
val ue 2;
description
" OSPF Dat abase Description packet.";
}
enum | i nk-st at e-request {
val ue 3;
description
"OSPF Link State Request packet.";

enum | i nk-state-update {
val ue 4,
description
"OSPF Link State Update packet.";

enum | i nk-state-ack {
val ue 5;
description
"OSPF Link State Acknow edgnent packet.";
}
}

description
" OSPF packet type.";
}

typedef nssa-translator-state-type {
type enuneration {
enum enabl ed {
val ue 1;



description
"NSSATrans|l atorState is "enabled .";
}
enum el ected {
val ue 2;
description
"NSSATransl| atorState is "elected .";
enum di sabl ed {
val ue 3;
description
"NSSATransl|l atorState is '"disabled .";
}
}

description
"OSPF NSSA translator state type.";
reference
"RFC 3101: The OSPF Not - So- St ubby Area (NSSA) Option";
}

typedef restart-status-type {
type enuneration {
enum not-restarting {
val ue 1;
description
"The router is not restarting."”;

}
enum pl anned-restart {
val ue 2;
description
"The router is going through a planned restart.”;
}
enum unpl anned-restart {
val ue 3;
description
"The router is going through an unpl anned restart.";
}

}

description
"OSPF graceful restart status type.";
}

typedef fl etcher-checksunil6-type {

type string {
pattern ' (0x)?[0-9a-fA-F] {4} ;

description
"Fl etcher 16-bit checksumin hex-string format OXXXXX. ";
ref erence
"RFC 905: |1SO Transport Protocol Specification | SO DP 8073";

}

typedef ospfv2-auth-trailer-rfc-version {
type enuneration {
enum rfc5709 {

description
"Support for the OSPF authentication trailer as
described in RFC 5709.";

reference
"RFC 5709: OSPFv2 HVAC- SHA Cryptographi c Aut hentication”;

}
enum rfc7474 {
description
"Support for the OSPF authentication trailer as
described in RFC 7474.";
reference



"RFC 7474: Security Extension for OSPFv2
When Usi ng Manual Key Managenent";

}
}

description
"OSPFv2 authentication trailer support.”;

}

grouping tlv {
description
"Type- Lengt h-Val ue (TLV).";
| eaf type {
type uint 16;
description
"TLV type.";

}
| eaf length {
type uint 16;
description
"TLV length (octets).";
}

| eaf val ue {
type yang: hex-stri ng;
description
"TLV val ue.";
}

}

groupi ng unknown-tlvs {
description
"G ouping used for unknown TLVs or unknown sub-TLVs.";
cont ai ner unknown-tlvs {
description
"Al'l unknown TLVs.";
list unknown-tlv {
description
"Unknown TLV.";
uses tlv;

}
}
}

groupi ng node-tag-tlv {
description
"OSPF Node Admin Tag TLV grouping.";
list node-tag {
| eaf tag {
type uint32;
description
"Val ue of the node admnistrative tag.";
}
description
"List of tags.";
}

}

grouping router-capabilities-tlv {
description
"Grouping for OSPF router capabilities TLV types.";
ref erence
"RFC 7770: Extensions to OSPF for Advertising Optiona
Rout er Capabilities";
container router-infornmational-capabilities {
|l eaf-1ist informational-capabilities {
type identityref {
base i nformational -capability;



}

description
"List of informational capabilities. This list wll
contain the identities for the informationa
capabilities supported by the router.";
}
description
"OSPF Router Informational Flag definitions.";

list informational-capabilities-flags {
| eaf informational-flag {
type uint32;
description
"I'ndividual informational capability flag.";
}
description
"List of informational capability flags. This wll
return all the 32-bit informational flags, irrespective
of whether or not they are known to the device.";
}
list functional-capabilities {
| eaf functional-flag {
type uint32;
description
"I ndividual functional capability flag.";
}
description
"List of functional capability flags. This wll
return all the 32-bit functional flags, irrespective
of whether or not they are known to the device.";

}
}

groupi ng dynam c- host nanme-tlv {
description
"Dynam ¢ Host name TLV.";
ref erence
"RFC 5642: Dynam c Host name Exchange Mechani sm for OSPF";
| eaf hostnane {

type string {
Il ength "1..255";
}

description
"Dynam ¢ host nane. "
}

}

groupi ng sbfd-discrimnator-tlv {
description
"S-BFD Di scrimnator TLV.";
ref erence
"RFC 7884: OSPF Extensions to Advertise Seanl ess Bidirectiona
Forwar di ng Detection (S-BFD) Target Discrimnators”;
list sbfd-discrimnators {
| eaf sbfd-discrimnator {
type uint32;
description
"I ndi vidual S-BFD Di scrimnator.";
}
description
"List of S-BFD Discrimnators."”;
}

}

groupi ng maxi mum si d-depth-tlv {
description



"Node MsD TLV (TLV for Maxi mum SI D Depth).";
ref erence
"RFC 8476: Signaling Maxi mrum SID Depth (MsSD) Usi ng OSPF";
list med-type {
| eaf med-type {
type uint8;
description
"Maxi mum SI D Depth (MSD) type.";

| eaf med-val ue {
type uint8;
description
"MsD val ue for the type.";
}

description
"List of MSD tuples.";
}

}

groupi ng ospf-router-lsa-bits {
container router-bits {
leaf-list rtr-lsa-bits {
type identityref {
base router-lsa-bit;
}

description
"List of Router-LSA bits. This list will contain
identities for the bits; these identities are set
in the Router-LSA bits.";
}
description
"Router-LSA bits.";
}

description
"Router-LSA bits. Currently comon to both OSPFv2 and
OSPFv3 but may diverge with future augnentations."”;

}

groupi ng ospfv2-router-link {
description
"OSPFv2 router link.";
leaf link-id {
type union {
type inet:ipv4-address;
type yang: dotted- quad;

description
"Router-LSA Link ID.";

}
| eaf link-data {
type union {
type inet:ipv4-address;
type uint32;
}
description
"Router-LSA link data.";
}

| eaf type {
type router-1link-type;
description
"Router-LSA link type.";
}

}

groupi ng ospfv2-1sa-body {
description



"OSPFv2 LSA body.";
contai ner router {
when "derived-fromor-self(../../header/type,
+ " ospfv2-router-Isa )" {
description
"Only applies to Router-LSAs.";

}

description
"Router-LSA. ",
uses ospf-router-lsa-bits;
| eaf num of -1inks {
type uint 16;
description
"Number of links in the Router-LSA ";
}
contai ner links {
description
"Al'l router links.";
list link {
description
"Router-LSA link.";
uses ospfv2-router-link;
cont ai ner topol ogi es {
description
"Al'l topologies for the link.";
list topology {
description
"Topol ogy-specific information.";
leaf nm-id {
type uint8;
description
"The MI-1D for the topol ogy enabled on the link.";

| eaf metric {

type uint 16;

description
"Metric for the topology.";

contai ner network {
when "derived-fromor-self(../../header/type,
+ "’ ospfv2-network-1sa )" {
description
"Only applies to Network-LSAs.";

}

description
"Net wor k- LSA. ";
| eaf network-mask {
type yang: dotted- quad;
description
"The | P address nask for the network.";
}
contai ner attached-routers {
description
"Al'l attached routers."”;
leaf-1ist attached-router {
type inet:ipv4-address;
description
"List of the routers attached to the network.";



cont ai ner summary {
when "derived-from(../../header/type, "
+ "’ ospfv2-sumary-Isa-type’ )" {
description
"Only applies to summary LSAs.";
}
description
"Summary LSA.";
| eaf network-mask {
type inet:ipv4-address;
description
"The I P address nask for the network.";
}
cont ai ner topol ogi es {
description
"Al'l topologies for the summary LSA. ";
list topology {
description
"Topol ogy-specific information.";
leaf m-id {
type uint8;
description
"The MI-1D for the topol ogy enabled for the sunmary.";
}

| eaf metric {
type ospf-netric;
description
"Metric for the topol ogy.";
}

}
}
}

contai ner external {
when "derived-from(../../header/type, "
+ ""ospfv2-external -l sa-type’ )" {
description
"Only applies to AS-External -LSAs and NSSA-LSAs.";
}
description
"External -LSA. ";
| eaf network-mask {
type inet:ipv4-address;
description
"The | P address mask for the network.";
}
cont ai ner topol ogi es {
description
"Al'l topologies for the External -LSA.";
list topol ogy {
description
"Topol ogy-specific information.";
leaf m-id {
type uint8;
description
"The MI-1D for the topol ogy enabled for the
external or NSSA prefix."

}
| eaf flags {
type bits {
bit E{
description
"When set, the netric specified is a Type 2
external nmetric.";
}
}

description



"Topol ogy flags.";

| eaf metric {
type ospf-netric;
description
"Metric for the topology.";

| eaf forwarding-address {
type inet:ipv4-address;
description
"I Pv4 Forwardi ng address.";

| eaf external -route-tag {
type uint32;
description
"Route tag for the topology.";
}

}
}
}

cont ai ner opaque {
when "derived-from(../../header/type, "
+ "’ ospfv2-opaque-Isa-type )" {
description
"Only applies to Opaque-LSAs. ";
}
description
"Opaque-LSA. ",

cont ai ner ri-opaque {
description
"OSPF Rout er- I nformation-Qpaque-LSA. "
ref erence
"RFC 7770: Extensions to OSPF for Advertising Optiona
Rout er Capabilities";

container router-capabilities-tlv {
description
"Informational and functional router capabilities."”;
uses router-capabilities-tlv;

}

cont ai ner node-tag-tlvs {
description
"Al'l Node Adnin Tag TLVs.";
list node-tag-tlv {
description
"Node Admin Tag TLV.";
uses node-tag-tlv;

}
}

cont ai ner dynam c- hostname-tlv {
description
"OSPF Dynam ¢ Host name TLV.";
uses dynam c- host nane-tlv;

}

cont ai ner sbfd-discrimnator-tlv {
description
"OSPF S-BFD Di scrimnator TLV.";
uses sbhfd-discrimnator-tlv;

}

cont ai ner maxi num si d-depth-tlv {
description



"OSPF Node MSD TLV.";
uses maxi mum si d-dept h-tlv;

}

uses unknown-t| vs;

cont ai ner te-opaque {
description
"OSPFv2 TE Opaque-LSA. ";
reference
"RFC 3630: Traffic Engineering (TE) Extensions to
OSPF Version 2";

container router-address-tlv {
description
"Router address TLV.";
| eaf router-address {
type inet:ipv4-address;
description
"Rout er address.";
}

}

container link-tlv {

description
"Describes a single link. It is constructed
froma set of sub-TLVs.";

| eaf link-type {
type router-1link-type;
mandat ory true;
description

"Link type.";

}
leaf link-id {
type union {
type inet:ipv4-address;
type yang: dotted- quad;

mandat ory true;
description
"Link ID";
}

container |local-if-ipv4-addrs {
description
"Al'l local interface |Pv4 addresses.";
leaf-list local-if-ipv4-addr {
type inet:ipv4-address;
description
"List of local interface |IPv4 addresses."”;

}
}

container renote-if-ipv4-addrs {
description
"All rempte interface | Pv4 addresses.”;
leaf-list renote-if-ipva-addr {
type inet:ipv4-address;
description
"List of renpte interface | Pv4 addresses."”;
}
}

|l eaf te-metric {
type uint32;
description

"TE nmetric.";

| eaf max-bandwi dth {



type rt-types: bandwi dt h-i eee-fl oat 32;
description
" Maxi mum bandwi dt h. *;
}

| eaf max-reservabl e- bandw dth {
type rt-types: bandwi dt h-i eee-fl oat 32;
description
"Maxi mum reservabl e bandwi dth.";
}

cont ai ner unreserved- bandwi dt hs {
description
"Al'l unreserved bandw dths.";
list unreserved-bandw dth {
| eaf priority {
type uint8 {
range "0 .. 7";
}
description
"Priority fromO to 7.";
}

| eaf unreserved-bandwi dth {
type rt-types: bandwi dt h-i eee-fl oat 32;
description
"Unreserved bandwi dth.";
}

description
"List of unreserved bandw dths for different
priorities.";

}

| eaf adm n-group {
type uint32;
description
"Admi nistrative Goup / Resource Cass/Color.";
}

uses unknown-t| vs;

}
}

cont ai ner ext ended- prefi x-opaque {
description
"Al'l Extended Prefix TLVs in the LSA.";
list extended-prefix-tlv {
description
"Ext ended Prefix TLV.";
| eaf route-type {
type enuneration {
enum unspeci fied {
val ue O;
description
"Unspecified.";
}

enumintra-area {
val ue 1;
description
"OSPF intra-area route.";
}

enuminter-area {
val ue 3;
description
"OSPF inter-area route.”;
}

enum external {
val ue 5;
description
"OSPF external route.";



}

enum nssa {
val ue 7;
description
"OSPF NSSA external route.";
}
}

description
"Route type.",;
}

container flags {
| eaf-1ist extended-prefix-flags {
type identityref {
base ospfv2-extended-prefix-flag;
}
description
"List of Extended Prefix TLV flags. This list wll
contain identities for the prefix flags; these
identities are set in the extended prefix flags.";
}
description
"Prefix flags.";

| eaf prefix {
type inet:ip-prefix;
description
"Address prefix.";
}

uses unknown-tl vs;

}
}

cont ai ner extended-| i nk-opaque {
description
"Al'l Extended Link TLVs in the LSA. ";
reference
"RFC 7684: OSPFv2 Prefix/Link Attribute Advertisement”
cont ai ner extended-link-tlv {
description
"Extended Link TLV.";
uses ospfv2-router-1link;
cont ai ner maxi mum si d-depth-tlv {
description
"OSPF Node MSD TLV.";
uses maxi mum si d-dept h-tlv;
}
uses unknown-tlvs;
}
}
}
}

groupi ng ospfv3-1sa-options {
description
"OSPFv3 LSA Options.";
contai ner |sa-options {
| eaf-1ist |sa-options {
type identityref {
base ospfv3-1sa-option
}

description
"List of OSPFv3 LSA Options. This list will contain
the identities for the OSPFv3 LSA Options that are
set for the LSA. ";
}

description



"OSPFv3 LSA Options.";

}
}

groupi ng ospfv3-lsa-prefix {
description
"OSPFv3 LSA prefix.";

| eaf prefix {
type inet:ip-prefix;
description
"LSA prefix.";
}

contai ner prefix-options {
| eaf-1ist prefix-options {
type identityref {
base ospfv3-prefix-option
}

description
"List of OSPFv3 prefix Options. This list wll
contain the identities for the OSPFv3 options
that are set for the OSPFv3 prefix.";
}
description
"Prefix options.”;
}

}

groupi ng ospfv3-1sa-external {
description
"AS- Ext ernal - LSA or NSSA-LSA.";
| eaf metric {
type ospf-netric;
description
"AS- Ext ernal - LSA or NSSA-LSA Metric.";

}
| eaf flags {
type bits {
bit E {
description
"When set, the metric specified is a Type 2
external netric.";

}
bit F {
description
"When set, a forwarding address is included
in the LSA ";

}
bit T/{
description
"When set, an external route tag is included
in the LSA. ";
}
}

description
"AS- Ext ernal - LSA or NSSA-LSA flags.";
}

| eaf referenced-1s-type {
type identityref {
base ospfv3-I|sa-type;
}

description

"Referenced Link State (LS) Type.";
reference

"RFC 5340: OSPF for |Pv6";



| eaf unknown-referenced-1s-type {
type uint 16;
description
"Val ue for an unknown Referenced LS Type.";

}

uses ospfv3-I|sa-prefix;

| eaf forwarding-address {
type inet:ipv6-address;
description
"I Pv6 Forwardi ng address.";

}

| eaf external -route-tag {
type uint32;
description
"Route tag.";

| eaf referenced-link-state-id {
type uint32;
description
"Referenced Link State ID.";
ref erence
"RFC 5340: OSPF for |Pv6";
}
}

groupi ng ospfv3-1sa-body {
description
"OSPFv3 LSA body.";
contai ner router {
when "derived-fromor-self(../../header/type,
+ " ospfv3-router-Isa )" {
description
"Only applies to Router-LSAs.";
}
description
"Router-LSA. ",
uses ospf-router-lsa-bits;
uses ospfv3-1sa-options;

container links {
description
"Al'l router links.";
list link {
description
"Router-LSA link.";
| eaf interface-id {
type uint32;
description
"Interface ID for the link.";

| eaf neighbor-interface-id {
type uint32;
description

"Nei ghbor’s Interface ID for the Iink

| eaf nei ghbor-router-id {
type rt-types:router-id;
description
"Nei ghbor’s Router ID for the link.";
}

| eaf type {
type router-1link-type;



description

"Link type: 1 - Point-to-Point Link
2 - Transit Network Link
3 - Reserved for OSPFv3 Links
4 - Virtual Link.";
}
| eaf metric {
type uint 16;

description
"Link netric.";
}

}
}
}
contai ner network {
when "derived-fromor-self(../../header/type, "
+ "’ ospfv3-network-1sa )" {
description
"Only applies to Network-LSAs.";
}

description
"Net work-LSA. ";

uses ospfv3-1|sa-options;

contai ner attached-routers {

description

"All attached routers.";
leaf-1ist attached-router {

type rt-types:router-id;

description

"List of the routers attached to the network.";

}

}
}
container inter-area-prefix {
when "derived-fromor-self(../../header/type, "
+ "' ospfv3-inter-area-prefix-lsa )" {
description
"Only applies to Inter-Area-Prefix-LSAs.";

| eaf metric {
type ospf-netric;
description
"Inter-Area Prefix nmetric.";
}
uses ospfv3-1lsa-prefix;
description
"Prefix-LSA.";
}

container inter-area-router {
when "derived-fromor-self(../../header/type, "
+ "' ospfv3-inter-area-router-lsa )" {
description

"Only applies to Inter-Area-Router-LSAs.";
}
uses ospfv3-I|sa-options;
| eaf metric {
type ospf-netric;
description
" Aut ononmous Syst em Boundary Router (ASBR) netric.";

| eaf destination-router-id {
type rt-types:router-id;
description
"The Router ID of the ASBR described by the LSA ";



}

description
"Inter-Area-Router-LSA ";
}

cont ai ner as-external {
when "derived-fromor-self(../../header/type,
+ "’ ospfv3-as-external -Isa’ )" {
description
"Only applies to AS-External -LSAs.";

}

uses ospfv3-1sa-external

description
"AS- Ext ernal - LSA. "
}

cont ai ner nssa {
when "derived-fromor-self(../../header/type,
+ "’ ospfv3-nssa-lsa )" {
description
"Only applies to NSSA-LSAs.";

}

uses ospfv3-Isa-external

description
"NSSA-LSA. ";
}

contai ner link {
when "derived-fromor-self(../../header/type,
+ " ospfv3-link-1sa )" {
description
"Only applies to Link-LSAs.";

leaf rtr-priority {
type uint8;
description
"Router priority for DR election. A router with a
hi gher priority will be preferred in the election
A value of 0 indicates that the router is not eligible
to becone the DR or BDR ";
}

uses ospfv3-1sa-options;

| eaf link-local-interface-address {
type inet:ipv6-address;
description
"The originating router’s link-Ioca
interface address for the link.";

}
| eaf num of -prefixes {
type uint32;
description
"Number of prefixes.";
}

contai ner prefixes {
description
"Al'l prefixes for the link.";
list prefix {
description
"List of prefixes associated with the link.";
uses ospfv3-I|sa-prefix;
}
}

description



"Link-LSA. ";
}
container intra-area-prefix {
when "derived-fromor-self(../../header/type,
+ " ospfv3-intra-area-prefix-lsa )" {
description
"Only applies to Intra-Area-Prefix-LSAs.";

}
description
"Intra-Area-Prefix-LSA "

| eaf referenced-1s-type {
type identityref {
base ospfv3-I|sa-type;
}
description
"Referenced LS Type.";

| eaf unknown-referenced-Is-type {
type uint 16;
description
"Val ue for an unknown Referenced LS Type.";

| eaf referenced-link-state-id {
type uint32;
description
"Referenced Link State ID.";
}
| eaf referenced-adv-router {
type rt-types:router-id;
description
"Ref erenced Advertising Router.";
ref erence
"RFC 5340: OSPF for |Pv6";

}
| eaf num of -prefixes {
type uint 16;
description
"Number of prefixes.";
}

cont ai ner prefixes {
description
"All prefixes in this LSA";
list prefix {
description
"List of prefixes in this LSA ";
uses ospfv3-Ilsa-prefix;
| eaf metric {
type uint 16;
description
"Prefix netric.";
}

}
}
}

container router-information {
when "derived-fromor-self(../../header/type,
+ " ospfv3-router-information-lsa’ )" {
description
"Only applies to Router-Information-LSAs (RFC 7770).";
ref erence
"RFC 7770: Extensions to OSPF for Advertising Optiona
Rout er Capabilities";

}

container router-capabilities-tlv {



description
"Informational and functional router capabilities.";
uses router-capabilities-tlv;
}
cont ai ner node-tag-tlvs {
description
"Al'l Node Adnmin Tag TLVs.";
list node-tag-tlv {
description
"Node Admin Tag TLV.";
uses node-tag-tlv;
}
}

cont ai ner dynam c-hostnane-tlv {
description
"OSPF Dynanmi ¢ Host name TLV.";
uses dynami c- host nanme-tlv;

}

contai ner sbfd-discrimnator-tlv {
description
"OSPF S-BFD Di scrimnator TLV.";
uses sbfd-discrimnator-tlv;

}

description
"Rout er-|nformation-LSA."
ref erence
"RFC 7770: Extensions to OSPF for Advertising Optiona
Rout er Capabilities";
}
}

groupi ng | sa- header {
description
"Common LSA for OSPFv2 and OSPFv3.";
| eaf age {
type uint 16;
mandat ory true;
description
"LSA age.";
}
| eaf type {
type identityref {
base ospf-Isa-type;
}

mandat ory true;
description
"LSA type.";
}

| eaf adv-router {
type rt-types:router-id;
mandat ory true;
description
"LSA advertising router.”;
}

| eaf seq-num {
type uint32;
mandat ory true;
description
"LSA sequence nunber.";

| eaf checksum {
type fletcher-checksunil6-type;
mandat ory true;
description



"LSA checksum ";

}
| eaf length {
type uint 16;
mandat ory true;
description
"LSA length, including the header.";
}

}

groupi ng ospfv2-1sa {
description
"OSPFv2 LSA. LSAs are uniquely identified by
the <LSA Type, Link State ID, Advertising Router>
tuple, with the sequence nunber differentiating the
LSA instances.";
cont ai ner header {
must " (derived-fron(type,
+ "’ ospfv2-opaque-lsa-type’) and "
+ "opaque-id and opaque-type) or "
+ "(not (derived-fromtype, "
+ "’ ospfv2-opaque-Ilsa-type’'))
"and not (opaque-id) and not (opaque-type))" {
description
"The opaque-type and the opaque-id only apply to
Opaque-LSAs. ";

+

description
"Decoded OSPFv2 LSA header data.";

cont ai ner |sa-options {
|l eaf-1ist |sa-options {
type identityref {
base ospfv2-Isa-option
}
description
"List of LSA Options. This list will contain the
identities for the OSPFv2 LSA Options that are set.";
}
description
"LSA Options.";
}

|l eaf Isa-id {
type yang: dotted- quad;
mandat ory true;
description
"Link State ID.";
}

| eaf opaque-type {
type uint8;
description
"Opaque-LSA type.";

| eaf opaque-id {
type opaque-id;
description
"Opaque-LSA ID.";
}

uses | sa- header

}

cont ai ner body {
description



"Decoded OSPFv2 LSA body data.";
uses ospfv2-|sa-body;
}
}

groupi ng ospfv3-1lsa {
description
"Decoded OSPFv3 LSA.";
cont ai ner header {
description
"Decoded OSPFv3 LSA header data.";
leaf Isa-id {
type uint32;
mandat ory true;
description
"OSPFv3 LSA ID.";
}

uses | sa- header
}
cont ai ner body {
description
"Decoded OSPF LSA body data.";
uses ospfv3-1sa-body;
}
}
groupi ng | sa-comon {
description
"Common fields for OSPF LSA representation."”;
| eaf decode-conpleted {
type bool ean;
description
"The OSPF LSA body was successfully decoded, except for
unknown TLVs. Unknown LSA types and CSPFv2 unknown
Opaque- LSA types are not decoded. Additionally,
mal formed LSAs are generally not accepted and will
not be in the Link State Database (LSDB).";

| eaf rawdata {
type yang: hex-string;
description
"The hexadeci mal representation of the conplete LSA as
received or originated, in network byte order.";
}
}

groupi ng |sa {
description
"OSPF LSA. ";
uses | sa- cormon
choi ce version {
description
"OSPFv2 or OSPFv3 LSA body.";
cont ai ner ospfv2 {
description
"OSPFv2 LSA.";
uses ospfv2-1sa;
}
cont ai ner ospfv3 {
description
"OSPFv3 LSA.";
uses ospfv3-1sa;
}
}
}

groupi ng | sa-key {



description
"OSPF LSA key. The database key for each LSA of a given
type in the LSDB.";
leaf Isa-id {
type union {
type yang: dotted- quad;
type uint32;

description
"Link State ID.";

| eaf adv-router {
type rt-types:router-id;
description
"Advertising router.";

}
}

groupi ng instance-stat {
description
"Per-instance statistics.";
| eaf discontinuity-time {
type yang: date-and-ti ne;
description
"The time of the nbst recent occasion at which any one or
more of this OSPF instance’s counters suffered a
discontinuity. |If no such discontinuities have occurred
since the OSPF instance was last reinitialized, then
this node contains the tine the OSPF instance was
reinitialized, which normally occurs when it was
created.";
}
| eaf originate-new | sa-count {
type yang: count er 32;
description
"The nunber of new LSAs originated. Discontinuities in the
value of this counter can occur when the OSPF instance is
reinitialized.";
}
| eaf rx-newl sas-count {
type yang: count er 32;
description
"The number of new LSAs received. Discontinuities in the
val ue of this counter can occur when the OSPF instance is
reinitialized.";
}
| eaf as-scope-Isa-count {
type yang: gauge32;
description
"The nunber of AS-Scope LSAs.";
}

| eaf as-scope-|sa-chksum sum {
type uint32;
description
"The nmodul o 2232 sum of the LSA checksuns
for AS-Scope LSAs. The val ue should be treated as
unsi gned when conparing two suns of checksums. Wile
di ffering checksuns indicate a different conbination
of LSAs, equival ent checksunms don’t guarantee that the
LSAs are the sane, given that multiple conbinations of
LSAs can result in the same checksum";
}
cont ai ner dat abase {
description
"Cont ai ner for per-AS-Scope LSA statistics.";
list as-scope-lsa-type {



description
"Li st of AS-Scope LSA statistics.";
| eaf |sa-type {
type uint 16;
description
"AS- Scope LSA type.";

| eaf |sa-count {
type yang: gauge32;
description
"The nunber of LSAs of this LSA type.";

| eaf | sa-cksum sum {
type uint32;
description
"The modul o 2732 sum of the LSA checksuns
for LSAs of this type. The value should be
treated as unsi gned when conparing two suns of
checksuns. While differing checksuns indicate a
di fferent conbination of LSAs, equival ent checksuns
don’t guarantee that the LSAs are the sane, given that
mul ti pl e conbi nations of LSAs can result in the sane
checksum ";
}
}
}

uses instance-fast-reroute-state;

}

groupi ng area-stat {
description
"Per-area statistics.";
| eaf discontinuity-time {
type yang: date-and-ti ne;
description
"The time of the nbst recent occasion at which any one or
more of this OSPF area’s counters suffered a
discontinuity. |If no such discontinuities have occurred
since the OSPF area was last reinitialized, then
this node contains the tinme the OSPF area was
reinitialized, which normally occurs when it was
created.";

| eaf spf-runs-count {
type yang: count er 32;
description
"The nunber of tines the intra-area SPF has run
Di scontinuities in the value of this counter can occur
when the OSPF area is reinitialized.";
}
| eaf abr-count {
type yang: gauge32;
description
"The total nunber of Area Border Routers (ABRs)
reachable within this area.”;

| eaf asbr-count {
type yang: gauge32;
description
"The total nunber of AS Boundary Routers (ASBRs)
reachable within this area.”;
}
| eaf ar-nssa-transl ator-event-count {
type yang: count er 32;
description
"The nunber of NSSA transl ator-state changes.



}

Discontinuities in the value of this counter can occur
when the OSPF area is reinitialized.";

| eaf area-scope-lsa-count {
type yang: gauge32;
description

}

"The nunber of area-scope LSAs in the area."”;

| eaf area-scope-|sa-cksum sum {
type uint32;
description

}

"The nmodul o 2232 sum of the LSA checksuns

for area-scope LSAs. The value should be treated as
unsi gned when conparing two suns of checksunms. Wile
differing checksuns indicate a different conbination
of LSAs, equival ent checksums don’t guarantee that the
LSAs are the sanme, given that nultiple comnbinations of
LSAs can result in the same checksum";

cont ai ner dat abase {
description

"Cont ai ner for area-scope LSA type statistics.";

list area-scope-lsa-type {

}
}
}

description
"Li st of area-scope LSA statistics."”;
| eaf |sa-type {
type uint 16;
description
"Area-scope LSA type.";

| eaf |sa-count {
type yang: gauge32;
description
"The nunber of LSAs of this LSA type.";
}

| eaf | sa-cksum sum {

type uint32;

description
"The modul o 2732 sum of the LSA checksuns
for LSAs of this type. The value should be
treated as unsi gned when conparing two suns of
checksunms. While differing checksuns indicate a
di fferent conbinati on of LSAs, equival ent checksuns
don’t guarantee that the LSAs are the sane, given that
mul ti ple conbinations of LSAs can result in the sane
checksum ";

}

grouping interface-stat {
description
"Per-interface statistics.";
| eaf discontinuity-time {
type yang: date-and-ti ne;
description

| eaf

"The time of the nbst recent occasion at which any one or

nmore of this OSPF interface’'s counters suffered a
discontinuity. |If no such discontinuities have occurred
since the OSPF interface was last reinitialized, then
this node contains the tine the OSPF interface was
reinitialized, which normally occurs when it was
created.";

i f-event-count ({



type yang: count er 32;

description
"The nunber of tines this interface has changed its
state or an error has occurred. Discontinuities in the
value of this counter can occur when the OSPF interface
isreinitialized.";

| eaf |ink-scope-Ilsa-count {
type yang: gauge32;
description
"The nunber of |ink-scope LSAs.";

| eaf |ink-scope-Isa-cksum sum {
type uint32;
description
"The modul o 2732 sum of the LSA checksuns
for link-scope LSAs. The value should be treated as
unsi gned when conparing two sums of checksums. While
differing checksuns indicate a different conbination
of LSAs, equival ent checksuns don’'t guarantee that the
LSAs are the sane, given that multiple conbinations of
LSAs can result in the same checksum";
}
cont ai ner dat abase {
description
"Container for |ink-scope LSA type statistics.";
list Iink-scope-lsa-type {
description
"List of link-scope LSA statistics.";
| eaf |sa-type {
type uint 16;
description
"Li nk-scope LSA type.";

| eaf |sa-count {
type yang: gauge32;
description
"The nunber of LSAs of this LSA type.";
}

| eaf |sa-cksum sum {

type uint32;

description
"The nodul o 2232 sum of the LSA checksuns
for LSAs of this type. The value should be
treated as unsigned when conparing two suns of
checksuns. While differing checksuns indicate a
di fferent conbination of LSAs, equival ent checksuns
don’t guarantee that the LSAs are the sane, given that
mul ti pl e conbi nati ons of LSAs can result in the same
checksum";

}
}
}
}

groupi ng nei ghbor-stat {
description
"Per-nei ghbor statistics.";
| eaf discontinuity-time {
type yang: date-and-ti ne;
description
"The time of the nobst recent occasion at which any one or
nmore of this OSPF nei ghbor’s counters suffered a
di scontinuity. |f no such discontinuities have occurred
since the OSPF nei ghbor was last reinitialized, then
this node contains the time the OSPF nei ghbor was



}

reinitialized, which normally occurs when the nei ghbor
is dynami cally di scovered and created.";

| eaf nbr-event-count {

type yang: count er 32;
description
"The nunber of tines this neighbor has changed
state or an error has occurred. Discontinuities in the
val ue of this counter can occur when the OSPF nei ghbor
isreinitialized.";

| eaf nbr-retrans-qlen {

}
}

type yang: gauge32;
description
"The current length of the retransm ssion queue.";

groupi ng instance-fast-reroute-config {
description

"This group defines the gl obal configuration of
| P Fast Reroute (IP-FRR).";

contai ner fast-reroute {

}
}

if-feature "fast-reroute”;
description
"This container may be augnented w th gl oba
paraneters for IP-FRR ";
container Ifa {
if-feature "l fa";
description
"This container may be augnented with
gl obal paraneters for Loop-Free Alternates (LFAs).
Cont ai ner creation has no effect on LFA activation.";

}

groupi ng instance-fast-reroute-state {
description

"I P-FRR state data grouping.";

cont ai ner protected-routes {

if-feature "fast-reroute”;
config fal se;
description
"Instance protection statistics.";

list address-fam |ly-stats {
key "address-fam |y prefix alternate";
description
"Per-Address-Fam |y (AF) protected prefix information.";

| eaf address-famly {
type iana-rt-types: address-famly;
description
"Address famly.";
}

| eaf prefix {
type inet:ip-prefix;
description
"Protected prefix.";

| eaf alternate {
type inet:ip-address;
description
"Alternate next hop for the prefix.";



| eaf alternate-type {
type enuneration {
enum equal - cost {
description
"ECMP- based alternate.";

enum | fa {
description
"LFA-based alternate.";
}

enum renote-1fa {
description
"Renot e- LFA- based alternate.”;

enum tunnel {
description
"Tunnel - based alternate (like RSVP-TE or GRE).";

enumti-lfa {
description
"An alternate based on Topol ogy- | ndependent
Loop-Free Alternate (Tl-LFA).";
}
enum nrt {
description
"An alternate based on Maxi mally Redundant Trees
(MRTS). ";

enum ot her {
description
"Unknown alternate type.";
}
}

description
"Type of alternate.";

| eaf best {
type bool ean;
description
"Indicates that this alternate is preferred.”;
}

| eaf non-best-reason {

type string {
|l ength "1..255";
}

description
"Information field used to describe why the alternate
is not the best choice.";
}
| eaf protection-available {
type bits {
bit node-protect {
position O;
description
"Node protection available.";
}

bit link-protect {
position 1;
description
"Link protection available.";

bit srlg-protect {
position 2;
description
"Shared Ri sk Link Group (SRLG protection



avail able.";
}
bit downstream protect {
position 3;
description
"Downstream protection available.";

}
bit other {
position 4;
description
"Qther protection available.";
}
}

description
"Protection provided by the alternate.";

| eaf alternate-netric-1 {
type uint32;
description
"Metric fromthe Point of Local Repair (PLR) to
the destination through the alternate path.";

| eaf alternate-netric-2 {
type uint32;
description
"Metric fromthe PLR to the alternate node.";

| eaf alternate-netric-3 {
type uint32;
description
"Metric fromthe alternate node to the destination.";
}

}
}

cont ai ner unprotected-routes {
if-feature "fast-reroute”;
config fal se;
description
"List of prefixes that are not protected.”;

list address-fam |ly-stats {
key "address-famly prefix";
description
"Per-AF unprotected prefix statistics.";

| eaf address-famly {
type iana-rt-types: address-famly;
description
"Address famly.";

| eaf prefix {
type inet:ip-prefix;
description
"Unprotected prefix.";
}

}
}

list protection-statistics {
key "frr-protection-nethod”;
config fal se;
description
"List of protection nmethod statistics.";

| eaf frr-protection-nethod {



type string;
description
"Protection nethod used.";

list address-fam ly-stats {
key "address-fam|ly";
description
"Per-AF protection statistics.";

| eaf address-famly {
type iana-rt-types: address-famly;
description
"Address famly.";
}

| eaf total-routes {
type uint32;
description
"Total prefixes.";
}

| eaf unprotected-routes {
type uint32;
description
"Total prefixes that are not protected.”;
}

| eaf protected-routes {
type uint32;
description
"Total prefixes that are protected."”;

| eaf |inkprotected-routes {
type uint32;
description
"Total prefixes that are Iink protected.";

| eaf nodeprotected-routes {
type uint32;
description
"Total prefixes that are node protected."”;
}

}
}
}

grouping interface-fast-reroute-config {
description
"This group defines interface configuration of IP-FRR ";
container fast-reroute {
if-feature "fast-reroute"”;
container Ifa {
if-feature "Ifa";
| eaf candi dat e-enabl ed {
type bool ean;
default "true";
description
"Enables the interface to be used as a backup.";

| eaf enabl ed {
type bool ean;
default "fal se";
description
"Activates an LFA. Per-prefix LFA conputation
is assuned.";
}
contai ner renote-lfa {
if-feature "renmote-1fa";
| eaf enabl ed {



type bool ean;
default "fal se";
description
"Activates a Remote LFA (R-LFA).";
}
description
"R-LFA configuration.";
}

description
"LFA configuration.";
}
description
"Interface I P-FRR configuration.”;
}

}

groupi ng interface-physical-link-config {
description
"Interface cost configuration that only applies to
physical interfaces (non-virtual) and shamlinks.";
| eaf cost {
type ospf-link-netric;
description
"Interface’s cost.";

| eaf mtu-ignore {
if-feature "ntu-ignore";
type bool ean;
description
"Enabl es/ di sabl es bypassing the MIU m smatch check in
Dat abase Description packets as specified in Section 10.6
of RFC 2328.";
ref erence
"RFC 2328: OSPF Version 2, Section 10.6";
}

| eaf prefix-suppression {
if-feature "prefix-suppression”;
type bool ean;
description
"Suppresses advertisenent of the prefixes associated
with the interface.";

}
}

groupi ng interface-comon-config {
description
"Comon configuration for all types of interfaces,
including virtual links and shamlinks.";

| eaf hello-interval {
type uint 16;
units "seconds";
description
"Interval between Hello packets (seconds). It nust
be the sane for all routers on the sanme networKk.
D fferent networks, inplenentations, and depl oynents
will use different Hello intervals. A sanple value
for a LAN network would be 10 seconds.";
ref erence
"RFC 2328: OSPF Version 2, Appendix C 3";
}

| eaf dead-interval {
type uint 16;
units "seconds";
must '../dead-interval > ../hello-interval’ {



error-nessage "The dead interval nust be "
+ "larger than the Hello interval";
description
"The val ue nust be greater than 'hello-interval’.";
}
description
"Interval after which a neighbor is declared down
(seconds) if Hello packets are not received. It is
typically 3 or 4 tines the '"hello-interval’ period.
A typical value for LAN networks is 40 seconds.";
reference
"RFC 2328: OSPF Version 2, Appendix C 3";
}

| eaf retransmt-interval {
type uintl1l6 {
range "1..3600";
}

units "seconds";
description
"Interval between retransnitting unacknow edged Li nk
State Advertisenents (LSAs) (seconds). This should
be well over the round-trip transnit delay for
any two routers on the network. A sanple value
woul d be 5 seconds.";
ref erence
"RFC 2328: OSPF Version 2, Appendix C 3";
}

| eaf transmt-delay {
type uint 16;
units "seconds";
description
"Estimated tinme needed to transnmit Link State Update
(LSU) packets on the interface (seconds). LSAs have
their age incremented by this ambunt when adverti sed
on the interface. A sample value would be 1 second.”;
ref erence
"RFC 2328: OSPF Version 2, Appendix C 3";
}

leaf Ils {
if-feature "Ils";
type bool ean;
description
"Enabl es/ di sabl es |ink-1ocal signaling (LLS) support.";
}

container ttl-security {
if-feature "ttl-security”;
description
"Time to Live (TTL) security checking.";
| eaf enabl ed {
type bool ean;
description
"Enabl es/ di sabl es TTL security checking.";
}
| eaf hops {
type uint8 {
range "1..254";

}
default "1";
description
"Maxi mum nunber of hops that an OSPF packet may
have traversed before reception.";



| eaf enabl ed {
type bool ean;
default "true";
description
"Enabl es/ di sabl es the OSPF protocol on the interface.";
}

contai ner authentication {
description
"Aut hentication configuration.";
choi ce aut h-type-sel ection {
description
"Options for OSPFv2/ OSPFv3 aut hentication
configuration.";
case ospfv2-auth {
when "derived-fromor-self(../../../1../1../1../rt:type,
+ " ospfv2 )" {
description
"Applied to OSPFv2 only.";

| eaf ospfv2-auth-trailer-rfc {
if-feature "ospfv2-authentication-trailer";
type ospfv2-auth-trailer-rfc-version
description
"Version of OSPFv2 authentication trailer support.
See RFCs 5709 and 7474.";
ref erence
"RFC 5709: OSPFv2 HMAC- SHA Cryptographic Authentication
RFC 7474: Security Extension for OSPFv2 When Using
Manual Key Managenent"™;
}
choi ce ospfv2-auth-specification {
description
"Key chain or explicit key parameter specification.";
case aut h-key-chain {
if-feature "key-chain";
| eaf ospfv2-key-chain {
type key-chai n: key-chai n-ref;
description
"Name of the key chain.";
}

case auth-key-explicit {
| eaf ospfv2-key-id {
type uint32;
description
"Key identifier.";

}
| eaf ospfv2-key {
type string;
description
"OSPFv2 aut hentication key. The
I ength of the key may be dependent on the
cryptographic algorithm?”;

| eaf ospfv2-crypto-algorithm{
type identityref {
base key-chai n:crypto-al gorithm
}
description
"Cryptographic al gorithm associated with the key.";



case ospfv3-auth-ipsec {
when "derived-fromor-self(../../../1..1..1../rt:type,
+ " Ospf V3! )Il {
description
"Applied to OSPFv3 only.";

i f-feature "ospfv3-authentication-ipsec”;
| eaf sa {
type string;
description
"Name of the Security Association (SA).";
}
}

case ospfv3-auth-trailer {
when "derived-fromor-self(../../../1..1../1../rt:type,
+ LU OSpf V3) )Il {
description
"Applied to OSPFv3 only.";

if-feature "ospfv3-authentication-trailer";
choi ce ospfv3-auth-specification {
description
"Key chain or explicit key parameter specification.";
case aut h-key-chain {
if-feature "key-chain";
| eaf ospfv3-key-chain {
type key-chai n: key-chai n-ref;
description
"Name of the key chain.";

}

case auth-key-explicit {
| eaf ospfv3-sa-id {
type uint 16;
description
"Security Association (SA) ldentifier.";

}
| eaf ospfv3-key {
type string;
description
"OSPFv3 aut hentication key. The
I ength of the key may be dependent on the
cryptographic algorithm?”;

| eaf ospfv3-crypto-algorithm{
type identityref {
base key-chai n:crypto-al gorithm
}
description
"Cryptographic algorithm associated with the key.";

groupi ng interface-config {
description
"Configuration for normal OSPF interfaces (not virtua
or shaminterfaces).";

| eaf interface-type {
type enuneration {
enum br oadcast {



description
"Specifies an OSPF broadcast multi-access network.";
}

enum non- br oadcast {
description
"Specifies an OSPF Non-Broadcast Milti-Access
(NBMA) network.™;

enum poi nt-to-nmultipoint {
description
"Specifies an OSPF point-to-multipoint network.";
}

enum poi nt -t o-poi nt {
description
"Specifies an OSPF point-to-point network.";

}
enum hybrid {
if-feature "hybrid-interface";
description
"Specifies an OSPF hybrid broadcast /
poi nt-to-nul ti poi nt network.";
}
}
description
"Interface type.";
}

| eaf passive {
type bool ean;
description
"Enabl es/ di sabl es a passive interface. A passive
interface’s prefix will be advertised, but no nei ghbor
adj acencies will be fornmed on the interface.";

}

| eaf demand-circuit ({
if-feature "demand-circuit”;
type bool ean;
description
"Enabl es/ di sabl es a demand circuit.";

}
| eaf priority {
type uint8;
description
"Configures OSPF router priority. In a nulti-access
network, this value is for Designated Router (DR) el ection
The priority is ignored on other interface types. A router
with a higher priority will be preferred in the election.
A value of 0 indicates that the router is not eligible to
becone the DR or Backup DR (BDR).";
}

container multi-areas {
if-feature "nulti-area-adj";
description
"Container for nmulti-area configuration.";
list multi-area {
key "multi-area-id";
description
"Configures an OSPF multi-area adjacency.";
leaf multi-area-id {
type area-id-type;
description
"Multi-area adjacency area ID.";



| eaf cost {
type ospf-link-netric;
description
"Interface cost for a nulti-area adjacency.";
}
}
}

contai ner static-nei ghbors {
description
"Statically configured neighbors.";

i st neighbor {
key "identifier";
description
"Specifies a static OSPF nei ghbor.";

| eaf identifier {
type inet:ip-address;
description
"Nei ghbor’s Router ID, |Pv4 address, or |Pv6 address.";

}

| eaf cost {
type ospf-link-netric;
description
"Interface cost. Different inplenentations have
different default costs, with sone defaulting to a
cost inversely proportional to the interface speed.

O hers will default to 1, equating the cost to a
hop count.";
}
| eaf poll-interval {
type uint 16;
units "seconds";
description
"Nei ghbor’s poll interval (seconds) for sending OSPF
Hel | o packets to discover the nei ghbor on NBVA
networks. This interval dictates the granularity for
di scovery of new nei ghbors. A sanple would be
120 seconds (2 minutes) for a | egacy Packet Data
Net work (PDN) X.25 network.";
ref erence
"RFC 2328: OSPF Version 2, Appendix C 5";
}
| eaf priority {
type uint8;
description
"Nei ghbor’s priority for DR election. A router with a
hi gher priority will be preferred in the election
A value of O indicates that the router is not
eligible to becone the DR or BDR ";
}

}
}

| eaf node-flag {
if-feature "node-flag";
type bool ean;
default "fal se";
description
"Sets the prefix as identifying the advertising router.";
reference
"RFC 7684: OSPFv2 Prefix/Link Attribute Advertisenment”



contai ner bfd {
if-feature "bfd";
description
"BFD i nterface configuration.";
uses bfd-types:client-cfg-parns;
reference

"RFC 5880: Bidirectional Forwarding Detection (BFD)

RFC 5881: Bidirectional Forwarding Detection
(BFD) for I1Pv4 and | Pv6 (Single Hop)
RFC 9314: YANG Data Mddel for Bidirectiona

Detection (BFD)";
}

uses interface-fast-reroute-config;
uses i nterface-common-confi g;
uses interface-physical-link-config;

}

groupi ng nei ghbor-state {
description
" OSPF nei ghbor operational state.”;

| eaf address {
type inet:ip-address;
config fal se;
description
"Nei ghbor’ s address.";
}

| eaf dr-router-id {
type rt-types:router-id;
config fal se;
description
"Nei ghbor’s DR Router ID.";
}

| eaf dr-ip-addr {
type inet:ip-address;
config fal se;
description
"Nei ghbor’s DR | P address.";
}

| eaf bdr-router-id {
type rt-types:router-id;
config fal se;
description
"Nei ghbor’s BDR Router ID.";
}

| eaf bdr-ip-addr {
type inet:ip-address;
config fal se;
description
"Nei ghbor’s BDR | P address.";

| eaf state {
type nbr-state-type;
config fal se;
description
"OSPF nei ghbor state.";

| eaf cost {
type ospf-link-netric;
config fal se;
description

For war di ng

"Cost to reach the neighbor for point-to-mnultipoint



and Hybrid networks.";

| eaf dead-tiner {
type rt-types:tiner-val ue-secondslé;
config fal se;
description
"This timer tracks the remaining tine before
t he nei ghbor is declared dead.";
}
contai ner statistics {
config fal se;
description
" Per -nei ghbor statistics.";
uses nei ghbor-stat;
}
}

groupi ng interface-comon-state {
description
"OSPF interface common operational state.”;
ref erence
"RFC 2328: OSPF Version 2, Section 9";

| eaf state {
type if-state-type;
config fal se;
description
"Interface state."”;
}

| eaf hello-timer {
type rt-types:tiner-val ue-secondslé;
config fal se;
description
"This timer tracks the remaining tine before the
next Hell o packet is sent on the interface.";

}

| eaf wait-tiner {
type rt-types:tiner-val ue-secondslé;
config fal se;
description
"This timer tracks the remaining tine before
the interface exits the "Waiting' state.";

}

| eaf dr-router-id {
type rt-types:router-id;
config fal se;
description
"DR Router 1D ",
}

| eaf dr-ip-addr {
type inet:ip-address;
config fal se;
description
"DR | P address.";
}

| eaf bdr-router-id {
type rt-types:router-id;
config fal se;
description
"BDR Router ID.";



| eaf bdr-ip-addr {
type inet:ip-address;
config fal se;
description
"BDR | P address.";
}

contai ner statistics {
config fal se;
description
"Per-interface statistics.";
uses interface-stat;

}

cont ai ner nei ghbors {
config fal se;
description
"Al'l neighbors for the interface.”;
i st neighbor {
key "nei ghbor-router-id";
description
"List of interface OSPF nei ghbors.";
| eaf nei ghbor-router-id {
type rt-types:router-id;
description
"Nei ghbor’s Router ID.";
}
uses nei ghbor-state;
}
}

cont ai ner dat abase {
config fal se;
description
"Li nk-scope LSDB.";
list Iink-scope-lsa-type {
key "l sa-type";
description
"Li st of OSPF |ink-scope LSAs.";
| eaf |sa-type {
type uint 16;
description
"OSPF | i nk-scope LSA type.";
}
cont ai ner |ink-scope-|sas {
description
"Al'l link-scope LSAs of this LSA type.";
list Iink-scope-Ilsa {
key "lsa-id adv-router”;
description
"Li st of OSPF |ink-scope LSAs.";
uses | sa-key;
uses Isa {
refine "version/ospfv2/ ospfv2" {
must "derived-fromor-self( "
LR U AV Y N O e
+ "rt:type, 'ospfv2 )" {
description
"OSPFv2 LSA.";
}
}

refine "version/ospfv3/ospfv3" {

must "derived-fromor-self( "

+ "ol

+ "rt:type, 'ospfv3 )" {
description



"OSPFv3 LSA. ",

grouping interface-state {
description
"OSPF interface operational state.”;
ref erence
"RFC 2328: OSPF Version 2, Section 9";

uses i nterface-comon- st at e;

}
grouping virtual -link-config {
description
"OSPF virtual link configuration state.";

uses i nterface-common-confi g;

}
grouping virtual -link-state {
description
"OSPF virtual |ink operational state.";
| eaf cost {
type ospf-link-netric;
config fal se;
description
"Virtual link interface’'s cost.";
}
uses interface-conmon-state;
}

groupi ng sham|ink-config {
description
"OSPF sham link configuration state.";

uses i nterface-comon-config;
uses interface-physical-link-config;

}

groupi ng shamlink-state {
description
"OSPF sham | ink operational state.";
uses interface-comon-state;

}

groupi ng address-fam |y-area-config {
description
"OSPF address-fami|ly-specific area configuration state.";

cont ai ner ranges {
description
"Cont ai ner for sunmary ranges.";

list range {
key "prefix";
description
"Summari zes routes matchi ng the address/ mask
Applicable to Area Border Routers (ABRs) only."



| eaf prefix {
type inet:ip-prefix;
description
"I'Pv4 or 1Pv6 prefix."”;

| eaf advertise {
type bool ean;
description
"Advertise or hide.";
}

| eaf cost {
type ospf-netric;
description
"Advertised cost of a summary route.";
}

}
}
}

groupi ng ar ea-comon-config {
description
"OSPF area common configuration state.";

| eaf summary ({
when "derived-from(../area-type,’ stub-nssa-area’ )" {
description
"Sumary advertisenent into the stub area or NSSA. ";
}

type bool ean;

description
"Enabl es/ di sabl es sumrary adverti senent into the stub
area or NSSA. "

| eaf default-cost {
when "derived-from(../area-type,’stub-nssa-area’)" {
description
"Cost for the LSA default route advertised into the
stub area or NSSA. ";
}
type ospf-netric;
description
"Sets the summary default route cost for a stub area
or NSSA. ";

}
}

groupi ng area-config {
description
"OSPF area configuration state.”;

| eaf area-type {
type identityref {
base area-type;

default "nornal -area”
description
"Area type.";

}

uses area- conmon-confi g;
uses address-fam |y-area-config;

}

groupi ng area-state {
description
"OSPF area operational state.";



contai ner statistics {
config fal se;
description
"Per-area statistics.";
uses area-stat;

}

cont ai ner dat abase {
config fal se;
description
"Area-scope LSDB.";
list area-scope-lsa-type {
key "l sa-type";
description
"Li st of OSPF area-scope LSAs.";
| eaf |sa-type {
type uint 16;
description
"OSPF area-scope LSA type.";
}

cont ai ner area-scope-lsas {
description
"Al'l area-scope LSAs.";
list area-scope-lsa {
key "lsa-id adv-router”;
description
"Li st of OSPF area-scope LSAs.";
uses | sa-key;
uses Isa {
refine "version/ospfv2/ ospfv2" {
nmust "derived-fromor-self( "
SR A A A A Y
+ "rt:type, 'ospfv2')" {
description
"OSPFv2 LSA.";
}

}

refine "version/ospfv3/ospfv3" {
must "derived-fromor-self( "
LY A Y R B Y Y
+ "rt:type, 'ospfv3 )" {
description
"OSPFv3 LSA. ",

grouping local-rib {
description
"Local RIB. RIB for routes conputed by the | oca
CSPF routing instance.";
container local-rib {
config fal se;
description
"Local RIB.";
list route {
key "prefix";
description
"OSPF instance’s Local Routes.";
| eaf prefix {



type inet:ip-prefix;

description

"Destination prefix.";

}

cont ai ner next-hops {

description

"Next hops for the route."”;

list next-hop {
description

"Li st of next hops for the route.”;

| eaf outgoing-interface {
type if:interface-ref;

description

"Nanme of the outgoing interface.";

| eaf next-hop {
type inet:ip-address;

description

"Address of the next hop.";

}
}
| eaf metric {
type uint32;

description

"Metric for this route.™;

| eaf route-type {
type route-type;
description

}

| eaf route-tag {
type uint32;
description

}

"Route type for this route.”;

"Route tag for this route.”;

}
}
}

grouping ietf-spf-delay {

leaf initial-delay {
type uint32;

units "mlliseconds";

default "50";
description

"Del ay used while in the ' QU ET

| eaf short-delay {
type uint32;

units "mlliseconds";

default "200";
description

"Del ay used while in the 'SHORT _WAI T

}
| eaf | ong-delay {
type uint32;

units "mlliseconds";

default "5000";
description

"Del ay used while in the "LONG WAI T

| eaf hol d-down {
type uint32;

units "mlliseconds";

state (mlliseconds).";

state (mlliseconds).";

state (mlliseconds).";



default "10000";

description
"This timer value defines the period wi thout any changes
for the IGP to be considered stable (mlliseconds).";

leaf tine-to-learn {

type uint32;
units "mlliseconds”;
default "500";

description
"Duration used to learn all the | GP events
related to a single network event (mlliseconds).";
}
| eaf current-state {
type enuneration {
enum qui et {
description
""QUI ET state.";
}

enum short-wait {
description
""SHORT _WAI T state.";
}

enum | ong-wai t {
description
""LONG_WAI T state.”;
}

config fal se;
description
"Current SPF back-off algorithmstate.";
}

| eaf remaining-tine-to-learn {
type rt-types:tiner-value-mlliseconds;
config fal se;
description
"Remaining time until the time-to-learn timer fires.";
}

| eaf remai ni ng-hol d- down {
type rt-types:tiner-value-mlliseconds;
config fal se;
description
"Remaining time until the hold-down tinmer fires.";

| eaf | ast-event-received {
type yang:timestanp;
config fal se;
description
"Time of the last SPF triggering event.";
}

| eaf next-spf-time {
type yang:ti nmestanp;
config fal se;
description
"Ti me when the next SPF has been schedul ed.";

| eaf last-spf-time {
type yang:timestanp;
config fal se;
description
"Time of the |last SPF conputation.”;
}

description

"Grouping for | ETF SPF delay configuration and state.";
reference

"RFC 8405: Shortest Path First (SPF) Back-Of Delay Al gorithm



for Link-State | GPs";
}

groupi ng node-tag-config {
description
"OSPF node tag configuration state.";
cont ai ner node-tags ({
if-feature "node-tag";
list node-tag {
key "tag";
| eaf tag {
type uint32;
description
"Node tag value.";
}

description
"Li st of node tags.";

}

description
"Cont ai ner for node adnministrative tags.";

}
}

groupi ng instance-config {
description

"OSPF instance configuration state.";

| eaf enabl ed {
type bool ean;
default "true";
description

"Enabl es/ di sabl es the protocol.";

}

| eaf explicit-router-id {
if-feature "explicit-router-id";
type rt-types:router-id;
description
"Defined in RFC 2328. A 32-bit nunber

that uniquely identifies the router.";
ref erence

"RFC 2328: OSPF Version 2";
}

contai ner preference {
description

"Rout e preference configuration. |n nmany
i npl ementations, preference is referred to as
adm ni strative distance.";
ref erence
"RFC 8349: A YANG Data Mdel for
(NVDA Version)";
choi ce scope {
description
"Options for expressing preference
as single or multiple values.";
case single-value {
leaf all {
type uint8;
description

"Preference for intra-area, inter-area, and
external routes.”;

Rout i ng Managenent

}

}

case multi-val ues {
choice granularity {



}
}
}

cont ai

description

"Options for expressing preference
for intra-area and inter-area routes.";

case detail {
| eaf intra-area
type uint8;
description
"Preference

|l eaf inter-area
type uint8;
description
"Pref erence
}

}

case coarse {
| eaf internal {
type uint8;
description
"Preference
inter-area

}
}
}
| eaf external {
type uint8;

description
"Preference for

}

ner nsr {

if-feature "nsr";
description
"Non-Stop Routing (NSR) configuration state.";
| eaf enabl ed {
type bool ean;
description
"Enabl es/ di sabl es NSR. ";

}
}

{

for intra-area routes.";

{

for inter-area routes.";

for both intra-area and

routes.”;

AS ext er nal

contai ner graceful-restart {
if-feature "graceful -restart"”;
description

"G acef ul

ref erence

"RFC 3623: G aceful
RFC 5187: OSPFv3 G acef ul

| eaf

enabl ed {

type bool ean;
description

}

| eaf

"Enabl es/ di sabl es gracef ul

OSPF Restart

Restart";

and NSSA routes.”;

restart configuration state.";

restart as defined in RFC

for OSPFv2 and RFC 5187 for OSPFv3.";

hel per-enabl ed {

type bool ean;
description

| eaf

"Enabl es gracef ul

routers (Section 3 of RFC 3623).";
ref erence

"RFC 3623: G acef ul

restart-interval {

OSPF Restart,

Section 3";

3623

restart hel per support for restarting



type uint16 {
range "1..1800",
}
units "seconds";
default "120";
description
"Interval during which to attenpt graceful restart prior
to failing (seconds) (Appendix B.1 of RFC 3623).";
ref erence
"RFC 3623: Graceful OSPF Restart, Appendix B.1";

| eaf hel per-strict-Isa-checking {
type bool ean;
description
"Term nates graceful restart when an LSA topol ogy change
is detected (Appendi x B.2 of RFC 3623).";
reference
"RFC 3623: G aceful OSPF Restart, Appendix B.2";
}
}

cont ai ner auto-cost {

if-feature "auto-cost";
description

"Interface auto-cost configuration state.”;
| eaf enabl ed {

type bool ean;

description

"Enabl es/ di sabl es interface auto-cost.";

| eaf reference-bandw dth {
when "../enabled = "true’ " {
description
"Only when auto-cost is enabled."”;
}

type uint32 {
range "1..4294967";

}

units "Mits";

description
"Configures reference bandwi dth used to automatically
determne interface cost (Mits). The cost is the
ref erence bandwi dth divided by the interface speed,
with 1 being the mninmmcost.";

}
}

cont ai ner spf-control {
| eaf paths {
if-feature "nmax-ecnp";
type uintl1l6 {
range "1..65535";
}
description
" Maxi mum nunber of Equal -Cost Multi-Path (ECMP) paths.";
}
contai ner ietf-spf-delay {
if-feature "ietf-spf-delay"”;
uses ietf-spf-delay;
description
"I ETF SPF del ay al gorithm configuration."”;
}
description
"SPF cal cul ation control . ";



cont ai ner dat abase-control {
| eaf max-1sa {
if-feature "max-1sa";
type uint32 {
range "1..4294967294",
}
description
"Maxi mum nunber of OSPF LSAs the router will accept.”;
}
description
" Dat abase mmi ntenance control .";
}

contai ner stub-router {
if-feature "stub-router”;
description
"Sets the maxi mum nmetric configuration.";

choi ce trigger {
description
"Specific triggers that will enable stub router state.”;
cont ai ner al ways {
presence "Enabl es unconditional stub router support”;
description
"Uncondi tional stub router state (advertises
transit links with 'MaxLi nkMetric').";
ref erence
"RFC 6987: OSPF Stub Router Advertisenent”
}

}
}

contai ner npls {
description
"OSPF MPLS configuration state.";
container te-rid {
if-feature "te-rid";
description
"Stable OSPF Router |P address used for TE. ";
| eaf ipvd-router-id {
type inet:ipv4-address;
description
"Explicitly configures a TE | Pv4 Router ID.";

| eaf ipv6-router-id {
type inet:ipv6-address;
description
"Explicitly configures a TE | Pv6 Router ID.";
}

}

container ldp {
description
"OSPF MPLS LDP configuration state.";
| eaf igp-sync {
if-feature "l dp-igp-sync”;
type bool ean;
description
"Enabl es LDP | GP synchroni zation.";
}

}
}
uses instance-fast-reroute-config;
uses node-tag-config;

}

groupi ng i nstance-state {



description
"OSPF instance operational state.”;

| eaf router-id {
type rt-types:router-id;
config fal se;
description
"Defined in RFC 2328. A 32-bit nunber
that uniquely identifies the router.";
ref erence
"RFC 2328: OSPF Version 2";
}

uses local -rib;

contai ner statistics {
config fal se;
description
"Per-instance statistics.";
uses i nstance-stat;

}

cont ai ner dat abase {
config fal se;
description
" AS- Scope LSDB.";
|ist as-scope-lsa-type {
key "lsa-type";
description
"Li st of OSPF AS-Scope LSAs.";
| eaf |sa-type {
type uint 16;
description
"OSPF AS- Scope LSA type.";
}
cont ai ner as-scope-|sas {
description
"Al'l AS-Scope LSAs of this LSA type.";
|ist as-scope-lsa {
key "lsa-id adv-router"”;
description
"Li st of OSPF AS-Scope LSAs.";
uses | sa-key;
uses Isa {
refine "version/ospfv2/ ospfv2" {
must "derived-fromor-self( "
LAY A Y A A Y
+ "rt:type, 'ospfv2 )" {
description
"OSPFv2 LSA. ",
}

}

refine "version/ospfv3/ospfv3" {
must "derived-fromor-self( "
S SRR U A R Y e
+ "rt:type, 'ospfv3 )" {
description
"OSPFv3 LSA. ";

uses spf-1og;



uses | sa-1 og;

}

groupi ng nulti-topol ogy-area-comon-config {
description
"OSPF nulti-topol ogy area common configuration state.";
| eaf summary ({
when "derived-from(../../../larea-type, 'stub-nssa-area )" {
description
"Summary advertisenment into the stub area or NSSA. ";

type bool ean;

description
"Enabl es/ di sabl es a sunmary advertisenent into the
topology in the stub area or NSSA. ";

| eaf default-cost {
when "derived-from(../../../area-type, ’'stub-nssa-area )" {
description
"Cost for the LSA default route advertised into the
topology in the stub area or NSSA. ";
}
type ospf-netric;
description
"Sets the summary default route cost for a
stub area or NSSA. ";

}
}

grouping nulti-topol ogy-area-config {
description
"OSPF nmulti-topology area configuration state.";

uses mul ti-topol ogy-area-comon-confi g;
uses address-fam |y-area-config;

}

grouping nulti-topol ogy-state {
description
"OSPF nulti-topol ogy operational state.";

uses local -rib;

}

grouping nulti-topol ogy-interface-config {
description
"OSPF nulti-topology configuration state.";

| eaf cost {
type ospf-link-netric;
description
"Interface cost for this topology.";
}

}

groupi ng ospfv3-interface-config {
description
"OSPFv3 interface-specific configuration state.”;

| eaf instance-id {
type uint8;
default "O0";
description
"OSPFv3 instance ID.";



groupi ng ospfv3-interface-state {
description
"OSPFv3 interface-specific operational state.";

| eaf interface-id {
type uint32;
config fal se;
description
"OSPFv3 interface ID.";
}

}

grouping |Isa-identifiers {

description

"The paraneters that uniquely identify an LSA ";
| eaf area-id {

type area-id-type;

description

"Area ID.";

}

| eaf type {
type uint 16;
description
"LSA type.";

| eaf Isa-id {

type union {
type inet:ipv4-address;
type yang: dotted- quad;

description
"Link State ID.";

| eaf adv-router {
type rt-types:router-id;
description
"LSA advertising router.";
}

| eaf seq-num {
type uint32;
description
"LSA sequence nunber.";
}

}

groupi ng spf-1og {
description
"Grouping for the SPF log.";
contai ner spf-log {
config fal se;
description
"This container lists the SPF log entries.”;
list event {
key "id";
description
"List of SPF log entries represented
as a wapping buffer in chronol ogi ca
order, with the oldest entry returned
first.";
leaf id {
type uint32;
description
"Event identifier. A purely internal value.";

}
| eaf spf-type {



type enuneration {
enum ful | {
description
"The SPF conputation was for a full SPF.";

enumintra {
description
"The SPF conputation was only for intra-area
routes.”;
}
enuminter {
description
"The SPF conputation was only for inter-area
sunmary routes.";
}
enum ext ernal {
description
"The SPF conputation was only for AS externa
and NSSA routes.”;
}
}
description
"The SPF conmputation type for the SPF log entry.";
}

| eaf schedul e-timestamp {
type yang:ti nestanp;
description
"This is the tinmestanp when the conputation was
schedul ed. *;

| eaf start-timestamp {
type yang:ti nestanp;
description
"This is the tinmestanp when the conputation was
started.";

| eaf end-timestamp {
type yang:ti nestanp;
description
"This is the tinmestanp when the conputation was
compl eted.";
}
list trigger-lsa {
description
"The list of LSAs that triggered the conputation.”;
uses |l sa-identifiers;

}
}
}
}

grouping |Isa-1og {
description
"Grouping for the LSA log.";
container |sa-log {
config fal se;
description
"This container lists the LSA log entries.
Local LSA nodifications are also included
inthe list.";
list event {
key "id";
description
"List of LSA log entries represented
as a wapping buffer in chronol ogi cal order,
with the oldest entry returned first.";



leaf id {
type uint32;
description
"Event identifier. A purely internal value.";
}

contai ner |Isa {
description
"This container describes the LSA that was | ogged.";
uses |sa-identifiers;
}
| eaf received-tinmestamp {
type yang:ti mest anp;
description
"This is the tinmestanp when the LSA was received.
In the case of a local LSA update, the tinestanp
refers to the LSA origination tine.";
}
| eaf reason {
type identityref {
base | sa-1o0g-reason
}
description
"Reason for the LSAlog entry.";

}
}
}

augrment "/rt:routing/rt:control-plane-protocols/”
+ "rt:control -pl ane-protocol " {
when "derived-from(rt:type, "ospf’ )" {
description
"This augnentation is only valid for a routing protocol
i nstance of OSPF (type 'ospfv2’ or ’'ospfv3).";
}
description
"OSPF protocol 'ietf-routing nodule ’control-plane-protocol
augnentation.”;

cont ai ner ospf {
description
"OSPF protocol instance.”;

| eaf address-famly {
when "derived-fromor-self(../../rt:type, "ospfv3 )" {
description
"Only applicable to OSPFv3.";
}

type iana-rt-types: address-famly;
description
"Address family of the instance.";

}

uses instance-confi g;
uses instance-state;

contai ner areas {
description
"Al'l OSPF areas.";
list area {
key "area-id";
description
"List of OSPF areas.";
| eaf area-id {
type area-id-type;
description



}

"Area ID.";

uses area-config;
uses area-state;

container virtual-1links {

when "derived-fromor-self(../area-type,

}

+ "and ../area-id = '0.0.0.0"" {
description
"Virtual links nust be in a backbone area.";

description

"Al'l virtual links.";

list virtual-link {

}
}

key "transit-area-id router-id";
description

"OSPF virtual link.";
|l eaf transit-area-id {

type leafref {

path "../../../../arealarea-id";
}
must "derived-fromor-sel f("
+"../..]l..]..larea]area-id=current()]"
+ "/area-type, 'normal-area’) and "
+"../../l..]..larea[area-id=current()]"
+ "larea-id !="0.0.0.0"" {
error-nessage "The virtual link transit area nust

+ "not be the backbone area.";
description

"The virtual link transit area nust not be
backbone area (0.0.0.0).";
}
description

"Virtual link transit area ID.";

| eaf router-id {
type rt-types:router-id;
description

"Virtual link renote endpoint Router ID.";
}
uses virtual -1ink-config;
uses virtual -1ink-state;

cont ai ner sham|links {
if-feature "pe-ce-protocol";
description

"Al'l shamlinks.";

list shamlink {

key "local-id remote-id";
description

"OSPF sham link.";
| eaf local-id {

type inet:ip-address;

description

"Address of the local sham!link endpoint.";

}

| eaf renote-id {
type inet:ip-address;
description
"Address of the renote sham|ink endpoint.";
}

uses shamlink-config;
uses sham! i nk-state;

"nornmal -area’)

t he



}
}

contai ner interfaces {
description
"Al'l OSPF interfaces.";
list interface {
key "nane";
description
"List of OSPF interfaces.";
| eaf nane {
type if:interface-ref;
description
"Interface nanme reference.”;
}

uses interface-config;
uses interface-state;

augrment "/rt:routing/rt:control-plane-protocols/”
+ "rt:control -pl ane-protocol / ospf" {
when "derived-from(../rt:type, "ospf’')" {
description
"This augnentation is only valid for OSPF
(type 'ospfv2' or 'ospfv3).";

if-feature "nulti-topol ogy"”;
description
"OSPF nulti-topol ogy instance configuration
state augnentation.";
cont ai ner topol ogi es {
description
"Al'l topologies.";
list topology {
key "nane";
description
"OSPF topol ogy. The OSPF topol ogy address famly
must coincide with the routing instance’s
address famly.";
| eaf nane {
type leafref {
path “../../../..[../l../rt:ribs/rt:rib/rt:name";
}
description
"RI B name corresponding to the OSPF topol ogy.";
}

uses nul ti-topol ogy-state;
}
}
}

augrment "/rt:routing/rt:control-plane-protocols/”
+ "rt:control -pl ane- protocol / ospf/"
+ "areas/area" {
when "derived-fromor-self(../../../rt:type, "
+ " ospfv2 )" {
description
"This augnentation is only valid for OSPFv2.";
}

if-feature "nulti-topol ogy";
description



"OSPF nulti-topol ogy area configuration state
augnentation.”;
cont ai ner topol ogi es {
description
"Al'l topologies for the area.”;
list topology {
key "nane";
description
"OSPF area topol ogy.";
| eaf nane {
type leafref {
path "../../..[..[..[..[..[..]"
+ "rt:ribs/rt:rib/rt:name";
}

description
"Single topology enabled for this area.";
}

uses mul ti-topol ogy-area-config;
}
}
}

augrment "/rt:routing/rt:control-plane-protocols/”
+ "rt:control -pl ane- protocol / ospf/"
+ "areas/areal/interfaces/interface" {
when "derived-fromor-self(../../../1../1../rt:type, "
+ "Tospfv2' )" {
description
"This augnentation is only valid for OSPFv2.";

if-feature "nmulti-topol ogy"”;
description
"OSPF nulti-topology interface configuration state
augnentation.”;
cont ai ner topol ogi es {
description
"Al'l topologies for the interface.";
list topology {
key "nane";
description
"OSPF interface topology.";
| eaf nane {
type leafref {
path “../../..[.. .. .. .. [..[..[..]"
+ "rt:ribs/rt:rib/rt:nane";
}

description
"Single topology enabled on this interface."”;
}

uses mnul ti-topol ogy-interface-config;
}
}
}

augrment "/rt:routing/rt:control-plane-protocols/”
+ "rt:control -pl ane- protocol / ospf/"
+ "areas/areal/interfaces/interface" {
when "derived-fromor-self(../../../../1../rt:type, "
+ " ospfv3d )" {
description
"This augnentation is only valid for OSPFv3.";
}

description
"OSPFv3 interface-specific configuration state



augnentation.”;
uses ospfv3-interface-config;
uses ospfv3-interface-state;

}

groupi ng route-content {
description
"This grouping defines OSPF-specific route attributes.”;
| eaf metric {
type uint32;
description
"OSPF route netric.";

| eaf tag {
type uint32;
default "0";
description
"OSPF route tag.";

| eaf route-type {
type route-type;
description
"OSPF route type.";

}
}
augnment "/rt:routing/rt:ribs/rt:rib/rt:routes/rt:route" {
when "derived-from(rt:source-protocol, "ospf’')" {
description
"This augnentation is only valid for routes whose
source protocol is OSPF.";
}

description
"OSPF-specific route attributes.”;
uses route-content;

}

/*
* RPCs
*/

rpc cl ear-nei ghbor {
description
"This RPC request clears a particular set of OSPF nei ghbors.
If the operation fails for an OSPF-internal reason, then
"error-tag’ and 'error-app-tag’ should be set to val ues
indicating the error.";
i nput {
| eaf routing-protocol -nanme {
type leafref {
path "/rt:routing/rt:control-plane-protocol s/"
+ "rt:control -pl ane-protocol /rt: name";
}

mandat ory true;
description
"OSPF protocol instance for which information for nei ghbors
is to be cleared.

If the referenced OSPF i nstance doesn’t exist, then
this operation SHALL fail with an "error-tag’ setting of
"data-m ssing’ and an 'error-app-tag’ setting of
"routing-protocol -instance-not-found .";

}

| eaf interface {
type if:interface-ref;



description
"Nanme of the OSPF interface for which neighbors are to

be cl eared.

If the referenced OSPF interface doesn’t exist, then
this operation SHALL fail with an 'error-tag setting
of 'data-mi ssing’ and an 'error-app-tag setting of
"ospf-interface-not-found .";
}
}
}

rpc cl ear-database {

description
"This RPC request clears a particular OSPF Link State

Dat abase. Additionally, all neighbor adjacencies wll
be forced to the DOM state and sel f-originated LSAs
will be reoriginated. |If the operation fails for an
OSPF-internal reason, then "error-tag’ and ’error-app-tag
shoul d be set to values indicating the error.";
i nput {
| eaf routing-protocol -nanme {
type leafref {
path "/rt:routing/rt:control-plane-protocol s/"
+ "rt:control -pl ane-protocol /rt: name";

mandat ory true;
description
"OSPF protocol instance whose LSDB is to be cleared.

If the referenced OSPF instance doesn’t exist, then
this operation SHALL fail with an "error-tag’ setting of
"data-missing’ and an 'error-app-tag’ setting of
"routing-protocol -i nstance-not-found .";
}
}
}

/*
* Notifications
*/

groupi ng notification-instance-hdr {
description
"Thi s groupi ng descri bes common instance-specific
data for OSPF notifications.";

| eaf routing-protocol -nanme {
type leafref {
path "/rt:routing/rt:control-pl ane-protocol s/
+ "rt:control -pl ane-protocol /rt: name";
}

must "derived-fronm( "
+ "/rt:routing/rt:control-plane-protocol s/"
+ "rt:control -pl ane-protocol [rt:name=current()]/"
+ "rt:type, 'ospf’)";
description
"Name of the OSPF routing protocol instance.";
}

| eaf address-famly {
type leafref {
path "/rt:routing/"
+ "rt:control -pl ane-protocol s/rt:control -pl ane-protoco
+ "[rt:name=current()/../routing-protocol -nane]/"
+ "ospf/address-fam|ly";



}

description
"Address famly of the OSPF instance.";
}

}

grouping notification-interface {
description
"This grouping provides interface infornmation
for OSPF interface-specific notifications.";

choice if-link-type-selection {
description
"Options for link types.";
contai ner interface {
description
"Normal interface.";
| eaf interface {
type if:interface-ref;
description
"Interface.";
}
}

container virtual-link {
description
"Virtual link.";
| eaf transit-area-id {
type area-id-type;
description
"Area ID.";

| eaf nei ghbor-router-id {
type rt-types:router-id;
description
"Nei ghbor’s Router ID.";
}
}

contai ner shamlink {
description
"Sham link.";
| eaf area-id {
type area-id-type;
description
"Area ID.";

| eaf | ocal-ip-addr {
type inet:ip-address;
description
"Shamlink’s |ocal address."”;
}

| eaf renote-ip-addr {
type inet:ip-address;
description
"Sham link’s renote address.";
}

}
}
}

groupi ng notification-nei ghbor {
description
"Thi s grouping provides the neighbor information

for nei ghbor-specific notifications.";

| eaf nei ghbor-router-id {
type rt-types:router-id;



description
"Nei ghbor’s Router ID.";

}

| eaf nei ghbor-ip-addr {
type inet:ip-address;
description
"Nei ghbor’ s address.";
}
}

notification if-state-change {
uses notification-instance-hdr;
uses notification-interface;

| eaf state {
type if-state-type;
description
"Interface state.";
}
description
"This notification is sent when an interface
state change is detected.";

}

notification if-config-error {
uses notification-instance-hdr;
uses notification-interface;

| eaf packet-source {
type inet:ip-address;
description
"Source address.";

}

| eaf packet-type {
type packet-type;
description
"OSPF packet type.";

}

| eaf error {
type enuneration {
enum bad- version {
description
"Bad version.";
}

enum area-m smat ch {
description
"Area m smatch.";
}

enum unknown- nbma- nbr  {
description
"Unknown NBMA nei ghbor.";
}

enum unknown-vi rtual - nbr {
description
"Unknown virtual |ink neighbor.";

enum aut h-type-m smat ch {
description
"Aut hentication type msmatch.";

enum aut h-failure {
description
"Aut hentication failure.";



}

enum net - mask-m smatch {
description
"Net work nmask m snmatch.";

enum hel l o-interval -m smatch {
description
"Hello interval msnatch.";

enum dead-interval - m smat ch {
description
"Dead interval msmatch.";
}
enum option-m smatch {
description
"Option msmtch.";
}
enum nmtu-m smat ch {
description
"MIU m smatch. ";
}
enum duplicate-router-id {
description
"Duplicate Router ID."
}
enum no-error {
description
"No error.";

}
}

description
"Error codes.";
}
description
"This notification is sent when a packet is received indicating
an interface configuration error on the sending OSPF router.";

}

notification nbr-state-change {
uses notification-instance-hdr;
uses notification-interface;
uses notification-nei ghbor;

| eaf state {
type nbr-state-type;
description
"Nei ghbor state.";

}

description
"This notification is sent when a nei ghbor
state change is detected.";

}

notification nbr-restart-hel per-status-change {
uses notification-instance-hdr;
uses notification-interface;
uses notification-nei ghbor;

| eaf status {
type restart-hel per-status-type;
description
"Restart hel per status.";

}

| eaf age {



type rt-types:tiner-val ue-secondsle;
description
"Remaining time in the current OSPF graceful restart
interval when the router is acting as a restart
hel per for the neighbor.";

}

| eaf exit-reason {
type restart-exit-reason-type;
description
"Restart hel per exit reason.";
}
description
"This notification is sent when a nei ghbor restart
hel per status change is detected.”;

}

notification if-rx-bad-packet {
uses notification-instance-hdr;
uses notification-interface;

| eaf packet-source {
type inet:ip-address;
description
"Source address.”;

}

| eaf packet-type {
type packet-type;
description
" OSPF packet type.";

}

description
"This notification is sent when an OSPF packet that
cannot be parsed is received on an OSPF interface.";

}

notification | sdb-approachi ng-overflow {
uses notification-instance-hdr;

| eaf ext-lsdb-limt {
type uint32;
description
"The nmaxi mum nunber of non-default AS-External-LSA
entries that can be stored in the LSDB.";

}

description
"This notification is sent when the nunber of LSAs
in the router’s LSDB has exceeded ni nety percent of the
AS-External -LSA limt ("ext-lsdb-limt’).";
}

notification |sdb-overflow {
uses notification-instance-hdr;

| eaf ext-lsdb-limt {
type uint32;
description
"The maxi mum nunber of non-default AS-External-LSA
entries that can be stored in the LSDB.";

}

description
"This notification is sent when the nunber of LSAs



in the router’s LSDB has exceeded the AS-External -LSA limt
("ext-lsdb-limt’).";
}

notification nssa-transl ator-status-change {
uses notification-instance-hdr;

| eaf area-id {
type area-id-type;
description
"Area ID.";

}

| eaf status {
type nssa-transl ator-state-type;
description
"NSSA transl ator status.";

}

description
"This notification is sent when there is a change
in the router’s role in translati ng OSPF NSSA- LSAs
to OSPF AS-External -LSAs.";

}

notification restart-status-change {
uses notification-instance-hdr;

| eaf status {
type restart-status-type;
description
"Restart status.";

}

| eaf restart-interval {
type uint16 {
range "1..1800";
}

units "seconds";
default "120";
description
"Restart interval.";
}

| eaf exit-reason {
type restart-exit-reason-type;
description
"Restart exit reason.";
}

description
"This notification is sent when the graceful restart
state for the router has changed.";

}
}
<CODE ENDS>

Security Considerations

The YANG nodul e specified in this docunent defines a schema for data
that is designed to be accessed via network managenent protocols such
as NETCONF [ RFC6241] or RESTCONF [ RFC8040]. The | owest NETCONF | ayer
is the secure transport |ayer, and the mandatory-to-inpl ement secure
transport is Secure Shell (SSH) [ RFC6242]. The | owest RESTCONF | ayer
is HITPS, and the mandatory-to-inpl enent secure transport is TLS

[ RFCB8446] .



The Network Configuration Access Control Model (NACM [RFC8341]
provides the nmeans to restrict access for particular NETCONF or
RESTCONF users to a preconfigured subset of all avail abl e NETCONF or
RESTCONF protocol operations and content.

There are a nunber of data nodes defined in this YANG nodul e that are
witable/creatabl e/deletable (i.e., config true, which is the
default). These data nodes nmay be considered sensitive or vul nerable
in some network environnents. Wite operations (e.g., edit-config)
to these data nodes w thout proper protection can have a negative
effect on network operations. These are the subtrees and data nodes
and their sensitivity/vulnerability:

/ ospf

[ ospf/ areas/

[ ospf/ areas/ area[ area-i d]

[ospf/virtual -1inks/

[ospf/virtual -links/virtual-link[transit-area-id router-id]

[ ospf/areas/area[area-id]/interfaces

[ ospf/areas/area[area-id]/interfaces/interface[nane]

[ ospf/ areal area[ area-i d]/sham i nks

[ ospf/areal areal area-i d]/sham|inks/shamlink[local-id renote-id]

Witabl e data nodes represent the configuration of each instance,
area, virtual link, shamlink, and interface, and they correspond to
the schena nodes |isted above.

For OSPF, the ability to nodify OSPF configuration will allow the
entire OSPF domain to be conprom sed, including peering with

unaut hori zed routers to misroute traffic or mount a massive Denial -
of -Service (DoS) attack. For exanple, adding OSPF on any unprotected
interface could all ow an OSPF adj acency to be fornmed with an

unaut hori zed and malici ous nei ghbor. Once an adjacency is forned,
traffic could be hijacked. As a sinpler exanple, a DoS attack could
be nounted by changing the cost of an OSPF interface to be asymetric
such that a hard routing | oop ensues. |n general, unauthorized
nmodi fi cation of nost OSPF features will pose their own set of
security risks. The Security Considerations sections in the
respective reference RFCs shoul d be consulted.

Sone of the readabl e data nodes in this YANG nodul e may be consi dered
sensitive or vulnerable in sone network environments. It is thus
important to control read access (e.g., via get, get-config, or
notification) to these data nodes. These are the subtrees and data
nodes and their sensitivity/vulnerability:

[ ospf/ dat abase

[ ospf/ areas/ area[ area-i d]/ dat abase

[ospf/virtual -links/virtual-link[transit-area-id router-
i d]/ dat abase

[ ospf/areas/area[area-id]/interfaces/interface[nane]/database

[ ospf/ areal area area-id]/sham|inks/shamlink[|local-id renote-
i d]/ dat abase
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Exposure of the Link State Database (LSDB) will in turn expose the
detail ed topol ogy of the network. There is a separate LSDB for each
i nstance, area, virtual link, shamlink, and interface. These
correspond to the schena nodes listed above.

Exposure of the LSDB includes information beyond the scope of the
OSPF router. This may be undesirable, since exposure nay facilitate
other attacks. Additionally, in the case of an area LSDB, the
conplete I P network topology and, if deployed, the TE topol ogy of the
OSPF area can be reconstructed. Network operators nay consider their
topol ogies to be sensitive confidential data.

For OSPF authentication, configuration is supported via the
specification of key chains [RFC8177] or the direct specification of
a key and an authentication algorithm Hence, authentication
configuration using the "auth-key-chain" case in the "ospfv2-auth-
speci fication" or "ospfv3-auth-specification" container inherits the
security considerations of [RFC8177]. This includes considerations
with respect to the local storage and handling of authentication
keys.

Additionally, |ocal specification of OSPF authentication keys and the
associ ated authentication algorithmis supported for |egacy

i npl ementations that do not support key chains [RFC8177]. It is
RECOMVENDED t hat inplenentations mgrate to key chai ns because of

(1) seanl ess support of key and algorithmrollover, (2) specification
of a hexadeci mal key, which affords nore key entropy, and

(3) encryption of keys using the Advanced Encryption Standard (AES)
Key Wap with Paddi ng al gorithm [ RFC5649].

Sone of the RPC operations in this YANG nodul e may be consi dered
sensitive or vulnerable in sone network environments. It is thus
important to control access to these operations. These are the
operations and their sensitivity/vulnerability:

* The OSPF YANG nodul e supports the "clear-neighbor” and "clear-

dat abase" RPCs. |If access to either of these RPCs is conpronm sed,
tenmporary network outages can be enployed to nount DoS attacks as
a result.

The actual authentication key data (whether |ocally specified or part
of a key chain) is sensitive and needs to be kept secret from

unaut hori zed parties; conpronm se of the key data would all ow an
attacker to forge OSPF traffic that woul d be accepted as authentic,
potentially conprom sing the entire OSPF donain.

| ANA Consi der ati ons

Thi s docunent registers a URI in the "I ETF XM. Regi stry" [RFC3688].
Following the format in [RFC3688], the followi ng registration has
been made:

URI: wurn:ietf:params:xm :ns:yang:ietf-ospf
Regi strant Contact: The |ESG
XM.: N A; the requested URI is an XM. nanespace

Thi s document registers a YANG nodul e in the "YANG Mdul e Nanmes"
registry [ RFC6020] .

Nane: ietf-ospf

Nanmespace: urn:ietf:parans: xnl:ns:yang:ietf-ospf
Prefix: ospf

Ref erence: RFC 9129
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