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I nt roducti on

Thi s docunent defines the pushed authorization request (PAR

endpoi nt, which enables an QAuth [ RFC6749] client to push the payl oad
of an authorization request directly to the authorization server. A
request URI value is received in exchange; it is used as reference to
the aut horization request payload data in a subsequent call to the
aut hori zati on endpoint via the user agent.

In QAuth [RFC6749], authorization request paraneters are typically
sent as URI query paraneters via redirection in the user agent. This
is sinple but also yields challenges:

* There is no cryptographic integrity and authenticity protection
An attacker could, for exanple, nodify the scope of access
requested or swap the context of a paynent transaction by changi ng
scope val ues. Although protocol facilities exist to enable
clients or users to detect sone such changes, preventing
nmodi fications early in the process is a nore robust sol ution.

* There is no mechanismto ensure confidentiality of the request
paraneters. Although HTTPS is required for the authorization
endpoi nt, the request data passes through the user agent in the
clear, and query string data can inadvertently leak to web server
logs and to other sites via the referrer. The inpact of such
| eakage can be significant, if personally identifiable information
or other regulated data is sent in the authorization request
(which mght well be the case in identity, open banking, and
simlar scenarios).

* Authorization request URLs can become quite large, especially in
scenarios requiring fine-grained authorization data, which night
cause errors in request processing.

JWI- Secured Aut horization Request (JAR) [ RFC9101] provi des sol utions
for the security challenges by allowing QAuth clients to wap

aut hori zati on request paraneters in a Request Object, which is a
signed and optionally encrypted JSON Wb Token (JW) [RFC7519]. In
order to cope with the size restrictions, JAR introduces the
"request _uri" paraneter that allows clients to send a reference to a
Request Object instead of the Request (bject itself.

Thi s docunent conpl enments JAR by providing an interoperable way to
push the payl oad of an authorization request directly to the



aut hori zation server in exchange for a "request_uri" value usable at
the authorization server in a subsequent authorization request.

PAR fosters QAuth security by providing clients a sinple neans for a

confidential and integrity-protected authorization request. dients

requiring an even higher security |level, especially cryptographically
confirmed non-repudi ation, are able to use JW-based Request (bjects

as defined by [ RFC9101] in conjunction with PAR

PAR al |l ows the authorization server to authenticate the client before
any user interaction happens. The increased confidence in the
identity of the client during the authorization process allows the
aut hori zation server to refuse illegitimate requests nuch earlier in
the process, which can prevent attenpts to spoof clients or otherw se
tanmper with or msuse an authorization request.

Note that HTTP "POST" requests to the authorization endpoint via the
user agent, as described in Section 3.1 of [RFC6749] and

Section 3.1.2.1 of [ADC], could al so be used to cope with the
request size limtations described above. However, it’s only
optional per [RFC6749], and, even when supported, it is a viable
option for conventional web applications but is prohibitively
difficult to use with installed nobile applications. As described in
[ RFC8252], those apps use platformspecific APlIs to open the

aut hori zation request URI in the system browser. Wen a mobile app
| aunches a browser, however, the resultant initial request is
constrained to use the "GET" nethod. Using "POST" for the

aut hori zation request would require the app to first direct the
browser to open a URI that the app controls via "GET" while sonehow
conveyi ng the sizable authorization request payload and t hen having
the resultant response contain the content and script to initiate a
cross-site form"POST" towards the authorization server. PARIs
sinmpler to use and has additional security benefits, as described
above.

1.1. Introductory Exanple

In conventional QAuth 2.0, a client typically initiates an

aut hori zati on request by directing the user agent to nake an HTTP
request like the following to the authorization server’s

aut hori zati on endpoint (extra line breaks and indentation for display
pur poses only):

GET /aut hori ze?response_t ype=code

&client id=CLI ENT1234&st at e=duk681S8n00GsJpe7n9boxdzen

& edirect _uri=https¥BAYRFY2Fcl i ent. exanpl e. org¥%Fcb HTTP/ 1.1
Host: as. exanpl e.com

Such a request could instead be pushed directly to the authorization
server by the client with a "POST" request to the PAR endpoint as
illustrated in the follow ng exanple (extra |ine breaks and spaces
for display purposes only). The client can authenticate (e.g., using
JWI client assertion-based authentication as shown) because the
request is made directly to the authorization server.

PCST /as/par HITP/ 1.1
Host: as. exanpl e.com
Cont ent - Type: application/ x-wwmform url encoded

&r esponse_t ype=code

&client i d=CLI ENT1234&st at e=duk681S8n00GsJpe7n9boxdzen

& edirect _uri=https¥BAYRFY2Fcl i ent. exanpl e. or g%2Fchb

&client _assertion_type=
ur n9BAI et f ¥BApar ans%BAoaut h9%BAcl i ent - asserti on-type¥3A W - bear er

&cl i ent _assertion=eyJraWQ G | OM | sl nFFszyl 61 kVTM U2l n0. eyJpc3M G JDTE
| FTI @xM MDIi wi c3Vi | j oi QQxJRUSUMTI zNCl sI nF1ZCl 61 mh0dHBz O 8vc2VydnvyL



MVAYWLWoGUUY29t | i wi ZXhwi j oxNj | 10DY40Dc4f Q | gw8Qr pAWRNPDGOWGRMI unl. BM
wbLj el YwgWlu- ywgvvuf | _0sQIf t Ns3bzj | r POBVOr RG- 3el 1KshOkQLOWzZA

The aut horization server responds with a request URI:

HTTP/ 1.1 201 Created
Cache-Control : no-cache, no-store
Cont ent - Type: application/json

{
"request _uri": "urn:exanpl e: bwc4JK- ESCOWBacc19le- YILTC2",

"expires_in": 90

}

The client uses the request URI value to create the subsequent

aut hori zati on request by directing the user agent to nake an HTTP
request to the authorization server’s authorization endpoint |ike the
following (extra |line breaks and indentation for display purposes
only):

GET /aut horize?client _id=CLI ENT1234
& equest _uri =ur n¥%BAexanpl e¥8Abwc4JK- ESCOWBaccl19le- YILTC2 HTTP/ 1.1
Host: as. exanpl e.com

1.2. Conventions and Term nol ogy

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capital s, as shown here

Thi s specification uses the terns "access token", "authorization
server", "authorization endpoint”, "authorization request"”, "token
endpoint”, and "client" defined by "The QAuth 2.0 Authorization
Framewor k" [ RFC6749] .

2. Pushed Authorizati on Request Endpoi nt

The pushed aut hori zation request endpoint is an HITP APl at the

aut hori zati on server that accepts HTTP "POST" requests with
paraneters in the HITP request nessage body using the "application/x-
wwwformurl encoded” format. This format has a character encoding of
UTF-8, as described in Appendix B of [RFC6749]. The PAR endpoi nt URL
MUST use the "https" schene.

Aut hori zation servers supporting PAR SHOULD i nclude the URL of their
pushed aut hori zati on request endpoint in their authorization server
met adat a document [ RFC8414] using the
"pushed_aut hori zati on_request_endpoint" paraneter as defined in
Section 5.

The endpoi nt accepts the authorization request paraneters defined in
[ RFC6749] for the authorization endpoint as well as all applicable
ext ensi ons defined for the authorization endpoint. Some exanpl es of
such extensions include Proof Key for Code Exchange (PKCE) [ RRFC7636],
Resource | ndicators [ RFC8707], and Openl D Connect (O DC) [ODC]. The
endpoi nt MAY al so support sending the set of authorization request
paraneters as a Request (bject according to [ RFC9101] and Section 3
of this docunent.

The rules for client authentication as defined in [ RFC6749] for token
endpoi nt requests, including the applicable authentication nethods,
apply for the PAR endpoint as well. |f applicable, the

"t oken_endpoi nt _auth_met hod" client netadata paraneter [RFC7591]

i ndicates the registered authentication method for the client to use



when maki ng direct requests to the authorization server, including
requests to the PAR endpoint. Simlarly, the

"t oken_endpoi nt _auth_net hods_supported" authorization server netadata
[ RFC8414] paraneter lists client authentication nethods supported by
the authorization server when accepting direct requests fromclients,
i ncluding requests to the PAR endpoint.

Due to historical reasons, there is potential anbiguity regarding the
appropri ate audi ence value to use when enploying JW client
assertion-based authentication (defined in Section 2.2 of [RFC7523]
with "private_key_ jw" or "client_secret_jw" authentication nethod
nanes per Section 9 of [ODC]). To address that anbiguity, the

i ssuer identifier URL of the authorization server according to

[ RFC8414] SHOULD be used as the value of the audience. |In order to
facilitate interoperability, the authorization server MJST accept its
i ssuer identifier, token endpoint URL, or pushed authorization
request endpoint URL as values that identify it as an intended

audi ence.

2.1. Request

A client sends the paraneters that conprise an authorization request
directly to the PAR endpoint. A typical paranmeter set might include
"client _id", "response_type", "redirect_uri", "scope", "state",
"code_chal | enge”, and "code_chal | enge_net hod" as shown in the exanple
bel ow. However, the pushed authorization request can be conposed of
any of the paraneters applicable for use at the authorization
endpoi nt, including those defined in [RFC6749] as well as al
appl i cabl e extensions. The "request _uri" authorization request
paraneter is one exception, and it MJST NOT be provided.

The request al so includes, as appropriate for the given client, any
addi tional paranmeters necessary for client authentication (e.g.,
"client _secret" or "client_assertion" and "client_assertion_type").
Such paraneters are defined and regi stered for use at the token
endpoi nt but are applicable only for client authentication. Wen
present in a pushed authorization request, they are relied upon only
for client authentication and are not gernmane to the authorization
request itself. Any token endpoint paraneters that are not related
to client authentication have no defined neaning for a pushed

aut hori zation request. The "client_id" paranmeter is defined with the
same semantics for both authorization requests and requests to the
token endpoint; as a required authorization request parameter, it is
simlarly required in a pushed authorization request.

The client constructs the nessage body of an HTTP "POST" request with
paraneters formatted with "x-ww«formurl encoded" using a character
encodi ng of UTF-8, as described in Appendi x B of [RFC6749]. |If
applicable, the client also adds its authentication credentials to
the request header or the request body using the sane rules as for

t oken endpoi nt requests.

This is illustrated by the foll owi ng exanple (extra line breaks in
the message body for display purposes only):

PCST /as/par HITP/ 1.1
Host: as. exanpl e.com
Cont ent - Type: application/ x-wwmform url encoded

response_t ype=coded&st at e=af 0i fj sl dkj &l i ent _i d=s6BhdRkqt 3
&redirect _uri=https¥BAYRF¥2Fcl i ent.exanpl e. or g¥2Fchb
&code_chal | enge=K2- |t c83acc4h0c9WSGESC r EMIJ3bww uCHaoeK1t 8U
&code_chal | enge_net hod=S256&scope=account -i nfornmati on
&client _assertion_type=

ur n%BAI et f ¥BApar ans%BAocaut h9%BAcl i ent - asserti on-type¥3A W - bearer
&client _assertion=eyJraWQ O Jr MnJkYyl sl nFszyl 611 JTM U21 n0. eyJpc3M



QO JzNkJoZFJrcXQzl i wi c3Vi | j 0i czZCaGRSa3FOMyI sl nF1ZCl 61 mth0dHBzQO 8vc
2Vydmvy LnmivAYWIwbGUUY29t i wi ZXhwl j oxNj | 1ODY5N; ¢3f Q t e4l dnP_DK4hW h
TWAGT yhy 3f xI AQZAhf A4l nz RdpoP5uzb- E9OR5YxzN1YDA8™mVdpgj Bx1l Gbr 6se
f 5Tl ckApA3hahhC804dcql E4naEnLl SmN1pds2Wk TMOUz ZY8aKKSDz NTDghy TgE- K
dTb3Raf Rj 7t dZzb09zWs7c_noOvf VcQ oy5zz1BvLQKWLY8JsYvdpu2Avpx RPbc P8W
yeVOB6PL6_fy3pXYK&e- qUcvPa9kan- nb9EoSgt - YTDQ KLlnZMiXI Tl uK9caVJE
RWAOf D1Y11_t| OcJdn-ya7v7d8YnFyJpkhzf nBx1FoeHOdj Ei ¢ XTi xEkdRuzsgUCnb

o

The aut horization server MJST process the request as foll ows:

1. Authenticate the client in the sanme way as at the token endpoint
(Section 2.3 of [RFC6749]).

2. Reject the request if the "request _uri" authorization request
paraneter is provided

3. Validate the pushed request as it woul d an authorization request
sent to the authorization endpoint. For example, the
aut hori zation server checks whether the redirect UR matches one
of the redirect URIs configured for the client and al so checks
whet her the client is authorized for the scope for which it is
requesting access. This validation allows the authorization
server to refuse unauthorized or fraudul ent requests early. The
aut hori zati on server MAY omt validation steps that it is unable
to perform when processing the pushed request; however, such
checks MJST then be perfornmed when processing the authorization
request at the authorization endpoint.

The aut horization server MAY allow clients with authentication
credentials to establish per-authorization-request redirect URIs with
every pushed authorization request. Described in nore detail in
Section 2.4, this is possible since, in contrast to [ RFC6749], this
specification gives the authorization server the ability to
authenticate clients and validate client requests before the actua
aut hori zati on request is perfornmed.

. 2. Successful Response

If the verification is successful, the server MJST generate a request
URI and provide it in the response with a "201" HTTP status code.

The foll owi ng paraneters are included as top-level nenbers in the
message body of the HTTP response using the "application/json" media
type as defined by [ RFC8259].

request _uri

The request URI corresponding to the authorization request posted.
This URI is a single-use reference to the respective request data
in the subsequent authorization request. The way the

aut hori zati on process obtains the authorization request data is at
the discretion of the authorization server and is out of scope of
this specification. There is no need to nmake the authorization
request data available to other parties via this UR .

expires_in
A JSON nunber that represents the lifetime of the request URI in
seconds as a positive integer. The request URI lifetime is at the
di scretion of the authorization server but will typically be
relatively short (e.g., between 5 and 600 seconds).

The format of the "request _uri" value is at the discretion of the

aut hori zation server, but it MJST contain sone part generated using a
cryptographically strong pseudorandom al gorithm such that it is
conmputationally infeasible to predict or guess a valid value (see
Section 10.10 of [RFC6749] for specifics). The authorization server
MAY construct the "request_uri" value using the form



"urn:ietf:parans: oaut h: request _uri:<reference-value>" wth
"<reference-val ue>" as the random part of the URI that references the
respective authorization request data.

The "request _uri" value MJST be bound to the client that posted the
aut hori zati on request.

The following is an exanple of such a response:

HTTP/ 1.1 201 Created
Cont ent - Type: application/json
Cache-Control : no-cache, no-store

{
"request _uri":
"urn:ietf:parans: oaut h: request _uri:6esc_11ACC5bwc014]tcldeY22c”,
"expires_in": 60

}

2.3. FError Response

The aut horization server returns an error response with the sane
format as is specified for error responses fromthe token endpoint in
Section 5.2 of [RFC6749] using the appropriate error code from
therein or fromSection 4.1.2.1 of [RFC6749]. |In those cases where
Section 4.1.2.1 of [RFC6749] prohibits automatic redirection with an
error back to the requesting client and hence doesn’t define an error
code (for exanple, when the request fails due to a mssing, invalid,
or mismatching redirection URI), the "invalid_request" error code can
be used as the default error code. Error codes defined by the QAuth
ext ensi on can al so be used when such an extension is involved in the
initial processing of the authorization request that was pushed.
Since initial processing of the pushed authorization request does not
i nvol ve resource owner interaction, error codes related to user
interaction, such as "consent_required" defined by [ODC], are never
ret ur ned.

If the client is required to use signed Request (nhjects, by either
the aut horization server or the client policy (see [RFC9101],
Section 10.5), the authorization server MIST only accept requests
complying with the definition given in Section 3 and MJST refuse any
other request with HTTP status code 400 and error code
"invalid_request”.

In addition to the above, the PAR endpoint can al so nake use of the
foll owi ng HTTP status codes

405: If the request did not use the "POST" method, the authorization
server responds with an HTTP 405 (Method Not Al l owed) status
code.

413: If the request size was beyond the upper bound that the
aut hori zation server allows, the authorization server responds
with an HTTP 413 (Payl oad Too Large) status code.

429: If the nunber of requests froma client during a particular
time period exceeds the nunber the authorization server all ows,
the aut hori zation server responds with an HTTP 429 (Too Many
Requests) status code

The following is an exanple of an error response fromthe PAR
endpoi nt :

HTTP/ 1.1 400 Bad Request
Cont ent - Type: application/json
Cache-Control : no-cache, no-store



"error": "invalid_request",
"error_description":
"The redirect _uri is not valid for the given client"

2. 4. Managenent of Cient Redirect URI's

QAuth 2.0 [RFC6749] allows clients to use unregistered "redirect _uri"
values in certain circunstances or for the authorization server to
apply its own matching semantics to the "redirect _uri" val ue
presented by the client at the authorization endpoint. However, the
QAuth security BCP [ QAUTH- SECURI TY-TOPICS] as well as the QAuth 2.1
specification [ QAUTH V2] require an authorization server to exactly
match the "redirect _uri" paranmeter against the set of redirect URIs
previously established for a particular client. This is a neans for
early detection of client inpersonation attenpts and prevents token
| eakage and open redirection. As a downside, this can make client
managenent nore cunbersone since the redirect URI is typically the
nost volatile part of a client policy.

The exact matching requirement MAY be rel axed when using PAR for
clients that have established authentication credentials with the

aut hori zation server. This is possible since, in contrast to a
conventional authorization request, the authorization server
authenticates the client before the authorization process starts and
thus ensures it is interacting with the legitimate client. The

aut hori zation server MAY allow such clients to specify "redirect_uri"
val ues that were not previously registered with the authorization
server. This will give the client nore flexibility (e.g., to nmnt
distinct "redirect _uri" values per authorization server at runtine)
and can sinplify client managenent. It is at the discretion of the
aut hori zation server to apply restrictions on supplied "redirect _uri"
val ues, e.g., the authorization server MAY require a certain URl
prefix or allow only a query paraneter to vary at runtine.

| Note: The ability to set up transaction-specific redirect URI's
| is also useful in situations where client IDs and correspondi ng
| credentials and policies are managed by a trusted third party,

| e.g., viaclient certificates containing client perm ssions.

| Such an externally managed client could interact with an

| authorization server trusting the respective third party

| without the need for an additional registration step

3. The "request" Request Paraneter

Clients MAY use the "request" parameter as defined in JAR [ RFC9101]
to push a Request Cbject JW to the authorization server. The rules
for processing, signing, and encryption of the Request Object as
defined in JAR [ RFC9101] apply. Request paraneters required by a
given client authentication nmethod are included in the "application/
x-ww\ f ormurl encoded” request directly and are the only paraneters
other than "request"” in the formbody (e.g., nutual TLS client

aut henti cati on [ RFC8705] uses the "client_id" HITP request paraneter,
whil e JWI assertion-based client authentication [RFC7523] uses
"client_assertion" and "client_assertion_type"). Al other request
paraneters, i.e., those pertaining to the authorization request
itself, MJST appear as clains of the JW representing the

aut hori zati on request.

The following is an exanple of a pushed authorization request using a
si gned Request hject with the same authorization request payload as
the exanple in Section 2.1. The client is authenticated with JWF
client assertion-based authentication [RFC7523] (extra line breaks
and spaces for display purposes only):



PCST /as/par HITP/ 1.1
Host: as. exanpl e.com
Cont ent - Type: application/ x-wwmwform url encoded

client_assertion_type=
ur n%BAi et f ¥BApar ans%BAoaut h%BAcl i ent - asserti on-type¥3A W - bearer

&client _assertion=eyJraWQ O Jr MdkYyl sl nFszyl 611 JTM U2l n0. eyJpc3M
QO JzNkJoZFJrcXQzliwi c3Vi |l joi czZCaGRSa3FOMyI sl nF1ZCl 61 mhO0dHBzQO 8vc
2Vydmvy LmVAYWLWb GUUY29t | i wi ZXhwi j oxNj | 1ODY5Nj ¢3f Q t e4l dnP_DK4hW h
TWAGT yhy 3f xI AQZAhf A4l nz RdpoP5uZb- E9OR5YxzN1YDA8™mVdpgj _Bx1l Gbr 6se
f 5Tl ckApA3hahhC804dcql E4naEnLl SmNlpds2Wk TMOUz ZY8aKKSDz NTDghy TgE- K
dTh3Raf Rj 7t dZb09zWs7¢c_noOvf Ve Q oy5zz1BvLQKWLY8Js Yvdpu2AvpxRPbc P8W
yeVOB6PL6 fy3pXYK&e- qUcvPa9kan- nb9EoSgt - YTDQ KLnZMiXI Tl uK9caVIE
RWMf D1Y11 t| GcJdn-ya7v7d8YntyJpkhzf nBx1FoeHOdj Ei cXTi xEKdRuzsgUCnb

Q

& equest =eyJraWQ G Jr MrdkYyl sl nFszyl 611 JTM U2l n0. eyJpc3M O JzNkJoZ
FJrcXQzliwi YXVKI j oi aHROCHMBLY9z2ZXJ2ZXI uZXhhbXBsZS5j b20i LCII eHAI
E2M WN k2Nzcsl ndl ¢3BvbnN X3R5¢GUi O Jj b2RI i wi Y2xpZWe0X2I ki j oi czZ
CaCRSa3FO0M/I sl nJl Zzd yZWNOX3VyaSI 61 mhOdHBz O 8vY2xpZWs0Lnv4 YWLwbh GUu
b3JInL2Ni I'i wi c2NvcGUi G JhY2NvdWs0LW uZmeybWFOaVul i wi c3RhdGUI G JhZ
j BpZnpzbGRr ai | sI n\vZGVf Y2hhbGxl bmdl | j oi SzI t bHRj CDNhY2MDaDBj OXc2RV
NDX3JFTVRKM2J3dy 11QQhhb2VLMXQAVSI sI m\vZGVf Y2hhbGxI bndl X211 dGhvZCl
61 1 MyNTYi f Q | 9RSRCObFBHr y_8ac @ Ef 4f X5yf JkWUPf ak3J3i i BnDaaQznPws
BZ0OB3VQZ9_KYdPt 5bTkaf | S5f SDkl MB_7my9My OSKFYnf 461 Nk6j u_qUuC2cr kOQX
ZWYJB- ObnYEbdHpU azFSUvN49cEGst NQeE- dKDWHNgEOoj gcuNA _pj Kf LO9VYp1ldEA
6- W XZ_ A J7R_nmBWj FAzcOUkQmX5hf QJoGTgB2t E4a4aB2z8i Yl UJpODeeYp_hP
N6svt ndvt e73p5bLCDFpRI | nr BQ AQuxi SOskORpXl SOcBcgH mXVnXQIG7E-A | S
_5y54dVLQPALj KYx- f xbYSG7dp2f w

&client i d=s6BhdRkqt 3

The authorization server MIST take the follow ng steps beyond the
processing rules defined in Section 2.1:

1. If applicable, decrypt the Request Object as specified in JAR
[ RFC9101], Section 6. 1.

2. Validate the Request Object signature as specified in JAR
[ RFC9101], Section 6. 2.

3. If the client has authentication credentials established with the
aut hori zation server, reject the request if the authenticated
"client_id" does not match the "client_id" claimin the Request
ohject. Additionally, requiring the "iss" claimto match the
"client _id" is at the discretion of the authorization server.

The foll owi ng RSA key pair, represented in JSON Wb Key (JWK) format
[ RFC7517], can be used to validate or recreate the Request Object
signature in the above exanple (extra |ine breaks and indentation
within values for display purposes only):

"kty": "RSA",

"kid":"k2bdc",

"n": "yo9Lqv4f Cp6Ei - u2- ZCKq83YvbFEK6IMs _pSj 76eMcddWRUWK2aBKGHAL KI E
5P7_vn__PCKZWePt 3vGkB6ePgz AFUOBNKemnESbQ Oebkl Chtt _6KzT5Ca
aXDFl 6qCLInk51Cc4VYFaxggeviheYr zaW 50nZ1yGSFI QzLYP8bi j AHGV]
dEFgZaZEN9I sn_GdW.aJpHr B3RO S50E45wxr | g9xMncVb8gDPuXZar vghL
LOHz QuYRadBJVoWZowDNTpKpk 2Rkl Z7QaBO7 XDv3uR7s_sf 2g- bAj SYxYUG
sqkNA9b3xVWh3am UZZ3t ZbFTI h557J1 CWKHI W 5uzeJ Xaw"',

"e": "AQAB",

"d": " LNwG_pCKr wowALpCpRdcOKI SVgyl Sur ZhE6CpkRi E9cpDgGKI kCACx Pl XOL
Zj gxXuQc8MIMJRQZTnAWgd7HHOBGgNCr r uV3Newl - XQVOck! dTj gNf OTz1V
Rs-j E- 57KAXI 3YBI hu- _0Ypl Dzdk_wBuAk661Svn0Gs PQe7rmdDoxdzenQu9
O _soewUhl PzRr THOEel qYI 715r wi 3TYaSzoWBEPD2f | Cyj 18FFOMPy _SQz
k3noVUUI zf zLnnJi W_p630QBCMyj RoSHHAWhI 429i Vpl wIWXRBj Gbn_2I C2-
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cSgwj nKsFzDBbQNJc7qMGLNGBEssJUwgGIxz 1e AUFf OWAYAQ',
gi": "J-mOswR4AFTy3at r cQ7ddOhhYn1E9QndN-
- SDAEQOORNFj 6w ef Cvwl c4
7hCt VeFnCTPYJNc_JyV- mJ 9vl zS5GSNuy R5qdps MEXUMoEv QewKt 23f f PZ
YCGaqf KyEesnf _W 8f FCE68HIREQ nni Kr Xn7w2- 1 uG_| r VJA9Ox- uU",

q": "4hl MYAGaOdvogdK1lj nxQ7J_Lqgpgi 99e- AeoFvoYpMPht hChTzwFZaI QnlJo
BpMjVQTws_s7vWat 7ZAB3ywkur f OpV7BDOf wedi Uzr Vk4KJj xt mP_auuxr
j vnBs2FUGN6f OWRY9Z8H 9A7C72DnYCQ uZi JQWCWDsZ8- d- L1a- s",

p": "5sd9Er 3l 2FFT9R- gy84 oakEyCngw036B_nf YEEOCwWpSvi 2z 7Uc| VK3bSEL
5WCW5BNgB3HDWhg8aYPi r wQngnDK9mMX1E- 4x MLOWAZ- r P3Xj YpQeS0Snr u5
LFW$Azi - FX7BOgBi bSAXLJEGXc Xa44l 08i ec_bPD3xdug5V_1YoE",

dg": "Nz2PF3XMsbEc4Xsl uKZzO70Er dYdKgdt | JReUR7Rno_t OZpej wi PGBYVWL9
zpAeYt CT82j xr oB2XghLxGeMKEPQpsz2qTKLSe4BgHY2m 2uxSDGdj csr bb
NoKUKaN1CuyZszhW 1nOAT_bEN 4bJgQ _FhOUEsQ 5YBBUJt 5gr _k"

"dp": "Zc877)irkkLOyTs2vxyNe9KnMNAND dl Uc2t E - 0gAL4ALpolhSwWKCt Kwe

ZJ- gkqt 1hT- dwiNx_OXt g_- NXsad MRMAJ nz BMYWYAS j ApUkf gABcOyUCIJI 3
Koz RCugf 1WKk U9GZAH2_x8PUopdNUEa701 SowPRNO4HANKXAT kj WAE"

}

Aut hori zati on Request

The client uses the "request _uri" value returned by the authorization
server to build an authorization request as defined in [ RFC9101].
This is shown in the follow ng exanpl e where the client directs the
user agent to make the following HITP request (extra line breaks and
i ndentation for display purposes only):

GET /authorize?client id=s6BhdRkqt 3& equest _uri =ur n%8Ai et f ¥8Apar ans
%8Aocaut h9BAr equest _uri ¥8A6esc_11ACC5bwc014] t c14eY22c HTTP/ 1.1
Host: as. exanpl e.com

Since parts of the authorization request content, e.g., the
"code_chal | enge" paraneter value, are unique to a particul ar

aut hori zation request, the client MJST only use a "request _uri" val ue
once. Authorization servers SHOULD treat "request_uri" val ues as
one-tinme use but MAY allow for duplicate requests due to a user

rel oadi ng/refreshing their user agent. An expired "request_uri" MJST
be rejected as invalid.

The aut horization server MJST validate authorization requests arising
froma pushed request as it would any ot her authorization request.
The aut horization server MAY onit validation steps that it performed
when the request was pushed, provided that it can validate that the
request was a pushed request and that the request or the

aut hori zati on server’'s policy has not been nodified in a way that
woul d affect the outcome of the onmitted steps.

Aut hori zation server policy MAY dictate, either globally or on a per-
client basis, that PAR be the only neans for a client to pass

aut hori zation request data. |In this case, the authorization server
will refuse, using the "invalid request" error code, to process any
request to the authorization endpoint that does not have a

"request _uri" paranmeter with a val ue obtained fromthe PAR endpoint.

| Note: Authorization server and clients MAY use netadata as
| defined in Sections 5 and 6 to signal the desired behavi or

Aut hori zati on Server Metadata

The foll owi ng authori zation server netadata paraneters [RFC8414] are
introduced to signal the server’s capability and policy with respect
to PAR

pushed_aut hori zati on_request _endpoi nt
The URL of the pushed authorization request endpoint at which a
client can post an authorization request to exchange for a



"request _uri" value usable at the authorization server

requi re_pushed_aut hori zati on_requests
Bool ean paraneter indicating whether the authorization server
accepts authorization request data only via PAR If omtted, the
default value is "fal se".

Note that the presence of "pushed authorization_request_endpoint"” is
sufficient for a client to determne that it my use the PAR flow A
"request _uri" value obtained fromthe PAR endpoint is usable at the
aut hori zati on endpoi nt regardl ess of other authorization server

met adat a such as "request_uri _paramneter_supported" or
"require_request_uri_registration” [ODC. D sco].

Client Metadata

The Dynamic Cient Registration Protocol [RFC7591] defines an APl for
dynanmically registering QAuth 2.0 client metadata with authorization
servers. The netadata defined by [RFC7591], and registered
extensions to it, also inply a general data nodel for clients that is
useful for authorization server inplenentations even when the Dynanic
Client Registration Protocol isn't in play. Such inplenentations
will typically have some sort of user interface available for
managi ng client configuration. The followi ng client metadata
paraneter is introduced by this docunent to indicate whether pushed
aut hori zation requests are required for the given client.

requi re_pushed_aut hori zati on_requests
Bool ean paraneter indicating whether the only nmeans of initiating
an aut horization request the client is allowed to use is PAR If
omtted, the default value is "fal se".

Security Considerations
.1. Request URI Cuessing

An attacker could attenpt to guess and replay a valid request UR
value and try to inpersonate the respective client. The

aut hori zati on server MJST account for the considerations given in JAR
[ RFC9101], Section 10.2, clause (d) on request UR entropy.

.2. (Open Redirection

An attacker could try to register a redirect URI pointing to a site
under their control in order to obtain authorization codes or |aunch
ot her attacks towards the user. The authorization server MJST only
accept new redirect URIs in the pushed authorization request from
aut henti cated clients.

. 3. Request Ohject Replay

An attacker could replay a request URl captured froma legitimate
aut hori zation request. In order to cope with such attacks, the

aut hori zati on server SHOULD make the request URI's one-tine use.

.4. dient Policy Change

The client policy might change between the | odging of the Request
oj ect and the authorization request using a particular Request
oject. Therefore, it is recommended that the authorization server
check the request paraneter against the client policy when processing
the aut horization request.

.5.  Request URI Swapping

An attacker could capture the request URI from one request and then



substitute it into a different authorization request. For exanple,
in the context of OpenlD Connect, an attacker could replace a request
URI asking for a high level of authentication assurance with one that
requires a lower |evel of assurance. dients SHOULD make use of PKCE
[ RFC7636], a unique "state" parameter [RFC6749], or the O DC "nonce"
paraneter [O DC] in the pushed Request Object to prevent this attack

8. Privacy Considerations

QAuth 2.0 is a conplex and flexible franework with broad-rangi ng
privacy inplications due to its very nature of having one entity

i ntermedi ate user authorization to data access between two ot her
entities. The privacy considerations of all of QAuth are beyond the
scope of this docunent, which only defines an alternative way of
initiating one nessage sequence in the larger franmework. However,
usi ng PAR may inprove privacy by reducing the potential for

i nadvertent information disclosure since it passes the authorization
request data directly between the client and authorization server
over a secure connection in the nessage body of an HITP request
rather than in the query conponent of a URL that passes through the
user agent in the clear.

9. | ANA Consi derati ons
9.1. OQAuth Authorization Server Metadata

| ANA has registered the following values in the | ANA "QAuth
Aut hori zation Server Metadata" registry of [|ANA QAuth. Paraneters]
establ i shed by [ RFC8414].

Met adat a Name: "pushed_aut horizati on_request _endpoint”

Met adat a Description: URL of the authorization server’s pushed
aut hori zati on request endpoint.

Change Controller: |ESG

Speci fication Docunment(s): Section 5 of RFC 9126

Met adat a Name: "require_pushed_aut horizati on_requests”

Met adat a Description: Indicates whether the authorization server
accepts authorization requests only via PAR

Change Controller: |ESG

Speci fication Docunment(s): Section 5 of RFC 9126

9.2. CQAuth Dynamic Cient Registration Metadata

| ANA has registered the following value in the | ANA "QAuth Dynami c
Client Registration Mtadata" registry of [|ANA QAuth. Paranet ers]
establ i shed by [ RFC7591].

Client Metadata Name: “"require_pushed_authorization_requests”
Client Metadata Description: |Indicates whether the client is
required to use PARto initiate authorization requests.

Change Controller: |ESG
Speci fication Docunment(s): Section 6 of RFC 9126

9.3. QAuth URI Registration

I ANA has registered the following value in the "QAuth URI" registry
of [1 ANA. QAut h. Par aneters] established by [ RFC6755].

URN: "urn:ietf:paranms: oaut h: request _uri:"

Conmmon Name: A URN Sub- Nanmespace for QAuth Request URIs
Change Controller: |ESG

Speci fication Docunent(s): Section 2.2 of RFC 9126
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