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Abst r act

Data centers are attached to the Internet or a backbone network by
gateway routers. One data center typically has nore than one gateway
for conmmercial, |oad-balancing, and resiliency reasons. Qher sites,
such as access networks, also need to be connected across backbone
net wor ks t hrough gat eways.

Thi s docunent defines a nechani smusing the BGP Tunnel Encapsul ation
attribute to all ow data center gateway routers to advertise routes to
the prefixes reachable in the site, including advertising them on
behal f of other gateways at the same site. This allows segnent
routing to be used to identify nmultiple paths across the Internet or
backbone network between different gateways. The paths can be

sel ected for |oad-balancing, resilience, and quality purposes.
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I nt roducti on

Data centers (DCs) are critical conponents of the infrastructure used
by network operators to provide services to their custoners. DCs
(sites) are interconnected by a backbone network, which consists of
any nunber of private networks and/or the Internet. DCs are attached
to the backbone network by routers that are gateways (GM). One DC
typically has nore than one GWfor various reasons including
comrerci al preferences, |oad bal ancing, or resiliency against
connection or device failure.

Segnment Routing (SR) ([ RFC8402]) is a protocol mechanismthat can be
used within a DC as well as for steering traffic that flows between
two DC sites. In order for a source site (also known as an ingress
site) that uses SR to | oad-bal ance the flows it sends to a
destination site (also known as an egress site), it needs to know the
conplete set of entry nodes (i.e., GA) for that egress DC fromthe
backbone network connecting the two DCs. Note that it is assuned
that the connected set of DC sites and the border nodes in the
backbone network on the paths that connect the DC sites are part of
the sane SR BGP - Link State (LS) instance (see [RFC/752] and

[ RFC9086]) so that traffic engineering using SR nmay be used for these
flows.

O her sites, such as access networks, also need to be connected
across backbone networks through gateways. For illustrative

pur poses, consider the ingress and egress sites shown in Figure 1 as
separ at e Aut ononpbus Systens (ASes) (noting that the sites could be

i npl emented as part of the ASes to which they are attached, or as
separate ASes). The various ASes that provide connectivity between
the ingress and egress sites could each be constructed differently
and use different technol ogi es such as I P, MPLS using gl obal table
routing information fromBG?, MPLS IP VPN, SR-MPLS I P VPN, or SRv6 I P
VPN. That is, the ingress and egress sites can be connected by
tunnel s across a variety of technologies. This docunment describes
how SR Segnent Identifiers (SIDs) are used to identify the paths

bet ween the ingress and egress sites.

The solution described in this docunent is agnostic as to whether the
transit ASes do or do not have SR capabilities. The solution uses SR
to stitch together path segnents between GA and through the

Aut ononpbus System Border Routers (ASBRs). Thus, there is a
requirenent that the GM and ASBRs are SR capable. The solution
supports the SR path being extended into the ingress and egress sites
if they are SR capabl e.

The solution defined in this document can be seen in the broader
context of site interconnection in [ SR- | NTERCONNECT]. That docunent
shows how ot her existing protocol elenments nay be conbined with the
solution defined in this document to provide a full system but it is



not a necessary reference for understanding this docunent.

Suppose that there are two gateways, GM and GA2 as shown in

Figure 1, for a given egress site and that they each advertise a
route to prefix X, which is located within the egress site with each
setting itself as next hop. One mght think that the GM for X could
be inferred fromthe routes’ next-hop fields, but typically it is not
the case that both routes get distributed across the backbone: rather
only the best route, as selected by BGP, is distributed. This

precl udes | oad- bal ancing fl ows across both GAs.
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Figure 1: Exanple Site Interconnection

The obvi ous solution to this problemis to use the BGP feature that
all ows the advertisenment of multiple paths in BGP (known as Add-

Pat hs) ([ RFC7911]) to ensure that all routes to X get advertised by
BGP. However, even if this is done, the identity of the G\ will be
| ost as soon as the routes get distributed through an ASBR that will
set itself to be the next hop. And if there are nultiple ASes in the
backbone, not only will the next hop change several tines, but the
Add- Pat hs technique will experience scaling issues. This all neans
that the Add-Paths approach is effectively limted to sites connected
over a single AS

This docunent defines a solution that overcones this limtation and
works equally well with a backbone constructed fromone or nore ASes
usi ng the Tunnel Encapsul ation attribute ([ RFC9012]) as foll ows:

VWen a GNto a given site advertises a route to a prefix X within
that site, it will include a Tunnel Encapsul ation attribute that
contains the union of the Tunnel Encapsulation attributes
advertised by each of the GM to that site, including itself.

In other words, each route advertised by a GWidentifies all of the
GM to the same site (see Section 3 for a discussion of how G\

di scover each other), i.e., the Tunnel Encapsul ation attribute
advertised by each GWcontains nmultiple Tunnel TLVs, one or nore from
each active GN and each Tunnel TLV will contain a Tunnel Egress
Endpoi nt sub-TLV that identifies the GWNfor that Tunnel TLW.
Therefore, even if only one of the routes is distributed to other
ASes, it will not matter how nmany times the next hop changes, as the



Tunnel Encapsul ation attribute will remain unchanged.

To put this in the context of Figure 1, GM and GA2 di scover each
other as gateways for the egress site. Both GM and GA2 advertise
thensel ves as having routes to prefix X  Furthernore, GM includes a
Tunnel Encapsul ation attribute, which is the union of its Tunne
Encapsul ation attribute and GA2’s Tunnel Encapsul ation attri bute.
Simlarly, GA includes a Tunnel Encapsulation attribute, which is
the union of its Tunnel Encapsulation attribute and GM’s Tunne
Encapsul ation attribute. The gateway in the ingress site can now see
all possible paths to X in the egress site regardl ess of which route
is propagated to it, and it can choose one or balance traffic flows
as it sees fit.

Requi renent s Language

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capitals, as shown here

Site Gateway Auto-Discovery

To allow a given site’s GM to auto-di scover each other and to
coordinate their operations, the follow ng procedures are
i mpl enment ed:

* Aroute target ([RFC4360]) MJST be attached to each GWN's auto-
di scovery route (defined below), and its value MJST be set to a
value that indicates the site identifier. The rules for
constructing a route target are detailed in [RFC4360]. It is
RECOMVENDED t hat a Type x00 or x02 route target be used.

* Site identifiers are set through configuration. The site
identifiers MIUST be the sanme across all GM to the site (i.e., the
same identifier is used by all GM to the same site) and MJST be
uni que across all sites that are connected (i.e., across all G\
to all sites that are interconnected).

* Each GW MJST construct an inport filtering rule to inport any
route that carries a route target with the sanme site identifier
that the GWNitself uses. This neans that only these G will
import those routes, and that all GM to the sane site will inport
each other’s routes and will learn (auto-discover) the current set
of active GM for the site.

The auto-di scovery route that each GWNadvertises consists of the
fol | owi ng:

* | Pv4 or IPv6 Network Layer Reachability Infornmation (NLRI)
([ RFC4760]) containing one of the GNs | oopback addresses (that
is, with an AFI/SAFI pair that is one of the follow ng: |Pv4/NLR
used for unicast forwarding (1/1); IPv6/NLRI used for unicast
forwarding (2/1); IPv4/NLRI with MPLS Labels (1/4); or |Pv6/NLRI
with MPLS Labels (2/4)).

* A Tunnel Encapsulation attribute ([ RFC9012]) containing the GNs
encapsul ati on i nformati on encoded in one or nore Tunnel TLVs.

To avoid the side effect of applying the Tunnel Encapsul ation
attribute to any packet that is addressed to the GWitself, the
address advertised for auto-di scovery MIUST be a different |oopback
address than is advertised for packets directed to the gateway
itself.



As described in Section 1, each GWwi |l include a Tunnel

Encapsul ation attribute with the GWNencapsul ation infornmation for
each of the site’s active GM (including itself) in every route
advertised externally to that site. As the current set of active G\
changes (due to the addition of a new GWNor the failure/renoval of an
existing GN, each externally advertised route will be re-advertised
with a new Tunnel Encapsul ation attribute, which reflects the current
set of active GNs.

If a gateway becones di sconnected fromthe backbone network, or if
the site operator decides to terninate the gateway’'s activity, it
MUST wi t hdraw t he adverti sements descri bed above. This nmeans that
renote gateways at other sites will stop seeing advertisenents from
or about this gateway. Note that if the routing within a site is
broken (for exanple, such that there is a route fromone GNtO

anot her but not in the reverse direction), then it is possible that
incoming traffic will be routed to the wong GNto reach the
destination prefix; in this degraded network situation, traffic my
be dropped.

Note that if a GWNWis (mis)configured with a different site identifier
fromthe other GM to the sane site, then it will not be auto-

di scovered by the other GM (and will not auto-discover the other
GM). This would result in a GNfor another site receiving only the
Tunnel Encapsul ation attribute included in the BGP best route, i.e.,
the Tunnel Encapsulation attribute of the (ms)configured GVNor that
of the other GWns.

Rel ati onship to BGP - Link State and Egress Peer Engineering

When a rempte GWNreceives a route to a prefix X, it uses the Tunnel
Egress Endpoint sub-TLVs in the containing Tunnel Encapsul ation
attribute to identify the GM through which X can be reached. It
uses this information to conpute SR Traffic Engineering (SR TE) paths
across the backbone network | ooking at the information advertised to
it in SRBG - Link State (BGP-LS) ([ RFC9085]) and correl ated using
the site identity. SR Egress Peer Engineering (EPE) ([RFCO086]) can
be used to supplenent the informati on advertised in BGP-LS.

Advertising a Site Route Externally

When a packet destined for prefix Xis sent on an SR TE path to a GW
for the site containing X (that is, the packet is sent in the ingress
site on an SR TE path that describes the whole path including those
parts that are within the egress site), it needs to carry the
receiving GWs SID for X such that this SID beconmes the next SID that
is due to be processed before the GWNcompletes its processing of the
packet. To achieve this, each Tunnel TLV in the Tunnel Encapsul ation
attribute contains a Prefix-SID sub-TLV ([ RFC9012]) for X

As defined in [ RFC9012], the Prefix-SID sub-TLV is only for |Pv4/lPV6
Label ed Uni cast routes, so the solution described in this docunment
only applies to routes of those types. |If the use of the Prefix-SID
sub-TLV for routes of other types is defined in the future, further
docunents will be needed to describe their use for site

i nt erconnection consistent with this docunent.

Alternatively, if MPLS SRis in use and if the GA for a given egress
site are configured to allow G at renpte ingress sites to perform
SR TE through that egress site for a prefix X, then each GNto the
egress site conputes an SR TE path through the egress site to X and
pl aces each in an MPLS Label Stack sub-TLV ([ RFC9012]) in the SR
Tunnel TLV for that GW

Pl ease refer to Section 7 of [SR-1NTERCONNECT] for worked exanpl es of
how the SID stack is constructed in this case and how t he



advertisenments woul d work
Encapsul ati on

If a site is configured to allow renote GA to send packets to the
site in the site’s native encapsul ati on, then each GNto the site
will also include multiple instances of a Tunnel TLV for that native
encapsul ation in externally advertised routes: one for each GN Each
Tunnel TLV contains a Tunnel Egress Endpoint sub-TLV with the address
of the GWthat the Tunnel TLV identifies. A remote GNmay then
encapsul ate a packet according to the rules defined via the sub-TLVs
included in each of the Tunnel TLVs.

| ANA Consi der ati ons

I ANA nai ntains the "BGP Tunnel Encapsul ation Attribute Tunnel Types"
registry in the "Border Gateway Protocol (BGP) Tunnel Encapsul ation"
registry.

I ANA had previously assigned the value 17 fromthis subregistry for
"SR Tunnel ", referencing this docunent as an Internet-Draft. At that
time, the assignnent policy for this range of the registry was "First
Conme First Served" [RFCB8126].

| ANA has marked that assignment as deprecated. |ANA may recl ai mthat
codepoint at such a tine that the registry is depleted

Security Considerations

From a protocol point of view the mechanisms described in this
docunent can | everage the security nechani sns al ready defined for

BGP. Further discussion of security considerations for BGP may be
found in the BGP specification itself ([RFC4271]) and in the security
anal ysis for BGP ([ RFC4272]). The original discussion of the use of
the TCP MD5 signature option to protect BGP sessions is found in

[ RFC5925], while [RFC6952] includes an analysis of BGP keying and

aut henti cation issues.

The nechani sns described in this docunent involve sharing routing or
reachability information between sites, which nmay nean discl osing
information that is normally contained within a site. So it needs to
be understood that normal security paradi gnms based on the boundaries
of sites are weakened and interception of BGP nmessages may result in
i nformati on being disclosed to third parties. Discussion of these

i ssues with respect to VPNs can be found in [ RFC4364], while

[ RFC7926] describes many of the issues associated with the exchange
of topology or TE information between sites.

Particul ar exposures resulting fromthis work include:

* Cateways to a site will know about all other gateways to the sane
site. This feature applies within a site, so it is not a
substanti al exposure, but it does nmean that if the BGP exchanges
within a site can be snooped or if a gateway can be subverted,
then an attacker may learn the full set of gateways to a site.
This would facilitate nore effective attacks on that site.

* The existence of nmultiple gateways to a site beconmes nore visible
across the backbone and even into renote sites. This neans that
an attacker is able to prepare a nore conprehensive attack than
exi sts when only the locally attached backbone network (e.g., the
AS that hosts the site) can see all of the gateways to a site.

For exanple, a Denial-of-Service attack on a single GWVis
mtigated by the existence of other GA, but if the attacker knows
about all the gateways, then the whole set can be attacked at

once.



* A node in a site that does not have external BGP peering (i.e., is
not really a site gateway and cannot speak BGP into the backbone
network) may be able to get itself advertised as a gateway by
I etting other genuine gateways di scover it (by speaking BGP to
themwithin the site), so it nmay get those genui ne gateways to
advertise it as a gateway into the backbone network. This would
all ow the nmalicious node to attract traffic w thout having to have
secure BGP peerings with out-of-site nodes.

* An external party intercepting BGP nessages anywhere between sites
may | earn information about the functioning of the sites and the
| ocations of endpoints. VWhile this is not necessarily a
significant security or privacy risk, it is possible that the
di sclosure of this information could be used by an attacker

* If it is possible to nodify a BGP nessage within the backbone, it
may be possible to spoof the existence of a gateway. This could
cause traffic to be attracted to a specific node and m ght result
intraffic not being delivered.

Al of the issues in the |list above could cause disruption to site

i nterconnection, but they are not new protocol vulnerabilities so
much as new exposures of information that SHOULD be protected agai nst
usi ng exi sting protocol mechani snms such as securing the TCP sessions
over which the BGP nessages flow. Furthernore, it is a genera
observation that if these attacks are possible, then it is highly
likely that far nore significant attacks can be made on the routing
system It should be noted that BGP peerings are not di scovered but
al ways arise fromexplicit configuration

G ven that the gateways and ASBRs are connected by tunnels that may
run across parts of the network that are not trusted, data center
operators using the approach set out in this network MJST consi der
usi ng gat eway-to-gateway encryption to protect the data center
traffic. Additionally, due consideration MJST be given to encrypting
end-to-end traffic as it would be for any traffic that uses a public
or untrusted network for transport.

Manageabi |l ity Consi derations

The principal configuration item added by this solution is the

all ocation of a site identifier. The sane identifier MJST be
assigned to every GWNto the sane site, and each site MJST have a
different identifier. This requires coordination, probably through a
central managenent agent.

It should be noted that BGP peerings are not di scovered but always
arise fromexplicit configuration. This is no different from any
ot her BGP operation

The site identifiers that are configured and carried in route targets
(see Section 3) are an inportant feature to ensure that all of the
gateways to a site discover each other. Therefore, it is inportant
that this value is not msconfigured since that would result in the
gat eways not di scovering each other and not advertising each other

.1. Relationship to Route Target Constraint

In order to limt the VPN routing information that is maintained at a
given route reflector, [RFC4364] suggests that route refl ectors use
"Cooperative Route Filtering”, which was renaned "Qutbound Route
Filtering" and defined in [ RFC5291]. [RFC4684] defines an extension
to that nechanismto include support for multiple autononous systens
and asymretric VPN topol ogi es such as hub-and-spoke. The mechani sm
in RFC 4684 is known as Route Target Constraint (RTC).



10.

10.

10.

An operator would not nornally configure RTC by default for any AFI/
SAFl conbi nati on and would only enable it after careful

consi deration. \When using the nmechani sns defined in this docunent,
the operator should carefully consider the effects of filtering

routes.

In sone cases, this may be desirable, and in others, it

could limt the effectiveness of the procedures.
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