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Naneservers for the Address and Routing Paraneter Area ("arpa") Domain
Abst r act

Thi s docunent describes revisions to operational practices to
separate the function of the "arpa" top-level domain in the DNS from
its historical operation al ongside the DNS root zone.
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1. I nt roducti on



The "arpa" top-level domamin [RFC3172] is designated as an
"infrastructure domai n" to support techni ques defined by Internet
standards. Zones under the "arpa" domain provide various mappi ngs,
such as | P addresses to domain nanmes and E. 164 nunbers to URIs. It
al so contai ns speci al -use nanmes such as "hone", which is a nonunique
nanme used in residential networks.

Hi storically, the "arpa" zone has been hosted on alnost all of the
root naneservers (NSs), and [ RFC3172] envisages the "arpa" domain to
be "sufficiently critical that the operational requirenents for the
root servers apply to the operational requirements of the "arpa"
servers". To date, this has been inplenmented by serving the "arpa”
domain directly on a subset of the root server infrastructure.

Thi s bundling of root naneserver and "arpa" nanmeserver operations has
entwi ned managenment of the zones' contents and their infrastructures.
As a result, some proposals under consideration by the | ETF involving
the "arpa" zone have been discarded due to the risk of conflict with
operations associated with managi ng the content of the root zone or
adm ni stering the root nameservers

The separation described in this docunent resolves the operationa

i mpacts of synchronizing edits to the root zone and the "arpa" zone
by elimnating the current dependency and allowi ng nore tail ored
operations based on the uni que requirenents of each zone.

Requirements for the "arpa" Zone

The "arpa" domain continues to play a role in critical Internet
operations, and this change does not propose weakeni ng operationa
requirenents described in [RFC3172] for the domain. Future
operational requirenents for the "arpa" domain are encouraged to
foll ow strong baseline requirenments such as those docunented in

[ RFC7720] .

Changes to the adm nistration of the "arpa" zone do not alter the
managenent practices of other zones del egated within the "arpa"
nanespace. For exanple, "ip6.arpa" would continue to be nmanaged in
accordance with [ RFC5855].

Transi ti on Process

The process wi |l dedicate new hostnanes to the servers that are
authoritative for the "arpa" zone, but it will initially serve the
"arpa" zone fromthe same hosts.

Once conpl eted, subsequent transitional phases could include using
new hosts to replace or augnment the existing root nameserver hosts
and separating the editing and distribution of the "arpa" zone from
necessarily being connected to the root zone. Any future nmanagenent
consi derations regardi ng how such changes may be perfornmed are beyond
the scope of this docunent.

1. Dedi cat ed Naneserver Host names

Consistent with the use of the "arpa" nanespace itself to host
nameservers for other delegations in the "arpa" zone [ RFC5855], this
docunent specifies a new nanespace of "ns.arpa", with the nameserver
set for the "arpa" zone to be initially |abeled as foll ows:

a.ns. arpa
b. ns. arpa
c.ns.arpa



Dedi cat ed hostnames elimnate a | ogi cal dependency that requires the
coordi nated editing of the naneservers for the "arpa" zone and the
root zone. This conmponent of this transition does not require that
the underlying hosts that provide "arpa" name service (that is, the
root naneservers) be altered. The "arpa" zone will initially map the
new hostnanes to the sanme | P addresses that already provide service
under the respective hostnames within "root-servers. net".

Because t hese naneservers are conpletely within the "arpa" zone, they
will require glue records in the root zone. This is consistent with
current practice and requires no operational changes to the root

zone.

3.2. Separation of Infrastructure

After initially mgrating the "arpa" zone to use hostnames that are
not shared with the root zone, the underlying name service is
expected to evolve such that it no longer directly aligns with a
subset of root naneserver instances. Wth no shared infrastructure
bet ween the root naneservers and the "arpa" naneservers, future nove
applications for the "arpa" zone may be possi bl e.

Any subsequent change to the parties providing name service for the
zone is considered a normal managenment responsibility and woul d be
performed in accordance with [ RFC3172].

3.3. Zone Administration

Publication of the "arpa" zone file to the authoritative "arpa"
naneservers is currently undertaken al ongsi de the root zone
mai nt enance functions. Upon the separation of the "arpa"
infrastructure fromthe root nameserver infrastructure, publication
of the "arpa" zone no |onger necessarily needs to be technically
linked or interrelated to the root zone publication nmechani sns.

3.4. Concl usion of Process

Ful | technical separation of operations of the "arpa" zone and root
zone mininally requires the following to be satisfied:

* The "arpa" zone no | onger shares any hostnanes in its nanmeserver
set with the root zone.

* The hosts that provide authoritative nane service are not the sane
hosts as the root naneservers, do not share any |IPv4 or |Pv6
addresses with the root servers, and are sufficiently provisioned
separately such that any unique "arpa" zone requirenents can be
depl oyed wi thout affecting how root zone service is provided.

* The editorial and publication process for the "arpa" zone renobves
any common dependencies with the root zone process so that the
"arpa" zone can be nanaged, edited, and provisioned wholly
i ndependently of the root zone.

Such separation is ultimately sought to allow for novel uses of the
"arpa" zone without the risk of inadvertently inmpacting root zone and
root server operations. It is recognized that achieving this state
requires a deliberative process involving significant coordination to
ensure inmpacts are m nim zed.

4, | ANA Consi der ations

| ANA shall coordinate the creation of the "ns.arpa" nanespace and
populate it with address records that reflect the | P addresses of the
contenporary root servers docunented within "root-servers.net" as its
initial state. The namespace may be provisioned either directly



within the "arpa" zone (as an enpty nontermnal) or through
establishing a dedicated "ns.arpa" zone, according to operational
requirenents.

IANA will initially mgrate the 12 NS records for the "arpa" zone to
point to their respective new entries in the "ns.arpa" domain.

When these actions are conplete, the I1AB and | ANA will consult and
coordinate with all relevant parties on activity to reduce or
elimnate reliance upon the root zone and root server infrastructure
serving the "arpa" zone. Such changes will be perforned in
compliance with [RFC3172] and shall be conducted with all due care
and deliberation to mtigate potential inpacts on critical

i nfrastructure.

5. Security Considerations

The security of the "arpa" zone is not necessarily inpacted by any
aspects of these changes. Robust practices associated with

adm nistering the content of the zone (including signing the zone
with DNSSEC) as well as its distribution will continue to be
necessary.
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