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Abst ract

RFC 8226 specifies the use of certificates for Secure Tel ephone
ldentity Credentials; these certificates are often called "Secure

Tel ephone ldentity Revisited (STIR) Certificates”. RFC 8226 provides
a certificate extension to constrain the JSON Web Token (JW) clains
that can be included in the Personal Assertion Token (PASSporT), as
defined in RFC 8225. |If the PASSporT signer includes a JW claim
out side the constraint boundaries, then the PASSporT recipient wll
reject the entire PASSporT. This docunent updates RFC 8226; it
provides all of the capabilities available in the origina
certificate extension as well as an additional way to constrain the
al | owabl e JWI clains. The enhanced extension can also provide a |ist
of claims that are not allowed to be included in the PASSporT.
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I nt roducti on

The use of certificates [RFC5280] in establishing authority over

tel ephone nunbers is described in [ RFC8226]. These certificates are
often called "STIR Certificates". STIR certificates are an inportant
el ement of the overall systemthat prevents the inpersonation of

t el ephone nunbers on the Internet.

Section 8 of [RFC8226] provides a certificate extension to constrain
the JSON Wb Token (JWI) clains that can be included in the Persona
Assertion Token (PASSporT) [RFC8225]. |If the PASSporT signer

i ncludes a JWI clai moutside the constraint boundaries, then the
PASSporT recipient will reject the entire PASSporT.

Thi s docunent defines an enhanced JWIC ai nConstraints certificate
ext ensi on, which provides all of the capabilities available in the
original certificate extension as well as an additional way to
constrain the allowable JW clains. That is, the enhanced extension
can provide a list of clainms that are not allowed to be included in
t he PASSporT.

The Enhanced JWI Claim Constraints certificate extension is needed to
limt the authority when a parent STIR certificate delegates to a
subordinate STIR certificate. For exanple, [RFCO060] describes the
situation where service providers issue a STIR certificate to
enterprises or other custonmers to sign PASSporTs, and the Enhanced
JWI ClaimConstraints certificate extension can be used to prevent
specific clainms frombeing included in PASSpor Ts and accepted as
valid by the PASSporT recipient.

The JWI CaimConstraints certificate extension defined in [ RFC8226]
provides a list of clains that nmust be included in a valid PASSporT
as well as a list of permtted values for selected claims. The
Enhanced JWI Cl aim Constraints certificate extension defined in this
docunent includes those capabilities and adds a |ist of clainms that
must not be included in a valid PASSporT.

Ter mi nol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capital s, as shown here

Enhanced JWI' Cl ai m Constrai nts Syntax

The Enhanced JWI C aim Constraints certificate extension is non-
critical, applicable only to end-entity certificates, and defined
with ASN.1 [ X. 680]. The syntax of the JWI clains in a PASSporT is
specified in [ RFC8225].

The Enhanced JWI Claim Constraints certificate extension is optional,
but, when present, it constrains the JW clainms that authentication
services may include in the PASSporT objects they sign. Constraints
are applied by certificate issuers and enforced by recipi ents when
val i dating PASSporT clains as foll ows:
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1. rmustlinclude indicates JW clains that MJUST appear in the PASSporT
in addition to the iat, orig, and dest clainms. The baseline

PASSporT clains ("iat", "orig", and "dest") are considered to be
required by [ RFC8225], and these clainms SHOULD NOT be part of the
mustinclude list. |If mustlinclude is absent, the iat, orig, and

dest cl ains MJUST appear in the PASSporT.

2. permttedValues indicates that, if the claimnane is present, the
claim MUST exactly match one of the |isted val ues.

3. nust Excl ude indicates JW clainms that MJST NOT appear in the
PASSpor T. The basel i ne PASSporT claims ("iat", "orig", and
"dest") are always permtted, and these clains MJST NOT be part
of the mustExclude list. |f one of these baseline PASSporT
clainms appears in the nustExclude list, then the certificate MJST
be treated as if the extension was not present.

Fol I owi ng the precedent in [RFC8226], JW C ai m Names MJST be ASCI |
strings, which are also known as strings using the International
Al phabet No. 5 [|S0646].

The Enhanced JWI Claim Constraints certificate extension is
identified by the follow ng object identifier (OD):

i d- pe-eJWICl ai mConstraints OBJECT IDENTIFIER ::= { id-pe 33}

The Enhanced JWI Claim Constraints certificate extension has the
fol l owi ng synt ax:

EnhancedJWCl ai nConstraints ::= SEQUENCE {

must I ncl ude [0] JWIQ ai nNames OPTI ONAL,
-- The listed clai mnanes MJST appear in the PASSporT
-- in addition to iat, orig, and dest. |If absent, iat, orig,
-- and dest MJST appear in the PASSporT.

permttedVal ues [1] JWC ai mval uesLi st OPTI ONAL,
-- If the claimnanme is present, the claimMJST contain one
-- of the listed val ues.

must Excl ude [2] JWIQ ai nNanmes OPTI ONAL }
-- The listed claimnanes MJST NOT appear in the PASSporT.

( WTH COVPONENTS { ..., mustlnclude PRESENT } |

W TH COMPONENTS { ..., permttedVal ues PRESENT } |

W TH COVPONENTS { ..., nustExclude PRESENT } )
JWId ai nval uesLi st ::= SEQUENCE SI ZE (1..MAX) OF JWId ai nVal ues
JWId ai nial ues ::= SEQUENCE {

cl ai m JWd ai mNane,
val ues SEQUENCE SI ZE (1..MAX) OF UTF8String }

JWId ai mNanes ::= SEQUENCE SI ZE (1..MAX) OF JWId ai mNane
JWIdl ai mName ::= |1 A5String
Usage Exanpl es

Consi der these usage exanples with a PASSporT claimcalled
"confidence" with values "low', "mediuni, and "high". These exanples
illustrate the constraints that are inmposed by nustl ncl ude,
permittedVal ues, and mnust Excl ude:

* |f a certification authority (CA) issues a certificate to an
aut hentication service that includes an Enhanced JWI Cl aim
Constraints certificate extension that contains the nustlncl ude
JWICl ai mNane "confidence", then an authentication service is
required to include the "confidence" claimin all PASSporTs it
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generates and signs. A verification service will treat any
PASSporT it receives without a "confidence" PASSporT claimas
i nval id.

If a CAissues a certificate to an authentication service that

i ncl udes an Enhanced JWI Cl ai m Constraints certificate extension
that contains the permttedVal ues JWd ai mNane "confidence" and a
permtted "high" value, then a verification service will treat any
PASSporT it receives with a PASSporT "confidence" claimwith a

val ue other than "high" as invalid. However, a verification
service will not treat a PASSporT it receives w thout a PASSporT
"confidence" claimat all as invalid, unless "confidence" al so
appears in nustlnclude.

* |f a CAissues a certificate to an authentication service that
i ncl udes an Enhanced JWI C aim Constraints certificate extension
that contains the nust Excl ude JWC ai mNane "confidence", then a

verification service will treat any PASSporT it receives with a
PASSpor T "confidence" claimas invalid regardless of the claim
val ue.

Certificate Extension Exanple

A certificate containing an exanple of the

EnhancedJWCl ai nConstraints certificate extension is provided in
Figure 1. The certificate is provided in the format described in

[ RFC7468]. The exanpl e of the EnhancedJWC ai mConstrai nts extension
fromthe certificate is shown in Figure 2. The exanple inposes three
constraints:

1. The "confidence" claimnmust be present in the PASSporT.
2. The "confidence" claimnmust have a value of "high" or "nediuni.
3. The "priority" claimnust not be present in the PASSporT.

————— BEG N CERTI FI CATE- - - - -

M | Cpz CCAk2gAWM BAgl UH7Zd3r @AsvA zLnzUHhr VhDSI swCgY! KoZl zj OEAM w
KTELMAK GALUEBhMCVWMKG AYBgNVBAMVEUJ PRIVTI FNI QUt FTi BSTO9UMBAXDTI x
MDCcXNTI xNTI x NVoXDTI y MDex NTI x NTI x NVowb DEL MAk GA1 UEBhMCVVIMK Cz AJ BgNV
BAgMAl ZBVRAWDg YDVQQHDA I ZXJ uZGuMRAWHAYDVQQKDBYCh2d1cyBFeGFt c Gxl

| FRI bGVj b20x DTALBgNVBAs MBFZv SVAx Dz ANBgNVBAMVBI NI QUt FTj BZMBM3BY G
SMA9AgEGCCq GSMA9AWEHAOI ABNR6 CENBWRA/ f XTgl VO3aXxXkXy8hx9oBtt VLhsTZ1
| YVRBa04OzZhVf / Xv1la3xLsZ6Kf dhuyl SeAKuCoShVGoj YDG ggEOM | BGj AMBgNV
HRVBAF 8EA] AAMAAGAL Ud DWEB/ wQEAW Hg DAdBgNVHQAEFgQUDI G3dxHyzKL/ FZf S
Pl 7r puueRbswHWYDVROj BBgwFoAUl ToKt r QeFr wwy XpM 1qu3TQEeoEWQYJYI ZI

AYb4QgENBDUWMLRoaXMyY2Vydd maVWNhdGUgY2FubnB0Il GI1 | HRy dXNOZWgZnBy
| GFueSBwdXJwb3N Lj AVBggr BgEFBQe BGgQKMAI gBhYEMT| zNDBOBggr BgEFBQCcB
I QRCVECgD] AMFgpj b25maViRl bl oSAWH] AcFgpj b25maVWRI bnNl MAMAMBGhpZ2gM
Bnil ZG 1bal MMAOWCHBY aV\@y a XR5 MAo GCCq GSMA 9 BAMCAOg AMEUCT QChNR4AQKLum
+0vg2CEL1B1/ WBavYeREsPi / 7TRKHf f L+5eQ gar Hot +X9Rl 7SOy NBg5X5Jy EMK0SQ
hRLKCY3Z0z2OCNQ=

----- END CERTI FI CATE- - - - -

Figure 1: Exanple Certificate

0 64: SEQUENCE {
2 14: [ 0]
4 12: SEQUENCE {
6 10: | A5String 'confidence’
: }
: }
18 32: [1] {
20 30: SEQUENCE {
22 28: SEQUENCE {

24 10: | A5String 'confidence’
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36 14: SEQUENCE {

38 4: UTF8String ' high’
44 6: UTF8Stri ng ' nmedi um
: }
}
}
: }
52 12: [2] {
54 10: SEQUENCE {
56 8: | A5String 'priority’
: }
}
}

Fi gure 2: Exanpl e EnhancedJWC ai mConstrai nts Extension
Qui dance to Certification Authorities

The EnhancedJWIC ai nConstrai nts extension specified in this docunent
and the JWId ai nConstrai nts extension specified in [ RFC8226] MJST NOT
bot h appear in the same certificate.

If the situation calls for nustExclude constraints, then the
EnhancedJWC ai nConstraints extension is the only extension that can
express the constraints.

On the other hand, if the situation does not call for mustExclude
constraints, then either the EnhancedJWd ai nConstrai nts extension or
the JWIQ ai nConstrai nts extensi on can express the constraints. Until
such time as support for the EnhancedJWd ai mConstrai nts extension
becones w dely inplenented, the use of the JWd ai nmConstraints
extension may be nore likely to be supported. This guess is based on
the presunption that the first specified extension will be

i npl emented nore widely in the next few years.

| ANA Consi der ati ons

Thi s docunent nakes use of object identifiers for the Enhanced JWI
Claim Constraints certificate extension defined in Section 3 and the
ASN. 1 nodul e identifier defined in Appendix A. Therefore, |ANA has
made the followi ng assignnents within the "Structure of Managenent
Information (SM) Numbers (M B Mdul e Registrations)" registry.

For the Enhanced JWI C ai m Constraints certificate extension in the
"SM Security for PKIX Certificate Extension" (1.3.6.1.5.5.7.1)
registry:

[ e ool °)
| Decimal | Description |
B ety e el
| 33 | id-pe-eJWd ai nmConstraints |
R I T +

Table 1

For the ASN. 1 nodule identifier in the "SM Security for PKIX Mdule
Identifier" (1.3.6.1.5.5.7.0) registry:

| Decimal | Description |
[} g e —p—(—(——(——————(———————————(—————r L
| 101 | id-md-eJWIC ai nConstrai nts-2021 |
S TRy e +

Table 2
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Security Considerations

For further information on certificate security and practices, see
[ RFC5280], especially the Security Considerations section

Since non-critical certificate extensions are ignored by

i npl ementations that do not recogni ze the extension object identifier
(A D), constraints on PASSporT validation will only be applied by
relying parties that recogni ze the EnhancedJWd ai nConstraints

ext ensi on.

The Enhanced JWI Cl ai m Constraints certificate extension can be used
by certificate issuers to provide linmts on the acceptabl e PASSporTs
that can be accepted by verification services. Enforcenent of these
limts depends upon proper inplenentation by the verification
services. The digital signature on the PASSporT data structure will
be valid even if the lints are violated.

Use of the Enhanced JWI Claim Constraints certificate extension
perm ttedVal ues constraint is nost useful when the claimdefinition
all ows a specified set of values. In this way, all of the val ues
that are not listed in the JWC ai nVal uesLi st are prohibited in a
val i d PASSporT.

Certificate issuers nust take care when inposing constraints on the
PASSpor T clains and the clai mvalues that can be successfully
val i dat ed; sone conbi nations can prevent any PASSporT from bei ng
successfully validated by the certificate. For exanple, an entry in
must I ncl ude and an entry in nustExclude for the same claimwill
prevent successful validation on any PASSporT.

Certificate issuers SHOULD NOT include an entry in nustExclude for
the "rcdi" claimfor a certificate that will be used with the
PASSpor T Extension for Rich Call Data defined in [STI R PASSPORT- RCD]
Excluding this claimwuld prevent the integrity protection nechani sm
from wor ki ng properly.

Certificate issuers nust take care when performng certificate
renewal [RFC4949] to include exactly the sane Enhanced JWI C aim
Constraints certificate extension in the new certificate as the old
one. Renewal usually takes place before the old certificate expires,
so there is a period of tinme where both the new certificate and the
old certificate are valid. |If different constraints appear in the
two certificates with the sanme public key, sone PASSporTs night be
valid when one certificate is used and invalid when the other one is
used.
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Appendi x A, ASN. 1 Modul e

Thi s appendi x provides the ASN.1 [ X. 680] definitions for the Enhanced
JWI ClaimConstraints certificate extension. The nodul e defined in
this appendix is conpatible with the ASN. 1 specifications published
in 2015.

This ASN. 1 nodul e inports ASN. 1 from [ RFC5912].

<CODE BEG NS>
EnhancedJWI'C ai nConstr ai nt s- 2021
{ iso(1l) identified-organization(3) dod(6) internet(1)
security(5) mechani sns(5) pkix(7) id-nmod(0)
i d- nrod- eJWId ai nConstrai nts-2021(101) }

DEFI NI TIONS EXPLICI T TAGS ::= BEG N

| MPORTS

i d-pe

FROM PKI X1Explicit-2009 -- From RFC 5912

{ iso(l) identified-organization(3) dod(6) internet(1)
security(5) nmechani snms(5) pkix(7) id-nmod(0)



i d- nod- pki x1-explicit-02(51) }

EXTENSI ON
FROM PKI X- CormonTypes-2009 -- From RFC 5912
{ iso(l) identified-organization(3) dod(6) internet(1)
security(5) nmechani snms(5) pkix(7) id-nmod(0)
i d- nod- pki xCommon-02(57) } ;

-- Enhanced JWI Cl aim Constraints Certificate Extension

ext-eJWd ai nConstraints EXTENSION :: = {
SYNTAX EnhancedJWC ai mConstraints
| DENTI FI ED BY i d- pe-eJWC ai nConstraints }

i d- pe-eJWICl ai mConstraints OBJECT IDENTIFIER ::= { id-pe 33}

EnhancedJWICl ai nConstraints ::= SEQJUENCE {

must I ncl ude [0] JWIQ ai nNanmes OPTI ONAL,
-- The listed clai mnanes MJST appear in the PASSporT
-- in addition to iat, orig, and dest. |If absent, iat, orig,
-- and dest MJST appear in the PASSporT.

permttedVval ues [1] JWC ai mval uesLi st OPTI ONAL,
-- If the claimnane is present, the claimMJST contain one
-- of the listed val ues.

must Excl ude [2] JWIC ai nNanmes OPTI ONAL }
-- The listed claimnanes MJST NOT appear in the PASSporT.

( WTH COVPONENTS { ..., nustlnclude PRESENT } |

W TH COMPONENTS { ..., permttedVal ues PRESENT } |

W TH COVPONENTS { ..., nustExclude PRESENT } )
JWI'Cd ai mval uesLi st ::= SEQUENCE Sl ZE (1..MAX) OF JWId ai nval ues
JWId ai nVal ues ::= SEQUENCE ({

cl ai m IWd ai mNane,
val ues SEQUENCE SI ZE (1..MAX) OF UTF8String }

JWId ai nNanmes ::= SEQUENCE SI ZE (1..MAX) OF JWIQ ai mNane
JWI]l ai mMNanme ::= | ASString

END

<CODE ENDS>
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