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Revi sed Validation Procedure for BGP Fl ow Specifications
Abstract

Thi s docunent describes a nodification to the validation procedure
defined for the dissem nation of BGP Fl ow Specifications. The

di ssem nati on of BGP Fl ow Specifications as specified in RFC 8955
requires that the originator of the Flow Specification match the
originator of the best-match unicast route for the destination prefix
enbedded in the Flow Specification. For an Internal Border Gateway
Protocol (iBGP) received route, the originator is typically a border
router within the sane autononous system (AS). The objective is to
all ow only BGP speakers within the data forwarding path to originate
BGP Fl ow Specifications. Sonetines it is desirable to originate the
BGP Fl ow Specification fromany place within the autononous system
itself, for exanple, froma centralized BGP route controller.

However, the validation procedure described in RFC 8955 will fail in
this scenario. The nodification proposed herein rel axes the
validation rule to enable Flow Specifications to be originated within
t he same autononous system as the BGP speaker performing the
validation. Additionally, this docunment revises the AS PATH
validation rules so Fl ow Specifications received froman Externa
Border Gateway Protocol (eBGP) peer can be validated when such a peer
is a BGP route server

Thi s docunent updates the validation procedure in RFC 8955
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1. Introduction

[ RFC8955] defines BGP Network Layer Reachability Information (NLRI)

[ RFC4760] that can be used to distribute traffic Flow Specifications
anongst BGP speakers in support of traffic filtering. The primary
intention of [RFC8955] is to enabl e downstream aut ononmous systens to
signal traffic filtering policies to upstream autononous systenms. In
this way, traffic is filtered closer to the source and the upstream
aut ononous systens avoid carrying the traffic to the downstream

aut ononous systens only to be discarded. |[RFC38955] al so enables nore
granular traffic filtering based upon upper-1layer protoco

information (e.g., protocol or port nunbers) as opposed to coarse |P
destination prefix-based filtering. Flow Specification NLRIs
received froma BGP peer is subject to validity checks before being
consi dered feasible and subsequently installed within the respective
Adj - RI B- I n.

The validation procedure defined within [ RFC8955] requires that the
originator of the Flow Specification NLRI nmatch the originator of the
best-mat ch uni cast route for the destination prefix enbedded in the
Fl ow Specification. The aimis to make sure that only speakers on
the forwarding path can originate the Flow Specification. Let’'s
consider the particul ar case where the Flow Specification is
originated in any location within the same Local Domain as the
speaker perform ng the validation (for exanple, by a centralized BGP
route controller), and the best-match unicast route is originated in
anot her Local Domain. In order for the validation to succeed for a
Fl ow Specification received froman i BGP peer, it would be necessary
to di ssem nate such Flow Specification NLRI directly fromthe
specific border router (within the Local Domain) that is advertising
the correspondi ng best-match unicast route to the Local Donain.
Those border routers would be acting as de facto route controllers.
Thi s approach woul d be, however, operationally cunbersonme in a Loca
Domai n wi th nunerous border routers having conplex BGP policies.

Figure 1 illustrates this principle. Rl (the upstreamrouter) and RR
(a route reflector) need to validate the Fl ow Specification whose
enbedded destination prefix has a best-match unicast route (dest-
route) originated by ASBR2. ASBR2 could originate the Fl ow
Specification, and it would be validated when received by RR and Rl
(fromtheir point of view, the originator of both the Fl ow

Speci fication and the best-match unicast route will be ASBR1).
Sonetimes the Fl ow Specification needs to be originated within ASI.
ASBR1 could originate it, and the Flow Specification would still be



validated. |In both cases, the Flow Specification is originated by a
router in the sane forwarding path as the dest-route. For the case
where AS1 has thousands of ASBRs, it becones inpractical to originate
different Flow Specification rules on each ASBR in AS1 based on which
ASBR each dest-route is learned from To make the situation nore
tenable, the objective is to advertise all the Flow Specifications
fromthe sane route controller.

R1(AS1) --- RR(AS1) --- ASBRI(AS1) --- ASBR2(AS2)
I
route controller(ASl)
Figure 1

Thi s docunent describes a nodification to the validation procedure
described in [ RFC8955], by allow ng Flow Specification NLRIs to be
originated froma centralized BGP route controller |ocated within the
Local Domain and not necessarily in the data-forwarding path. Wile
the proposed nodification cannot be used for inter-domain
coordination of traffic filtering, it greatly sinplifies distribution
of intra-domain traffic filtering policies within a Local Domrain that
has numerous border routers having conmpl ex BGP policies. By relaxing
the validation procedure for i BGP, the proposed nodification allows

Fl ow Specifications to be distributed in a standard and scal abl e
manner throughout the Local Domain.

Thr oughout this docunment, some references are nade to

AS CONFED SEQUENCE segnents; see Sections 4.1 and 5. |If

AS CONFED _SET segnents are al so present in the AS PATH, the sane
considerations apply to them Note, however, that the use of
AS_CONFED SET segments is not recomended [ RFC6472]. Refer to

[ CONFED- SET] as wel | .

Definitions of Terns Used in This Meno

Local Domain: the local AS or the | ocal confederation of ASes
[ RFC5065] .

eBGP: BCGP peering to a router not within the Local Donain.

i BG?: Both classic i B&P and any form of eBGP peering with a router
within the sane confederation (i.e., iBGP peering is a peering
that is not eBGP as defined above).

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capital s, as shown here.

Moti vati on

Step (b) of the validation procedure in Section 6 of [RFC8955] is
defined with the underlying assunption that the Fl ow Specification
NLRI traverses the sane path, in the inter-domain and intra-domain
route distribution graph, as that of the |ongest-match unicast route
for the destination prefix enbedded in the Fl ow Specification.

In the case of inter-domain traffic filtering, the Flow Specification
originator at the egress border routers of an AS (e.g., RTR-D and
RTR-E of AS1l in Figure 2) matches the eBGP nei ghbor that advertised
the | ongest match destination prefix (see RTR-F and RTR-G
respectively, in Figure 2).

Simlarly, at the upstreamrouters of an AS (see RTR-A and RTR-B of
AS1 in Figure 2), the Flow Specification originator matches the



egress i BGP border routers that had advertised the unicast
destination prefix (see RTR-D and RTR-E

t he best-match

route for
respectively,

in Figure 2). This is true even when upstreamrouters sel ect paths
fromdifferent egress border routers as the best route based upon |IGP
di stance. For exanple, in Figure 2
RTR- A chooses RTR-D as the best route
RTR-B chooses RTR-E as the best route
| - - - - - - - - - - - - - -
| AS1 |
R, + R, +
| RTR-A | | RTR-B |
|| I I |
S + S +
I \ / I
i BGP \ / iBGP
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| RTR-C |
I | RC | I
R, +
I I\ I
/ \
| i BGP / \ i BGP |
S + - +
| | RTR-D | RTR-E | |
| | |
|| I (.
Fomm o - + e +
I I I I
S R R
| eBGP BGP |
R R R
I I I I
Fomm o - + e +
|| I ||
| RTR-F | RTR- G |
|| I |
R, S S +
| AS2 |
| - - - - - - - - - - - - - -
Fi gure 2

It is highly desirable that nechanisns exist to protect each AS
i ndependently from network security attacks using the BGP Fl ow

Speci fication NLR

for intra-AS purposes only.

Net wor k operators

often deploy a dedicated Security Operations Center (SOC) within

their AS to nmonitor and detect such security attacks

To mitigate

attacks within an AS, operators require the ability to originate

intra-AS Flow Specification NLRIs froma centra
is not within the data forwarding pl ane.

t hat

BGP route controller
In this way, operators

can direct border routers within their AS with specific attack-

mtigation actions (drop the traffic,

| ocation, etc.).

In addition,
group of ASes via
of the validation

A centra

policy.
procedur e.

forward to a pipe-cleaning

an operator may extend the requirenents above for a
This is described in Section 4.1 (b.2.3)

BGP route controller that originates Flow Specification

NLRI should be able to avoid the conplexity of having to determ ne
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the egress border router whose path was chosen as the best for each
of its neighbors. When a central BGP route controller originates

Fl ow Specification NLRI, the rest of the speakers within the AS wll
see the BGP route controller as the originator of the Fl ow
Specification in terns of the validation procedure rules. Thus, it
is necessary to nodify step (b) of the validation procedure described
in [ RFC8955] such that an i BGP peer that is not within the data
forwardi ng plane nmay originate Fl ow Specification NLRIs.

Revi sed Validation Procedure
Revi sion of Route Feasibility

Step (b) of the validation procedure specified in Section 6 of
[ RFC8955] is redefined as foll ows:

b) One of the followi ng conditions MJUST hold true:

1. The originator of the Fl ow Specification matches the
originator of the best-match unicast route for the
destination prefix enbedded in the Flow Specification (this
is the unicast route with the | ongest possible prefix
I ength covering the destination prefix enbedded in the Fl ow
Speci fication).

contains only an AS CONFED SEQUENCE segnent [ RFC5065].
1. This condition SHOULD be enabl ed by default.

2. This condition MAY be disabled by explicit
configuration on a BGP speaker.

3. As an extension to this rule, a given non-enpty AS_PATH

I
I
|
I
I
I
I
|
| 2. The AS PATH attribute of the Flow Specification is enpty or
I
I
I
I
|
I
|
| (besi des AS_CONFED SEQUENCE segnents) MAY be permitted
| by policy.

Expl anati on:

Receiving either an enpty AS PATH or one with only an
AS_CONFED_SEQUENCE segnent indicates that the Fl ow Specification
was originated inside the Local Domain.

Wth the above nodification to the [ RFC8955] validation procedure,
a BGP peer within the Local Donain that is not within the data-
forwardi ng path can originate a Fl ow Specification.

Di sabling the new condition above (see step b.2.2 in Section 4.1)
could be a good practice if the operator knew with certainty that
a Fl ow Specification would not be originated inside the Loca
Donmain. An additional case would be if it was known for a fact
that only the right egress border routers (i.e., those that were
al so egress border routers for the best routes) were originating
Fl ow Specification NLRI.

Al so, policy may be useful to permt a specific set of non-enpty
AS PATHs (see step b.2.3 in Section 4.1). For exanple, it could
val idate a Fl ow Specification whose AS PATH cont ai ned only an
AS_SEQUENCE segnent with ASes that were all known to belong to the
same adm ni strative domain.

Revi si on of AS PATH Validation

Section 6 of [RFC8955] states:

| BGP inplenmentati ons MIUST al so enforce that the AS_PATH



| attribute of a route received via the External Border Gateway
| Protocol (eBGP) contains the neighboring AS in the |eft-nost

| position of the AS PATH attribute. Wile this rule is optiona
| in the BGP specification, it becones necessary to enforce it

| here for security reasons.

This rule prevents the exchange of BGP Fl ow Specification NLRI s at
I nternet exchanges with BGP route servers, which by design don't
insert their own AS nunber into the AS PATH (Section 2.2.2.1 of

[ RFC7947]). Therefore, this document al so redefines the [ RFC8955]
AS_PATH val i dation procedure referenced above as foll ows:

| BGP Flow Specification inplenentations MIST enforce that the AS
| in the left-nost position of the AS PATH attribute of a Fl ow

| Specification route received via the External Border Gateway

| Protocol (eBGP) matches the AS in the |eft-nost position of the
| AS_PATH attribute of the best-match unicast route for the

| destination prefix enbedded in the Fl ow Specification NLRI .

Expl anati on:

For clarity, the ASin the |left-npbst position of the AS PATH neans
the AS that was | ast added to an AS_SEQUENCE

Thi s proposed nodification enabl es the exchange of BGP Fl ow
Specification NLRIs at Internet exchanges with BGP route servers
while at the sane tine, for security reasons, prevents an eBGP
peer from advertising an inter-domain Flow Specification for a
destination prefix that it does not provide reachability

i nformation for.

Conparing only the left-nost AS in the AS-PATH for eBGP-I| earned

Fl ow Specification NLRIs is roughly equival ent to checking the

nei ghboring AS. If the peer is a route server, security is
necessarily weakened for the Flow Specification NLRI, as it is for
any unicast route advertised froma route server. An example is
di scussed in the Security Considerations section

Redefinition of this AS PATH validation rule for a Flow

Speci fication does not nean that the original rule in [ RFC8955]
cannot be enforced as well. |Its enforcenent remai ns optional per
Section 6.3 of [RFC4271]. That is, a BGP speaker can enforce the
first ASin the AS PATH to be the sane as the neighbor AS for a
route belonging to any Address Fam |y (including Flow
Specification Address Family). |f the BGP speaker peer is not a
route server, when enforcing this optional rule, the security
characteristics are exactly equivalent to those specified in

[ RFC8955] .

Al ternatively, enforcing this optional rule for unicast routes
(even if not enforced on Fl ow Specification NLRIs) achieves
exactly the sane security characteristics. The reason is that,
after all validations, the neighboring AS will be the sane as the
left-most AS in the AS-PATH for the unicast route, and the |eft-
most AS in the AS PATH for the unicast route will be the sane as
the left-nmbst AS in the AS PATH for the Flow Specification NLRI.
Therefore, the neighboring AS will be the sane as the | eft-npst AS
in the AS PATH for the Fl ow Specification NLRI (as the origina

AS PATH validation rule in [ RFC8955] states).

Not e, however, that not checking the full AS_PATH allows any rogue
or misconfigured AS the ability to originate undesired Fl ow
Specifications. This is a BGP security threat, already present in
[ RFC8955], but out of the scope of this docunent.

Using the newrule to validate a Fl ow Specification route received
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froma peer belonging to the same Local Domain is out of the scope
of this docunent. Note that although it’'s possible, its utility
is dubious. Although it is conceivable that a router in the sane
Local Donmain could send a rogue update, only eBGP risk is
considered within this docunment (in the sane spirit as the

af orenmenti oned AS PATH validation in [ RFC4271]).

Topol ogy Consi derati ons

[ RFC8955] indicates that the originator may refer to the originator
path attribute (ORIG@ NATOR ID) or (if the attribute is not present)
the transport address of the peer fromwhich the BGP speaker received
the update. |If the latter applies, a network shoul d be designed so
it has a congruent topol ogy anongst unicast routes and Fl ow
Specification routes. By congruent topology, it is understood that
the two routes (i.e., the Flow Specification route and its best-match
uni cast route) are learned fromthe sane peer across the AS. That
woul d likely not be true, for instance, if sone peers only negotiated
one Address Famly or if each Address Fam |y peering had a different
set of policies. Failing to have a congruent topol ogy would result
in step (b.1) of the validation procedure to fail

Wth the additional second condition (b.2) in the validation
procedure, non-congruent topol ogies are supported within the Loca
Domain if the Flow Specification is originated within the Local
Donmai n.

Expl anati on:

Consi der the follow ng scenarios of a non-congruent topol ogy
wi t hout the second condition (b.2) being added to the validation
pr ocedur e:

1. Consider a topology with two BGP speakers with two i BGP
peering sessions between them one for unicast and one for
Fl ow Specification. This is a non-congruent topology. Let’s
assune that the ORIGA@ NATOR ID attri bute was not received
(e.g., aroute reflector receiving routes fromits clients).
In this case, the Flow Specification validation procedure wll
fail because of the first condition (b.1).

2. Consider a confederation of ASes with |Iocal AS X and | ocal AS
Y (both belonging to the sane Local Domain), and a given BGP
speaker X1 inside local AS X. The ORIG@ NATOR ID attribute is
not advertised when propagating routes across |ocal ASes.
Let’s assune the Flow Specification route is received from
peer Y1 and the best-match unicast route is received from peer
Y2. Both peers belong to local AS Y. The Flow Specification
val idation procedure will also fail because of the first
condition (b.1).

Consi der now that the second condition (b.2) is added to the

val idation procedure. |In the scenarios above, if Flow
Specifications are originated in the sanme Local Domain, the

AS PATH will be enpty or contain only an AS_CONFED SEQUENCE
segnment. Condition (b.2) will evaluate to true. Therefore, using
the second condition (b.2), as defined by this docunent,
guarantees that the overall validation procedure will pass. Thus,
non-congruent topol ogi es are supported if the Flow Specification
is originated in the same Local Domai n.

Fl ow Specifications originated in a different Local Domain sil
need a congruent topology. The reason is that in a non-congruent
t opol ogy, the second condition (b.2) evaluates to false and only
the first condition (b.1) is eval uated.
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8.

8.

| ANA Consi der ations
Thi s docunent has no | ANA acti ons.
Security Considerations

Thi s docunent updates the route feasibility validation procedures for
Fl ow Specifications |learned fromiBGP peers and through route
servers. This change is in line with the procedures described in

[ RFC8955] and, thus, security characteristics remain essentially

equi valent to the existing security properties of BGP unicast
routing, except as detail ed bel ow.

The security considerations discussed in [ RFC8955] apply to this
specification as well.

Thi s docunent nakes the original AS PATH validation rule (Section 6.3
of [RFC4271]) again OPTIONAL (Section 4.2) for Flow Specification
Address Family (the rule is no | onger mandatory as had been specified
by [RFC8955]). If that original rule is not enforced for Flow
Specification, it may introduce sonme new security risks. A speaker
in AS X peering with a route server could advertise a rogue Fl ow
Speci fication route whose first ASin AS PATH was Y. Assunme Y is the
first ASin the AS PATH of the best-match unicast route. Wen the
route server advertises the Flow Specification to a speaker in AS Z,
it will be validated by that speaker. This risk is inpossible to
prevent if the Flow Specification route is received froma route
server peer. |If configuration (or other neans beyond the scope of
this docunment) indicates that the peer is not a route server, that
optional rule SHOULD be enforced for unicast and/or for Flow

Speci fication routes (as discussed in the Revision of AS PATH

Val idation section, just enforcing it in one of those Address

Fam lies is enough). |If the indication is that the peer is not a
route server or there is no conclusive indication, that optional rule
SHOULD NOT be enforced.

A route server itself may be in a good position to enforce the

AS PATH validation rule described in the previous paragraph. [If it
is known that a route server is not peering with any other route
server, it can enforce the AS PATH validation rule across all its
peers.

BGP updates |l earned fromiBGP peers are considered trusted, so the
Traffic Fl ow Specifications contained in BGP updates are al so
considered trusted. Therefore, it is not required to validate that
the originator of an intra-domain Traffic Flow Specification matches
the originator of the best-match unicast route for the destination
prefix enmbedded in that Flow Specification. Note that this
trustworthi ness consideration is not absolute and the new possibility
that an i BGP speaker could send a rogue Flow Specification is

i ntroduced.

The changes in Section 4.1 don’t affect the validation procedures for
eBGP- | earned routes.

It’s worth nmentioning that allowi ng (or nmaking operationally
feasible) Flow Specifications to originate within the Local Domnain
makes the network overall nore secure. Flow Specifications can be
originated nore readily during attacks and inprove the stability and
security of the network.
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