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I ntroduction

Thi s docunent describes the Argon2 [ ARGON2ESP] nenory-hard function
for password hashi ng and proof-of -work applications. W provide an

i mpl ementer-oriented description with test vectors. The purpose is
to sinplify adoption of Argon2 for Internet protocols. This docunent
corresponds to version 1.3 of the Argon2 hash function

Argon2 is a nmenory-hard function [HARD]. It is a stream ined design
It ains at the highest nenory-filling rate and effective use of
mul tiple conmputing units, while still providing defense agai nst

trade-off attacks. Argon2 is optimzed for the x86 architecture and
expl oits the cache and nmenory organi zati on of the recent Intel and
AMD processors. Argon2 has one primary variant, Argon2id, and two
suppl enentary variants, Argon2d and Argon2i. Argon2d uses data-
dependent menory access, which makes it suitable for cryptocurrencies
and proof-of -work applications with no threats from si de-channel
timng attacks. Argon2i uses data-independent nenory access, which
is preferred for password hashing and password-based key derivation
Argon2id works as Argon2i for the first half of the first pass over
the menory and as Argon2d for the rest, thus providing both side-
channel attack protection and brute-force cost savings due to tine-
menory trade-offs. Argon2i nakes nore passes over the menory to
protect fromtrade-off attacks [AB15].

Argon2id MJUST be supported by any inplenentation of this docunent,
wher eas Argon2d and Argon2i MAY be support ed.

Argon2 is also a nmode of operation over a fixed-input-Iength
conmpression function G and a vari abl e-i nput-1ength hash function H
Even t hough Argon2 can be potentially used with an arbitrary function
H, as long as it provides outputs up to 64 bytes, the BLAKE2b
function [BLAKE2] is used in this document.

For further background and di scussion, see the Argon2 paper [ARGONZ].

Thi s docunent represents the consensus of the Crypto Forum Research
G oup (CFRG.

.1. Requirenments Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capital s, as shown here
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3.

3.

1.

Not ati on and Conventi ons

X"y integer x nultiplied by itself integer y tines

a*b mul tiplication of integer a and integer b

c-d subtraction of integer d frominteger c

E f variable E with subscript index f

g/ h integer g divided by integer h. The result is a
rational nunber.

1(j) function | evaluated at |

KI||] L string K concatenated with string L

a XCR b bi tw se excl usive-or between bitstrings a and b

a nod b remai nder of integer a nodulo integer b, always in

range [0, b-1]
a >>> n rotation of 64-bit string a to the right by n bits

trunc(a) the 64-bit value, truncated to the 32 |east
significant bits

fl oor(a) the largest integer not bigger than a
ceil (a) the small est integer not smaller than a

extract(a, i) the i-th set of 32 bits frombitstring a, starting

fromO-th

| Al the number of elenents in set A

LE32( a) 32-bit integer a converted to a byte string in little
endi an (for exanple, 123456 (decimal) is 40 E2 01 00)

LE64( a) 64-bit integer a converted to a byte string inlittle
endi an (for exanple, 123456 (decimal) is 40 E2 01 00
00 00 00 00)

i nt 32(s) 32-bit string s is converted to a non-negative integer

inlittle endian

i nt 64(s) 64-bit string s is converted to a non-negative integer
inlittle endian

| engt h( P) the byte length of string P expressed as 32-bit
i nt eger

ZERQ( P) the P-byte zero string

Argon2 Al gorithm
Argon2 | nputs and CQutputs
Argon2 has the follow ng i nput paraneters:
* Message string P, which is a password for password hashing
ssfggfations. It MJUST have a length not greater than 27(32)-1

* Nonce S, which is a salt for password hashing applications. It
MJUST have a length not greater than 27(32)-1 bytes. 16 bytes is



RECOMVENDED f or password hashing. The salt SHOULD be uni que for
each password.

* Degree of parallelismp determ nes how many i ndependent (but
synchroni zi ng) conputational chains (lanes) can be run. It MJST
be an integer value from1l to 27(24)-1.

* Tag length T MIST be an integer nunber of bytes from4 to 27(32)-
1.

*  Menory size m MJST be an integer number of kibibytes from8*p to
27(32)-1. The actual nunber of blocks is m, which is mrounded
down to the nearest multiple of 4*p.

*  Nunber of passes t (used to tune the running tine independently of
the nmenory size) MJST be an integer nunber from1l to 27(32)-1.

* Version nunber v MUST be one byte 0x13.

* Secret value Kis OPTIONAL. |If used, it MJST have a | ength not
greater than 27(32)-1 bytes.

* Associated data X is OPTIONAL. |If used, it MJST have a |l ength not
greater than 27(32)-1 bytes.

* Type y MJST be 0 for Argon2d, 1 for Argon2i, or 2 for Argon2id.
The Argon2 output, or "tag", is a string T bytes |ong.
3.2. Argon2 Qperation

Argon2 uses an internal conpression function Gwith two 1024-byte

i nputs, a 1024-byte output, and an internal hash function H'x(), wth
X being its output length in bytes. Here, H'x() applied to string A
is the BLAKE2b ([BLAKE2], Section 3.3) function, which takes

(d,1'l, kk=0, nn=x) as paraneters, where d is A padded to a nultiple of
128 bytes and Il is the length of d in bytes. The conpression
function Gis based on its internal pernutation. A variable-length
hash function H built upon His also used. G is described in
Section 3.5, and H is described in Section 3.3.

The Argon2 operation is as foll ows.

1. Establish HO as the 64-byte value as shown below. [If K X or S
has zero length, it is just absent, but its length field renmains.

HO = H(64)(LE32(p) || LE32(T) || LE32(m || LE32(t) ||
LE32(v) || LE32(y) || LE32(length(P)) || P ||
LE32(length(S)) || S || LE32(length(K)) || K ||
LE32(length(X)) || X

Figure 1. H O CGeneration

2. Alocate the nenory as m 1024-byte bl ocks, where nmi is derived
as:

m =4 * p* floor (m/ 4p)
Figure 2: Menory Allocation

For p lanes, the nmenory is organized in a matrix B[i][]j] of
bl ocks with p rows (lanes) and q = m / p col ums.

3. Conpute B[i][0] for all i ranging from (and including) 0 to (not
i ncl udi ng) p.



B[i][0] = H~(1024)(H O || LE32(0) || LE32(i))
Figure 3: Lane Starting Bl ocks

4. Conpute B[i][1] for all i ranging from (and including) O to (not
i ncl udi ng) p.

B[i][1] = H"(1024)(H.O || LE32(1) || LE32(i))
Fi gure 4: Second Lane Bl ocks

5. Compute B[i][j] for all i ranging from (and including) O to (not
including) p and for all j ranging from (and including) 2 to (not
including) g. The conputation MJST proceed slicew se
(Section 3.4): first, blocks fromslice 0 are conputed for al
lanes (in an arbitrary order of |anes), then blocks fromslice 1
are conputed, etc. The block indices | and z are determ ned for
each i, j differently for Argon2d, Argon2i, and Argon2id.

Blil[j] = &Bli][j-1], Bll][z])

Figure 5. Further Bl ock Generation

6. |If the number of passes t is larger than 1, we repeat step 5. W
compute B[i][0] and B[i][j] for all i raging from (and incl uding)
0 to (not including) p and for all j ranging from (and incl udi ng)

1 to (not including) q. However, blocks are conputed differently
as the old value is XORed with the new one:

&B[i][g-1], B[1][2z]) XOR B[i][0];
&B[i][j-1], B[11[z]) XOR Bi]1[j].

Figure 6: Further Passes

B[i][0]
Bli1lj]

7. After t steps have been iterated, the final block Cis conputed
as the XOR of the last col um:

C = B[0][g-1] XOR B[1][g-1] XOR ... XOR B[p-1][g-1]
Figure 7: Final Block
8. The output tag is conputed as H ~T(C).
3.3. Variable-Length Hash Function H

Let V_i be a 64-byte block and Wi be its first 32 bytes. Then we
define function H as follows:

if T <= 64
HAT(A) = HMNT(LE32(T) || A
el se
r = ceil(T/32)-2
V.1 = H\(64)(LE32(T)|]|A
V. 2 = H(64)(V_1)
Vr = N (64)(V {r-1})

V_{r+1}
H AT(X)

HM(T-32*r) (V_{r})
W1 W2 [ ... [ Wr [| V_{r+1}

Figure 8 Function H for Tag and Initial Block Conputations
3.4. Indexing
To enabl e parallel block conputation, we further partition the nenory

matrix into SL = 4 vertical slices. The intersection of a slice and
a lane is called a segnent, which has a length of gq/SL. Segnents of



the sane slice can be conputed in parallel and do not reference
bl ocks fromeach other. Al other blocks can be referenced.

slice O slice 1 slice 2 slice 3

AN A A A

/ \ / \ / \ / \
TS TS TS TS +
| | | | | >lane O
S S S S +
I I I I | > lane 1
S S S S +
| | | | | > lane 2
TS TS TS TS +
!I- ---------- S S S !I-
I I I I | >lane p - 1
S S S S +

Figure 9: Single-Pass Argon2 with p Lanes and 4 Slices
3.4.1. Conputing the 32-Bit Values J 1 and J_ 2
3.4.1.1. Argon2d

J 1 is given by the first 32 bits of block B[i][j-1], while J_2 is
given by the next 32 bits of block B[i][j-1]:

int32(extract(B[i][j-1], 0))
int32(extract(B[i][j-1], 1))

J_ 1
J_2
Figure 10: Deriving J1,J2 in Argon2d

3.4.1.2. Argon2i

For each segment, we do the following. First, we conpute the value Z

as:
Z= ( LE64(r) || LEG4(l) || LE64(sl) || LE64(m) ||
LE64(t) || LE64(y) )
Figure 11: Input to Conpute J1,J2 in Argon2i
wher e
r: t he pass nunber
| : t he | ane nunber
sl: the slice nunber
m: the total nunber of nenory bl ocks
t: the total number of passes

y: the Argon2 type (0 for Argon2d, 1 for Argon2i, 2 for Argon2id)
Then we conput e:

g/ (128*SL) 1024-byte val ues
G(ZER(( 1024) , G ZER(( 1024) ,

Z || LEG4(1) || ZERQ(968) )),
G(ZER(( 1024) , (( ZERO( 1024) ,

Z || LE64(2) || ZERO(968) )),... ,

& ZERQ( 1024) , G( ZERQ( 1024) ,
Z || LE64(q/(128*SL)) || ZERO(968) )),

which are partitioned into g/(SL) 8-byte values X, which are vi ewed
as X1| | X2 and converted to J _1=int32(X1l) and J_2=i nt 32( X2).

The values r, |, sl, m, t, y, and i are represented as 8 bytes in
little endi an.



3.4.1.3. Argon2id

If the pass nunber is 0 and the slice nunber is O or 1, then conpute
J 1 and J_2 as for Argon2i, else conpute J_1 and J_2 as for Argon2d.

3.4.2. Mapping J_1 and J_2 to Reference Block Index [I]][Z]

The value of | = J 2 nod p gives the index of the |ane fromwhich the
block will be taken. For the first pass (r=0) and the first slice
(sl=0), the block is taken fromthe current | ane.

The set Wcontains the indices that are referenced according to the
foll owi ng rul es:

1. If | is the current lane, then Wincludes the indices of all
blocks in the last SL - 1 = 3 segnents conputed and fini shed, as
wel|l as the blocks conputed in the current segment in the current
pass excluding B[i][]j-1].

2. If | is not the current |ane, then Wincludes the indices of al
blocks in the last SL - 1 = 3 segnents conputed and finished in
lane |I. If B[i][j] is the first block of a segnent, then the

very last index fromWis excluded.

Then take a block fromWw th a nonuniformdistribution over [0, |W)
usi ng the foll owi ng nmappi ng:

J_1 ->|W(1 - J_1~2 ] 27 (64))
Figure 12: Conputing J1

To avoid floating point conputation, the follow ng approximation is
used:

x = J 172 | 27(32)

y = (IW * x) /[ 27(32)
zz = |W - 1-y

Figure 13: Conputing J1, Part 2

Then take the zz-th index fromW it will be the z value for the
reference block index [I][Zz].

3.5. Conpression Function G
The conpression function Gis built upon the BLAKE2b- based
transformation P. P operates on the 128-byte input, which can be
vi ewed as eight 16-byte registers:
P(AO, A1 ... /A7) =(BO, B1 ... ,B7)
Fi gure 14: Bl ake Round Function P

The conpression function G X, Y) operates on two 1024-byte bl ocks X
and Y. It first conputes R= X XOR Y. Then Ris viewed as an 8x8

matrix of 16-byte registers RO, R1, ... , R63. Then Pis first
applied to each row, and then to each colum to get Z:

(QO0, Q1, Q2, ..., Q7 < P(RO, R1, R2 ..., R
( Q8 Q9 Q10, ..., Q15) <- P( R8 RY9 R10, ... , R15)
(Q56, Q57, Q58 ..., Q63) <- P(R56, R57, R58, ... , R63)
(20, Z8 Z16, ... , Z56) <~ P( QO, Q8 Q16, ... , Q56)
(z1

, 29, 717, ..., Z57) < P( Q1, Q9, Q17, ... , Q57)



(27 215 Z23, ..., Z63) < P( Q7 Q15 Q23, ..., Q63)
Fi gure 15: Core of Conpression Function G

Finally, Goutputs Z XOR R

G (X, Y) ->R->Q->Z->Z7Z XORR

oo -+ oo -+
| X | Y|
- -+ - -+

I I
- - - > XOR<- - - -

+---+
| R
+-- -+
|
\ /
P rown se
I
\ /

+-- -+

I

I

I

I

|

I

I

I

I

I

| | QI
| +---+
I I
| \ /
I

I

|

I

I

I

I

I

P col umw se

Fi gure 16: Argon2 Conpression Function G

3. 6. Pernmutation P

Permutation P is based on the round function of BLAKE2b. The ei ght
16-byte inputs SO, S 1, ... , S 7 are viewed as a 4x4 matri x of
64-bit words, where Si = (v_{2*i+1} || v_{2*i}):

v0Oo v.1 v .2 v_3

v4 v.5 v .6 Vv 7

v.8 v_9v 10 v_11

v_12 v_13 v_14 v_15

Figure 17: Matrix El enent Labeling

It works as foll ows:

GB(v_0, v_4, v_8, v_12)
GB(v_1, v_5, v_9, v_13)
GB(v_2, v_6, v_10, v_14)
GB(v_3, v_7, v_11, v_15)
&B(v_0, v_5, v_10, v_15)
GB(v_1, v_6, v_11, v_12)
&B(v_2, v_7 v_8, v_13)
&B(v_3, v_4 v_9, v_14)



Figure 18: Feeding Matrix Elenments to GB

@B(a, b, ¢, d) is defined as follows:

a=(a+b+2* trunc(a) * trunc(b)) nod 2*(64)
d = (d XOR a) >>> 32
c=(c+d+ 2* trunc(c) * trunc(d)) nod 27(64)
b = (b XOR c) >>> 24
a=(a+b+2* trunc(a) * trunc(b)) nod 2*(64)
d = (d XOR a) >>> 16
c =(c+d+ 2* trunc(c) * trunc(d)) nod 2*(64)
b = (b XOR ¢c) >>> 63

Figure 19: Details of GB

The nodul ar additions in GB are conbined with 64-bit nultiplications.
Multiplications are the only difference fromthe origi nal BLAKE2b
design. This choice is done to increase the circuit depth and thus
the running time of ASIC inplenentations, while having roughly the
sanme running time on CPUs thanks to parallelismand pipelining.

Par aret er Choi ce

Argon2d is optimzed for settings where the adversary does not get
regul ar access to systemnenory or CPU, i.e., they cannot run side-
channel attacks based on the timng information, nor can they recover
the password nuch faster using garbage collection. These settings
are nore typical for backend servers and cryptocurrency m nings. For
practice, we suggest the follow ng settings:

* Cryptocurrency mning, which takes 0.1 seconds on a 2 Giz CPU
using 1 core -- Argon2d with 2 | anes and 250 MB of RAM

Argon2id is optim zed for nore realistic settings, where the
adversary can possibly access the same machine, use its CPU, or nount
col d-boot attacks. W suggest the follow ng settings:

*  Backend server authentication, which takes 0.5 seconds on a 2 GHz
CPU using 4 cores -- Argon2id with 8 lanes and 4 G B of RAM

* Key derivation for hard-drive encryption, which takes 3 seconds on
a 2 Giz CPU using 2 cores -- Argon2id with 4 lanes and 6 G B of
RAM

*  Frontend server authentication, which takes 0.5 seconds on a 2 GHz
CPU using 2 cores -- Argon2id with 4 lanes and 1 G B of RAM

We recommend the follow ng procedure to select the type and the
paraneters for practical use of Argon2.

1. If auniformy safe option that is not tailored to your
application or hardware is acceptable, select Argon2id with t=1
iteration, p=4 |anes, m=2"(21) (2 GB of RAM, 128-bit salt, and
256-bit tag size. This is the FI RST RECOVWENDED opti on

2. If much Iess nenory is available, a unifornly safe option is
Argon2id with t=3 iterations, p=4 |anes, nm2~(16) (64 M B of
RAM, 128-bit salt, and 256-bit tag size. This is the SECOND
RECOMVENDED opt i on

3. O herwi se, start with selecting the type y. [If you do not know
the difference between the types or you consider side-channe
attacks to be a viable threat, choose Argon2id.



4. Sel ect p=4 | anes.

5. Fi gure out the nmaxi num anmount of nenory that each call can
afford and translate it to the paraneter m

6. Fi gure out the maxi mum amount of time (in seconds) that each
call can afford.

7. Select the salt length. A length of 128 bits is sufficient for
all applications but can be reduced to 64 bits in the case of
space constraints.

8. Select the tag length. A length of 128 bits is sufficient for
nost applications, including key derivation. |If |onger keys are
needed, sel ect |onger tags.

9. If side-channel attacks are a viable threat or if you're
uncertain, enable the menory-w ping option in the library call

10. Run the schene of type y, nenory m and p | anes using a
di fferent nunber of passes t. Figure out the naximumt such
that the running tine does not exceed the affordable tine. |If
it even exceeds for t = 1, reduce maccordingly.

11. Use Argon2 with determined values m p, and t.
5. Test Vectors

This section contains test vectors for Argon2
5.1. Argon2d Test Vectors

We provide test vectors with conplete outputs (tags). For the
conveni ence of devel opers, we also provide sone interimvariables --
concretely, the first and last menory bl ocks of each pass.

Menory: 32 KiB
Passes: 3
Parallelism 4 |anes
Tag | ength: 32 bytes
Password[32]: 01 01 01 01 01 01 01 01
01 01 01 01 01 01 01 01
01 01 01 01 01 01 01 01
01 01 01 01 01 01 01 01
Salt[16]: 02 02 02 02 02 02 02 02 02 02 02 02 02 02 02 02
Secret[8]: 03 03 03 03 03 03 03 03
Associ ated data[12]: 04 04 04 04 04 04 04 04 04 04 04 04
Pr e- hashing digest: b8 81 97 91 a0 35 96 60
bb 77 09 c8 5f a4 8f 04
d5 d8 2c 05 ¢5 f2 15 cc
db 88 54 91 71 7c f7 57
08 2c 28 b9 51 be 38 14
10 b5 fc 2e b7 27 40 33
b9 fd c7 ae 67 2b ca ac
5d 17 90 97 a4 af 31 09

After pass O:

Bl ock 0000 [ 0]: db2fea6b2c6f5c8a
Bl ock 0000 [ 1]: 719413be00f 82634
Bl ock 0000 [ 2]: ale3f6dd42aa25cc
Bl ock 0000 [ 3]: 3ea8efd4d55ac0dl

Bl ock 0031 [124]: 28d17914aea9734c



Bl ock 0031 [125]:
Bl ock 0031 [126]:
Bl ock 0031 [127]:

After
Bl ock
Bl ock
Bl ock
Bl ock

pass 1:
0000

Bl ock
Bl ock
Bl ock
Bl ock

Af ter
Bl ock
Bl ock
Bl ock
Bl ock

pass 2:
0000
0000
0000
0000

—r———
N
—

Bl ock
Bl ock
Bl ock 0031
Bl ock 0031
Tag: 51 2b
53 71
f8 68
al 3a

0031
0031

[ 0]
[ 1]
0000 [ 2]:
[ 3]

0031 [124]:
0031 [125]:
0031 [126]:
0031 [127]:

[127] :
39 1b

6a4622176522e398
951aa08aeechb2c05
6a6c49d2cb75d5b6

d3801200410f 8c0d
Obf 9e8a6e442babd
e2ca92f e9c541f cc
6269f e6db177a388

9eacf cf bdb3ceOf c
07dedaebOaee7lac
074435f ad91548f 4
2dbf f f 23f 31b5883

5f 047b575c5f f 4d2
f 06985dbf 11c91a8
89ef b2759f 9a8964
7486a73f 62f 9b142

57cf b9d20479da49
4099654bc6607f 69
f142a1126075a5c8
c341b3ca45c10da5

6f 11 62 97
d3 09 19 73 42 94
e3 be 39 84 f3 cl1
4d b9 fa be 4a cb

Test Vectors

Menory: 32 KiB
Passes: 3

Parallelism 4 |anes
Tag | ength: 32 bytes

Passwor d[ 32] :

01 01 01 01 01 01 01 01

01 01 01 01 01 01 01 01
01 01 01 01 01 01 01 01
01 01 01 01 01 01 01 01

Sal t[16]:
Secret[8]:

Associ ated data[ 12]:
Pre- hashi ng di gest:

After pass O:
Bl ock 0000

Bl ock 0000

Bl ock
Bl ock 0000
Bl ock
Bl ock
Bl ock
Bl ock

[ O]:
[ 1]:
0000 [ 2]:
[ 3]:

0031 [124]:
0031 [125]:
0031 [126] :
0031 [127]:

c4
e7
Oc
5c
ca
9a
08
39

60
31
f7
a7
44
5e
63
7c

65
73
76
2e
6¢C
68
fb
c7

81 52
1c 90
90 7f
7b 56
86 dd
79 de
93 9b
dl 64

f 8f 9e84545db08f 6
9b073a5c87aa2d97
d1e868d75ca8d8e4
349634174elaebcc

975f 596583745e30
e349bdd7edeb3092
b751a689b7a83659
c570f 2ab2a86¢f 00

76
2f

bb
01
75
c4
98
fd

a0
1f

7b
1f

b9
b7
2e
da

02 02 02 02 02 02 02 02 02 02 02 02 02 02 02 02
03 03 03 03 03 03 03 03
04 04 04 04 04 04 04 04 04 04 04 04

b3
ds
6a
ee
46
2d
5f

a9



After pass 1:

Bl ock 0000 [ 0]: b2e4ddfcf76dc85a
Bl ock 0000 [ 1]: 4ffd0626c89a2327
Bl ock 0000 [ 2]: 4af 1440fff 212980
Bl ock 0000 [ 3]: 1e77299c7408505b
Bl ock 0031 [124]: e4274f d675d1leld6
Bl ock 0031 [125]: 903fffb7c4aldc98
Bl ock 0031 [126]: 7e5db55def 471966
Bl ock 0031 [127]: 421b3c6e9555b79d
After pass 2
Bl ock 0000 [ 0]: af2a8bd8482c2f11
Bl ock 0000 [ 1]: 785442294f a55e6d
Bl ock 0000 [ 2]: 9256a768529a7f 96
Bl ock 0000 [ 3]: 25alcilf5bb953766
Bl ock 0031 [124]: 68cf72fccc7112b9
Bl ock 0031 [125]: 91e8c6f8bb0ad70d
Bl ock 0031 [126]: 4f59c8bd65chb765
Bl ock 0031 [127]: 71e436f035f 30ed0
Tag: ¢8 14 d9 dl1 dc 7f 37 aa

13 f0 d7 7f 24 94 bd al

c8 de 6b 01 6d d3 88 d2

99 52 a4 c4 67 2b 6¢C €8

5.3. Argon2id Test Vectors

Argon2id version nunber 19
Menory: 32 Ki B, Passes: 3,

Parallelism 4 |lanes, Tag | ength: 32 bytes

Password[32]: 01 01 01 01 01 01 01 01 01 01 01 01 01 01 01 01

01 01 01 01 01 01 01 01 01 01 01 01 01 01 01 01

Salt[16]: 02 02 02 02 02 02 02 02 02 02 02 02 02 02 02 02
Secret[8]: 03 03 03 03 03 03 03 03

Associ ated data[12]: 04 04 04 04 04 04 04 04 04 04 04 04

Pre- hashing digest: 28 89 de 48 7e b4 2a e5 00 cO 00 7e d9 25 2f
10 69 ea de c4 0d 57 65 b4 85 de 6d c2 43 7a 67 b8 54 6a 2f Oa
cc la 08 82 db 8f cf 74 71 4b 47 2e 94 df 42 la 5d al 11 2f fa
11 43 43 70 al e9 97

After pass O:

Bl ock 0000 [ 0]: 6b2e09f10671bd43
Bl ock 0000 [ 1]: f69f5c27918a2lbe
Bl ock 0000 [ 2]: dea7810ead41290el
Bl ock 0000 [ 3]: 6787f7171870f 893
Bl ock 0031 [124]: 377fa81666dc7f2b
Bl ock 0031 [125]: 50e586398a9c39c8
Bl ock 0031 [126]: 6f732732a550924a
Bl ock 0031 [127]: 81f88b28683ea8e5
After pass 1:

Bl ock 0000 [ 0]: 3653ec9d01583df9
Bl ock 0000 [ 1]: 69efb53a72dlelfd3
Bl ock 0000 [ 2]: 35635631744ab54f
Bl ock 0000 [ 3]: 599512e96a37ab6e
Bl ock 0031 [124]: 4d4b435cea35caab
Bl ock 0031 [125]: ¢582210d99ad1359
Bl ock 0031 [126]: d087971b36fd6d77
Bl ock 0031 [127]: a55222a93754c692
After pass 2



7

7

7

Bl ock 0000 [ 0]: 942363968ce597a4
Bl ock 0000 [ 1]: a22448c0bdad5760
Bl ock 0000 [ 2]: abf80662b6fa8748
Bl ock 0000 [ 3]: aOf 9b9ce392f 719f

Bl ock 0031 [124]: d723359b485f509b

Bl ock 0031 [125]: cbh78824f 42375111

Bl ock 0031 [126]: 35bc8cc6e83b1875

Bl ock 0031 [127]: 0b012846a40f 346a

Tag: 0d 64 0d f5 8d 78 76 6¢c 08 cO 37 a3 4a 8b 53 ¢9 dO
le fO 45 2d 75 b6 5e b5 25 20 e9 6b 01 e6 59

I ANA Consi derations
Thi s docunment has no | ANA acti ons.
Security Considerations
1. Security as a Hash Function and KDF

The collision and preinage resistance |evels of Argon2 are equival ent
to those of the underlying BLAKE2b hash function. To produce a
collision, 27(256) inputs are needed. To find a prei mage, 27(512)

i nputs nust be tried.

The KDF security is deternmined by the key length and the size of the
internal state of hash function H. To distinguish the output of the
keyed Argon2 fromrandom a mininmm of (27(128),2" ength(K)) calls to
BLAKE2b are needed.

2. Security against Tine-Space Trade-off Attacks

Ti me- space trade-offs allow conputing a nenory-hard function storing
fewer nenory bl ocks at the cost of nore calls to the interna
conmpression function. The advantage of trade-off attacks is neasured
in the reduction factor to the tine-area product, where nenory and
extra conpression function cores contribute to the area and time is

i ncreased to accommbdate the reconputation of m ssed blocks. A high
reduction factor may potentially speed up the preinmage search

The best-known attack on the 1-pass and 2-pass Argon2i is the | ow
storage attack described in [CBS16], which reduces the time-area
product (using the peak nmenmory value) by the factor of 5. The best
attack on Argon2i with 3 passes or nore is described in [ABl6], with
the reduction factor being a function of nenory size and the nunber
of passes (e.g., for 1 gibibyte of nenory, a reduction factor of 3
for 3 passes, 2.5 for 4 passes, 2 for 6 passes). The reduction
factor grows by about 0.5 with every doubling of the nenory size. To
compl etely prevent time-space trade-offs from|[AB16], the nunmber of
passes MUST exceed the binary logarithmof nenory mnus 26
Asynptotically, the best attack on 1-pass Argon2i is given in [Bz17],
wi th maxi mal advantage of the adversary upper bounded by

QM (0.233)), where mis the nunber of blocks. This attack is also
asynptotically optinmal as [BzZ17] al so proves the upper bound on any
attack is Q m(0.25)).

The best trade-off attack on t-pass Argon2d is the ranking trade-off
attack, which reduces the time-area product by the factor of 1.33.

The best attack on Argon2id can be obtained by conpl enenting the best
attack on the 1-pass Argon2i with the best attack on a multi-pass
Argon2d. Thus, the best trade-off attack on 1-pass Argon2id is the
conbi ned | owstorage attack (for the first half of the nenory) and
the ranking attack (for the second half), which generate the factor
of about 2.1. The best trade-off attack on t-pass Argon2id is the
ranki ng trade-of f attack, which reduces the tine-area product by the



factor of 1.33.
7.3. Security for Tinme-Bounded Defenders

A bottleneck in a system enpl oying the password hashing function is
often the function | atency rather than menory costs. A rational

def ender woul d then maxi m ze the brute-force costs for the attacker
equi pped with a list of hashes, salts, and timng information for
fixed conputing tinme on the defender’s machine. The attack cost
estimates from[AB16] inply that for Argon2i, 3 passes is al nost
optimal for nost reasonable nenory sizes; for Argon2d and Argon2id, 1
pass maxi m zes the attack costs for the constant defender tine.

7.4. Recommendati ons

The Argon2id variant with t=1 and 2 G B nenory is the FIRST
RECOMVENDED option and is suggested as a default setting for all
environments. This setting is secure agai nst side-channel attacks
and maxi m zes adversarial costs on dedicated brute-force hardware.
The Argon2id variant with t=3 and 64 MB nenory is the SECOND
RECOMVENDED option and is suggested as a default setting for nenory-
constrai ned environnents.
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