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Abst ract

Thi s docunment defines a Termi nal Access Controller Access-Control
System Pl us (TACACS+) client YANG nodul e that augnents the System
Management data nodel, defined in RFC 7317, to all ow devices to make
use of TACACS+ servers for centralized Authentication, Authorization,
and Accounting (AAA). Though being a standard nodul e, this nodul e
does not endorse the security nechanisns of the TACACS+ protocol (RFC
8907), and TACACS+ MUST be used within a secure depl oynent.

The YANG nodule in this document confornms to the Network Managenent
Dat astore Architecture (NVDA) defined in RFC 8342.

Status of This Meno
This is an Internet Standards Track document.

This docunent is a product of the Internet Engineering Task Force
(IETF). It represents the consensus of the IETF community. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Goup (IESG. Further information on
Internet Standards is available in Section 2 of RFC 7841.

I nformation about the current status of this docunent, any errata,
and how to provide feedback on it nmay be obtained at
https://ww. rfc-editor.org/info/rfc9105.
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Copyright (c) 2021 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust's Lega
Provisions Relating to | ETF Documents
(https://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these docunents
carefully, as they describe your rights and restrictions with respect
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1. Introduction
Thi s docunent defines a YANG nodul e that augnents the System
Managenent data nodel defined in [RFC7317] to support the
configuration and nanagenent of TACACS+ clients.
TACACS+ [ RFC8907] provi des device administration for routers, network
access servers, and other networked devices via one or nore
centralized servers.

The System Managenent data nodel [RFC7317] defines separate
functionality to support |ocal and RADH US aut henti cati on:

User Authentication Mddel: Defines a list of usernanes with
associ ated passwords and a configuration | eaf to decide the order
in which |ocal or RAD US authentication is used.

RADIUS Cient Mddel: Defines a list of RADIUS servers used by a
device for centralized user authentication.

The System Managenent data nodel is augnented with the TACACS+ YANG
nmodul e defined in this docunent to allow the use of TACACS+ servers
as an alternative to RADI US servers.

The YANG nodul e can be used with network managenment protocols such as
the Network Configuration Protocol (NETCONF) [RFC6241].

The YANG nodule in this docunment confornms to the Network Managenent
Dat astore Architecture (NVDA) defined in [ RFC8342].

2. Conventions Used in This Docunent
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capital s, as shown here.

The following terns are defined in [ RFC6241] and are used in this
speci fication:

* configuration data
* state data

The following terns are defined in [ RFC7950] and are used in this
speci fication:

* augnment
* data nodel
* data node

The term nol ogy for describing YANG data nodels is found in
[ RFC7950] .

2.1. Tree Diagrans

The tree diagramused in this document follows the notation defined



i n [ RFC8340] .
Desi gn of the TACACS+ Data Model

This nodule is used to configure a TACACS+ client on a device to
support depl oynent scenarios with centralized authentication,

aut hori zation, and accounting servers. Authentication is used to

val idate a user’s usernane and password, authorization allows the
user to access and execute conmands at various privilege |evels
assigned to the user, and accounting keeps track of the activity of a
user who has accessed the device.

The ietf-systemtacacs-plus nmodul e augnents the "/sys:systeni path
defined in the ietf-systemnodule with the contents of the "tacacs-
pl us" grouping. Therefore, a device can use |local, RAD US, or
TACACS+ authentication to validate users who attenpt to access the
router by several mechanisnms, e.g., a command line interface or a
web- based user interface.

The "server" list, which is directly under the "tacacs-pl us"
container, holds a |ist of TACACS+ servers and uses server-type to
di stingui sh between Authentication, Authorization, and Accounting
(AAA) services. The list of servers is for redundancy.

Most of the parameters in the "server"” list are taken directly from
the TACACS+ protocol [RFC8907], and sone are derived fromthe various
i npl ement ati ons by network equi prent nmanufacturers. For exanple,
when there are multiple interfaces connected to the TACACS+ client or
server, the source address of outgoing TACACS+ packets coul d be
specified, or the source address could be specified through the
interface I P address setting or derived fromthe outbound interface
fromthe | ocal Forwarding Information Base (FIB). For the TACACS+
server located in a Virtual Private Network (VPN), a VPN Routing and
Forwardi ng (VRF) instance needs to be specified.

The "statistics" container under the "server list" is a collection of
read-only counters for sent and received nessages froma configured
server.

The YANG nodul e for TACACS+ client has the followi ng structure:

modul e: ietf-systemtacacs-plus
augment /sys:system
+--rw tacacs-pl us
+--rw server* [ nane]

+--rw name string

+--rw server-type tacacs- pl us-server-type
+--rw address i net: host

+--rw port? i net: port-nunber

+--rw (security)

| +--:(obfuscation)

| +--rw shared-secret? string
+--rw (source-type)?

| +--:(source-ip)

| | +--rw source-ip? i net:ip-address
| +--:(source-interface)
| +--rw source-interface? if:interface-ref

+--rw vrf-instance?
| -> /[ ni:network-instances/ network-instance/ nane

+--rw singl e-connecti on? bool ean

+--rw timeout? uint 16

+--ro statistics
+--ro connection-opens? yang: count er 64
+--ro connecti on-cl oses? yang: count er 64
+--ro0 connection-aborts? yang: count er 64

+--ro connection-failures? yang: count er 64
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+--ro0 connection-timeouts? yang: count er 64

+--ro nessages-sent? yang: count er 64
+--ro nessages-received? yang: count er 64
+--r0 errors-received? yang: count er 64
+--ro0 sessions? yang: count er 64

TACACS+ Cient Mdul e

Thi s YANG nodul e i nports typedefs from[RFC6991]. This nodule al so
uses the interface typedef from[RFC8343], the leafref to VRF

i nstance from [ RFC8529], and the "default-deny-all" extension
statement from [ RFC8341].

<CODE BEG NS> file "ietf-systemtacacs-pl us@021-08-05. yang"
nmodul e ietf-systemtacacs-plus {
yang-version 1.1;
nanespace "urn:ietf:paranms: xm :ns:yang:ietf-systemtacacs-plus";
prefix sys-tcs-plus;

inmport ietf-inet-types {
prefix inet;
ref erence
"RFC 6991: Common YANG Data Types";

}
import ietf-yang-types {
prefix yang;
reference
"RFC 6991: Common YANG Data Types";
}
i mport ietf-network-instance {
prefix ni;
ref erence
"RFC 8529: YANG Data Mddel for Network |nstances";
}
inmport ietf-interfaces {
prefix if;
ref erence
"RFC 8343: A YANG Data Model for Interface Managenent";
}

import ietf-system{
prefix sys;
ref erence
"RFC 7317: A YANG Data Mddel for System Managenent”
}
import ietf-netconf-acm {
prefix nacm
reference
"RFC 8341: Network Configuration Access Control Mdel";

}

organi zati on

"I ETF OPSAWG ( Oper ati ons and Managenent Area Wrking G oup)";
cont act

"WG Web: <http://datatracker.ietf.org/ wgy/ opsawg/ >

WG List: <milto: opsawg@etf. org>

Editor: Bo Wi <l ana. wbo@uawei . conr
Edi tor: Guangyi ng Zheng <zhengguangyi ng@uawei . conm";
description
"Thi s nodul e provides configuration of TACACS+ client.

The key words ' MUST', ' MUST NOT', ' REQUI RED , ' SHALL', ' SHALL
NOT', *SHOULD , 'SHOULD NOT', ' RECOMVENDED , ' NOT RECOMVENDED ,
"MAY', and 'OPTIONAL' in this docunment are to be interpreted as
described in BCP 14 (RFC 2119) (RFC 8174) when, and only when,
they appear in all capitals, as shown here.



Copyright (c) 2021 | ETF Trust and the persons identified as
authors of the code. All rights reserved.

Redi stribution and use in source and binary forms, with or

wi t hout nodification, is permtted pursuant to, and subject
to the license terms contained in, the Sinplified BSD License
set forth in Section 4.c of the | ETF Trust’s Legal Provisions
Rel ating to | ETF Docunents
(https://trustee.ietf.org/license-info).

This version of this YANG nodule is part of RFC 9105; see the
RFC itself for full legal notices.";

revisi on 2021-08-05 {
description
"Initial revision.";
ref erence
"RFC 9105: A YANG Data Model for Term nal Access Controller
Access-Control System Plus (TACACS+)";

}
typedef tacacs-plus-server-type {
type bits {
bit authentication {
description
"I ndi cates that the TACACS+ server is providing
aut henti cation services.";
bit authorization {
description
"I ndi cates that the TACACS+ server is providing
aut hori zation services.";
}
bit accounting {
description
"Indi cates that the TACACS+ server is providing accounting
services.";
}
}

description
"tacacs-plus-server-type can be set to
aut henti cati on/ aut hori zati on/accounti ng
or any conbi nation of the three types.";

}

identity tacacs-plus {
base sys: aut henti cati on-net hod;
description
"I ndi cat es AAA operation using TACACS+.";
ref erence
"RFC 8907: The TACACS+ Protocol ";
}

grouping statistics {
description
"Grouping for TACACS+ statistics attributes.”;
container statistics {
config fal se;
description
"A collection of server-related statistics objects."”;
| eaf connection-opens {
type yang: count er 64;
description
"Nurmber of new connection requests sent to the server,
e.g., socket open.";



}

| eaf connection-cl oses {
type yang: count er 64;
description
"Number of connection close requests sent to the server,
e.g., socket close.";
}
| eaf connection-aborts {
type yang: count er 64;
description
"Nurmber of aborted connections to the server. These do
not include connections that are cl osed gracefully."”;
}
| eaf connection-failures {
type yang: count er 64;
description
"Nurmber of connection failures to the server.";
}

| eaf connection-tinmeouts {
type yang: count er 64;
description
"Nurmber of connection tinmeouts to the server.";
}

| eaf messages-sent {
type yang: count er 64;
description
"Nurmber of nessages sent to the server.";
}

| eaf messages-received {
type yang: count er 64;
description
"Nurmber of nessages received fromthe server.";
}

| eaf errors-received {
type yang: count er 64;
description
"Number of error nessages received fromthe server.";
}

| eaf sessions {
t ype yang: count er 64;
description
"Number of TACACS+ sessions conpleted with the server.
If the Single Connection Mdde was NOT enabl ed, the number
of sessions is the sane as the nunber of
"connection-closes’. |If the Mode was enabled, a single
TCP connection may contain nultiple TACACS+ sessions.";
}

}
}

groupi ng tacacs-plus {
description
"Grouping for TACACS+ attributes.”;
cont ai ner tacacs-plus {
must "not (derived-fromor-self(../sys:authentication"
+ "/sys:user-authentication-order, 'tacacs-plus’))"
+ " or bit-is-set(server/server-type, authentication )" {
error-nessage "Wen 'tacacs-plus’ is used as a systent
+ " authentication nethod, a TACACS+"
+ " authentication server must be configured.";
description
"When 'tacacs-plus’ is used as an authentication nethod,
a TACACS+ server nust be configured.”;
}
description
"Cont ai ner for TACACS+ configurations and operations.";



list server {
key "nane";
order ed- by user;
description
"Li st of TACACS+ servers used by the device.";
| eaf nane {
type string;
description
"An arbitrary nanme for the TACACS+ server.";
}

| eaf server-type {
type tacacs-pl us-server-type;
mandat ory true;
description
"Server type: authentication/authorization/accounting and
various conbi nations.";
}
| eaf address {
type inet: host;
mandat ory true;
description
"The address of the TACACS+ server.";

| eaf port {
type inet: port-nunber;
default "49";
description
"The port nunber of TACACS+ Server port.";
}

choi ce security {
mandat ory true;
description
"Security mechani sm bet ween TACACS+ client and server
This is nodeled as a YANG 'choice’ so that it can be
augrmented by a YANG nodul e in a backwards-conpati bl e
manner.";
case obfuscation {
| eaf shared-secret {

type string {
length "1.. max";

nacm def aul t - deny- al |
description
"The shared secret, which is known to both the
TACACS+ client and server. TACACS+ server
adm ni strators SHOULD configure a shared secret with
a mninmumlength of 16 characters.
It is highly recoormended that this shared secret is
at least 32 characters long and sufficiently conpl ex
with a mx of different character types,
i.e., upper case, |lower case, nuneric, and
punctuation. Note that this security nechanismis
best described as 'obfuscation’ and not ’'encryption
as it does not provide any neaningful integrity,
privacy, or replay protection.”;
ref erence
"RFC 8907: The TACACS+ Protocol ";
}

}
}

choi ce source-type {
description
"The source address type for outbound TACACS+ packets.";
case source-ip {
| eaf source-ip {
type inet:ip-address;



description
"Specifies source | P address for TACACS+ out bound
packets.";
}
}
case source-interface {
| eaf source-interface {
type if:interface-ref;
description
"Specifies the interface fromwhich the | P address
is derived for use as the source for the outbound
TACACS+ packet.";

}
}

| eaf vrf-instance {
type leafref {
pat h "/ni:network-instances/ni:network-instance/ni:nanme";
}

description
"Specifies the VPN Routing and Forwardi ng (VRF) instance
to use to conmunicate with the TACACS+ server.";
reference
"RFC 8529: YANG Data Mdel for Network |nstances";

| eaf single-connection {
type bool ean;
default "false";
description
"I ndi cates whether the Single Connection Mde is enabl ed
for the server. By default, the Single Connection Mde
is disabled. ”;

| eaf tineout {
type uint16 {
range "1..max";

}
units "seconds";
default "5";

description
"The nunber of seconds the device will wait for a
response from each TACACS+ server before trying with a

different server.";

}

uses statistics;

}
}
}

augnent "/sys:systent {
description
"Augnents the system nodel with the tacacs-plus nodel.";
uses tacacs- pl us;

}
}
<CODE ENDS>

Security Considerations

The YANG nodul e specified in this docunent defines a schema for data
that is designed to be accessed via network managenent protocols such
as NETCONF [ RFC6241] or RESTCONF [ RFC8040]. The | owest NETCONF | ayer
is the secure transport |ayer, and the mandatory-to-inpl ement secure
transport is Secure Shell (SSH) [ RFC6242]. The | owest RESTCONF | ayer
is HITPS, and the mandatory-to-inpl enent secure transport is TLS

[ RFCB8446] .
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The Network Configuration Access Control Model (NACM [RFC8341]
provides the nmeans to restrict access for particular NETCONF or
RESTCONF users to a preconfigured subset of all avail abl e NETCONF or
RESTCONF protocol operations and content.

There are a nunber of data nodes defined in this YANG nodul e that are
witable/creatabl e/deletable (i.e., config true, which is the
default). These data nodes nmay be considered sensitive or vul nerable
in some network environnents. Wite operations (e.g., edit-config)
to these data nodes w thout proper protection can have a negative
effect on network operations. These are the subtrees and data nodes
and their sensitivity/vulnerability:

[ systenitacacs-plus/server: This list contains the data nodes used
to control the TACACS+ servers used by the device. Unauthorized
access to this list could enable an attacker to assume conpl ete
control over the device by pointing to a conprom sed TACACS+
server, or to nodify the counters to hide attacks against the
devi ce.

/ systenitacacs-plus/server/shared-secret: This |eaf controls the key
known to both the TACACS+ client and server. Unauthorized access
to this | eaf could nake the device vulnerable to attacks;
therefore, it has been restricted using the "default-deny-all™
access control defined in [RFC8341]. Wen setting, it is highly
recomended that the leaf is at |east 32 characters | ong and
sufficiently conmplex with a nmix of different character types,

i.e., upper case, |lower case, nuneric, and punctuation

Thi s docunent describes the use of TACACS+ for purposes of

aut hentication, authorization, and accounting; it is vulnerable to
all of the threats that are present in TACACS+ applications. For a
di scussi on of such threats, see Section 10 of the TACACS+ protoco

[ RFC8907] .

| ANA Consi der ations

| ANA has registered the following URI in the "ns" subregistry within
the "I ETF XML Regi stry" [ RFC3688]:

URI: wurn:ietf:params:xm:ns:yang:ietf-systemtacacs-plus
Regi strant Contact: The |ESG
XM.: N A the requested URI is an XM. nanespace

I ANA has registered the following YANG nodul e in the "YANG Mdul e
Nanes" registry [ RFC7950]:

Nane: ietf-systemtacacs-plus

Mai ntai ned by 1 ANA: N

Nanespace: urn:ietf:paranms:xm:ns:yang:ietf-systemtacacs-plus
Prefix: sys-tcs-plus

Ref erence: RFC 9105
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Appendi x A. Exanpl e TACACS+ Aut hentication Configuration



The foll owi ng shows an exanpl e where a TACACS+ aut hentication server
i nstance i s configured.

{
"ietf-systemsystem': {
"aut hentication": {
"user-authentication-order": [tacacs-plus, |ocal-users]
}
"tacacs-plus": {
"server": |
{
"name": "tac_plusl",
"server-type": "authentication",
"address": "192.0.2.2",
"shared-secret": "QaEf ThUkO198010075460923+h3TbESn",
"source-ip": "192.0.2.12",
"timeout": "10"
}
]
}
}
}
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