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Abstract

DNS zone transfers are transmitted in cleartext, which gives
attackers the opportunity to collect the content of a zone by
eavesdroppi ng on network connections. The DNS Transaction Signature
(TSIG nechanismis specified to restrict direct zone transfer to

aut horized clients only, but it does not add confidentiality. This
docunent specifies the use of TLS, rather than cleartext, to prevent
zone content collection via passive nonitoring of zone transfers: XFR
over TLS (XoT). Additionally, this specification updates RFC 1995
and RFC 5936 with respect to efficient use of TCP connections and RFC
7766 with respect to the recommended nunber of connections between a
client and server for each transport.
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I ntroduction

DNS has a number of privacy vulnerabilities, as discussed in detai
in [RFCO076]. Query privacy between stub resolvers and recursive



resol vers has received the nost attention to date, w th Standards
Track docunents for both DNS over TLS (DoT) [RFC7858] and DNS over
HTTPS (DoH) [ RFC8484] and a proposal for DNS over QU C

[ DPRI VE- DNSOQUI C]. There is ongoing work on DNS privacy requirenents
for exchanges between recursive resolvers and authoritative servers
and sone suggestions for how signaling of DoT support by
authoritative name servers m ght work. However, there is currently
no RFC that specifically defines recursive-to-authoritative DNS over
TLS (ADoT).

[ RFC9076] establishes that a stub resolver’s DNS query transactions
are not public and that they need protection, but, on zone transfer
[ RFC1995] [ RFC5936], it says only:

| Privacy risks for the holder of a zone (the risk that soneone gets
| the data) are discussed in [RFC5155] and [ RFC5936].

In what way is exposing the full contents of a zone a privacy risk?
The contents of the zone could include information such as nanes of
persons used in names of hosts. Best practice is not to use persona
informati on for domain nanes, but many such donai n nanes exist. The
contents of the zone could also include references to |ocations that
all ow i nference about |ocation information of the individuals
associated with the zone’s organization. It could also include
references to other organizations. Exanmples of this could be:

* Person-1| aptop. exanpl e. org
* MX-for-Location.exanmple.org
* Service-tenant-from anot her-org. exanpl e. org

Additionally, the full zone contents expose all the |IP addresses of
endpoints held in the DNS records, which can nake reconnai ssance and
attack targeting easier, particularly for |Pv6 addresses or private
networks. There may al so be regul atory, policy, or other reasons why
the zone contents in full nmust be treated as private.

Neit her of the RFCs nmentioned in [ RFC9076] contenplate the risk that
sonmeone gets the data through eavesdroppi ng on network connecti ons,
only via enuneration or unauthorized transfer, as described in the
fol | owi ng paragraphs.

Zone enuneration is trivially possible for DNSSEC zones that use
NSEC, i.e., queries for the authenticated denial -of -exi stence records
allowa client to walk through the entire zone contents. [RFC5155]
speci fies NSEC3, a nechanismto provi de neasures agai nst zone

enumner ation for DNSSEC- signed zones (a goal was to make it as hard to
enuner at e a DNSSEC- si gned zone as an unsi gned zone). Wilst this is
wi dely used, it has been denobnstrated that zone wal king is possible
for preconmputed NSEC3 using attacks, such as those described in

[ NSEC3- attacks]. This pronpted further work on an alternative
mechani sm f or DNSSEC- aut henti cat ed deni al of existence (NSEC5

[ NSEC5]); however, questions remain over the practicality of this
mechani sm

[ RFC5155] does not address data obtai ned outside zone enuneration
(nor does [NSEC5]). Preventing eavesdroppi ng of zone transfers (as
described in this docunent) is orthogonal to preventing zone
enuneration, though they aimto protect the sane information

[ RFC5936] specifies using TSI G [ RFC8945] for authorization of the
clients of a zone transfer and for data integrity but does not
express any need for confidentiality, and TSI G does not offer
encryption.



Section 8 of the N ST docunment " Secure Domai n Name System ( DNS)

Depl oynment Gui de" [ NI ST-GUI DE] discusses restricting access for zone
transfers using Access Control Lists (ACLs) and TSIGin nore detail
It also discusses the possibility that specific deploynents night
choose to use a lower-level network |ayer to protect zone transfers,
e.g., |Psec.

It is noted that in all the common open-source inplenentations such
ACLs are applied on a per-query basis (at the time of witing).
Since requests typically occur on TCP connections, authoritative
servers must therefore accept any TCP connection and then handl e the
aut henti cati on of each zone transfer (XFR) request individually.

Because both AXFR (authoritative transfer) and | XFR (i ncrenmental zone
transfer) are typically carried out over TCP from authoritative DNS
protocol inplenmentations, encrypting zone transfers using TLS

[ RFC8499] -- based closely on DoT [ RFC7858] -- seenms like a sinple
step forward. This docunent specifies howto use TLS (1.3 or later)
as a transport to prevent zone collection fromzone transfers.

Thi s docunent al so updates the previous specifications for zone
transfers to clarify and extend them nmainly with respect to TCP
usage:

* [RFCL1995] (I XFR) and [ RFC5936] (AXFR) are both updated to add
further specification on efficient use of TCP connecti ons.

* Section 6.2.2 of [RFC7766] ("DNS Transport over TCP -
I mpl ement ati on Requirenments”) is updated with a new reconmendati on
about the nunmber of connections between a client and server for
each transport.

Ter mi nol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in BCP

14 [ RFC2119] [ RFC8174] when, and only when, they appear in al
capitals, as shown here

Privacy terminology is as described in Section 3 of [RFC6973].
DNS term nology is as described in [RFC8499]. Note that, as in
[ RFC8499], the terns 'primary’ and 'secondary’ are used for two
servers engaged in zone transfers.

DoT: DNS over TLS, as specified in [ RFC7858]

XFR over TCP: Used to mean both | XFR over TCP [ RFC1995] and AXFR
over TCP [ RFC5936]

XoT: XFR-over - TLS nmechani sms, as specified in this docunent, which
apply to both AXFR over TLS and | XFR over TLS (XoT is
pronounced ’'zot’ since X here stands for 'zone transfer’)

AXoT: AXFR over TLS

| XoT: | XFR over TLS

Threat Model

The threat nodel considered here is one where the current contents

and size of the zone are considered sensitive and shoul d be protected

during transfer.

The threat nodel does not, however, consider the existence of a zone,



the act of zone transfer between two entities, nor the identities of
the nane servers hosting a zone (including both those acting as

hi dden primaries/secondaries or directly serving the zone) as
sensitive information. The proposed nmechani sm does not attenpt to
obscure such information. The reasons for this include:

* much of this information can be obtained by various nethods,
i ncluding active scanning of the DNS, and

* an attacker who can monitor network traffic can rather easily
infer relations between nanme servers sinply fromtraffic patterns,
even when sone or all of the traffic is encrypted (in terms of
current depl oynents).

The nodel does not consider attacks on the nechanisns that trigger a
zone transfer, e.g., NOTIFY nessages.

It is noted that sinmply using XoT will indicate a desire by the zone
owner that the contents of the zone remain confidential and so could
be subject to blocking (e.g., via blocking of port 853) if an
attacker had such capabilities. However, this threat is likely true
of any such nechanismthat attenpts to encrypt data passed between
name servers, e.g., |Psec

Desi gn Consi derations for XoT
The followi ng principles were considered in the design for XoT:

Confidentiality: Cearly using an encrypted transport for zone
transfers will defeat zone content |eakage that can occur via
passi ve surveill ance

Aut hentication: Use of single or nutual TLS (nfLS) authentication
(in conbination with ACLs) can conpl enent and potentially be an
alternative to TSI G

Per f or mance:

* Existing AXFR and | XFR nechani sns have the burden of backwards
conpatibility with ol der inplenentati ons based on the origina
specifications in [RFCL034] and [ RFC1035]. For exanple, sone
ol der AXFR servers don’t support using a TCP connection for
mul ti pl e AXFR sessions or XFRs of different zones because they
have not been updated to follow the guidance in [RFC5936]. Any
i mpl ementati on of XoT woul d obviously be required to inplenent
optinmized and interoperable transfers, as described in
[ RFC5936], e.g., transfer of multiple zones over one
connecti on.

* Current usage of TCP for IXFR is suboptinmal in some cases,
i.e., connections are frequently closed after a single | XFR

Connection and Data Flows in Existing XFR Mechani snms

The original specification for zone transfers in [RFCL034] and

[ RFC1035] was based on a polling mechanism a secondary perfornmed a
periodic query for the SOA (start of zone authority) record (based on
the refresh tinmer) to determne if an AXFR was required.

[ RFC1995] and [ RFC1996] introduced the concepts of | XFR and NOTI FY,
respectively, to provide for pronpt propagation of zone updates.
This has largely replaced AXFR where possible, particularly for
dynami cal | y updated zones.

[ RFC5936] subsequently redefined the specification of AXFR to inprove
performance and interoperability.



In this docunment, the term’ XFR mechanism is used to describe the
entire set of nessage exchanges between a secondary and a prinmary
that concludes with a successful AXFR or | XFR request/response. This
set may or may not incl ude:

* NOTI FY nmessages

*  SOA queries

* Fal |l back fromIXFR to AXFR

* Fall back from | XFR over UDP to | XFR over TCP

The termis used to enconpass the range of pernutations that are
possible and is useful to distinguish the ' XFR nechanisnm froma
singl e XFR request/response exchange.

.1. AXFR Mechani sm

The figure bel ow provides an outline of an AXFR nechani smi ncl udi ng
NOTI FYs.

Secondary Primary

| NOTI FY |
| <o | UDP
I R T >

| NOTI FY Response
I

I

| SQA Request

I e P R > UDP (or part of

S | a TCP session)
SOA Response

I
I
I
I
| AXFR Request

AXFR Response 3 |
(Zone data) |
I

| o >]
| |

| AXFR Response 1 | |

| (Zone dat a) | |

I [

R e | | TCP
| AXFR Response 2 | | Session
| (Zone dat a) | |

I (.

| <---mmmmiioeiieeeieeoe e (.

I I

| -

I

Fi gure 1: AXFR Mechani sm

1. An AXFR is often (but not always) preceded by a NOTIFY (over UDP)
fromthe primary to the secondary. A secondary may also initiate
an AXFR based on a refresh tinmer or schedul ed/triggered zone
mai nt enance.

2. The secondary will normally (but not always) nmake an SCA query to
the primary to obtain the serial nunber of the zone held by the
prinmary.

3. If the primary serial is higher than the secondary’s serial

(using Serial Nunmber Arithmetic [RFC1982]), the secondary makes
an AXFR request (over TCP) to the primary, after which the AXFR



data flows in one or nore AXFR responses on the TCP connection

[ RFC5936] defines this specific step as an ' AXFR session’, i.e.,
as an AXFR query nessage and the sequence of AXFR response
messages returned for it.

[ RFC5936] re-specified AXFR, providing additional guidance beyond
that provided in [RFCL034] and [ RFCL1035] and inportantly specified
that AXFR nmust use TCP as the transport protocol

Additionally, Sections 4.1, 4.1.1, and 4.1.2 of [RFC5936] provide

i nproved gui dance for AXFR clients and servers with regard to reuse
of TCP connections for multiple AXFRs and AXFRs of different zones.
However, [RFC5936] was constrained by having to be backwards
conpatible with sone very early basic inplenentations of AXFR  For
exanple, it outlines that the SOA query can al so happen on this
connection. However, this can cause interoperability problens wth
ol der inplenentations that support only the trivial case of one AXFR
per connecti on.

5.2. | XFR Mechani sm

The figure bel ow provides an outline of the | XFR nmechani smi ncl udi ng
NOTI FYs.

Secondary Primary
| NOTI FY |

R i | UDP
I e >

NOTI FY Response

SOA Request
I e > UDP or TCP
| |
| SQA Response |
I I
I I
I I
| | XFR Request |
I e > | UDP or TCP
| <mmmmeeeee e I
| | XFR Response |
| (Zone data) |
I I
I | ---
| | XFR Request | |
I e > | | Retry over
R T R | | TCP if
| | XFR Response | | required
I

(Zone data) | ---
Fi gure 2: | XFR Mechani sm

1. An IXFRis normally (but not always) preceded by a NOTIFY (over
UDP) fromthe primary to the secondary. A secondary nmay al so
initiate an | XFR based on a refresh tiner or schedul ed/triggered
zone nmnmi nt enance.

2. The secondary will normally (but not always) nmake an SCA query to
the primary to obtain the serial nunber of the zone held by the
prinmary.

3. If the primary serial is higher than the secondary’s serial

(using Serial Nunmber Arithmetic [RFC1982]), the secondary makes
an | XFR request to the primary, after which the primary sends an



| XFR response.

[ RFC1995] specifies that | XFR may use UDP if the entire | XFR response
can be contained in a single DNS packet, otherwise, TCP is used. In
fact, it says:

| Thus, a client should first nake an | XFR query using UDP

So there may be a fourth step above where the client falls back to

| XFR over TCP. There nmay al so be an additional step where the
secondary nust fall back to AXFR because, e.g., the primary does not
support | XFR

However, it is noted that nost of the wi dely used open-source

i mpl ementations of authoritative name servers (including both [ Bl ND|
and [NSD]) do | XFR using TCP by default in their |atest rel eases.

For BIND, TCP connections are sonetines used for SOA queries, but, in
general, they are not used persistently and are closed after an | XFR
is compl et ed.

5.3. Data Leakage of NOTIFY and SOA Message Exchanges

This section presents a rationale for considering the encryption of
the ot her messages in the XFR mechani sm

Since the SOA of the published zone can be trivially discovered by
sinmply querying the publicly avail able authoritative servers, |eakage
of this resource record (RR) via such a direct query is not discussed
in the foll owi ng sections.

5.3.1. NOTIFY

Unencrypt ed NOTI FY nessages identify configured secondaries on the
primary.

[ RFC1996] al so states:

| I'f ANCOUNT>0, then the answer section represents an unsecure hint
| at the new RRset for this <QNAME, QCLASS, QTYPE>.

But since the only query type (QTYPE) for NOTIFY defined at the tine
of this witing is SOA, this does not pose a potential |eak

5.3.2. SOA

For hidden XFR servers (either prinmaries or secondaries), an SOA
response directly fromthat server only additionally |eaks the degree
of SOA serial nunmber |ag of any downstream secondary of that server.

6. Updates to Existing Specifications

For conveni ence, the term’ XFR over TCP' is used in this document to
mean both | XFR over TCP and AXFR over TCP; therefore, statenents that
use that termupdate both [RFC1995] and [RFC5936] and inplicitly al so
apply to XoT. Differences in behavior specific to XoT are di scussed
in Section 7.

Bot h [ RFC1995] and [ RFC5936] were published sonetine before TCP
becane a widely supported transport for DNS. [RFC1995], in fact,
says nothing with respect to optimzing | XFRs over TCP or reusing

al ready open TCP connections to perform | XFRs or other queries.
Therefore, there arguably is an inplicit assunption that a TCP
connection is used for one and only one | XFR request. |ndeed, nany
maj or open-source inplenentations take this approach (at the tinme of
this witing). And whilst [RFC5936] gives guidance on connection
reuse for AXFR, it predates nore recent specifications describing



persi stent TCP connections (e.g., [RFC7766], [RFC7828]), and AXFR
i npl ementations again often nake | ess-than-optimal use of open
connecti ons.

Gven this, new inplenmentations of XoT will clearly benefit from
speci fic gui dance on TCP/ TLS connecti on usage for XFR, because this
will:

* result in nore consistent XoT inplenentations with better
interoperability and

* renmove any need for XoT inplenentations to support |egacy behavior
for XoT connections that XFR-over-TCP inpl ementations have
historically often supported.

Therefore, this docunent updates both the previous specifications for
XFR over TCP ([ RFC1995] and [RFC5936]) to clarify that:

* I nplenmentati ons MIUST use [RFC7766] ("DNS Transport over TCP -
I npl enent ati on Requirenents”) to optimze the use of TCP
connecti ons.

* Whilst [RFC7766] states that "DNS clients SHOULD pi peline their
queries" on TCP connections, it did not distinguish between XFRs
and other queries for this behavior. 1t is now recognized that
XFRs are not as latency sensitive as other queries and can be
significantly nore conplex for clients to handle, both because of
the |l arge anpbunt of state that nust be kept and because there may
be multiple nessages in the responses. For these reasons, it is
clarified here that a valid reason for not pipelining queries is
when they are all XFR queries, i.e., clients sending nultiple XFRs
MAY choose not to pipeline those queries. Cdients that do not
pi peli ne XFR queries therefore have no additional requirenents to
handl e out-of-order or intermngled responses (as descri bed
later), since they will never receive them

* I nplenmentati ons SHOULD use the edns-tcp-keepalive EDNS(0) option
[ RFC7828] to nmnage persistent connections. This is nore flexible
than the alternative of sinply using fixed tineouts.

The foll owi ng sections include detailed clarifications on the updates
to XFR behavior inmplied in [ RFC7766] and how t he use of [RFC7828]
applies specifically to XFR exchanges. They al so di scuss how | XFR
and AXFR can reuse the sanme TCP connecti on.

For conpl eteness, the recent specification of extended DNS error
(EDE) codes [RFC8914] is also mentioned here. For zone transfers,
when returning REFUSED to a zone transfer request from an

"unaut horized” client (e.g., where the client is not listed in an ACL
for zone transfers or does not sign the request with a valid TSIG
key), the extended DNS error code 18 - Prohibited can al so be sent.

6.1. Update to RFC 1995 for | XFR over TCP

For clarity, an | XFR-over-TCP server conpliant with this
specification MUST be able to handle nultiple concurrent | XoT
requests on a single TCP connection (for the same and different
zones) and SHOULD send the responses as soon as they are avail abl e,
whi ch ni ght be out of order compared to the requests.

6.2. Update to RFC 5936 for AXFR over TCP

For clarity, an AXFR-over-TCP server conpliant with this
specification MUST be able to handle nultiple concurrent AXoT
sessions on a single TCP connection (for the same and different
zones). The response streans for concurrent AXFRs MAY be



i nterm ngl ed, and AXFR-over-TCP clients conpliant with this
speci fication, which pipeline AXFR requests, MJST be able to handl e
t hi s.

6.3. Updates to RFCs 1995 and 5936 for XFR over TCP
6.3.1. Connection Reuse

As specified, XFR-over-TCP clients SHOULD reuse any existing open TCP
connecti on when starting any new XFR request to the same primary, and
for issuing SOA queries, instead of opening a new connection. The
nunber of TCP connections between a secondary and primary SHOULD be
mnimzed (al so see Section 6.4).

Valid reasons for not reusing existing connections mght include:

* As already noted in [RFC7766], separate connections for different
zones m ght be preferred for operational reasons. 1In this case,
t he nunber of concurrent connections for zone transfers SHOULD be
limted to the total nunber of zones transferred between the
client and server.

* Aconfigured linmt for the number of outstanding queries or XFR
requests allowed on a single TCP connection has been reached.

* The message | D pool has already been exhausted on an open
connecti on.

* A large nunber of timeouts or slow responses have occurred on an
open connecti on

* An edns-tcp-keepalive EDNS(0) option with a tinmeout of 0 has been
received fromthe server, and the client is in the process of
cl osing the connection (see Section 6.3.4).

If no TCP connections are currently open, XFR clients MAY send SCA
queries over UDP or a new TCP connecti on.

6.3.2. AXFRs and | XFRs on the Same Connecti on

Nei t her [ RFC1995] nor [RFC5936] explicitly discuss the use of a
singl e TCP connection for both | XFR and AXFR requests. [RFC5936]
does make the general statenent:

| Non-AXFR session traffic can al so use an open connection

In this docunent, the above is clarified to indicate that
i mpl ement ati ons capabl e of both AXFR and | XFR and conpliant with this
speci ficati on SHOULD:

* use the same TCP connection for both AXFR and | XFR requests to the
same prinmary,

* pipeline such requests (if they pipeline XFR requests in general)
and MAY intermngle them and

* send the response(s) for each request as soon as they are
available, i.e., responses MAY be sent interm ngled.

For some current inplenmentations, adding all the above functionality
woul d i ntroduce significant code conplexity. |In such a case, there
will need to be an assessnment of the trade-off between that and the
performance benefits of the above for XFR

6.3.3. XFR Limts



The server MAY linmit the nunber of concurrent |XFRs, AXFRs, or tota
XFR transfers in progress (or froma given secondary) to protect
server resources. Servers SHOULD return SERVFAIL if this limt is
hit, since it is a transient error and a retry at a later tine night
succeed (there is no previous specification for this behavior).

6.3.4. The edns-tcp-keepalive EDNS(0) Option

XFR clients that send the edns-tcp-keepalive EDNS(0) option on every
XFR request provide the server with maxi mum opportunity to update the
edns-tcp-keepalive tinmeout. The XFR server may use the frequency of
recent XFRs to cal cul ate an average update rate as input to the
deci si on of what edns-tcp-keepalive tineout to use. |If the server
does not support edns-tcp-keepalive, the client MAY keep the
connection open for a few seconds ([ RFC7766] recommends that servers
use tinmeouts of at |east a few seconds).

Wi | st the specification for EDNS(0) [ RFC6891] does not specifically
mention AXFRs, it does say:

| If an OPT record is present in a received request, conpliant
| responders MJST include an OPT record in their respective
| responses.

In this docunment, the above is clarified to indicate that if an OPT
record is present in a received AXFR request, conpliant responders
MUST include an OPT record in each of the subsequent AXFR responses.
Note that this requirenent, conbined with the use of edns-tcp-
keepal i ve, enabl es AXFR servers to signal the desire to close a
connecti on (when existing transactions have conpeted) due to | ow
resources by sending an edns-tcp-keepalive EDNS(0) option with a
timeout of 0 on any AXFR response. This does not signal that the
AXFR is aborted, just that the server wishes to close the connection
as soon as possi bl e.

6.3.5. Backwards Conpatibility

Certain | egacy behaviors were noted in [RFC5936], with provisions
that inplenmentations may want to offer options to fallback to | egacy
behavi or when interoperating with servers known to not support

[ RFC5936]. For purposes of interoperability, |XFR and AXFR

i mpl ement ati ons may want to continue offering such configuration
options, as well as supporting sone behaviors that were
underspecified prior to this work (e.g., perform ng | XFR and AXFRs on
separate connections). However, XoT connections should have no need
to do so.

6.4. Update to RFC 7766

[ RFC7766] made general inplenentation reconmendations with regard to
TCP/ TLS connecti on handl i ng:

| To mitigate the risk of unintentional server overload, DNS clients
| MJIST take care to minimze the nunber of concurrent TCP

| connections made to any individual server. It is RECOMMENDED t hat
| for any given client/server interaction there SHOULD be no nore

| than one connection for regular queries, one for zone transfers,

| and one for each protocol that is being used on top of TCP (for

| exanple, if the resolver was using TLS). However, it is noted

| that certain primary/ secondary configurations with many busy

| zones might need to use nmore than one TCP connection for zone

| transfers for operational reasons (for exanple, to support

| concurrent transfers of multiple zones).

Wil st this recomends a particul ar behavior for the clients using
TCP, it does not relax the requirement for servers to handl e ' m xed



traffic (regular queries and zone transfers) on any open TCP/ TLS
connection. It also overlooks the potential that other transports

m ght want to take the sane approach with regard to using separate
connections for different purposes.

Thi s specification updates the above general guidance in [RFC7766] to
provi de the same separation of connection purpose (regular queries
and zone transfers) for all transports being used on top of TCP
Therefore, it is RECOWENDED that for each protocol used on top of
TCP in any given client/server interaction there SHOULD be no nore
than one connection for regular queries and one for zone transfers.

As an illustration, it could be inmagined that in the future such an
interaction could hypothetically include one or all of the foll ow ng:

* one TCP connection for regular queries

* one TCP connection for zone transfers

* one TLS connection for regular queries
* one TLS connection for zone transfers

* one DoH connection for regular queries

* one DoH connection for zone transfers

Section 6.3.1 provides specific details of the reasons why nore than
one connection for a given transport mght be required for zone
transfers froma particular client.

XoT Specification
.1. Connection Establishment
Duri ng connection establishment, the Application-Layer Protoco
Negoti ati on (ALPN) token "dot" [DoT-ALPN] MJST be selected in the TLS
handshake.

.2. TLS Versions

Al'l inplementations of this specification MIST use only TLS 1.3
[ RFC8446] or later.

.3. Port Selection

The connection for XoT SHOULD be established using port 853, as
specified in [RFC7858], unless there is nutual agreement between the
primary and secondary to use a port other than port 853 for XoT.
There MAY be agreenent to use different ports for AXoT and | XoT or
for different zones.

.4. High-Level XoT Descriptions

It is useful to note that in XoT it is the secondary that initiates
the TLS connection to the primary for an XFR request so that, in
terns of connectivity, the secondary is the TLS client and the
primary is the TLS server.

The figure bel ow provides an outline of the AXoT mechani smi ncl udi ng
NOTI FYs.
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Figure 4: | XoT Mechani sm
7.5. XoT Transfers

For a zone transfer between two endpoints to be considered protected
with XoT, all XFR requests and responses for that zone MJST be sent



over TLS connections, where at a m ni num

* The client MUST authenticate the server by use of an
aut henti cation donain nane using a Strict Privacy profile, as
descri bed in [ RFC8310].

* The server MJST validate the client is authorized to request or
proxy a zone transfer by using one or both of the follow ng
met hods:

- mutual TLS (nfLS)

- an | P-based ACL (which can be either per nessage or per
connection) conbined with a valid TSIG SI G 0) signature on the
XFR r equest

If only one nethod is selected, then nifLS is preferred because it
provi des strong cryptographic protection at both endpoints.

Aut henti cation nmechani sns are discussed in full in Section 9, and the
rationale for the above requirenent is discussed in Section 10.
Transfer group policies are discussed in Section 11

.6. XoT Connections

The details in Section 6 about, e.g., persistent connections and XFR
message handling, are fully applicable to XoT connections as well.
However, any behavi or specified here takes precedence for XoT.

If no TLS connections are currently open, XoT clients MAY send SCA
queries over UDP, TCP, or TLS

7. XoT vs. ADoT

As noted earlier, there is currently no specification for encryption
of connections fromrecursive resolvers to authoritative servers.
Sone authoritative servers are experinmenting with ADoT, and
opportuni stic encryption has also been raised as a possibility;
therefore, it is highly likely that use of encryption by
authoritative servers will evolve in the coning years.

This rai ses questions in the short termw th regard to TLS connecti on
and nessage handling for authoritative servers. |In particular, there
is likely to be a class of authoritative servers that wi sh to use XoT
in the near future with a small nunber of configured secondaries but
that do not wi sh to support DoT for regular queries fromrecursives
in that sane tine frame. These servers have to potentially cope with
probing and direct queries fromrecursives and fromtest servers and
al so potential attacks that m ght wish to make use of TLS to overl oad
t he server.

[ RFC5936] clearly states that non- AXFR session traffic can use an
open connection; however, this requirenent needs to be reeval uated
when consi dering the application of the sane nodel to XoT. Proposing
that a server should also start responding to all queries received
over TLS just because it has enabl ed XoT woul d be equivalent to
defining a formof authoritative DoT. This specification does not
propose that, but it also does not prohibit servers from answering
queries unrelated to XFR exchanges over TLS. Rather, this
specification sinply outlines in |ater sections:

* the utilization of EDE codes by XoT servers in response to queries
on TLS connections that they are not willing to answer (see
Section 7.8)

* the operational and policy options that an operator of a XoT



server has with regard to managi ng TLS connecti ons and nessages
(see Appendi x A)

7.8. Response RCODES

XoT clients and servers MJST inpl ement EDE codes. |If a XoT server
recei ves non-XoT traffic it is not willing to answer on a TLS
connection, it SHOULD respond with REFUSED and the extended DNS error
code 21 - Not Supported [ RFC8914]. XoT clients should not send any
further queries of this type to the server for a reasonable period of
time (for exanple, one hour), i.e., long enough that the server
configuration or policy mght be updated.

Hi storically, servers have used the REFUSED RCODE for many
situations; therefore, clients often had no detailed information on
which to base an error or fallback path when queries were refused
As a result, the client behavior could vary significantly. XoT
servers that refuse queries must cater to the fact that client
behavi or m ght vary fromcontinually retrying queries regardl ess of
receiving REFUSED to every query or, at the other extrene, clients
may decide to stop using the server over any transport. This night
be because those clients are either non-XoT clients or do not

i mpl emrent EDE codes.

7.9. AXoT Specifics
7.9.1. Paddi ng AXoT Responses
The goal of paddi ng AXoT responses is two fold:

* to obfuscate the actual size of the transferred zone to mnim ze
i nformati on | eakage about the entire contents of the zone

* to obfuscate the increnental changes to the zone between SOA
updates to mnimze information | eakage about zone update activity
and growt h

Note that the reuse of XoT connections for transfers of nultiple
different zones slightly conplicates any attenpt to anal yze the
traffic size and tinmng to extract information. Also, effective
padding may require the state to be kept because zones may grow and/
or shrink over tinme.

It is noted here that, depending on the padding policies eventually
devel oped for XoT, the requirenent to obfuscate the total zone size
m ght require a server to create 'enpty’ AXoT responses, that is,
AXoT responses that contain no RRs apart froman OPT RR contai ni ng
the EDNS(0) option for padding. For exanple, wthout this
capability, the maxi mum size that a tiny zone could be padded to
woul d theoretically be limted if there had to be a mnimumof 1 RR
per packet.

However, as with existing AXFR, the | ast AXoT response nessage sent
MJST contain the same SOA that was in the first message of the AXoT
response series in order to signal the conclusion of the zone
transfer.

[ RFC5936] says:

| Each AXFR response nessage SHOULD contain a sufficient nunber of

| RRs to reasonably anortize the per-nmessage overhead, up to the

| largest number that will fit within a DNS message (taking the

| required content of the other sections into account, as described
| bel ow).

"Enpty’ AXoT responses generated in order to nmeet a padding



requirenent will be exceptions to the above statenent. For
flexibility, for future proofing, and in order to guarantee support
for future padding policies, it is stated here that secondary

i mpl ementations MJST be resilient to receiving padded AXoT responses,
including 'enpty’ AXoT responses that contain only an OPT RR

contai ning the EDNS(0) option for padding.

Recomendati ons of specific policies for paddi ng AXoT responses are
out of scope for this specification. Detailed considerations of such
policies and the trade-offs involved are expected to be the subject
of future work.

7.10. |1 XoT Specifics
7.10.1. Condensation of Responses

[ RFC1995] says that condensation of responses is optional and MAY be
done. Wilst it does add complexity to generating responses, it can
significantly reduce the size of responses. However, any such
reduction mght be offset by increased nessage size due to paddi ng.
Thi s specification does not update the optionality of condensation
for XoT responses.

7.10. 2. Fal | back to AXFR

Fal | back to AXFR can happen, for exanple, if the server is not able
to provide an | XFR for the requested SOA. Inplenentations differ in
how | ong they store zone deltas and how many may be stored at any one
time.

Just as with | XFR over TCP, after a failed I XFR, an | XoT client
SHOULD request the AXFR on the already open XoT connection

7.10.3. Padding of | XoT Responses

The goal of padding | XoT responses is to obfuscate the increnmenta
changes to the zone between SOA updates to minimze information

| eakage about zone update activity and growh. Both the size and
timng of the |IXoT responses could reveal information.

| XFR responses can vary greatly in size fromthe order of 100 bytes
for one or two record updates to tens of thousands of bytes for
| arge, dynam c DNSSEC-si gned zones. The frequency of | XFR responses
can al so depend greatly on if and how the zone is DNSSEC si gned.

In order to guarantee support for future padding policies, it is
stated here that secondary inplenentati ons MIUST be resilient to
recei ving padded | XoT responses.

Recomendati on of specific policies for padding | XoT responses are
out of scope for this specification. Detailed considerations of such
paddi ng policies, the use of traffic obfuscation techniques (such as
generating fake XFR traffic), and the trade-offs involved are
expected to be the subject of future work.

7.11. Nane Conpression and Maxi num Payl oad Si zes

It is noted here that name conpressi on [ RFC1035] can be used in XFR
responses to reduce the size of the payl oad; however, the maxi mum

val ue of the offset that can be used in the name conpression pointer
structure is 16384. For sone DNS inplenentations, this limts the
size of an individual XFR response used in practice to sonething
around the order of 16 KB. In principle, |larger payload sizes can be
supported for some responses with nore sophisticated approaches
(e.g., by precalculating the maxi num of fset required).



I mpl enentati ons may wish to offer options to disable nane conpression
for XoT responses to enable | arger payloads. This mght be

particul arly hel pful when padding is used, since ninimzing the

payl oad size is not necessarily a useful optinmization in this case
and di sabling name conpression will reduce the resources required to
construct the payl oad.

Mul ti-primary Configurations

Thi s nodel can provide flexibility and redundancy, particularly for

I XFR. A secondary will receive one or nore NOTIFY nmessages and can

send an SOA to all of the configured primaries. 1t can then choose

to send an XFR request to the primary with the highest SOA (or based
on other criteria, e.g., RIT).

When using persistent connections, the secondary may have a XoT
connection already open to one or nore primaries. Should a secondary
preferentially request an XFR froma primary to which it already has
an open XoT connection or the one with the highest SOA (assuming it
doesn’t have a connection open to it already)?

Two extrenes can be envisaged here. The first one can be consi dered
a 'preferred primary connection’ nmodel. 1In this case, the secondary
continues to use one persistent connection to a single primary unti

it has reason not to. Reasons not to mght include the primary
repeatedly closing the connection, |ong query/response RTTs on
transfers, or the SOA of the prinmary being an unacceptabl e | ag behind
the SOA of an alternative prinary.

The ot her extreme can be considered a 'parallel prinmary connection
model . Here, a secondary could keep nmultiple persistent connections
open to all available primaries and only request XFRs fromthe
primary with the highest serial nunber. Since nornmally the nunber of
secondaries and primaries in direct contact in a transfer group is
reasonably low, this might be feasible if latency is the nost

signi ficant concern.

Recomendati on of a particular schene is out of scope of this
docunent, but inplenentations are encouraged to provide configuration
options that all ow operators to nake choi ces about this behavior

Aut henti cati on Mechani sns

To provide context to the requirenments in Section 7.5, this section
provides a brief sumary of sone of the existing authentication and
val i dati on nechani sns (both transport independent and TLS specific)
that are avail abl e when perform ng zone transfers. Section 10 then
di scusses in nore detail specifically how a conbination of TLS

aut hentication, TSIG and |IP-based ACLs interact for XoT.

In this docunent, the nmechanisns are classified based on the
foll owi ng properties:

Data Origin Authentication (DO):
Aut hentication 1) of the fact that the DNS message originated from
the party with whom credentials were shared and 2) of the data
integrity of the nessage contents (the originating party may or
may not be the party operating the far end of a TCP/ TLS connection
in a ’'proxy scenario).

Channel Confidentiality (CO):
Confidentiality of the comruni cation channel between the client
and server (i.e., the two endpoints of a TCP/TLS connection) from
passi ve surveill ance

Channel Authentication (CA)



Aut hentication of the identity of the party to whoma TCP/ TLS
connection is made (this might not be a direct connection between
the primary and secondary in a proxy scenario).

.1. TSIG

TSI G [ RFC8945] provides a nmechanismfor two or nore parties to use
shared secret keys that can then be used to create a nessage di gest
to protect individual DNS nessages. This allows each party to
authenticate that a request or response (and the data in it) cane
fromthe other party, even if it was transmitted over an unsecured
channel or via a proxy.

Properties: Data origin authentication.

.2. SO0

SIG0) [RFC2931] simlarly provides a nechanismto digitally sign a
DNS nmessage but uses public key authentication, where the public keys
are stored in DNS as KEY RRs and a private key is stored at the

si gner.

Properties: Data origin authentication

.3. TLS

9.3.1. Qpportunistic TLS

Qpportunistic TLS for DoT is defined in [ RFC8310] and can provide a
def ense agai nst passive surveillance, providing on-the-wire
confidentiality. Essentially:

* if clients know authentication information for a server, they
SHOULD try to authenticate the server

* if this fails or clients do not know the information, they MAY
fall back to using TLS wi thout authentication, or

* clients MAY fallback to using cleartext if TLS is not avail abl e.
As such, it does not offer a defense against active attacks (e.g., an
on-path active attacker on the connection fromclient to server) and

is not considered as useful for XoT.

Properties: None guarant eed.

9.3.2. Strict TLS

Strict TLS for DoT [RFC8310] requires that a client is configured
with an authentication domain nane (and/or Subject Public Key Info
(SPKI) pin set) that MJUST be used to authenticate the TLS handshake
with the server. |If authentication of the server fails, the client
will not proceed with the connection. This provides a defense for
the client against active surveillance, providing client-to-server
aut henti cati on and end-to-end channel confidentiality.

Properties: Channel confidentiality and channel authentication (of
the server).

.3.3. Mitual TLS

This is an extension to Strict TLS [ RFC8310] that requires that a
client is configured with an authentication domain nane (and/or SPK
pin set) and a client certificate. The client offers the certificate
for authentication by the server, and the client can authenticate the
server the same way as in Strict TLS. This provides a defense for
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both parties against active surveillance, providing bidirectional
aut henti cation and end-to-end channel confidentiality.

Properties: Channel confidentiality and nutual channe
aut henti cati on.

4. |1 P-Based ACL on the Primary

Most DNS server inplenentations offer an option to configure an | P-
based ACL, which is often used in conbination with TSI G based ACLs to
restrict access to zone transfers on primary servers on a per-query
basi s.

This is also possible with XoT, but it nust be noted that, as with
TCP, the inplenentation of such an ACL cannot be enforced on the
primary until an XFR request is received on an established
connecti on.

As di scussed in Appendix A, an |P-based per-connection ACL could al so
be i npl enmented where only TLS connections fromrecogni zed secondari es
are accept ed.

Properties: Channel authentication of the client.
5. ZONEMD

For conpl et eness, ZONEMD [ RFC8976] ("Message Digest for DNS Zones")
is described here. The ZONEMD nessage digest is a nechanismthat can
be used to verify the content of a standal one zone. It is designed
to be independent of the transm ssion channel or mechanism allow ng
a general consumer of a zone to do origin authentication of the
entire zone contents. Note that the current version of [ RFC8976]

stat es:

| As specified herein, ZONEMD is inpractical for |arge, dynamic

| zones due to the time and resources required for digest

| calculation. However, the ZONEMD record is extensible so that new
| digest schenmes nmay be added in the future to support | arge,

| dynam c zones

It is conplenmentary but orthogonal to the above mechani snms and can be
used in conjunction with XoT but is not considered further here.

XoT Aut hentication

It is noted that zone transfer scenarios can vary froma sinple
single primary/secondary rel ati onship where both servers are under
the control of a single operator to a conplex hierarchical structure
that includes proxies and nultiple operators. Each depl oynent
scenario will require specific analysis to determ ne which

conbi nati on of authentication nethods are best suited to the

depl oynent nodel in question.

The XoT authentication requirenent specified in Section 7.5 addresses
the issue of ensuring that the transfers are encrypted between the
two endpoints directly involved in the current transfers. The
followi ng table sumari zes the properties of a selection of the
mechani sms di scussed in Section 9. The two-letter abbreviations for
the properties are used below (S) indicates the secondary and (P)

i ndi cates the primary.
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| Mitual TLS | | Y | Y | | Y | Y |

o e me oo - S S S S S S +
| ACL on primary | I I I I I Y
o e e meia oo s E E E E E E +
| TSIG I Y I I Y I I
i . . . . . . +

Table 1. Properties of Authentication Methods for XoT
Based on this analysis, it can be seen that:

* Using just mutual TLS can be considered a standal one sol ution
since both endpoints are cryptographically authenticated.

* Using secondary-side Strict TLS with a prinmary-side | P-based ACL
and TSIG SIG 0) conbination provides sufficient protection to be
accept abl e.

Using just an | P-based ACL could be susceptible to attacks that can
spoof TCP | P addresses; using TSIG SI G 0) al one could be susceptible
to attacks that were able to capture such nessages shoul d they be
accidentally sent in cleartext by any server with the key.

Policies for Both AXoT and | XoT

Whi | st the protection of the zone contents in a transfer between two
endpoi nts can be provided by the XoT protocol, the protection of al
the transfers of a given zone requires operational admnistration and
pol i cy managenent.

The entire group of servers involved in XFR for a particul ar set of
zones (all the primaries and all the secondaries) is called the
"transfer group’

In order to assure the confidentiality of the zone information, the
entire transfer group MJUST have a consistent policy of using XoT. |If
any do not, this is a weak link for attackers to exploit. For
clarification, this means that within any transfer group both AXFRs
and | XFRs for a zone MJUST all use XoT.

An individual zone transfer is not considered protected by XoT unl ess
both the client and server are configured to use only XoT, and the
overall zone transfer is not considered protected until all menbers
of the transfer group are configured to use only XoT with all other
transfers servers (see Section 12).

A XoT policy MIST specify if:
* putual TLS is used and/or
* an | P-based ACL and TSI SI G 0) conbination is used.

Since this may require configuration of a nunmber of servers who may
be under the control of different operators, the desired consistency
could be hard to enforce and audit in practice.

Certain aspects of the policies can be relatively easy to test

i ndependently, e.g., by requesting zone transfers without TSIG from
unaut hori zed | P addresses or over cleartext DNS. Oher aspects, such
as if a secondary will accept data without a TSI G digest or if
secondaries are using Strict as opposed to Opportunistic TLS, are
nmor e chal | engi ng.

The nechani cs of coordinating or enforcing such policies are out of
the scope of this docunment but may be the subject of future
oper ati onal gui dance.
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I npl enent ati on Consi derati ons

Server inplenentations nay want to also offer options that allow ACLs
on a zone to specify that a specific client can use either XoT or

TCP. This would allow for flexibility while clients are migrating to
XoT.

Client inplenentations nay simlarly want to offer options to cater
to the multi-primary case where the primaries are mgrating to XoT.

Oper ational Considerations
If the options described in Section 12 are avail able, such
configuration options MJUST only be used in a 'nigrati on node’ and
therefore should be used with great care.

It is noted that use of a TLS proxy in front of the primary server is
a sinple deployment solution that can enabl e server-side XoT.

I ANA Consi derations
Thi s document has no | ANA acti ons.
Security Considerations
Thi s docunent specifies a security neasure against a DNS risk: the
risk that an attacker collects entire DNS zones through eavesdroppi ng
on cleartext DNS zone transfers.
This does not mtigate:
* the risk that sone | evel of zone activity mght be inferred by
observing zone transfer sizes and timng on encrypted connections
(even with padding applied), in conbination w th obtaining SOA

records by directly querying authoritative servers,

* the risk that hidden primaries mght be inferred or identified via
observation of encrypted connections, or

* the risk of zone contents being obtained via zone enumeration
t echni ques.

Security concerns of DoT are outlined in [ RFC7858] and [ RFC8310].
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Appendi x A, XoT Server Connection Handli ng

Thi s appendi x provides a non-nornative outline of the pros and cons
of XoT server connection-handling options.

For completeness, it is noted that an earlier draft version of this
docunent suggested using a XoT-specific ALPN to negotiate TLS
connections that supported only a limted set of queries (SOA XFRs);
however, this did not gain support. Reasons given included

addi tional code conplexity and the fact that XoT and ADoT are both
DNS wire format and so should share the "dot" ALPN

A.1. Listening Only on a Specific I P Address for TLS

Qovi ously, a nane server that hosts a zone and services queries for
the zone on an | P address published in an NS record may wi sh to use a
separate | P address for XoT to listen for TLS, only publishing that
address to its secondari es.

Pros: Probing of the public IP address will show no support for TLS
ACLs will prevent zone transfer on all transports on a per-query
basi s.

Cons: Attackers passively observing traffic will still be able to
observe TLS connections to the separate address.

A.2. Cdient-Specific TLS Acceptance

Primaries that include |P-based ACLs and/or nutual TLS in their
aut henti cati on nmodel s have the option of only accepting TLS
connections fromauthorized clients. This could be inplenmented
either using a proxy or directly in the DNS inplenmentation

Pros: Connecti on nmanagenent happens at setup tinme. The maxi mum
nunber of TLS connections a server will have to support can be
easily assessed. Once the connection is accepted, the server
m ght well be willing to answer any query on that connection since
it is comng froma configured secondary, and a specific response
policy on the connection may not be needed (see bel ow).

Cons: Currently, none of the major open-source inplenmentations of a
DNS aut horitative server support such an option

A.3. SN -Based TLS Acceptance

Primari es could al so choose to only accept TLS connections based on a
Server Nanme Indication (SNI) that was published only to their
secondari es.

Pros: Reduces the nunber of accepted connecti ons.

Cons: As above. Also, this is not a recormended use of SNI. For
SNIs sent in the clear, this would still allow attackers passively
observing traffic to potentially abuse this mechanism The use of
Encrypted Cient Hello [ TLS-ESNI] may be of use here.

A. 4. Transport-Specific Response Policies

Sone primaries nmight rely on TSIG SI G 0) conbined with per-query, |P-
based ACLs to authenticate secondaries. 1In this case, the primary
must accept all incom ng TLS/ TCP connections and then apply a
transport-specific response policy on a per-query basis.

As an aside, whilst [RFC7766] makes a general purpose distinction in
the advice to clients about their usage of connections (between
regul ar queries and zone transfers), this is not strict, and nothing
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in the DNS protocol prevents using the sane connection for both types
of traffic. Hence, a server cannot know the intention of any client
that connects to it; it can only inspect the nessages it receives on
such a connection and nake per-query decisions about whether or not
to answer those queries.

Exanpl e policies a XoT server mght inplenment are:

strict: REFUSE al | queries on TLS connections, except SOA and
aut hori zed XFR requests

nmoder at e: REFUSE all queries on TLS connections until one is
received that is signed by a recognized TSI G SI G 0) key,
then answer all queries on the connection after that

conpl ex: apply a heuristic to determine which queries on a TLS
connections to REFUSE

rel axed: answer all non-XoT queries on all TLS connections with
the sane policy applied to TCP queries

Pros: Allows for flexible behavior by the server that could be
changed over tine.

Cons: The server nust handl e the burden of accepting all TLS
connections just to perform XFRs with a small nunber of
secondaries. Cient behavior to a REFUSED response is not clearly
defined (see Section 7.8). Currently, none of the major open-
source inplenentations of a DNS authoritative server offer an
option for different response policies in different transports
(but such functionality could potentially be inplenmented using a

pr oxy) .
1. SN -Based Response Policies

In a simlar fashion, XoT servers might use the presence of an SNI in
the Client Hello to determ ne which response policy to initially
apply to the TLS connecti ons.

Pros: This has the potential to allow a clean distinction between a
XoT service and any future DoT-based service for answering
recursive queries.

Cons: As above.
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