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I nt roducti on

Thi s docunent describes an experimental TLS [ RFC5246] [ RFC8446]
extension for in-band transport of the conplete set of resource
records (RRs) validated by DNSSEC [ RFC4033] [ RFC4034] [ RFC4035].
Thi s extension enables a TLS client to perform DANE aut hentication

[ RFC6698] [RFC7671] of a TLS server without the need to perform out-
of -band DNS | ookups. Retrieval of the required DNS records may be
unavailable to the client [D SCOVERY] or may incur undesirable

addi tional |atency.

The extension described here allows a TLS client to request that the
TLS server return the DNSSEC aut hentication chain corresponding to
its DNSSEC-val i dated DANE TLSA resource record set (RRset) or

aut henti cated denial of existence of such an RRset (as described in
Section 2.3.1). |If the server supports this extension, it perforns
the appropriate DNS queries, builds the authentication chain, and
returns it to the client. The server will typically use a previously
cached authentication chain, but it will need to rebuild it
periodically as described in Section 4. The client then

aut henticates the chain using a preconfigured DNSSEC trust anchor.

In the absence of TLSA records, this extension conveys the required
aut henti cated denial of existence. Such proofs are needed to
securely signal that specified TLSA records are not avail able so that
TLS clients can safely fall back to authentication based on Public
Key Infrastructure X 509 (PKIX, sonetimes called WebPKI) if allowed
by |l ocal policy. These proofs are also needed to avoid downgrade
from opportunistic authenticated TLS (when DANE TLSA records are
present) to unauthenticated opportunistic TLS (in the absence of
DANE). Deni al - of -exi stence records are al so used by the TLS client
to clear extension pins that are no |longer relevant, as described in
Section 7.
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Thi s extension supports DANE aut hentication of either X 509
certificates or raw public keys, as described in the DANE
specification [ RFC6698] [RFC7671] [ RFC7250].

Thi s extension also mtigates agai nst an unknown key share (UKS)
attack [ DANE- UKS] when using raw public keys since the server conmits
toits DNS nane (nornmally found in its certificate) via the content
of the returned TLSA RRset.

Thi s experimental extension is devel oped outside the IETF and is
publ i shed here to guide inplenmentation of the extension and to ensure
interoperability among inpl enentations.

1. Scope of the Experinent

The mechani sm described in this docunment is intended to be used with
applications on the wider internet. One application of TLS well
suited for the TLS DNSSEC Chain extension is DNS over TLS [ RFC7858].
In fact, one of the authentication nethods for DNS over TLS _is_ the
mechani sm described in this docunment, as specified in Section 8.2.2
of [RFC8310].

The need for this mechani smwhen using DANE to authenticate a DNS-
over-TLS resol ver is obvious, since DNS nay not be available to
performthe required DNS | ookups. Oher applications of TLS would
benefit fromusing this nmechanismas well. The client sides of those
applications would not be required to be used on endpoints with a
wor ki ng DNSSEC resolver in order for themto use the DANE

aut hentication of the TLS service. Therefore, we invite other TLS
services to try out this nmechanismas well

In the TLS Worki ng Group, concerns have been raised that the pinning
techni que as described in Section 7 would conplicate deployability of
the TLS DNSSEC chai n extension. The goal of the experinent is to
study these conplications in real-world deploynments. This experinment
hopefully will give the TLS Wirking G oup sone insight into whether
or not this is a problem

If the experinent is successful, it is expected that the findings of
the experiment will result in an updated docunent for Standards Track
appr oval

2. Requirenents Notation

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB8174] when, and only when, they appear in all
capitals, as shown here

DNSSEC Aut henti cati on Chai n Extension
1. Protocol, TLS 1.2

A client MAY include an extension of type "dnssec _chain" in the
(extended) CientHello. The "extension data" field of this extension
consists of the server’s 16-bit TCP port nunber in network (big-

endi an) byte order. Cients sending this extension MJST al so send
the Server Nane Identification (SNI) extension [ RFC6066]. Toget her,
these make it possible for the TLS server to determ ne which

aut henti cated TLSA RRset chain needs to be used for the
"dnssec_chai n" extension

When a server that inplenents (and is configured to enable the use
of) this extension receives a "dnssec_chain" extension in the



ClientHello, it MJST first check whether the requested TLSA RRset
(based on the port nunber in this extension and hostnane in the SN
extension) is associated with the server. |If the extension, the SN
host name, or the port nunber is unsupported, the server’'s extended
ServerHel | o message MUST NOT include the "dnssec_chai n" extension

O herwi se, the server’s extended ServerHell o message MJUST contain a
serialized authentication chain using the format described below. If
the server does not have access to the requested DNS chain -- for
exanple, due to a misconfiguration or expired chain -- the server
MUST onit the extension rather than send an inconplete chain.
Clients that are expecting this extension MJST interpret this as a
downgrade attack and MJUST abort the TLS connection. Therefore,
servers MJST send deni al - of - exi stence proofs unless, for the
particul ar application protocol or service, clients are expected to
continue even in the absence of such a proof. As with all TLS
extensions, if the server does not support this extension, it wll
not return any authentication chain.

The set of supported conbinations of a port nunber and SNI nane may
be configured explicitly by server admnistrators or could be
inferred fromthe available certificates conbined with a list of
supported ports. It is inportant to note that the client’s notiona
port nunber may be different fromthe actual port on which the server
i s receiving connections.

Di fferences between the client’s notional port nunber and the actua
port at the server could be a result of internedi ate systens
perform ng network address translation or a result of a redirect via
HTTPS or SVCB records (both defined in [ DNSOP- SVCB- HTTPS] ) .

Though a DNS zone’s HITPS or SVCB records may be signed, a client
using this protocol m ght not have direct access to a validating
resol ver and night not be able to check the authenticity of the
target port nunmber or hostname. |n order to avoi d downgrade attacks
via forged DNS records, the SNI nane and port nunber inside the
client extension MJST be based on the original SNI nane and port and
MUST NOT be taken fromthe encountered HTTPS or SVCB record. The
client supporting this docunent and HTTPS or SVCB records MUST stil
use the HTTPS or SVCB records to select the target transport
endpoint. Servers supporting this extension that are targets of
HTTPS or SVCB records MJST be provisioned to process client

ext ensi ons based on the client’s | ogical service endpoint’s SN nane
and port as it is prior to HTTPS or SVCB indirection.

2. 2. Protocol, TLS 1.3

In TLS 1.3 [ RFC8446], when the server receives the "dnssec_chain"
extension, it adds its "dnssec_chain" extension to the extension

bl ock of the Certificate nessage containing the end-entity
certificate being validated rather than to the extended ServerHell o
message

The extension protocol behavior otherw se follows that specified for
TLS version 1.2 [ RFC5246].

2.3. DNSSEC Aut hentication Chain Data

The "extension_data" field of the client’s "dnssec_chain" extension
MJUST contain the server’s 16-bit TCP port nunber in network (big-
endi an) byte order:

struct {
ui nt 16 Port Nunber ;
} DnssecChai nExt ensi on;



The "extension_data"” field of the server’s "dnssec_chain" extension
MUST contain a DNSSEC aut hentication chain encoded in the follow ng
form

struct {

ui nt 16 Ext SupportlLifetine;

opaque Aut henti cati onChai n<l..2716-1>
} DnssecChai nExt ensi on;

The Ext SupportLifetime value is the nunber of hours that the TLS
server has commtted itself to serving this extension. A value of
zero prohibits the client fromunilaterally requiring ongoing use of
the extension based on prior observation of its use (extension
pinning). This is further described in Section 7

The AuthenticationChain is conposed of a sequence of unconpressed
wire format DNS RRs (including all requisite RRSIG RRs [ RFC4034]) in
no particular order. The format of the resource record is described
in [ RFC1035], Section 3.2.1

RR = { owner, type, class, TTL, RDATA |length, RDATA }

The order of returned RRs is unspecified, and a TLS client MJST NOT
assune any ordering of RRs.

Use of DNS wire format records enabl es easier generation of the data
structure on the server and easier verification of the data on the
client by nmeans of existing DNS |ibrary functions.

The returned RRsets MJST contain either the TLSA RRset or the
associ at ed deni al - of - exi stence proof of the configured (and
requested) SNI nane and port. 1In either case, the chain of RRsets
MUST be acconpanied by the full set of DNS records needed to

aut henticate the TLSA record set or its denial of existence up the
DNS hi erarchy to either the root zone or another trust anchor
mutual |y configured by the TLS server and client.

When sone subtree in the chain is subject to redirection via DNAME
records, the associated inferred CNAVE records need not be included.
They can be inferred by the DNS validation code in the client. Any
appl i cabl e ordinary CNAME records that are not synthesized from DNAVE
records MJST be included along with their RRSI Gs.

In case of a server-side DNS problem servers may be unable to
construct the authentication chain and would then have no choi ce but
to omt the extension

In the case of a denial -of -exi stence response, the authentication
chain MUST include all DNSSEC- signed records, starting with those
fromthe trust anchor zone, that chain together to reach a proof of
ei ther:

* the nonexi stence of the TLSA records (possibly redirected via
al i ases) or

* an insecure del egation above or at the (possibly redirected) owner
nane of the requested TLSA RRset.

Nanmes that are aliased via CNAME and/or DNAME records may invol ve

mul tiple branches of the DNS tree. 1In this case, the authentication
chain structure needs to include DS and DNSKEY record sets that cover
all the necessary branches.

The returned chain SHOULD al so i nclude the DNSKEY RRsets of all
rel evant trust anchors (typically just the root DNS zone). Though
the sane trust anchors are presumably al so preconfigured in the TLS



client, including themin the response fromthe server permts TLS
clients to use the automated trust anchor rollover mechani sm defined
in [RFC5011] to update their configured trust anchors.

Barring prior know edge of particular trust anchors that the server
shares with its clients, the chain constructed by the server MJST be
extended as closely as possible to the root zone. Truncation of the
chain at sone internediate trust anchor is generally only appropriate
i nside private networks where all clients and the server are expected
to be configured with DNS trust anchors for one or nore non-root

donmai ns.

The following is an exanple of the records in the AuthenticationChain
structure for the HTTPS server at "ww. exanpl e.cont, where there are
zone cuts at "com' and "exanple.com' (record data are omtted here
for brevity):

_443. _tcp. ww. exanpl e.com TLSA
RRSI ( _443. _tcp. ww. exanpl e. com TLSA)
exanpl e. com DNSKEY

RRSI ( exanpl e. com DNSKEY)
exanmpl e.com DS

RRSI G exanmpl e. com DS)

com DNSKEY

RRSI G( com DNSKEY)

com DS

RRSI G( com DS)

. DNSKEY

RRSI G(. DNSKEY)

The following is an exanple of denial of existence for a TLSA RRset
at " _443. tcp.ww. exanpl e.cont. The NSEC record in this exanple
asserts the nonexistence of both the requested RRset and any
potentially relevant wldcard records.

www. exanpl e.com | N NSEC exanpl e.com A NSEC RRSI G
RRSI G www. exanpl e. com NSEC)
exanpl e. com DNSKEY

RRSI ( exanpl e. com DNSKEY)
exanmpl e.com DS

RRSI G exanmpl e. com DS)

com DNSKEY

RRSI G( com DNSKEY)

com DS

RRSI G( com DS)

. DNSKEY

RRSI G(. DNSKEY)

The following is an exanple of (hypothetical) insecure del egation of
"exanpl e.cont’ fromthe ".cont' zone. This exanple shows NSEC3 records
[ RFC5155] with opt-out.

; covers exanpl e.com

oni b9nmgub9hOr m 3cdf 5bgrj 59dkj hvj.com NSEC3 (1 1 0 -
oni b9nmgub9hOr m 3cdf 5bgrj 59dkj hvl NS DS RRSI G

RRSI G( oni b9nmgub9h0r m 3cdf 5bgrj 59dkj hvj . com NSEC3)

; covers *.com

3rl 2r262eg0Onlap50l hae7mah2ah09hi . com NSEC3 (1 1 O -
3rl 2r 262eg0Onlap5o0l hae7nah2ah09hk NS DS RRSI G

RRSI ( 3r| 2r 262eg0nlap50l hae7mah2ah09hj . com NSEC3)

; closest-encl oser "cont

ckOpoj ng874l j ref 7ef n8430qvi t 8Bbsm com NSEC3 (1 1 O -
ckOpoj ng874l j ref 7ef n8430qvi t 8Bbsm com
NS SCQA RRSI G DNSKEY NSEC3PARAM

RRSI G ckOpoj ng874l j ref 7ef n8430qvi t 8bsm com NSEC3)

com DNSKEY
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3.

RRSI G( com DNSKEY)
com DS

RRSI G( com DS)

. DNSKEY

RRSI (. DNSKEY)

1. Authenticated Denial of Existence

TLS servers that support this extension and respond to a request
containing this extension that do not have a signed TLSA record for
the configured (and requested) SNI nane and port MJST instead return
a DNSSEC chain that provides authenticated denial of existence for
the configured SNI nane and port. A TLS client receiving proof of
aut henti cat ed deni al of existence MIST use an alternative nethod to
verify the TLS server identity or close the connection. Such an
alternative could be the classic PKIX nodel of preinstalled root
certificate authorities (CAs).

Aut henti cat ed deni al chains include NSEC or NSEC3 records that
denonstrate one of the follow ng facts:

* The TLSA record (after any DNSSEC-validated alias redirection)
does not exist.

* There is no signed delegation to a DNS zone that is either an
ancestor of or the sanme as the TLSA record nane (after any DNSSEC
val idated alias redirection).

Construction of Serialized Authentication Chains

This section describes a possible procedure for the server to use to
build the serialized DNSSEC chai n.

When the goal is to perform DANE authentication [ RFC6698] [ RFC7671]
of the server, the DNS record set to be serialized is a TLSA record
set corresponding to the server’s domain nane, protocol, and port
number .

The domain nane of the server MUST be that included in the TLS
"server_nanme" (SNI) extension [ RFC6066]. |f the server does not
recogni ze the SNI nane as one of its own nanes but wi shes to proceed
wi th the handshake rather than abort the connection, the server MJST
NOT send a "dnssec_chain" extension to the client.

The nane in the client’s SNl extension MJST NOT be CNAME expanded by
the server. The TLSA base donain (Section 3 of [RFC6698]) SHALL be
the hostname fromthe client’s SNl extension, and the guidance in
Section 7 of [RFC7671] does not apply. See Section 9 for further

di scussi on.

The TLSA record to be queried is constructed by prependi ng

under score-prefixed port number and transport name |abels to the
domai n nane as described in [RFC6698]. The port nunber is taken from
the client’s "dnssec_chain" extension. The transport name is "tcp"
for TLS servers and "udp" for DTLS servers. The port numnber | abel is
the leftnost |abel, followed by the transport name | abel, foll owed by
the server domain nanme (from SNI).

The conponents of the authentication chain are typically built by
starting at the target record set and its corresponding RRSIG then
traversing the DNS tree upwards towards the trust anchor zone
(normally the DNS root). For each zone cut, the DNSKEY, DS RRsets,
and their signatures are added. However, see Section 2.3 for

speci fic processing needed for aliases. |f DNS response nmessages
contain any domain nanmes utilizing nane conpression [ RFC1035], then
they MUST be uncompressed prior to inclusion in the chain.



I mpl enent ati ons of EDNS CHAI N query requests as specified in
[ RFC7901] may offer an easier way to obtain all of the chain data in
one transaction with an upstream DNSSEC- aware recursive server

Cachi ng and Regeneration of the Authentication Chain

DNS records have Tinme To Live (TTL) paraneters, and DNSSEC si gnhatures
have validity periods (specifically signature expiration tines).
After the TLS server constructs the serialized authentication chain,
it SHOULD cache and reuse it in multiple TLS connecti on handshakes.
However, it SHOULD refresh and rebuild the chain as TTL val ues
require. A server inplenmentation could carefully track TTL
paraneters and requery conponent records in the chain
correspondingly. Alternatively, it could be configured to rebuild
the entire chain at some predefined periodic interval that does not
exceed the DNS TTLs of the conmponent records in the chain. If a
record in the chain has a very short TTL (e.g., O up to a few
seconds), the server MAY decide to serve the authentication chain a
few seconds past the mninum TTL in the chain. This allows an

i npl ementation to dedicate a process or single thread to building the
aut hentication chain and reuse it for nore than a single waiting TLS
client before needing to rebuild the authentication chain.

Expired Signatures in the Authentication Chain

A server MAY | ook at the signature expiration of RRSIG records.

Wi | e these shoul d never expire before the TTL of the corresponding
DNS record is reached, if this situation is neverthel ess encountered,
the server MAY |lower the TTL to prevent serving expired RRSIGs if
possible. If the signatures are already expired, the server MJST
still include these records in the authentication chain. This allows
the TLS client to either support a grace period for stal eness or give
a detailed error, either as a | og nessage or a nessage to a potenti al
interactive user of the TLS connection. The TLS client SHOULD handl e
expired RRSIGs sinmilarly to howit handles expired PKI X certificates.

Verification

A TLS client perforni ng DANE-based verification mght not need to use
this extension. For exanple, the TLS client could perform DNS

| ookups and DANE verification without this extension, or it could
fetch authentication chains via another protocol. |If the TLS client
al ready possesses a valid TLSA record, it MAY bypass use of this
extension. However, if it includes this extension, it MJST use the
TLS server reply to update the extension pinning status of the TLS
server’'s extension lifetine. See Section 7

A TLS client making use of this specification that receives a valid
DNSSEC aut hentication chain extension froma TLS server MJST use this
informati on to perform DANE aut hentication of the TLS server. In
order to performthe validation, it uses the nechani sm specified by

t he DNSSEC protocol [RFC4035] [RFC5155]. This nechanismis sonetines
i npl emented in a DNSSEC val i dation engine or library.

If the authentication chain validates, the TLS client then perforns
DANE aut hentication of the server according to the DANE TLS pr ot ocol
[ RFC6698] [ RFC7671].

Clients MAY cache the server’s validated TLSA RRset to anortize the
cost of receiving and validating the chain over nultiple connections.
The period of such caching MJUST NOT exceed the TTL associated with
those records. A client that possesses a validated and unexpired
TLSA RRset or the full chain in its cache does not need to send the
"dnssec_chai n" extension for subsequent connections to the sane TLS
server. It can use the cached information to perform DANE



aut henti cati on.

Note that when a client and server perform TLS session resunption,
the server sends no "dnssec_chain". This is particularly clear with
TLS 1.3, where the certificate nmessage to which the chain m ght be
attached is also not sent on resunption

Ext ensi on Pi nni ng

TLS applications can be designed to unconditionally mandate this
extension. Such TLS clients requesting this extension would abort a
connection to a TLS server that does not respond with an extension
reply that can be vali dat ed.

However, in a m xed-use depl oynent of PKIX and DANE, there is the
possibility that the security of a TLS client is downgraded from DANE
to PKIX. This can happen when a TLS client connection is intercepted
and redirected to a rogue TLS server presenting a TLS certificate
that is considered valid froma PKIX point of view but does not match
the legitimte server’'s TLSA records. By omtting this extension,
such a rogue TLS server could downgrade the TLS client to validate
the ms-issued certificate using only PKIX and not via DANE, provided
the TLS client is also not able to fetch the TLSA records directly
from DNS.

The Ext SupportLifetime el enent of the extension provides a
count er measur e agai nst such downgrade attacks. |Its value represents
the nunber of hours that the TLS server (or cluster of servers
serving the sane server nane) comits to serving this extension in
the future. This is referred to as the "pinning time" or "extension
pin" of the extension. A non-zero extension pin value received MJST
ONLY be used if the extension also contains a valid TLSA

aut hentication chain that matches the server’s certificate chain (the
server passes DANE aut hentication based on the enclosed TLSA RRset).

Any existing extension pin for the server instance (name and port)
MJST be cl eared on receipt of a valid denial of existence for the
associ ated TLSA RRset. The sane also applies if the client obtained
t he deni al - of - exi stence proof via another nethod, such as through
direct DNS queries. Based on the TLS client’s local policy, it MAY
then term nate the connection or MAY continue using PKI X-based server
aut henti cati on.

Ext ensi on pins MJST al so be cleared upon the conpl etion of a DANE-
aut henti cat ed handshake with a server that returns a "dnssec_chain"
extension with a zero Ext SupportlLifetine.

Upon conpletion of a fully validated handshake with a server that
returns a "dnssec_chai n" extension with a non-zero Ext Support
lifetime, the client MJST update any existing pin lifetime for the
service (nane and port) to a value that is not |onger than that

i ndi cated by the server. The client MAY, subject to |local policy,
create a previously nonexistent pin, again for a lifetime that is not
| onger than that indicated by the server.

The extension support lifetime is not constrained by any DNS TTLs or
RRSI G expirations in the returned chain. The extension support
lifetime is the time for which the TLS server is conmtting itself to
serve the extension; it is not a validity time for the returned chain
data. During this period, the DNSSEC chain may be updat ed.

Therefore, the ExtSupportLifetime value is not constrained by any DNS
TTLs or RRSIG expirations in the returned chain.

Clients MAY inplenent support for a subset of DANE certificate
usages. For example, clients may support only DANE-EE(3) and DANE-
TA(2) [RFC7218], only PKIX-EE(1) and PKI X-TA(O), or all four.



Clients that inplement DANE-EE(3) and DANE- TA(2) MJST inpl enent the
rel evant updates in [ RFC7671].

For a non-zero saved value ("pin") of the ExtSupportLifetinme el ement
of the extension, TLS clients that do not have a cached TLSA RRset
with an unexpired TTL MJST use the extension for the associ ated nane
and port to obtain this information fromthe TLS server. This TLS
client then MIUST require that the TLS server respond with this

ext ensi on, which MJST contain a valid TLSA RRset or proof of

nonexi stence of the TLSA RRset that covers the requested nane and
port. Note that a nonexistence proof or proof of insecure del egation
will clear the pin. The TLS client MJST require this for as |ong as
the time period specified by the pin value, independent of the DNS
TTLs. During this process, if the TLS client fails to receive this
information, it MJST either abort the connection or del ay

communi cation with the server via the TLS connection until it is able
to obtain valid TLSA records (or proof of nonexistence) out of band,
such as via direct DNS | ookups. |If attenpts to obtain the TLSA RRset
out of band fail, the client MJST abort the TLS connection. It MAY
try a new TLS connection again (for exanple, using an exponenti al
back-of f tinmer) in an attenpt to reach a different TLS server

i nstance that does properly serve the extension

A TLS client that has a cached validated TLSA RRset and a valid non-
zero extension pin time MAY still refrain fromrequesting the
extension as long as it uses the cached TLSA RRset to authenticate
the TLS server. This RRset MJUST NOT be used beyond its received TTL.
Once the TLSA RRset’s TTL has expired, the TLS client with a valid
non-zero extension pin tinme MJST request the extension and MJST abort
the TLS connection if the server responds wi thout the extension. A
TLS client MAY attenpt to obtain the valid TLSA RRset by sone ot her
means before initiating a new TLS connecti on.

Note that requiring the extension is NOT the same as requiring the
use of DANE TLSA records or even DNSSEC. A DNS zone operator nay at
any tine delete the TLSA records or even renpve the DS records to

di sabl e the secure del egation of the server’s DNS zone. The TLS
server will replace the chain with the correspondi ng deni al - of -

exi stence chain when it updates its cached TLSA aut hentication chain.
The server’s only obligation is continued support for this extension

Trust Anchor Mi nt enance

The trust anchor may change periodically, e.g., when the operator of
the trust anchor zone perforns a DNSSEC key rollover. TLS clients
using this specification MIUST i npl ement a nmechanismto keep their
trust anchors up to date. They could use the nmethod defined in

[ RFC5011] to performtrust anchor updates in-band in TLS by tracking
the introduction of new keys seen in the trust anchor DNSKEY RRset.
However, alternative nechani sns external to TLS may al so be utilized.
Sone operating systens nay have a systemw de service to naintain and
keep the root trust anchor up to date. |In such cases, the TLS client
application could sinply reference that as its trust anchor,

periodi cally checki ng whether it has changed. Sone applications may
prefer to inplenent trust anchor updates as part of their automated
sof t war e updat es.

Virtual Hosting

Delivery of application services is often provided by a third party
on behal f of the domain owner (hosting customer). Since the domain
owner may want to be able to nove the service between providers, non-
zero support lifetines for this extension should only be enabl ed by
mut ual agreenent between the provider and donai n owner

When CNAME records are enployed to redirect network connections to
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the provider’s network, as nentioned in Section 3, the server uses
the client’s SNI hostnanme as the TLSA base donmain w t hout CNAMVE
expansion. Wen the certificate chain for the service is nmanaged by
the provider, it is inpractical to coordinate certificate changes by
the provider with updates in the hosting customer’s DNS. Therefore,
the TLSA RRset for the hosted domain is best configured as a CNAME
fromthe customer’s domain to a TLSA RRset that is managed by the
provider as part of delivering the hosted service. For exanple:

; Custoner DNS

www. exanpl e.com | N CNAME nodel. provi der. exanpl e.

_443. _tcp. ww. exanpl e.com | N CNAME _dane443. nodel. provi der. exanpl e.
; Provider DNS

nodel. provi der.exanple. IN A 192.0.2.1
_dane443. nodel. provi der.exanple. INTLSA 1 1 1 ..

Clients that obtain TLSA records directly from DNS, bypassing this
ext ensi on, may perform CNAME expansion as in Section 7 of [RFC7671].
If TLSA records are associated with the fully expanded nane, that
nane may be used as the TLSA base donmain and SNI nane for the TLS
handshake.

To avoid confusion, it is RECOWENDED that server operators not
publish TLSA RRs (_port._tcp. + base dommin) based on the expanded
CNAMES used to |l ocate their network addresses. Instead, the server
operat or SHOULD publish TLSA RRs at an alternative DNS node (as in
t he exanpl e above), to which the hosting custonmer will publish a
CNAME alias. This results in all clients (whether they obtain TLSA
records fromDNS directly or enploy this extension) seeing the same
TLSA records and sending the same SNI nane.

Qper ational Considerations

When DANE is being introduced increnmentally into an existing PKIX
envi ronment, there may be scenarios in which DANE aut hentication for
a server fails but PKIX succeeds, or vice versa. What happens here
depends on TLS client policy. |f DANE authentication fails, the
client may decide to fall back to regular PKIX authentication. In
order to do so efficiently within the sane TLS handshake, the TLS
server needs to have provided the full X 509 certificate chain. Wen
TLS servers only support DANE- EE or DANE- TA nodes, they have the
option to send a nuch smaller certificate chain: just the EE
certificate for the former and a short certificate chain fromthe
DANE trust anchor to the EE certificate for the latter. |If the TLS
server supports both DANE and regular PKI X and wants to all ow
efficient PKI X fallback within the same handshake, they should al ways
provide the full X 509 certificate chain.

VWhen a TLS server operator wi shes to no | onger deploy this extension,
it nmust properly deconmission its use. |If a non-zero pinlifetine is
presently advertised, it nust first be changed to 0. The extension
can be disabled once all previously advertised pin lifetinmes have
expired. Renoval of TLSA records or even DNSSEC signing of the zone
can be done at any time, but the server MJST still be able to return
the associ ated deni al - of - exi stence proofs to any clients that have
unexpi red pins.

TLS clients MAY reduce the received extension pin value to a naximum
set by local policy. This can nmitigate a theoretical yet unlikely
attack where a conprom sed TLS server is nmodified to advertise a pin
val ue set to the maxi numof 7 years. Care should be taken not to set
a local maximumthat is too short as that woul d reduce the downgrade
attack protection that the extension pin offers.

If the hosting provider intends to use end-entity TLSA records
(certificate usage PKI X-EE(1) or DANE-EE(3)), then the sinplest
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13.
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approach is to use the same key pair for all the certificates at a
gi ven hosting node and publish "1 1 1" or "3 1 1" RRs matching the
common public key. Since key rollover cannot be sinultaneous across
multiple certificate updates, there will be tines when multiple "1 1
1" (or "3 1 1") records will be required to match all the extant
certificates. Miltiple TLSA records are, in any case, needed a few
TTLs before certificate updates as explained in Section 8 of

[ RFC7671] .

If the hosting provider intends to use trust anchor TLSA records
(certificate usage PKI X-TA(O) or DANE-TA(2)), then the same TLSA
record can match all end-entity certificates issues by the
certification authority in question and continues to work across end-
entity certificate updates so long as the issuer certificate or
public keys remai n unchanged. This can be easier to inplenent at the
cost of greater reliance on the security of the selected
certification authority.

The provider can, of course, publish separate TLSA records for each
custoner, which increases the nunber of such RRsets that need to be
managed but nakes each one independent of the rest.

Security Considerations

The security considerations of the normatively referenced RFCs all
pertain to this extension. Since the server is delivering a chain of
DNS records and signatures to the client, it MJST rebuild the chain
in accordance with TTL and signhature expiration of the chain
conponents as described in Section 4. TLS clients need roughly
accurate tinme in order to properly authenticate these signatures.
This coul d be achieved by running a tinme synchroni zati on protoco

i ke NTP [ RFC5905] or SNTP [ RFC5905], which are already wi dely used
today. TLS clients MJST support a nmechanismto track and roll over
the trust anchor key or be able to avail thenselves of a service that
does this, as described in Section 8. Security considerations
related to mandating the use of this extension are described in
Section 7.

The recei ved DNSSEC chain could contain DNS RRs that are not related
to the TLSA verification of the intended DNS nanme. |[If such an
unrelated RR is not DNSSEC signed, it MJST be discarded. |If the
unrel ated RRset is DNSSEC signed, the TLS client MAY decide to add
these RRsets and their DNSSEC signatures to its cache. It MAY even
pass this data to the local systemresolver for caching outside the
application. However, care nust be taken because cachi ng these
records could be used for tining and caching attacks to de-anonym ze
the TLS client or its user. A TLS client that wants to present the
strongest anonymity protection to their users MJST refrain from using
and caching all unrel ated RRs.

| ANA Consi der ati ons

| ANA has nmade the followi ng assignnent in the "TLS Extensi onType
Val ues" registry:

B el sl el Ll el el

| Value | Extension Nanme | TLS 1.3 | Recommended | Reference

B bl s e e s et oo e e e

| 59 | dnssec_chain | CH | No | RFC 9102

+------- R I I R +
Table 1
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Appendi x A.  Test Vectors

The test vectors in this appendi x are representati ons of the content
of the "opaque AuthenticationChain" field in DNS presentation format
and, except for the "extension_data"” in Appendix A 1, do not contain
the "uint1l6 ExtSupportLifetinme" field.

For brevity and reproducibility, all DNS zones involved with the test
vectors are signed using keys with algorithm 13 (ECDSA Curve P-256
wit h SHA- 256) .



To reflect operational practice, different zones in the exanples are
in different phases of rolling their signing keys:

* Al zones use a Key Signing Key (KSK) and Zone Signi ng Key (ZSK),
except for the "exanple.com' and "exanple.net" zones, which use a
Conbi ned Si gni ng Key (CSK).

* The root and org zones are rolling their ZSKs.
*  The comand org zones are rolling their KSKs.

The test vectors are DNSSEC valid in the sane period as the
certificate is valid, which is between Novenber 28, 2018 and Decenber
2, 2020 with the followi ng root trust anchor:

IN DS ( 47005 13 2 2eb6e9f 2480126691594d649a5a613de3052e37861634
641bb568746f 2f f c4d4 )

The test vectors will authenticate the certificate used with
"https://exanple.com", "https://exanple.net/", and
"https://exanple.org/" at the time of witing:

----- BEG N CERTI FI CATE- - - - -

M | HQDCCBI i gAwW BAgl QD9B43Uj xor 1NDyupa2A4/ j ANBgkqhki GOwOBAQs FADBN
M WCQYDVQRGEW] VUz EVVBMGALUEChMVRG haUNl cnQySWBj MscwJd QYDVQQDEXSE
aWip@VydCBTSEEy| FN Y3VyZSBTZXJ2ZXI g QQEWHhc NMIgx MT1 4 VDAWMVDAWh c N
M AxM Ay M wivDAWY CBp TEL MAk GA1 UEBhMCVVK Ez ARBgNVBAgTCkNhbG mb3Ju
aVWExFDASBgNVBAC TCOxvcyBBbmdl bGvz MrwwOg YDVQRKEzNIbnRI cibl dCBDb3Jw
b3Jhdd vbi Bnb3l gQXNzaWluZWg Tt ZXMgYWbk1 ES1bWI cnMk Ez ARBgNVBAS T
Cl R Y2hub2xvZ3kx GDAWBgNVBAMTD3d3dy 51 e GFt ¢ Gx| LBy Zz CCASI wDQYJ KoZI

hv ¢ NAQEBBQADgg EPADCCAQo CggEBANDWENSg! | By CGUZEI pdSt A6j GaPoCkr p9vV
r AzPpXGSFUI Vs AeSdj F11yeOTVBqddF7Ul4nqu3r pGA6805FC& FMLy FEaogEv5g
r J1IVRY/ dOw4+dw8JIwoVI NMVEi +3QTuUKf 9yH28JIXEdG3J37M j 2C3c REGKGNBN Y80
eyRIRgzy8I OLSPTTkhr 30kXuz OXXg38ugr 1x3SgZWDNuEaE60Gpy YJI BWZ9j F3pJ
MucP9vTBej Mh374qvydOQVQy3WkHr ogy4nUbViv3gi hivk T9O8WRD1oKVma1NTydvt

hcNt Bf hkp8k 064/ hxLHr LWJOFT/ | 4t z81 WX 7rkr BHj bd2XLVPk CAWMEAAa OCA8SEwW
ggOIMBBGALUdI wQYMBaAFA+AYRy CMAHVLY| nj UY4t Czhxt ni MBOGAL1Ud DgQABBRm
m3d CAATRp9ONj Nvt 2xr ¢/ oV2nvj CBgQYDVRORBHowel | PA3d3LnvVAYWLwoGUub3Jn
ggt | eGFt cGxl Lm\vbYI LZXhhbXBsZS5] ZHWCC2VAYWLwh GUubmv0ggt | eGFt ¢ Gxl

LmByZ41 Pd3d3Lnv4YWiwbGUuY29t gg93d3cuzXhhbXBsZS51 ZHWCD3d3dy 51 eGrt

cGxl Lbl dDAOBgNVH@BBAf 8 EBAMCBa AWHQYDVROI BBYWFAY! KwYBBQUHAWEGCCs G
AQUFBWMCMGs GAL UdHWRKk MA wL6At o CuGKWAIOdHAGLY9j crmwz LnRpZ2I j ZXJ0Lm\v
bS9zc2NhLXNoYTI t ZzYuY3JsMC+gLaAr hi | odHRwWGO 8vY3JsNCokaWlpY2VydC5j

b20vc3N YS1zaGEyLW 2L m\y bDBVBgNVHSAERTBDVDc GCWCGSAGEH WWBATAGQMCgG
CCs GAQUFBWM BFhxodHRwezovL3d3dy5kaWipY2VydC5j b20vQLBTMAgGBre BDAEC
Aj B8Bggr Bg EFBQc BAQRWMGAWI AYI KwYBBQUHMAGGGGhOdHAGLY 9v Y3SNWLMRpZ2I |

ZXJOLmM\vbTBGBggr BgEFBQcwA0Y6aHROCc DovL2NhY2VydHMUZA naWNl cnQuY29t

LORpZ2l DZXJOWOhBM N Y3VyZVN cnZl ckNBLmNy d DAMBgNVHRIVBAF 8EA] AAM | B
f WYKKwWYBBAHVWQ EAgSCAVBEggFr AWK AdwCkuQrt BhYFI e 7E6LMZ3AKPDWYBPk b
37j j d800y A3c EAAAAWICc MZVGAAAEAWBI MEYCl QCEZI G31 R36CGKj 1dg5L6EaGvycX
sHvpO7dKV0JsooTEbAI hALUTt f 4wx GTkFkx8bl hTV+7sf 6pFT780R07+cP39j kJC
AHYAh3W 511 8+ xDm+9827/ Vo1HVj b/ Sr VgwbTqg/ 16ggw8 AAAFN XDGNFQAABANVA
Rz BFAI Bvgnf SHKeUwGM Lr OG3UGLQ oal.3+uZs GTX3M SINQEQ hANL5nUi GBR6g
| 0Q Czzqzvor GXyB/ yd7nt t Yt t zo8EpOQAHYAb1N2r DHWVRN YmQCk URX/ dx Uc EdkC
WQAPBo2y CJ 032RVMAAAFN XDGWI AAABAMARZ BFAI EASHN7 Q4 SOy qHk T+kDsHg 7ku7z
RDuM7 PAUDX2f t 2Mpny0CI E13W xJAUr 0aASFYZ/ Xj SAMM r BO/ RxC vW/ss9LHKM
MAOGCSqGSI b3DQEBOWMUAAAT BABzcl XvQEGnakPVeJx7VU nvGuzZhr r 7DQOLeP4R
8CnyDMLpFAVGBHI yzvCH1QGdXFI 6¢f 7wbp7BoLCRLR/ gPVXFMMUMz cELGLBgaGZM
v1Yh2| vZSLMWNSGRXdx113pGL.Cl npni TOhf r vi 0TXRI nrc8BdozWavsn1N2gdHQu
N+UBO6 b QWL CDOKHEd SGFs uX6ZwAwor x Tg02/ 1qi Du7zW RyzHvFYA4l Aj pzvkPI a
X6Kj Bt pdvp/ aXabnmL95YgBj TBW 7pqCf r ghpcnmOBZa6Cg601l 4qbl FH G 9hQB5I

0Gs4+eH6F9h3S0j MPTYKT+8KuZ9wB4vh+MBqBXUQYoKgl j N

----- END CERTI FI CATE- - - - -

" _443. tcp. ww. exanpl e. cont



_443. tcp.ww. exanple.com 3600 IN TLSA ( 311
8bd1da95272f 7f a4f f b24137f cOed03aae67e5c4d8b3c50734e1050a7920b
922 )
_443. tcp. ww. example.com 3600 IN RRSIG ( TLSA 13 5 3600
20201202000000 20181128000000 1870 exanpl e. com
r gY69NnTf 4CN3GBGQY KEJCLAMs Rk Ur Xe0JW8I gDb5r QHHzxNggPeEoi +2vIl 6S
z2BhaswpGLVVuoi j uVdzxYj mw==)
exanple.com 3600 IN DNSKEY ( 257 3 13
JNA1XgyJTZz+psWhbr f UALVEULgl Jy US2CQAhUHIVK35bs| WeJpRzr | xCUs7s
| TsSf ZMaGWAVI sui eh5nHe Xz A== ; Key ID = 1870
exanmple.com 3600 IN RRSIG ( DNSKEY 13 2 3600
20201202000000 20181128000000 1870 exanpl e. com
nYi snu/ 26SwlqmGuREa9o/ f LgYuA4oNPt 4+6PMBZONOMS8G t | i 9NVRYeSI zt
QHPGSpVRXTUCAt Zi 62z21UgCDw== )
exanmple.com 172800 IN DS ( 1870 13 2 e9b533a049798e900b5c29¢c90cd
25a986e8a44f 319ac3cd302baf c08f 5b81e16)
exanmple.com 172800 IN RRSIG ( DS 13 2 172800
20201202000000 20181128000000 34327 com
SEAKvX4H6pJf N8nKccl BINRcRSPOzt x8ont 4f CSHu6l p+uESP/ Ledi F2sKukO
J1hhWEB6j gubEVI 17r GNOA YQ== )
com 172800 |IN DNSKEY ( 256 3 13
711 E5Dol 8] SMUgHTVOO ZapdEb@wgRxFi / zQc Sduf UKLhpByvLpz SAQTqCW
3URI Z8L3Fa2gBLMXZUzZ1GQ0ow== ) ; Key | D = 34327
com 172800 |IN DNSKEY ( 257 3 13
RokcO+96XZmp8j YI uMadl r yAp3egQ SmBaSoi A7H76 TmORLHPNPUXI VK +nCOf
| c31 8xf ZDNwWBVWAOPe3/ g2QN w== ) ; Key ID = 18931
com 172800 |IN DNSKEY ( 257 3 13
szc7bi Lo5J40H kanlvZr F4aDAYYf +NHA/ GAqdNs| YOxxK9l zg68XHkgck4Rt
Di VK371 NAQmgSI Hor GuOy OTkA== ; Key I D = 28809
com 172800 IN RRSIG ( DNSKEY 13 1 172800 20201202000000
20181128000000 18931 com
LJ4p50RS2Vi | LwTot SI W xEl gRXHY5t Cdl uH PWIrdBGPMy 3y 40QNr 1V+Z0y A5
7LFdPKpcvb8BvhMrGgKWEBESg== )
com 172800 IN RRSIG ( DNSKEY 13 1 172800 20201202000000
20181128000000 28809 com
sO+4X2N21y S6x8+dBVBzbRo9+55MVBn7+RUvdBuxRFVh6JaBl qDOCS5LLKI 7Ev
nDXqz 6KEhhQ T+aQWDt 6WFHI A==
com 86400 IN DS ( 18931 13 2 20f 7a9db42d0e2042f bbb9f 9ea015941202
f 9eabb94487e658c188e7bch52115 )
com 86400 IN DS ( 28809 13 2 ad66b3276f 796223aa45eda773e92c6d98e
70643bbde681db342a9e5cf 2bb380 )
com 86400 IN RRSIG ( DS 13 1 86400 20201202000000
20181128000000 31918
nDi DI Bj XEE/ 6 AudhC++Hui 1ckPcuAnGbj EASNoxA3ZHj | XRzL050UzePko5Pb
vBKTf 6pk8JRCqnf zl 02QY+WKA==
86400 |IN DNSKEY ( 256 3 13
zKz+DCVWkNA/ vuhei VPcGgsHA0UB4KZAI r MRl yozj OWHzf 8PsFp/ oR8j 8vnj j W
P98cbt e4d8Nvl GLxzbUz03+FA== ; Key ID = 31918
86400 |IN DNSKEY ( 256 3 13
8wWMZZ4| zHdyKZ4f v8kys/ t 3QM gvEadbsbyqW MwddSXCZYGRr sAbPpi r eRW
xbVcdiVvt Or | FBcRDMINOROXEQ== ) ; Key ID = 2635
86400 IN DNSKEY ( 257 3 13
yVvX+VNTUj xZi Gvt r 060hVbr PVOH6T VusQ F9I | xCFzbZQIx MBFmbgl c8Xcl v
Q+gDOXnFOTsgs/ f r Mixy GOt Rg== ; Key 1D = 47005
86400 IN RRSIG ( DNSKEY 13 0 86400 20201202000000
20181128000000 47005
OEPWLca+N ZhZPKI a77STGr34cTel G Uwg7eVWHsnOf udWmCEVeco2wLg9m
nBT1dt Nj | czvL@&@pQrnOKUsHQ== )

A hex dunp of the "extension_data" of the server’s "dnssec_chain"
extension representation of this with an Ext SupportLifetine val ue of
0 is:

0000: 00 00 04 5f 34 34 33 04 5f 74 63 70 03 77 77 77
0010: 07 65 78 61 6d 70 6c 65 03 63 6f 6d 00 00 34 00



0020:
0030:
0040:
0050:
0060:
0070:
0080:
0090:
00a0:
00bO:
00cO:
00dO0:
00e0:
00f 0:
0100:
0110:
0120:
0130:
0140:
0150:
0160:
0170:
0180:
0190:
01a0:
01b0:
01cO:
01dO:
01e0:
01f O:
0200:
0210:
0220:
0230:
0240:
0250:
0260:
0270:
0280:
0290:
02a0:
02b0:
02cO:
02d0:
02e0:
02f 0:
0300:
0310:
0320:
0330:
0340:
0350:
0360:
0370:
0380:
0390:
03a0:
03b0:
03cO:
03d0:
03e0:
03f 0:
0400:
0410:
0420:
0430:

00 00
a4 ff
07 34

63 6f
0d 05
07 65
de b7
ae ae
ba af
d3 74
61 6d
Oe 10
fe ab
d8 24
b9 71
2e 89

30 Od
4e 07
38 30

c2 d7
16 2a
78 61
02 a3
90 Ob
d3 02
65 03
00 2b
86 17
fc 93
49 86
a2 31
41 aa

f2 34
a4 71
e9 cd

30 00
3b ef
77 a0
c7 3c
64 33
6d 00
b3 37
5e 1la
71 c4
93 7e

30 od
f3 03

6d eb
bd 92
b0 59
02 a3
00 5b
9b d9
68 2b
15 7e
c3 3b
00 00
f7 a9
2f 9e

Oe
b2
el

6d
00
78
dc
9b
75
11
70
00
c5

09
e8

02
65
75

ab
92
6d
00
5c
ba

od
03
84
84
ed
26
a3
8c
16
20
cc
01
7a
42
d3
70
00

Of
af
eb
6f
01
63

6e
1c
dc

fd
ed
Oa
77
73
2b
db
ab

10
41
05

00
00
61
7c
76
3c
73
6¢C
44

85
4b
79
6d
00
78
b8
61
5e
98
70

29
fc
6f

02
63

e6
c2
fd
00
52
2f
10

00
5d
34
d4
f1
30
6e
86
48
34

00
6f

b4
d7
73
12
00
da
6e
35

68
00

b9

00
37
Oa

00
Oe
6d
ee
51
19
87
65
01
6e

3b
9c

00
61
e3

b3
e9
6¢C
24
c9
08

00
6f

deé
36
f1
ae

al
f3
4e

02
99
ab
c6
66
00

18
ce
04

02
6d
3c
le
dc
c9

80
57
96

63
01
do
44

23
fc
79

2e
10
70
65
55
28
59
03
01
b7

b3
77
00
Oe
6d
4b
a9
af
be
65
07
Oc
f5
00
02
6d
de

ff
e0

d3
41
a0
33
a3
a7
05
55
b4
01
e8
7f

Oe
26
00
a3
00
5a
04
foé
65

70
58
26

fb
00
e2
87

03
Oe
20

00
5f

6C
6d
c5
32
8f

63
03
d4
54
fa
17
2e
10
70
74

b9
18
03
4e
d2
b8
00
a3
00
6b
72
Af
39

bc
c4
96

00
a7
a4

3d
00
e4
e3
bc
81
2e
00
18
18
65
3f

03

89
37
a2
8a
cc
01
04
eb

01
do
b9

01
c6
65
61
18
fa
cc
6f

od
58
ad
ec
cc

5f
6C
3a

f5
07
63
od
ba
le
2e
00
a?2
50

b2
03

e3
ad
8f

00
c8
a8
fa
ed
02
9e
47
5c
29
00
5f

a9
de
4a
cf

63

03
b6
46
el
d4
51
2f

58

01
3a
22

00
d9
03

fb
62
81
6d
26
b5
fo
49
07
01
c6
65
20

di
41
6f

98
16
00
5f
03
de
Te
81
63

a?2
b9
75

44
ds
88

ff
a3
Oe
03
79
47
01
c6
48
be
43
66
6f

63
f5
bl

ds
80
bb
cl

8b
ae
04

00
00
63
b4
10
1f

2e
00
70
7a
6e
foé
65

do
03
9b
9c
03
a8
6d
e9
6e
07
01
c6
e’
56
23
la
6f

od
65
f5
11

01
22
Oe

83
00
le
f1l
2a
6e

do
eb

3f
5f
6d

6f
80
81
5e
1f
00

88

27
ds
33
6¢C
5f

80
ce
7c
e0
85

01
89
27
9a
95
70
00
da
00
8d
2d
a8
cc
00
49
19
6d

fd
cb
38
a2
72
30
e4
b4
41
dc

45
bc
eb

03
01
5b
6¢C
b4
23
00
da
80

21
aa
00

70
d2
96
cl
63
0d

21

2f
b3
04

00
07
1d
8c
35
ed

00
4d
25
51
be
6¢C

80
46
11

33
07
01
79
ac
70
00
da
eb
ce
2a
cb
00
3a
3d
ca
56

b9
80
di
ccC
63
03

95
38
93

80
ab

30
eb
01
c6
e6
4a
b7

6f
02
41
15



A 2.

0440:
0450:
0460:
0470:
0480:
0490:
04a0:
04b0:
04cO0:
04d0:
04e0:
04f 0:
0500:
0510:
0520:
0530:
0540:
0550:
0560:
0570:
0580:
0590:
05a0:
05b0:
05cO:
05d0:
05e0:
05f 0:
0600:
0610:

03 63 6f 6d 00 00 2b 00 01 00 01 51 80 00 24 70
89 0d 02 ad 66 b3 27 6f 79 62 23 aa 45 ed a7 73
e9 2c 6d 98 e7 06 43 bb de 68 1d b3 42 a9 e5 cf
2b b3 80 03 63 6f 6d 00 00 2e 00 01 00 01 51 80
00 53 00 2b 0d 01 00 01 51 80 5f c6 d9 00 5b fd
da 80 7c ae 00 12 2e 27 6d 45 d9 e9 81 6f 79 22
ad 6e a2 e7 3e 82 d2 6f ce Oa 4b 71 86 25 f3 14
53 l1a c9 2f 8a e8 24 18 df 9b 89 8f 98 9d 32 eS8
Ob c4 de ab a7 ¢c4 a7 ¢c8 f1 72 ad b5 7c ed 7f b5
e7 7a 78 4b 07 00 00 30 00 01 00 01 51 80 00 44
01 00 03 0d cc ac fe Oc 25 a4 34 Of ef ba 17 a2
54 f7 06 aa cl1 f8 dl 4f 38 29 90 25 ac c4 48 ca
8c e3 f5 61 f3 7f ¢c3 ec 16 9f e8 47 c8 fc be 68
e3 58 ff 7c 71 bb 5e el df 0d be 51 8b c7 36 d4
ce 8d fe 14 00 00 30 00O 01 00 01 51 80 00 44 01
00 03 0d f3 03 19 67 89 73 1d dc 8a 67 87 ef f2
4c ac fe dd dO 32 58 2f 11 a7 5b bl bc aa 5a b3
21 cl1 d7 52 5¢c 26 58 19 1l1la ec 01 b3 e9 8a b7 91
5b 16 d5 71 dd 55 b4 ea e5 14 17 11 Oc c4 cd dil
1d 17 11 00 00 30 00 01 00 01 51 80 00 44 01 01
03 0d ca f5 fe 54 d4 d4 8f 16 62 la fb 6b d3 ad
21 55 ba cf 57 d1 fa ad 5b ac 42 dl1 7d 94 8c 42
17 36 d9 38 9c 4c 40 11 66 6e a9 5¢ f1 77 25 bd
Of a0 Oc e5 e7 14 e4 ec 82 cf df ac c9 bl c8 63
ad 46 00 00 2e 00 01 OO 01 51 80 00 53 00 30 oOd
00 00 01 51 80 5f ¢c6 d9 00 5b fd da 80 b7 9d 00
de 7a 67 40 ee ec ba 4b da 1le 5¢c 2d d4 89 9b 2c
96 58 93 f3 78 6¢c e7 47 f4 l1le 50 d9 de 8c Oa 72
df 82 56 0d fb 48 d7 14 de 32 83 ae 99 a4 9c Of
cb 50 d3 aa ad bl a3 fc 62 ee 3a 8a 09 88 b6 be

" 25. tcp.exanpl e.com NSEC W/ dcard

_25. tcp.exanple.com 3600 IN TLSA ( 311

8bd1da95272f 7f a4f f b24137f cOed03aae67e5c4d8h3c50734e1050a7920b
922 )

_25. _tcp.exanple.com 3600 IN RRSIG ( TLSA 13 3 3600

20201202000000 20181128000000 1870 exanpl e. com
BZawxvt e5SyF8hnXvi KDWjl | 5E2v+RMXgaSE+NCOc AM ZOr SMUKT yPgvkv53K2
r f LADFP8r G3VMyl Ov+ogr ox0w== )

* _tcp.example.com 3600 IN NSEC ( sntp.exanple.com RRSIG

NSEC TLSA )

*, _tcp.example.com 3600 IN RRSIG ( NSEC 13 3 3600

20201202000000 20181128000000 1870 exanpl e. com
K6uB8Kr R8cabbj t bce3w8yj MXr 9vwl22251 Awy | Hpxpt Y43OM.CUCenwp YWhqd
nmpFvAacqj 4+t SkKi N279SI| 9pA==

exampl e.com 3600 IN DNSKEY ( 257 3 13

JNA1LXgyJTZz+psWbr f UNLVEULQql JyUS2CQdhUHIVK35bs! WeJpRzr | xCUs7s
| TsSf ZMaGWAvI sui enbSnHeXzA==) ; Key ID = 1870

exanple.com 3600 IN RRSIG ( DNSKEY 13 2 3600

20201202000000 20181128000000 1870 exanpl e.com
nYi snu/ 26 SwlgqmGuREa9o/ f LgYuA4oNPt 4+6PVMBZoNOMS8G t | i ONVRYeSI zt
QHPGSpVRXTUCAt Zi 62z1UgCDw== )

exanple.com 172800 IN DS ( 1870 13 2 e9b533a049798e900b5c29c90cd

25a986e8a44f 319ac3cd302baf c08f 5b81el16 )

exanple.com 172800 IN RRSIG ( DS 13 2 172800

com

com

com

20201202000000 20181128000000 34327 com
SEAKvX4H6pJf N8nKccl BINRcRSPOzt x8ont 4f CSHu6l p+uESP/ Ledi F2sKukO
J1hhW5B6j gubEVI 17r GNOA/ YQ== )

172800 |IN DNSKEY ( 256 3 13

711 E5Dol 8] SMUqHTVOO Zapd EbQOwgRxFi / zQc Sduf UKLhpByvLpz SAQTqCW
3URI Z8L3Fa2gBLMZUzZ1GQOwW== ) ; Key | D = 34327

172800 IN DNSKEY ( 257 3 13

RbkcO+96 XZmp8j Yl uMdl r yAp3egQ SnBaSoi A7H76 TmMORLHPNPUXI VK+nQOf
| c3I 8xf ZDNw8WAOPe3/ g2QN w==) ; Key ID = 18931

172800 I N DNSKEY ( 257 3 13



szc7bi Lo5J40H kanlvZr F4aDAYYf +NHA/ GAgdNs| YOxxK9l zg68XHkqck 4Rt
Di VK371 NAQrgSI Hor GuOyOTkA==) ; Key I D = 28809
com 172800 IN RRSIG ( DNSKEY 13 1 172800 20201202000000
20181128000000 18931 com
LJ4p50RS2Vi | LwTot SI W xEl gRXHY5t Odl uH PWIdBGPMy 3y 40QNr 1V+Z0Oy A5
7LFdPKpcvb8BvhM-rGgKWEBEsg==
com 172800 IN RRSIG ( DNSKEY 13 1 172800 20201202000000
20181128000000 28809 com
sO+H4X2N21y S6x8+dBVBzbRo9+55MvBNn7+RUvdBuxRFVh6JaBl gDOC5LLKI 7Ev
nDXqz6KEhhQ T+aQADt 6WFHI A==
com 86400 IN DS ( 18931 13 2 20f 7a9db42d0e2042f bbb9f 9ea015941202
f 9eabb94487e658c188e7bch52115 )
com 86400 IN DS ( 28809 13 2 ad66b3276f 796223aa45eda773e92c6d98e
70643bbde681db342a9e5cf 2bb380 )
com 86400 IN RRSIG ( DS 13 1 86400 20201202000000
20181128000000 31918
nDi DI Bj XEE/ 6 AudhC++Hui 1ckPcuAnGbj EASNoxA3ZHj | XRzL050UzePko5Pb
vBKTf 6pk8JRCgnf z| 02QY+WKA==
86400 IN DNSKEY ( 256 3 13
zKz+DCVWNA/ vuhei VPcGgsHA0UB4KZAI r MRI yozj 9WHzf 8PsFp/ oR8j 8vnj j W
P98cht e4d8NvI GLxzbUz03+FA== ; Key ID = 31918
86400 |IN DNSKEY ( 256 3 13
8wWzz4| zHdyKZ4f v8kys/ t 3QM gvEadbsbyqW MhwddSXCZYGRr sAbPpi r eRW
xbVed1Vt O | FBcRDMINOROXEQ== ) ; Key ID = 2635
86400 |IN DNSKEY ( 257 3 13
yVvX+VNTU xZi Gvt r 060hVbr PVOH6r VusQ F9I | xCFzbZzQIxMBFnbgl c8Xcl v
Q+gDOXnFQOTsgs/ f r MIxyGOQt Rg== ; Key ID = 47005
86400 IN RRSIG ( DNSKEY 13 0 86400 20201202000000
20181128000000 47005
OEPWLca+N ZhZPKI a77STG734cTel G Uwg7eVWHsnOf udWmCEVeco2wLg9m
NBT1dt Nj | czvL@pQTrnOKUsHQ== )

A 3. " _25. tcp.exanple.org" NSEC3 WIdcard

_25. tcp.exanple.org. 3600 IN TLSA ( 311
8bd1da95272f 7f a4f f b24137f cOed03aae67e5c4d8b3c50734e1050a7920b
922 )

_25. tcp.exanple.org. 3600 IN RRSIG ( TLSA 13 3 3600
20201202000000 20181128000000 56566 exanpl e. org.
| Np6t h/ CJel 5V Yl LsLadcQ YdSTJAI Ot t zYKNnNkNzeZ0j xt DyEP818QLRAl L
cYzJ7vCvgb9gFC CJj K2gAamw== )

dl m7r ss9pej qnhOev6h7kli kqqcl 5mae. exanmpl e.org. 3600 IN NSEC3 (

1 01 - té6lf7uuoi 0gof gOnvdj roavo46pp20i m RRSI G TLSA )

dl ni7r ss9pej qnhOev6h7kli kqqcl 5mae. exanple.org. 3600 IN RRSIG (
NSEC3 13 3 3600 20201202000000 20181128000000 56566
exanpl e. org.
guUyy9Ll ZI YbOFZt t AdYJG FNKpKu91Tm+dPOz98r npwl | wwwLi f XI vl | 90nE
X38cW EQOpr eJu3t 4WAf Psxdg==

exanple.org. 3600 IN DNSKEY ( 256 3 13
Nr bL6ut &gl WLwr hhj eexdA6bMiID1l Clhj OFnpevaal AMyY2uy83TnoGnRO96N
URSTI G4Zh+YPbbrmJl i xe4nS3w== ) ; Key ID = 56566

exanple.org. 3600 IN DNSKEY ( 257 3 13
uspaqpl7j sMIx6AWgnbog/ 3St t z+9ANFUW.n6qKUHr OBOqRuChQW 8j y YUUr
WOt xxesNQOMKOALUr Fght 1LQ== ) ; Key ID = 44384

exanple.org. 3600 IN RRSIG ( DNSKEY 13 2 3600
20201202000000 20181128000000 44384 exanpl e. org.
ttse9pYp9PSUOpJ+TOpl VFLW B6NKOMWNZX4Q S| UeZf ai KQc0Bg7Tut 9+wPunk
60OPPvyH VXMAsvkOt qVOB+/ ag==

exanple.org. 86400 IN DS ( 44384 13 2 ec307e2efc8f0117ed96ab48a51
3c8003e1d9121f 1ff 11a08b4cdd348d090aab )

exanple.org. 86400 IN RRSIG ( DS 13 2 86400 20201202000000
20181128000000 9523 org.
nmB6Xz0CEa2sW40a0bS2kgLKPm | yi VyDeoWKAQ3dj eG Pai kLUKORNz\WKu62
cl pAf vZHX59Ackst 4X+z XYpUA== )

org. 86400 IN DNSKEY ( 256 3 13
f uLp60znhSSEr 9How LpTpyLKQIMsi xcgk TEOgqVdsLx+DSNHSc6906f LWC0e



org.

org.

org.

org.

org.

org.

org.

org.

A 4.

Hf Wk7kz| BBoJBOvLrvsJt XJ6g==) ; Key ID = 47417
86400 IN DNSKEY ( 256 3 13
zTHob7IM627Bj r 8CQOy SUar si ¢91xZU3vvLJI5Rj Vi x9YH6+i wpBXb6qf Hy QHy
mM M AAoaoXh7BUKEBVgDVN8sQ== ) ; Key ID = 9523
86400 |IN DNSKEY ( 257 3 13
Uf 24EyNt 51DMeLV+dHPI nhSpnj PngAQNUTouU+SGLu+l FRRI Bet gwlbJUZNI 6
Dl ger OVITmOQuUX/ JVXcyGVGoQE= ) ; Key I D = 49352
86400 |IN DNSKEY ( 257 3 13
0Szf oe8Yx+eoalgy AGEeJax/ ZBV1AuUGH sncOgRm+F6doN gc3l ddcMLMbTvJ
HTj K6Fvy8Wsy Z+c Apt n8sGheg== ; Key ID = 12651
86400 IN RRSIG ( DNSKEY 13 1 86400 20201202000000
20181128000000 12651 org.
Ggowf +z3pas XXUwE210j YcOLhJnMAhcwXydnvkHt CVY6/ 0] Uaf HOARksN84Zt
usOpUgWhgbT/ ONKskdMYXZU4 A==
86400 IN RRSIG ( DNSKEY 13 1 86400 20201202000000
20181128000000 49352 org.
VGEKEMABJ 21 bOpm2Z56 Qxu2NGPc VUDWCh YRy k+Qk 1+Hz Gt yd2qPEKkpgMs/ Op
VZEM 1YXD+dl qb2nUK9PGBAXw== )
86400 IN DS ( 12651 13 2 3979a51f 98bbf 219f caf 4a4176e766df a8f
9db5c24a75743eb1e704b97a9f abc )
86400 IN DS ( 49352 13 2 03dllalaall4abbb8f 708c3cOf f 0db765f e
f 4a2f 18920db5f 58710dd767¢293b )
86400 IN RRSIG ( DS 13 1 86400 20201202000000
20181128000000 31918 .
adi FuP2Ul ul QnsEdsb/ 7WBPgr 5nkRSTVXbZ2t kBeZRQM dCD3pyonW6J PRV
EengaE357S4pX5D0t VZzeZJ6A==
86400 |IN DNSKEY ( 256 3 13
zKz+DCVWNA/ vuhei VPcGgsHA0UB4AKZAI r MRl yozj 9WHzf 8PsFp/ oR8j 8vnj j W
P98cbt e4d8NvI GLxzbUz03+FA== ; Key ID = 31918
86400 IN DNSKEY ( 256 3 13
8wWZZ4| zHdyKZ4f v8kys/ t 3QM gvEadbsbyqW MwddSXCZYGRr sAbPpi r eRW
xbVed1Vt O | FBcCRDMINOROXEQ== ) ; Key |ID = 2635
86400 |IN DNSKEY ( 257 3 13
yvX+VNTU xZi Gvt r 060hVbr PVOH6r VusQ F9I | xCFzbZQIxMBFnbgl c8Xcl v
Q+gDOXnFOTsgs/ f r MIxy GOt Rg== ; Key 1D = 47005
86400 IN RRSIG ( DNSKEY 13 0 86400 20201202000000
20181128000000 47005 .
OEPWLca+N ZhZPKI a77STGr34cTel § Uwg7eWOHsnOf udWmCEVeco2wLLg9m
nBT1dt Nj | czvL@&@pQrnOKUsHQ== )

"_443. _tcp. ww. exanpl e. org" CNAME

_443. tcp.ww. exanple.org. 3600 IN CNAME (

dane311. exanple.org. )

_443. tcp.ww. exanple.org. 3600 IN RRSIG ( CNAME 13 5 3600

dan

dan

20201202000000 20181128000000 56566 exanpl e. org.
ROdUe6Rt 4G+2abl r QH9Zw8j 9NhBLMINYTI 5+H7nCBSNz 5NmBWONZr Xv3Qp7gx
Q/ a900696120NsYaZzX2+ebBA== )

e311. exanple.org. 3600 IN TLSA ( 311
8bd1da95272f 7f a4f f b24137f cOed03aae67e5c4d8b3c50734e1050a7920b
922 )

e31ll. exanple.org. 3600 IN RRSIG ( TLSA 13 3 3600
20201202000000 20181128000000 56566 exanpl e. org.
f6TbTZTpu3h6 MYpLKKOMWN LAK YQBEUY+Nsoa6any6yt +aeuunMJj w+l JB2QLm
0xOPr D7mB9JA3NUSKUp9r i NNQ== )

exanple.org. 3600 IN DNSKEY ( 256 3 13

Nr bL6ut &gl WLwr hhj eexdA6bMID1l C1lhj OFnpevaalAMy Y2uy83TnoGnRO96N
URSTI GAZh+YPbbnl i xe4nS3w== ) ; Key ID = 56566

exanple.org. 3600 IN DNSKEY ( 257 3 13

uspaqpl7j sMIx6AWgnbog/ 3St t z+9ANFUW.n6qKUHr OBOqQRuChQW 8j y YUUr
WOt xxesNQOMKALUr Fght 1LQ== ) ; Key | D = 44384

exanple.org. 3600 IN RRSIG ( DNSKEY 13 2 3600

20201202000000 20181128000000 44384 exanpl e. or g.
tt sSe9pYp9IPSUOPJI+TOpl VFLW ENKOWAZXAQ S| UsZf ai KQOBg7Tut 9+wPunk
6OPPvyH VXMAsvkOt qVOB+/ ag== )

exanple.org. 86400 IN DS ( 44384 13 2 ec307e2efc8f0117ed96ab48a51



3c8003e1d9121f 1ff 11a08b4cdd348d090aab )
exanmple.org. 86400 IN RRSIG ( DS 13 2 86400 20201202000000
20181128000000 9523 org.
nmB6Xz0CEa2sW40a0bS2kgLKPm | yi VyDeoWKAQ3dj eG Pai kLUKORNz WKu62
cl pAf vZHX59Ackst 4X+z XYpUA== )
org. 86400 IN DNSKEY ( 256 3 13
f uLp60znhSSEr 9How LpTpyLKQIMsi xcgk TEOgqVdsLx+DSNHSc6906f LWC0e
Hf Wk7kz| BBoJBOvLrvsJt XJ6g== ; Key I D = 47417
org. 86400 IN DNSKEY ( 256 3 13
ZTHob7IM527Bj r 8CGOy SUar si c91xZU3vvLI5R] Vi x9YH6+i wpBXb6qf Hy QHy
m M AAoaoXh7BUKEBVgDVN8sQ== ) ; Key I D = 9523
org. 86400 IN DNSKEY ( 257 3 13
Uf 24Ey Nt 51DMeLV+dHPI nhSpnj PngANUTouU+SGLu+l FRRI Bet gwlbJUZNI 6
Dl ger OVITmOQuUX/ JVXcyGVGoQE= ) ; Key I D = 49352
org. 86400 IN DNSKEY ( 257 3 13
0Szf oe8Yx+eoalgyAGEeJax/ ZBV1AuUGH sncOgRm+F6doN gc3l ddcMLMbTvJ
HTj K6Fvy8Wsy Z+c Apt n8sGheg== ; Key ID = 12651
org. 86400 IN RRSIG ( DNSKEY 13 1 86400 20201202000000
20181128000000 12651 org.
Ggowf +z3pas XXUwE210j YcOLhJnMAhcwXydnvkHt CVY6/ 0] Uaf HOARksN84Zt
usOpUgWhgbT/ ONKskdMYXZU4 A==
org. 86400 IN RRSIG ( DNSKEY 13 1 86400 20201202000000
20181128000000 49352 org.
VGEKEMABJ 21 bOpn2Z56 Qxu2NGPc VUDWCh YRy k+Qk 1+Hz G yd2qgPEKkpgMs/ Op
VZEM 1YXD+dl qb2nUK9PGBAXw== )
org. 86400 IN DS ( 12651 13 2 3979a51f 98bbf 219f caf 4a4176e766df a8f
9db5c24a75743ebl1e704b97a9f abc )
org. 86400 IN DS ( 49352 13 2 03dllalaall4abbb8f 708c3cOf f 0db765fe
f 4a2f 18920db5f 58710dd767¢293b )
org. 86400 IN RRSIG ( DS 13 1 86400 20201202000000
20181128000000 31918 .
adi FuP2Ul ul QnsEdsb/ 7WBPgr 5nkRSTVXbZ2t kBeZRQM dCD3pyonW6J PRV
EengaE357S4p X500t VZzeZJ6A==
86400 |IN DNSKEY ( 256 3 13
zKz+DCVWkNA/ vuhei VPcGgsHA0UB4KZAI r MRl yozj 9WHzf 8PsFp/ oR8j 8vnj j W
P98cht e4d8NvI GLxzbUz03+FA== ; Key ID = 31918
86400 IN DNSKEY ( 256 3 13
8wWMZZ4| zHdyKZ4f v8kys/ t 3QM gvEadbsbyqW MwddSXCZYGRr sAbPpi r eRW
xbVecdiVvt Or | FBcRDMINOROXEQ== ) ; Key ID = 2635
86400 IN DNSKEY ( 257 3 13
yvX+VNTU xZi Gvt r 060hVbr PVOH6r VusQt F9I | xCFzbZQIx MBFnbgl c8Xcl v
Q+gDOXnFOTsgs/ f r Mixy GOt Rg== ; Key 1D = 47005
86400 IN RRSIG ( DNSKEY 13 0 86400 20201202000000
20181128000000 47005 .
OEPWLca+N ZhZPKI a77STGr34cTel G Uwg7eVWOHsnOf udWmCEVeco2wLLg9m
nBT1dt Nj | czvL@&@pQrnOKUsHQ== )

A5, " _443. tcp. ww. exanpl e. net" DNAMVE

exanple.net. 3600 IN DNAME exanple.com

exanple.net. 3600 IN RRSIG ( DNAME 13 2 3600 20201202000000
20181128000000 48085 exanpl e. net.
03uV5k5Ewp5f dr OZt 0n4QuH+/ Hpku2Lo3Cz CGRt 9/ M52z Zt 2Qb/ AXz435UFBX
O / pDnj JcLSd/ gBLt qR52W.MA== )

_443. tcp.ww. exanple.net. 3600 IN OCNAME (

; _443. tcp. ww. exanpl e.com )

_443. tcp.ww. exanple.com 3600 IN TLSA ( 311
8bd1da95272f 7f a4f f b24137f cOed03aae67e5¢c4d8b3c50734e1050a7920b
922 )

_443. _tcp. ww. exanple.com 3600 IN RRSIG ( TLSA 13 5 3600
20201202000000 20181128000000 1870 exanpl e. com
r gY69NnTf 4CN3GBGQ KEJCLAMs Rk Ur Xe0JW8I gDb5r QHHzxNggPeEoi +2vI 6S
z2BhaswpGLVWWuoi j uVdzxYj mv==)

exanmple.net. 3600 IN DNSKEY ( 257 3 13
X9CGHpJcS7bgKVEsLi VAbddHUHTZqqBbVa3nezl Qndp+5¢TIk7gDazwH68Kt s8d
9IM/N55HddWjsnmeRhgzePz6hMg== ) ; Key I D = 48085



example.net. 3600 IN RRSIG ( DNSKEY 13 2 3600

20201202000000 20181128000000 48085 exanpl e. net.
CkwggEt 1p97o0Ma3wsLlcet | j Kl uGXVSapKr f wuHhb5p04f WKRWNs Xas G kd2F/
w mvWV q38g0QaYCLNm+cj QzpQ== )

exanple.net. 172800 IN DS ( 48085 13 2 7c1998ce683df 60e2f a41460c4

53f 88f 463dac8cd5d074277b4a7c04502921be )

exanmple.net. 172800 IN RRSIG ( DS 13 2 172800

net .

net .

net .

net .

net .

20201202000000 20181128000000 10713 net.
w0JxDei BJZN pCdxKt REN gf TpSxcs6Vft scsyf o/ hyeTPYclt 4yl t DkYsYK+
KQFYAVE4ni sA3vDQoZVLAwWow== )
172800 |IN DNSKEY ( 256 3 13
061E0Qs4sBcDsPi z17vt AnFSA.mMXAGJuUQqLSt CesnKNCi mi 4/ | w/ vt yf qALULF
Ji Fj t CK3HWPi 8HQLj bGEWbGCA== ) ; Key ID = 10713
172800 |IN DNSKEY ( 257 3 13
Lk NCPE+v3S4M/nsOgZFhn8n2NSwt LYQZLZj j gVs AKgudXZncaDgqlR/ 7ZXR06
oVx2zt hxuu2i +mGRrycAaCvA== ) ; Key I D = 485
172800 IN RRSIG ( DNSKEY 13 1 172800 20201202000000
20181128000000 485 net.
031j Xg06zSuDwW 5zqYuYFJg1lGObp+zy85csMxXagvRxBIVRI L/ wIRi 6Gn9BcaCV
RnDI d5WR+y CADhsbKf Srrd9vQ= )
86400 IN DS ( 485 13 2 ab25a294laa7f 1eb8688bb783b25587515a0c
d8c247769b23adb13ca234d1c05 )
86400 IN RRSIG ( DS 13 1 86400 20201202000000
20181128000000 31918 .
vOXoTj xggGTYKI wss@BkpM_0ag6DOHcmtSyy 7++4zT7gaFH RHOa6uZekl Wib
0ss8y7q4onWir xKdt w2S28hwQ== )
86400 |IN DNSKEY ( 256 3 13
zKz+DCVWNA/ vuhei VPcGgsHA0UB4AKZAI r MRl yozj 9WHzf 8PsFp/ oR8j 8vnj j W
P98cbt e4d8NvI GLxzbUz03+FA== ; Key ID = 31918
86400 IN DNSKEY ( 256 3 13
8wWZZ4| zHdyKZ4f v8kys/ t 3QM gvEadbsbyqW MwddSXCZYGRr sAbPpi r eRW
xbVed1Vt O | FBcCRDMINOROXEQ== ) ; Key |ID = 2635
86400 |IN DNSKEY ( 257 3 13
yvX+VNTU xZi Gvt r 060hVbr PVOH6r VusQ F9I | xCFzbZQIxMBFnbgl c8Xcl v
Q+gDOXnFOTsgs/ f r MIxy GOt Rg== ; Key 1D = 47005
86400 IN RRSIG ( DNSKEY 13 0 86400 20201202000000
20181128000000 47005 .
OEPWLca+N ZhZPKI a77STGr34cTel § Uwg7eWOHsnOf udWmCEVeco2wLLg9m
nBT1dt Nj | czvL@&@pQrnOKUsHQ== )

example.com 3600 |IN DNSKEY ( 257 3 13

JnALXgyJTZz+psWhbr f UALVEULQgl Jy US2CQdhUHIVK35bs! WeJpRzr | xCUs7s
[ TsSf ZMaGWV I sui eh5nHe Xz A== ; Key 1D = 1870

example.com 3600 IN RRSIG ( DNSKEY 13 2 3600

20201202000000 20181128000000 1870 examnpl e.com
nYi snu/ 26SwlqmGuREa9o/ f LgYuA4oNPt 4+6PMBZONOMS8G t | i 9NVRYeSI zt
HPGSpVRx TUCAt Zi 62z 1UgCDw== )

exanple.com 172800 IN DS ( 1870 13 2 e9b533a049798e900b5c29c90cd

25a986e8a44f 319ac3cd302baf c08f 5b81el16 )

exanmple.com 172800 IN RRSIG ( DS 13 2 172800

20201202000000 20181128000000 34327 com
SEAKv X4H6pJf N8nKccl BLNRcRSPOzt x8ont 4f CSHU6! p+uESP/ Le4di F2sKukO
J1hhW5B6j gubEVI 17r GNOA/ YQ== )

com 172800 IN DNSKEY ( 256 3 13

711 E5Dol 8j SMUgHTVOO ZapdEb@wgRxFi / zQc Sduf UKLhpByvLpz SAQTqCW
3URI Z8L3Fa2gBLMOZUzZ1GQ0w== ) ; Key I D = 34327

com 172800 IN DNSKEY ( 257 3 13

RbkcO+96 XZmp8j Yl uMdl r yAp3egQ SnBaSoi A7H76 TMORLHPNPUXI VK+nQOf
| c3I 8xf ZDNwWBWAOPe3/ g2QN w==) ; Key ID = 18931

com 172800 IN DNSKEY ( 257 3 13

szc7bi Lo5J40H kanlvZr F4aDAYYf +NHA/ GAgdNs| YOxxK9l zg68XHkqck 4Rt
Di Vk37] NAQgS| Hbr GuOyOTkA== ) ; Key |ID = 28809

com 172800 IN RRSIG ( DNSKEY 13 1 172800 20201202000000

20181128000000 18931 com
LJ4p50RS2Vi | LwTot SI W xEl gRXHY5t Gdl uH PWIdBGPMy3y40QNr 1V+Z0Oy A5
7LFdPKpcvb8BvhMrGgKWEBESg== )

com 172800 IN RRSIG ( DNSKEY 13 1 172800 20201202000000



20181128000000 28809 com
SO+4X2N21y S6x8+dBVBzbR0o9+55MvBNn7+RUvdBuxRFVh6JaBl gDOC5LLKI 7Ev
nDXqz 6KEhhQ T+aQWDt 6WFHI A==

com 86400 IN DS ( 18931 13 2 20f 7a9db42d0e2042f bbb9f 9ea015941202
f 9eabb94487e658c188e7bch52115 )

com 86400 IN DS ( 28809 13 2 ad66b3276f 796223aa45eda773e92c6d98e
70643bbde681db342a9e5cf 2bb380 )

com 86400 IN RRSIG ( DS 13 1 86400 20201202000000
20181128000000 31918 .
nDi Dl Bj XEE/ 6AudhC++Hui 1ckPcuAnCbj EASNoxA3ZHj | XRzL050UzePko5Pb
vBKTf 6pk8JRCqnf zl 02QY+WKA==

A 6. "_25. tcp.sntp.exanpl e.com NSEC Deni al of Existence

sntp. exanpl e.com 3600 IN NSEC ( www. exanple.com A AAAA
RRSI G NSEC )
sntp. exanple.com 3600 IN RRSIG ( NSEC 13 3 3600
20201202000000 20181128000000 1870 examnpl e. com
r H K4AwghCOmj pEHWQKI yZzvFIl a7gpFy SuKl GGet WASE4A2Vh5j PxcEzf 78Hf
crl sQZmAU f rBNCygxAd7JINw==)
exanple.com 3600 IN DNSKEY ( 257 3 13
JNA1XgyJTZz+psWhbr f UALVEULgl Jy US2CQAhUHIVK35bs| WeJpRzr | xCUs7s
| TsSf ZMaGWAVI sui eh5nHe Xz A== ; Key ID = 1870
exanmple.com 3600 IN RRSIG ( DNSKEY 13 2 3600
20201202000000 20181128000000 1870 exanpl e. com
nYi snu/ 26SwlqmGuREa9o/ f LgYuA4oNPt 4+6PMBZONOMS8G t | i 9NVRYeSI zt
QHPGSpVRXTUCAt Zi 62z21UgCDw== )
exanmple.com 172800 IN DS ( 1870 13 2 e9b533a049798e900b5c29¢c90cd
25a986e8a44f 319ac3cd302baf c08f 5b81el6 )
exanmple.com 172800 IN RRSIG ( DS 13 2 172800
20201202000000 20181128000000 34327 com
SEAKvX4H6pJf N8nKccl BINRcRSPOzt x8ont 4f CSHu6l p+uESP/ Ledi F2sKukO
J1hhWEB6j gubEVI 17r GNOA YQ== )
com 172800 IN DNSKEY ( 256 3 13
711 E5Dol 8] SMUgHTVOO ZapdEb@wgRxFi / zQc Sduf UKLhpByvLpz SAQTqCW
3URI Z8L3Fa2gBLMXZUzZ1GQ0ow== ) ; Key | D = 34327
com 172800 |IN DNSKEY ( 257 3 13
RokcO+96XZmp8j YI uMidl r yAp3egQ SmBaSoi A7H76 TmORLHPNPUXI VK +nCOf
I c31 8xf ZDNwWBVWAOPe3/ g2QN w== ) ; Key ID = 18931
com 172800 |IN DNSKEY ( 257 3 13
szc7bi Lo5J40H kanlvZr F4aDAYYf +NHA/ GAqdNs| YOxxK9l zg68XHkgck4Rt
Di VK371 NAQmgSI Hor GuOy OTkA== ; Key I D = 28809
com 172800 IN RRSIG ( DNSKEY 13 1 172800 20201202000000
20181128000000 18931 com
LJ4p50RS2Vi | LwTot SI W xEl gRXHY5t Cdl uH PWIrdBGPMy 3y 40QNr 1V+Z0y A5
7LFdPKpcvb8BvhMrGgKWEBESs g==
com 172800 IN RRSIG ( DNSKEY 13 1 172800 20201202000000
20181128000000 28809 com
sO+4X2N21y S6x8+dBVBzbRo9+55MVBn7+RUvdBuxRFVh6JaBl qDOC5LLKI 7Ev
nDXqz 6KEhhQ T+aQWDt 6WFHI A==
com 86400 IN DS ( 18931 13 2 20f 7a9db42d0e2042f bbb9f 9ea015941202
f 9eabb94487e658c188e7bch52115 )
com 86400 IN DS ( 28809 13 2 ad66b3276f 796223aa45eda773e92c6d98e
70643bbde681db342a9e5cf 2bb380 )
com 86400 IN RRSIG ( DS 13 1 86400 20201202000000
20181128000000 31918 .
nDi DI Bj XEE/ 6 AudhC++Hui 1ckPcuAnGbj EASNoxA3ZHj | XRzL050UzePko5Pb
vBKTf 6pk8JRCqnf zl 02QY+WKA==
86400 IN DNSKEY ( 256 3 13
zKz+DCVWkNA/ vuhei VPcGgsHA0UB4KZAI r MRl yozj OWHzf 8PsFp/ oR8j 8vnj j W
P98cbt e4d8Nvl GLxzbUz03+FA== ; Key ID = 31918
86400 IN DNSKEY ( 256 3 13
8wWMWZZ4| zHdyKZ4f v8kys/ t 3QM gvEadbsbyqW MwddSXCZYGRr sAbPpi r eRW
xbVcdiVvt Or | FBcRDMINOROXEQ== ) ; Key ID = 2635
86400 IN DNSKEY ( 257 3 13
yVX+VNTUj xZi Gvt r 060hVbr PVOH6T VusQ F9I | xCFzbZQIx MBFmbgl c8Xcl v



Q+gDOXnFOTsgs/ fr MikyGOX Rg== ) ; Key I D = 47005

86400 IN RRSIG ( DNSKEY 13 0 86400 20201202000000
20181128000000 47005
OEPWLca+N ZhZPKI a77STGr34cTel G Uwg7eVWHsnOf udWmCEVeco2wLg9m
nBT1dt Nj | czvL@&@pQrnOKUsHQ== )

A 7. "_25. tcp.sntp.exanpl e.org" NSEC3 Denial of Existence

vkv62j bv85822q8rt nf nbhf nnmat 9ve3. exanpl e.org. 3600 IN NSEC3 (
1 0 1 - 93ub3bg57ppj 6649al 2n31l 92i edkj d6 A AAAA RRSI G )

vkv62j bv85822q8rt nf nbhf nnmat 9ve3. exanple.org. 3600 IN RRSIG (
NSEC3 13 3 3600 20201202000000 20181128000000 56566
exanpl e. or g.
wn3cePVdc5VPPni YzGp+1CBPOY2nB83/ A3cj nAb7FTZuwL45B25f wlyj KQksh
gQeV5KgP1cdvPt 1BEowKgK4Sw== )

dl ni7r ss9pej gnhOev6h7kli kgqcl 5mae. exanple. org. 3600 IN NSEC3 (

1 01 - té6lf7uuoi 0gof gOnvdj roavo46pp20i m RRSI G TLSA )

dl m7r ss9pej qnhOev6h7kli kqqcl 5mae. exanmple.org. 3600 IN RRSIG (
NSEC3 13 3 3600 20201202000000 20181128000000 56566
exanpl e. or g.
gulyy9Ll ZI YbOFZt t AdYJG FNKpKu91Tm+dPQz98r npwi | ww Li f XI vl | 90nE
X38cWEQOpr eJu3t 4WAf Psxdg==

a73bi 8coh6dvf 1lar qdeuogf 95r 0828nk. exanpl e.org. 3600 IN NSEC3 (
101 - c1p0lp7l1l8gdn0jl 13pplo41lh35untj CNAME RRSI G )

a73bi 8coh6dvf 1ar qdeuogf 95r 0828nk. exanple.org. 3600 IN RRSIG (
NSEC3 13 3 3600 20201202000000 20181128000000 56566
exanpl e. org.
ePBUUWj 8Bc+/ 41gHBm2Bx/ | K/ j | AW A5uTgSj / 0Sd57nmP/ NTWRZq3p8yBNe
FPC2mBJ20WQFi 6/ VIdnyi Bn2A==)

exanple.org. 3600 IN DNSKEY ( 256 3 13
Nr bL6ut Ggql WLwr hhj eexdA6bMID1I Clhj OFnpevaal AMyY2uy83TnoGnRO96N
URSTI GAZh+YPbbnll i xe4nS3w==) ; Key ID = 56566

exanple.org. 3600 IN DNSKEY ( 257 3 13
uspaqpl7j sMIx6AWgnbog/ 3St t z+9ANFUW.N6qKUHr OBOqRuChQW 8j y YUUr
WOt xxesNQOMKOALUr Fght 1LQ== ) ; Key | D = 44384

exanple.org. 3600 IN RRSIG ( DNSKEY 13 2 3600
20201202000000 20181128000000 44384 exanpl e. org.
ttse9pYp9PSUOpI+TOpl VFLW 6NKOMWAZX4Q Sl U6Zf ai KQc0Bg7Tut 9+wPunk
60OPPvyH VXMAsvkOt qVOB+/ ag==

exanple.org. 86400 IN DS ( 44384 13 2 ec307e2ef c8f0117ed96ab48a51
3c8003e1d9121f 1f f 11a08b4cdd348d090aab )

exanple.org. 86400 IN RRSIG ( DS 13 2 86400 20201202000000
20181128000000 9523 org.
nMB6Xz0CEa2sWA0a0bS2kgLKPm | yi Vy DeoWKAQ3dj eG Pai kLuKORNz WKu62
cl pAf vZHX59Ackst 4X+z XYpUA== )

org. 86400 IN DNSKEY ( 256 3 13
fuLp60znhSSEr 9Howi LpTpyLKQIMi xcgk TEOgqVdsLx+DSNHSc6906f LWCOe
Hf W7kzl BBoJBOvLrvsJt XJ6g== ; Key ID = 47417

org. 86400 IN DNSKEY ( 256 3 13
zTHob7JIM627Bj r 8CG0Oy SUar si c91xZU3vvLI5R] Vi x9YH6+i wpBXb6qf Hy QHy
m M AAoaoxh7BUKEBVgDVN8sQ== ) ; Key I D = 9523

org. 86400 |IN DNSKEY ( 257 3 13
Uf 24EyNt 51DMeLV+dHPI nhSpnj PngAQNUTouU+SGLu+l FRRI Bet gwlbJUZNI 6
D ger OVITmOQuUX/ JVXcyGVGoQ== ) ; Key I D = 49352

org. 86400 IN DNSKEY ( 257 3 13
0SZf oe8Yx+eoaGgy AGEeJax/ ZBV1AuUGH sncOgRm+F6doN gc3l ddcMLMbTvJ
HTj K6Fvy8Wsy Z+c Apt n8sGheg== ; Key ID = 12651

org. 86400 IN RRSIG ( DNSKEY 13 1 86400 20201202000000
20181128000000 12651 org.

GgoOWf +z3pas XXUnE210j YcOLhInMAhcwXydnvkHt CVY6/ 0j Uaf HOARksN34Zt
usOpUgWhgbT/ ONKskdMYXZUA A== )

org. 86400 IN RRSIG ( DNSKEY 13 1 86400 20201202000000
20181128000000 49352 org.

VGEKEMABJ 2| bOQpn2Z56 Qx u2NGPc VUDWCh YRy k+(k 1+Hz G yd2qPEKk pgMs/ Op
VZEM 1YXD+dl gb2nUK9PGBAXwW== )
org. 86400 IN DS ( 12651 13 2 3979a51f 98bbf 219f caf 4a4176e766df a8f



9db5c24a75743eb1e704b97a9f abc )
org. 86400 IN DS ( 49352 13 2 03dllalaall4abbb8f708c3cOf f 0db765fe
f 4a2f 18920db5f 58710dd767¢c293b )
org. 86400 IN RRSIG ( DS 13 1 86400 20201202000000

20181128000000 31918
adi FuP2Ul ul QasEdsb/ 7WSPgr 5nkRSTVXbZ2t kBeZRQecM dCD3py onWO6J PRV
EengaE357S4pX5D0t VZzeZJ6A==

86400 |IN DNSKEY ( 256 3 13
zKz+DCVWNA/ vuhei VPcGgsHA0UB4KZAI r MRl yozj OWHzf 8PsFp/ oR8j 8vnj j W
P98cbt e4d8NvI GLxzbUz03+FA== ; Key ID = 31918

86400 IN DNSKEY ( 256 3 13
8wWzzZ4| zHdyKZ4f v8kys/ t 3QM gvEadbsbyqW MwddSXCZYGRr sAbPpi r eRW
xbVcd1Vt O | FBcRDMINOROXEQ== ) ; Key ID = 2635

86400 |IN DNSKEY ( 257 3 13
YyVX+VNTUj xZi Gvt r 060hVbr PVOH6T VusQ F9I | xCFzbZQIx MBFnbgl c8Xcl v
Q+gDOXnFQOTsgs/ f r MIky GOt Rg== ; Key ID = 47005

86400 IN RRSIG ( DNSKEY 13 0 86400 20201202000000
20181128000000 47005
OEPWLca+N ZhZPKI a77STG734cTel G Uwg7eVWHsnOf udWmCEVeco2wLLg9m
NBT1dt Nj | czvL@pQTnOKUsHQE= )

A 8. "_443. tcp.ww. i nsecure. exanpl e" NSEC3 Opt-Qut Insecure Del egation

clkgc91lhr n9nqgi 2gj hins78ki 8p7s750. exanmple. 43200 IN NSEC3 (
11 1 - shnO5itnmad45mmv74l c4pOnnfmintjt NS SOA RRSI G DNSKEY
NSEC3PARAM )
clkgc9lhrn9nqgi 2qj hins78ki 8p7s750. exanple. 43200 IN RRSIG (
NSEC3 13 2 43200 20201202000000 20181128000000 15903
exanmpl e.
pWL6gQOLhLpKYgXp& 4XB4092W QoPYyGh( Q+t +g7LBVcC PQv8ar s1j 9UCg
RpXUsJhZBDax2df DhK7zCOk7ow== )
shnO05i t moa45mmv74] c4pOnnfmintjt. exanple. 43200 IN NSEC3 (
111 - a3ibldvflbdtfnd9lusrdenbfiiepi 6p NS DS RRSI G )
shn05i t moad5mmv 74l c4pOnnfmi ntjt. exanple. 43200 IN RRSIG (
NSEC3 13 2 43200 20201202000000 20181128000000 15903
exanpl e.
5Aq/ I ABbsWAwe XbT91pMX2Oqf 8VpJ QRj gHAD2y ZEI WOOwKt 85mhgu2qYPr vH
QMCGEB4STMz 2Nef q01/ GY6NHKg==
exanple. 432000 IN DNSKEY ( 257 3 13
yr kgXSbvnwXCoUx G r/ E9yg8XUzbZN wPl | VsoUPd73TLONBQR+03Qun4/ k+Nrre
/ 66W w+ZTl HYcTNal xi GYmDuQ== ) ; Key I D = 15903
exanmple. 432000 IN RRSIG ( DNSKEY 13 1 432000
20201202000000 20181128000000 15903 exanpl e.
wWwEo3r i 6JBuCgx5b33wBax FWoh! enll +/ mDI syc9Fci uLhBi P+l qSgt +1 gc8
9nR8zRpJpolD6XR/ gqJxZgnf aA==
exanple. 86400 IN DS ( 15903 13 2 7eOebaf 1cc0d309d4a73ca7d711719d
d940f 4da87b3d72865167650f c73ea577 )
example. 86400 IN RRSIG ( DS 13 1 86400 20201202000000
20181128000000 31918
B5vx4zZaS+bOYf zOPzpaPf k9VxxBvYbG | vGhpUzZV3di Xzf CgQuXxN4Jl T1Sz8
eJX6BYT5QPI r bG N35ULsl skw==)
86400 |IN DNSKEY ( 256 3 13
zKz+DCVWkNA/ vuhei VPcGgsHA0OUB4KZAI r MRl yozj 9WHzf 8PsFp/ oR8j 8vnj j W
P98cht e4d8NvI GLxzbUz03+FA== ; Key ID = 31918
86400 |IN DNSKEY ( 256 3 13
8wWMZZ4| zHdyKZ4f v8kys/ t 3QM gvEadbsbyqW MwddSXCZYGRr sAbPpi r eRW
xbVecdiVvt Or | FBcRDMINOROXEQ== ) ; Key ID = 2635
86400 IN DNSKEY ( 257 3 13
yvX+VNTU xZi Gvt r 060hVbr PVOH6r VusQ F9I | xCFzbZQIxMBFnbgl c8Xcl v
Q+gDOXnFOTsgs/ f r Mixy GOt Rg== ; Key 1D = 47005
86400 IN RRSIG ( DNSKEY 13 0 86400 20201202000000
20181128000000 47005
OEPWLca+N ZhZPKI a77STGr34cTel G Uwg7eVWHsnOf udWmCEVeco2wLg9m
nBT1dt Nj | czvL@&@pQrnOKUsHQ== )
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