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Abst ract

The authorization request in QAuth 2.0 described in RFC 6749 utilizes
query paraneter serialization, which neans that authorization request
paraneters are encoded in the URI of the request and sent through
user agents such as web browsers. VWhile it is easy to inplenment, it
means that a) the communication through the user agents is not
integrity protected and thus, the paraneters can be tainted, b) the
source of the comunication is not authenticated, and c) the

conmuni cati on through the user agents can be nonitored. Because of

t hese weaknesses, several attacks to the protocol have now been put

f orwar d.

Thi s docunent introduces the ability to send request parameters in a
JSON Wb Token (JWI) instead, which allows the request to be signed
with JSON Wb Signature (JW5) and encrypted with JSON Web Encryption
(JVWE) so that the integrity, source authentication, and
confidentiality properties of the authorization request are attai ned.
The request can be sent by value or by reference.
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I nt roduction

The authorization request in QAuth 2.0 [RFC6749] utilizes query
paraneter serialization and is typically sent through user agents
such as web browsers

For exanple, the paraneters "response_type", "client_id", "state",
and "redirect _uri" are encoded in the URI of the request:

CGET /aut horize?response_t ype=codeé&cl i ent i d=s6BhdRkqt 3&st at e=xyz
& edirect _uri=https¥BAYRFY2Fcl i ent %2Eexanpl e%2Econ®@Fcb HTTP/ 1.1
Host: server. exanpl e. com

Wiile it is easy to inplenent, the encoding in the URI does not allow
application-layer security to be used to provide confidentiality and
integrity protection. Wile TLS is used to offer communication
security between the client and the user agent as well as the user
agent and the authorization server, TLS sessions are termnated in



the user agent. |In addition, TLS sessions may be term nated
prematurely at sone m ddl ebox (such as a | oad bal ancer)

As a result, the authorization request of [RFC6749] has shortcom ngs
in that:

(a) the comunication through the user agents is not integrity
protected, and thus, the paraneters can be tainted (integrity
protection failure);

(b) the source of the communication is not authenticated (source
aut hentication failure);

(c) the comunication through the user agents can be nonitored
(contai nment/confidentiality failure).

Due to these inherent weaknesses, several attacks against the
protocol, such as redirection URI rewiting, have been identified.

The use of application-layer security mtigates these issues.

The use of application-layer security allows requests to be prepared
by a trusted third party so that a client application cannot request
nmor e perm ssions than previously agreed upon.

Furt hernore, passing the request by reference all ows the reduction of
over-the-wire overhead.

The JWI [ RFC7519] encodi ng has been chosen because of:

(1) its close relationship with JSON, which is used as QAuth’s
response format

(2) its developer friendliness due to its textual nature
(3) its relative conpactness conpared to XM

(4) its devel opnent status as a Proposed Standard, along with the
associ ated signing and encryption nethods [ RFC7515] [ RFC7516]

(5) the relative ease of JW5 and JWE conpared to XM. Signature and
Encrypti on.

The paraneters "request” and "request _uri" are introduced as

addi ti onal authorization request paraneters for the QAuth 2.0

[ RFC6749] flows. The "request" paraneter is a JSON Wb Token (JWI)

[ RFC7519] whose JWI C ains Set holds the JSON-encoded QAuth 2.0

aut hori zati on request paraneters. Note that, in contrast to RFC

7519, the elements of the Clains Set are encoded QAut h request

paraneters [| ANA. QAut h. Paraneters], supplenented with only a few of

the | ANA- managed JSON Web Token Clains [IANA JW. d ains], in

particular, "iss" and "aud". The JW in the "request" paraneter is

integrity protected and source authenticated using JWS.

The JWI [ RFC7519] can be passed to the authorization endpoint by
reference, in which case the paraneter "request _uri" is used instead
of "request".

Usi ng JWI [ RFC7519] as the request encoding instead of query
paraneters has several advantages:

(a) Integrity protection. The request can be signed so that the
integrity of the request can be checked.

(b) Source authentication. The request can be signed so that the
si gner can be authenti cated.



(c) Confidentiality protection. The request can be encrypted so
that end-to-end confidentiality can be provided even if the TLS
connection is terninated at one point or another (including at
and before user agents).

(d) Collection minimzation. The request can be signed by a trusted
third party attesting that the authorization request is
conpliant with a certain policy. For exanple, a request can be
pre-exam ned by a trusted third party to confirmthat all the
personal data requested is strictly necessary to performthe
process that the end user asked for; the request would then be
signed by that trusted third party. The authorization server
then exam nes the signature and shows the confornance status to
the end user who woul d have sone assurance as to the legitinmacy
of the request when authorizing it. |In some cases, it may even
be desirable to skip the authorization dial ogue under such
ci rcumst ances.

There are a few cases where request by reference is useful, such as:

1. when it is desirable to reduce the size of a transmitted request.
The use of application-layer security increases the size of the
request particularly when public-key cryptography is used.

2. when the client does not want to do the application-I|eve
cryptography. The authorization server may provide an endpoi nt
to accept the authorization request through direct conmunication
with the client, so that the client is authenticated and the
channel is TLS protected.

This capability is in use by Openl D Connect [OpenlD. Core].
.1. Requirenents Language

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capitals, as shown here

Ter m nol ogy

For the purposes of this specification, the follow ng terns and
definitions apply in addition to what is defined in QAuth 2.0
Framewor k [ RFC6749], JSON Wb Signature [RFC7515], and JSON Wb
Encrypti on [ RFC7516] .

.1. Request bject

A Request (bject is a JSON Wb Token (JWI) [RFC7519] whose JW d ai s
Set hol ds the JSON-encoded QAuth 2.0 authorization request
par armet er s

. 2. Request (bject UR

A Request (bject URI is an absolute URI that references the set of
paraneters conprising an QAuth 2.0 authorization request. The
content of the resource referenced by the URI is a Request Object
(Section 2.1), unless the URI was provided to the client by the sane
aut hori zation server, in which case the content is an inplenmentation
detail at the discretion of the authorization server. The content
bei ng a Request (hject is to ensure interoperability in cases where
the provider of the "request uri" is a separate entity fromthe
consumner, such as when a client provides a URI referencing a Request
hj ect stored on the client’s backend service that is nade accessible



via HITPS. In the latter case, where the authorization server is
bot h provider and consuner of the URI, such as when it offers an
endpoint that provides a URI in exchange for a Request Cbject, this
interoperability concern does not apply.

Synbol s and Abbrevi ated Terns
The foll owi ng abbreviations are common to this specification
JSON:  JavaScript Cbject Notation
JWI:  JSON Wb Token
JW5: JSON Web Signature
JWE:  JSON Wb Encryption
URI: Uniform Resource Identifier
URL: Uni form Resource Locat or
Request Obj ect

A Request (Object (Section 2.1) is used to provide authorization
request paraneters for an QAuth 2.0 authorization request. |t MJST
contain all the parameters (including extension paraneters) used to
process the QAuth 2.0 [ RFC6749] authorization request except the
"request” and "request _uri" paraneters that are defined in this
docunent. The paraneters are represented as the JWI dains of the
object. Parameter names and string val ues MJUST be included as JSON
strings. Since Request Objects are handl ed across donai ns and
potentially outside of a closed ecosystem per Section 8.1 of

[ RFC8259], these JSON strings MJST be encoded using UTF-8 [ RFC3629].
Nunerical val ues MJST be included as JSON nunbers. The Request

oj ect MAY include any extension paraneters. This JSON [ RFC3259]
obj ect constitutes the JWI Cainms Set defined in JW [RFC7519]. The
JWI Clains Set is then signed or signed and encrypted.

To sign, JSON Wb Signature (JW5) [RFC7515] is used. The result is a
JWE-signed JWI [ RFC7519]. If signed, the Authorization Request

oj ect SHOULD contain the Clains "iss" (issuer) and "aud" (audience)
as nmenbers with their semantics being the same as defined in the JW
[ RFC7519] specification. The value of "aud" should be the val ue of
the aut horization server (AS) "issuer", as defined in RFC 8414

[ RFCB8414] .

To encrypt, JWE [RFC7516] is used. Wen both signature and
encryption are being applied, the JWI MUST be signed, then encrypted,
as described in Section 11.2 of [RFC7519]. The result is a Nested
JWI, as defined in [ RFC7519].

The client determines the algorithms used to sign and encrypt Request
oj ects. The algorithms chosen need to be supported by both the
client and the authorization server. The client can informthe

aut hori zation server of the algorithnms that it supports in its
dynanmic client registration nmetadata [ RFC7591], specifically, the
nmet adat a val ues "request object _signing_ alg",

"request _object _encryption_alg", and "request_object _encryption_enc"
Li kewi se, the authorization server can informthe client of the
algorithms that it supports in its authorization server netadata

[ RFC8414], specifically, the nmetadata val ues

"request _obj ect _signing al g val ues_supported”,

"request _obj ect _encryption_al g _val ues_supported", and

"request _object _encryption_enc_val ues_supported".

The Request Obj ect MAY be sent by value, as described in Section 5.1,



or by reference, as described in Section 5.2. "request" and
"request _uri" paraneters MJUST NOT be included in Request njects.

A Request (Object (Section 2.1) has the nedia type [ RFC2046]
"application/oauth-authz-reg+jwt". Note that sone existing
depl oynents may alternatively be using the type "application/jw".

The following is an exanple of the Cains in a Request (bject before
base64ur|l [RFC7515] encoding and signing. Note that it includes the
ext ensi on paraneters "nonce" and "max_age".

{
"iss": "s6BhdRkqt 3",

"aud": "https://server.exanple.cont,
"response_type": "code id_token",
"client_id": "s6BhdRkqt 3",
"redirect _uri": "https://client.exanple.org/cbh",
"scope": "openid",
"state": "afOifjsldkj",
"nonce": "n-0S6_WA2M ",
"max_age": 86400
}

Signing it with the "RS256" al gorithm [RFC7518] results in this
Request Object value (with line waps within values for display
pur poses only):

eyJhbCci G JSUzI 1IN | sl mt pZCl 61 msyYnRj | n0. ewogl CAgl m zcyl 61 CJzNkJoZF
JrcXQzl i wKl CAgl CJhdWQi G Ai aHROCHMBLY 9z ZXJ2ZXI uZXhhbXBsZS5j b20i LAog
| CAgl nJl c3BvbnN X3R5cGUi O Ai Y29kZSBpZF90b2t | bi | sCi Agl CAl Y2xpZW50X2
I kl'j ogl nM2QThkUnt xdDM LAogl CAgl nJl ZG yZWNOX3VyaSI 61 CJodHRwczovL2Ns
aWudCsl eGRt cGxl LBy Zy9j Yi | sGi Agl CAi c2NvcGUi G Ai b3BIl bl ki i wKI CAgl C
JzdGF0ZSI 61 CIhZj BpZnpzbGRr ai | sCi Agl CAl bmBuY2Ui G Ai bi OwlUz Zf V3pBMk1q
I'i wKI CAgl CJt YXhf YWdI | j ogODYOMDAKf Q Nsxa_18VUEl VaPj gW Tol 1yr EJ67BgK
b5xsuZRVgz Gkf Kr O X7BCx0bi SxYG1j K9KIPct HLOCOi QIWXu5YVY-vnW_PLJIb1C2
HG zt VzcnKZC2gE4i 0vgQe pk UCCpWBSEYXnyWhKz uKz qSb1wAZAL 05f 89B p6QA6j 6
JwBSRvdVsDPdul V8l KxGThH82czCa@b0r LAG3EYLYaCh4i k4l 1z GXE4Af vi mBFI Ms80O
CMrewW B5S- uj Ff zwFj oyuPEV4hJnoVUNXR WOt ypPf 8461 GNWABh9GIONTI uX8Ft 2j f
pnZdFmLg3_wr 3V\a5qg3a- | f bgF3S9H 8nN3j 1i 7t LR 5Nz- g

The foll owi ng RSA public key, represented in JSON Wb Key (JVK)
format, can be used to validate the Request Cbject signature in this
and subsequent Request (hject exanples (with line waps w thin val ues
for display purposes only):

"kty":"RSA",

"kid":"k2bdc",

"n": " x5Rbk AZKnpRxi a65qRQALWWSMSX QUnS7gcpVTV_cdHnf 32| t d2yabEC9XadD3
pJNZubl NPprmgHh3J 1aDIVWRWS05ucmq3Cf Fsl uLt 13_70X5y DRSKX7poXni_5
ko8k4NJZPMACBT PToDTH7kHYbONSE2FYa5&Z60CUs FhSonl - dcMDJOAr y9l xI
Wok2z4TAJARVW S7sDO7Vhl Mvshr ws PHBQgTat | kxyl HXbYdt ak8f gvNAwW 70
| VEVM | pf 50 mdB8Sd- wj zaBsyP4VhJKoi _qdgSzpC694XZeYPq45Sw- g51i F
U cA TCl 7z6j | t Ut nR6y Sn6XDGFnz HS5Fe5ypw',

"e": " AQAB"

}

Aut hori zati on Request

The client constructs the authorization request URl by adding the
foll owi ng paraneters to the query conmponent of the authorization
endpoi nt URI using the "application/x-ww-formurl encoded" format:

request
REQUI RED unl ess "request _uri" is specified. The Request Object
(Section 2.1) that hol ds authorization request paraneters stated



in Section 4 of [RFC6749] (QAuth 2.0). |If this parameter is
present in the authorization request, "request _uri" MJST NOT be
present.

request _uri
REQUI RED unl ess "request" is specified. The absolute URI, as
defined by RFC 3986 [ RFC3986], that is the Request Object UR
(Section 2.2) referencing the authorization request paraneters
stated in Section 4 of [RFC6749] (QAuth 2.0). [If this parameter
is present in the authorization request, "request" MJST NOT be
present.

client_id
REQUI RED. QAuth 2.0 [RFC6749] "client_id". The value MJST nmatch
the "request"” or "request _uri" Request Cbject’'s (Section 2.1)
"client id".

The client directs the resource owner to the constructed URI using an
HTTP redirection response or by other nmeans available to it via the
user agent.

For exanple, the client directs the end user’'s user agent to nmake the
foll owi ng HTTPS request:

GET /aut hz?client _i d=s6BhdRkqt 3& equest =eyJhbG . Al Mazw HTTP/ 1. 1
Host: server.exanpl e. com

The value for the request paraneter is abbreviated for brevity.
The Aut horization Request (Object MJIST be one of the follow ng:
(a) JWS signed

(b) JWS signed and JWE encrypted

The client MAY send the parameters included in the Request Object
duplicated in the query parameters as well for backward
conpatibility, etc. However, the authorization server supporting
this specification MIUST only use the paraneters included in the
Request Obj ect .

.1. Passing a Request Object by Value

The client sends the authorization request as a Request Ohject to the
aut hori zati on endpoint as the "request" paraneter val ue.

The following is an exanple of an authorization request using the
"request"” paraneter (with line waps within values for display
pur poses only):

https://server. exanpl e. com aut hori ze?cl i ent i d=s6BhdRkqt 3&

request =eyJhbGci O JSUzI INi | sl nt pZCl 61 msyYnRj | n0. ewogl CAgl m zcyl 6
I CIzNkJoZFJr cXQzl i wKl CAgl CThdWQ O Ai aHROCHMBLY 92 7XJ2ZXI uZXhhbXBs
ZS5j b20i LAogl CAgl nJl ¢3BvbnN X3R5cGUi O Ai Y29kZSBpZF90b2t | bi | sC Ag
I CAl Y2xpZWs0X21 kI j ogl nM2QrhkUnt xdDM LAogl CAgl nJl Z@ yZWNOX3VyaS| 6
| CJodHRwezovL2NsaW/udCsl eGFt cGxl LBy Zy9j Yi | sCi Agl CAIl c2NvcGUi G Ai
b3Bl b kI i wKI CAgl CIzdGF0ZSI 61 CJhZj BpZnpzbGRr ai | sC Agl CAi brBuY2Ui
Q Al bi 0WUz Zf V3pBMk1ql i wKI CAgl CJt YXhf YWl | j ogODYOMDAKF Q Nsxa_18VU
El VaPj gW Tol 1yr EJ67BgKb5xsuZRVgz Gkf Kr O X7BCx0bi SxYGrj K9KIPct HLOC
0i QIWXUS5YVY-vnW_PLIb1C2HG zt VZzcnKZC2gE4i 0vgQepk UCCpVBSEYXny WhKz
uKzqSb1wAZALo5f 89B_p6QA6j 6JwBSRvdVsDPdul W8l KxGTbhH82cz CaQ0r LAg3E
YLYaCb4i k4l 1z GXE4f vi mOFI Ms8OCMhewW B5S- uj Ff zwkj oyuPEVAhInoVUMXR_W
ot ypPf 8461 GNABhO@ONTI uX8Ft 2j f pnZdFmLg3_w 3WAa5q3a- | f bgF3S9H 8nN3
j 1i 7t LR 5Nz- g

.2. Passing a Request Object by Reference



The "request _uri" authorization request paraneter enabl es QAuth

aut hori zation requests to be passed by reference rather than by
value. This paranmeter is used identically to the "request"
paraneter, except that the Request Object value is retrieved fromthe
resource identified by the specified URI rather than passed by val ue.

The entire Request URI SHOULD NOT exceed 512 ASCI| characters. There
are two reasons for this restriction:

1. Many phones on the market as of this witing still do not accept
| arge payl oads. The restriction is typically either 512 or 1024
ASCI | characters.

2. On a slow connection such as a 2G nobil e connection, a |arge URL
woul d cause a sl ow response; therefore, the use of such is not
advi sabl e fromthe user-experience point of view

The contents of the resource referenced by the "request_uri" MJIST be
a Request (hject and MJUST be reachabl e by the authorization server
unl ess the URI was provided to the client by the authorization
server. In the first case, the "request _uri" MJST be an "https" URI,
as specified in Section 2.7.2 of [RFC7230]. In the second case, it
MJUST be a URN, as specified in [ RFC8141].

The following is an exanple of the contents of a Request hject
resource that can be referenced by a "request _uri" (with Iine waps
within values for display purposes only):

eyJhbCGci G JSUzI 1N | sl mt pZCl 61 meyYnRj | n0. ewogl CAgl m zcyl 61 CJzNkJoZF
JrcXQzl i wKl CAgl CJhdWQ O Ai aHROCHMBLY 9z ZXJ2ZXI uZXhhbXBsZS5j b20i LAog
I CAgl nJl c3BvbnN X3R5cGUI G Al Y29kZSBpZF90b2t | bi | sG Agl CAl Y2xpZWs0X2
| kI'j ogl nM2QrhkUnt xdDM LAogl CAgl nJI Zzd yZWNOX3VyaSI 61 CJodHRwczovL2Ns
aWudCsl eGFt cGxl LnByZy9j Yi | sCi Agl CAi c2NvcGUi O Ai b3BIl bl kiI'i wKl CAgl C
JzdGF0ZSI 61 CIhZj BpZnpzbGRr ai | sCi Agl CAi bmBuY2Ui G A bi OwlUz Zf V3pBMk 1q
I'i wKl CAgl CJt YXhf YWdI | j ogODYOMDAKF Q Nsxa_18VUElI VaPj qW Tol 1yr EJ67BgK
b5xsuZRVgz Gkf Kr O X7BCx0bi SxYGn K9KJPct HLOCOi QIwWXu5YVY-vnW_PLJIb1C2
HG zt VzcnKZC2gE4i 0vgQe pk UCCpWBSEYXny WhKz uKz qSh1wAZALo5f 89B_p6QA6j 6
JwWBSRvdVsDPdul W8I KxGTbH82czCab0r LAG3EYLYaCb4i k4l 1zGXE4f vi mBFI Ms80O
CMrewW B5S- uj Ff zwFj oyuPEV4hJnoVUMXR VOt ypPf 8461 GNABh9GIONTI uX8Ft 2j f
pnZdFmlLg3_wr 3Wa5q3a- | f bgF3S9H_8nN3j 1i 7t LR 5Nz- g

.2.1. URl Referencing the Request bject

The client stores the Request Object resource either locally or
renotely at a URI the authorization server can access. Such a
facility may be provided by the authorization server or a trusted
third party. For exanple, the authorization server may provide a URL
to which the client POSTs the Request (bject and obtains the Request
URI. This URl is the Request (hject URI, "request _uri".

It is possible for the Request (bject to include values that are to
be revealed only to the authorization server. As such, the

"request _uri" MJST have appropriate entropy for its lifetine so that
the URI is not guessable if publicly retrievable. For the guidance,
refer to Section 5.1.4.2.2 of [RFC6819] and "Good Practices for
Capability URLs" [CapURLs]. It is RECOMVENDED that the "request _uri"
be renoved after a reasonable timeout unless access control mneasures
are taken.

The following is an exanmple of a Request Object URI value (with |ine
waps within values for display purposes only). 1In this exanple, a
trusted third-party service hosts the Request hject.

https://tfp.exanpl e.org/request.jw/
Gkur Kxf 5TOY- mPFCHgWOM Zi 4vS138c Q0 _V7PZHAIM



5.2.2. Request Using the "request _uri" Request Paraneter

The client sends the authorization request to the authorization
endpoi nt .

The following is an exanple of an authorization request using the
"request _uri" paraneter (with line waps within values for display
pur poses only):

https://server. exanpl e. com aut hori ze?
client_id=s6BhdRkqt 3
& equest _uri =htt ps¥BAYRFYR2Ft f p. exanpl e. or g%2Fr equest . j wt
YR2FCGkur Kxf 5TOY- mPFCHqQWOM Zi 4VS138cQ0O_V7PZHAIM

5.2.3. Authorization Server Fetches Request Object

Upon recei pt of the Request, the authorization server MIST send an
HTTP "GET" request to the "request_uri" to retrieve the referenced
Request Ohj ect unless the Request Chject is stored in a way so that
the server can retrieve it through other nmechani snms securely and
parse it to recreate the authorization request paraneters.

The following is an example of this fetch process. |In this exanple,
a trusted third-party service hosts the Request (bject.

GET /request.jw/ Gkur Kxf 5TOY- mPFCHqQWOM Zi 4VS138c Q0 V7PZHAIM HTTP/ 1. 1
Host: tfp.exanple.org

The following is an exanple of the fetch response:

HTTP/ 1.1 200 K

Date: Thu, 20 Aug 2020 23:52:39 GV

Server: Apache/2.4.43 (tfp. exanple.org)
Content-type: application/oaut h-authz-req+j wt
Content - Lengt h: 797

Last-Modified: Wed, 19 Aug 2020 23:52:32 GJI

eyJhbCGci O JSUzI 1N | sl mt pZCl 61 meyYnRj | n0. ewogl CAgl ml zcyl 61 CJzNkJoZF
JrecXQzl i wKl CAgl CJhdWQ O Ai aHROCHMBLY 9z ZXJ2ZXI uZXhhbXBsZS5j b20i LAog
I CAgl nJl c3BvbnN X3R5cGUi G Al Y29kZSBpZF90b2t | bi | sG Agl CAl Y2xpZWs0X2
I kl'j ogl nM2QrhkUnt xdDM LAogl CAgl nJl zd yZWNOX3VyaSI 61 CJodHRwczovL2Ns
aW/udCsl eGFt cGxl LBy Zy9j Yi | sGi Agl CAi c2NvcGUi G Ai b3BIl bl ki i wKI CAgl C
JzdGF0ZSI 61 CIhZj BpZmpzbGRr ai | sCi Agl CAi bmBuY2Ui G Al bi 0wz Zf V3pBMk 1q
I'i wKI CAgl CJt YXhf YWl | j ogODYOMDAKF Q Nsxa_18VUEl VaPj gW Tol 1yr EJ67BgK
b5xsuZRVgz Gkf Kr O X7BCx0bi SxYG1 K9KJIPct HLOCO0i QIwWXu5YVY-vnW) PLJb1C2
HG zt VzcnKZC2gE4i 0vgQe pk UOCCpWBSEYXny WhKz uKz qSbh1wAZALo5f 89B_p6QA6j 6
JwBSRvdVsDPdul V8l KxGThH82czCa@b0r LAG3EYLYaCbh4i k4l 1z GXE4f vi nBFI Ms80O
CMrzwW B5S- uj Ff zwFj oyuPEV4hJnoVUNXR VOt ypPf 8461 GNMABh9GIONTI uX8Ft 2j f
pnZdFmLg3_ wr 3V\a5qg3a- | f bgF3S9H 8nN3j 1i 7t LR 5Nz- g

6. Validating JW-Based Requests

6.1. JVE Encrypted Request Object
If the Request Object is encrypted, the authorization server MJST
decrypt the JWI in accordance with the JSON Wb Encryption [ RFC7516]
speci fication.
The result is a signed Request hject.
If decryption fails, the authorization server MJST return an
"invalid request _object"” error to the client in response to the

aut hori zati on request.

6.2. JW5 Signed Request Object



The authorization server MJIST validate the signature of the JWs
signed [ RFC7515] Request Ohject. |If a "kid" Header Paraneter is
present, the key identified MUST be the key used and MJST be a key
associated with the client. The signature MJUST be validated using a
key associated with the client and the algorithmspecified in the
"al g" Header Paraneter. Algorithmverification MIST be performed, as
specified in Sections 3.1 and 3.2 of [RFC8725].

If the key is not associated with the client or if signature
validation fails, the authorization server MIST return an
"invalid_request_object" error to the client in response to the
aut hori zati on request.

6.3. Request Paranmeter Assenbly and Validation

The aut hori zation server MJST extract the set of authorization
request paraneters fromthe Request Object value. The authorization
server MJST only use the paraneters in the Request (bject, even if
the sane paraneter is provided in the query paranmeter. The client ID
values in the "client_id" request paraneter and in the Request Object
"client _id" claimMJST be identical. The authorization server then
val i dates the request, as specified in QAuth 2.0 [ RFC6749].

If the dient 1D check or the request validation fails, then the
aut hori zation server MJST return an error to the client in response
to the authorization request, as specified in Section 5.2 of

[ RFC6749] (QAuth 2.0).

7. Authorization Server Response

The aut horization server response is created and sent to the client
as in Section 4 of [ RFC6749] (QAuth 2.0).

In addition, this docunent uses these additional error val ues:

i nval i d_request _uri
The "request _uri" in the authorization request returns an error or
contains invalid data.

i nval i d_request _obj ect
The request paranmeter contains an invalid Request Object.

request _not _supported
The aut hori zation server does not support the use of the "request"”
par aneter.

request _uri_not_supported
The aut horization server does not support the use of the
"request _uri" paraneter.

8. TLS Requirenents

Client inplenentations supporting the Request Object UR nethod MUST
support TLS, follow ng "Recommendations for Secure Use of Transport
Layer Security (TLS) and Datagram Transport Layer Security (DTLS)"

[ RFC7525] .

To protect against information disclosure and tanpering,
confidentiality protecti on MIUST be applied using TLS with a ci pher
suite that provides confidentiality and integrity protection

HTTP clients MJUST al so verify the TLS server certificate, using DNS-
I D [RFC6125], to avoid man-in-the-niddl e attacks. The rules and

gui delines defined in [ RFC6125] apply here, with the follow ng

consi derati ons:



* Support for DNS-ID identifier type (that is, the dNSNane identity
in the subjectAltNanme extension) is REQU RED. Certification
authorities that issue server certificates MJST support the DNS-1D
identifier type, and the DNS-ID identifier type MJUST be present in
server certificates.

*  DNS nanes in server certificates MAY contain the wldcard
character "*".

* Cients MUST NOT use CN-ID identifiers; a Conmmon Nanme field (CN
field) may be present in the server certificate’ s subject name but
MUST NOT be used for authentication within the rules described in
[ RFC7525] .

* SRV-1D and URI-1D as described in Section 6.5 of [RFC6125] MJST
NOT be used for conparison

I ANA Consi derati ons
.1. QAuth Paraneters Registration

Since the Request Cbject is a JW, the core JW clainms cannot be used
for any purpose in the Request (bject other than for what JWI
dictates. Thus, they have been registered as OAuth authorization
request paraneters to avoid future QAuth extensions using themwth
di fferent neanings.

Thi s specification adds the following values to the "QAuth
Par armet ers" registry [1 ANA. QAut h. Paranet ers] established by
[ RFC6749] .

Name: "iss"

Par anet er Usage Location: authorization request

Change Controller: |ETF

Speci fication Docunent(s): This docunment and Section 4.1.1 of
[ RFC7519] .

Name: "sub"

Par anet er Usage Location: authorization request

Change Controller: |ETF

Speci fication Docunent(s): This docunment and Section 4.1.2 of
[ RFC7519] .

Narme: "aud"

Par anet er Usage Location: authorization request

Change Controller: |ETF

Speci fication Docunent(s): This docunment and Section 4.1.3 of
[ RFC7519] .

Nanme: "exp"

Par anet er Usage Location: authorization request

Change Controller: |ETF

Speci fication Docunent(s): This docunment and Section 4.1.4 of
[ RFC7519] .

Name: "nbf"

Par anet er Usage Location: authorization request

Change Controller: |ETF

Speci fication Docunent(s): This docunment and Section 4.1.5 of
[ RFC7519] .

Nanme: "iat"

Par anet er Usage Location: authorization request

Change Controller: |ETF

Speci fication Docunent(s): This docunment and Section 4.1.6 of
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[ RFC7519] .

Nane: "jti"

Par anet er Usage Location: authorization request

Change Controller: |ETF

Speci fication Docunent(s): This docunment and Section 4.1.7 of
[ RFC7519] .

QAut h Aut hori zation Server Metadata Registry

This specification adds the following value to the "QAuth
Aut hori zation Server Metadata" registry [l ANA. QAut h. Par anet er s]
est abl i shed by [ RFC8414].

Met adata Name: "require_signed_request object”

Met adat a Description: Indicates where authorization request needs to
be protected as Request (bject and provided through either
"request" or "request_uri paraneter"”.

Change Controller: |ETF

Speci fication Docunent(s): Section 10.5 of this docunent.

QAuth Dynanic Cient Registration Metadata Registry

Thi s specification adds the following value to the "QAuth Dynanic
Client Registration Metadata" registry [|ANA QAut h. Paranet er s]
establ i shed by [ RFC7591].

Met adata Name: "require_signed_request object”

Met adat a Description: Indicates where authorization request needs to
be protected as Request (bject and provided through either
"request” or "request_uri paraneter”.

Change Controller: |ETF

Speci fication Docunent(s): Section 10.5 of this docunent.

Medi a Type Registration
1. Registry Contents

This section registers the "application/oauth-authz-reg+w" nedia
type [ RFC2046] in the "Media Types" registry [|ANA Medi aTypes] in the
manner described in [RFC6838]. It can be used to indicate that the
content is a JW containi ng Request hject clains.

Type name: application

Subt ype nane: oaut h-aut hz-reqg+j w

Required paraneters: NA

Optional parameters: NA

Encodi ng considerations: binary; a Request (bject is a JW; JW
val ues are encoded as a series of base64url-encoded val ues (sone
of which nay be the enpty string) separated by period (".")
characters.

Security considerations: See Section 10 of RFC 9101

Interoperability considerations: NA

Publ i shed specification: Section 4 of RFC 9101

Applications that use this nmedia type: Applications that use Request
ojects to make an QAuth 2.0 authorization request

Fragrment identifier considerations: NA

Addi tional infornmation:
Deprecated alias nanmes for this type: NA
Magi ¢ nunber(s): NA
File extension(s): NA
Maci ntosh file type code(s): NA

Person & emmil address to contact for further infornation:
Nat Saki nmura <nat @at . consul ti ng>

I ntended usage: COMVON

Restrictions on usage: none



Aut hor: Nat Saki mura <nat @at . consul ti ng>
Change controller: |ETF
Provisional registration? No

10. Security Considerations

In addition to all the security considerations discussed in QAuth 2.0
[ RFC6819], the security considerations in [ RFC7515], [RFC7516],

[ RFC7518], and [ RFC8725] need to be considered. Also, there are
several academi c papers such as [BASIN that provide useful insight
into the security properties of protocols |ike QAuth.

In consideration of the above, this document advises taking the
followi ng security considerations into account.

10.1. Choice of Al gorithns

When sendi ng the Authorization Request Object through the "request™
paraneter, it MJST be either signed using JW5 [ RFC7/515] or signed and
then encrypted using JWS [ RFC7515] and JWE [ RFC7516], respectively,
with algorithns considered appropriate at the tine.

10. 2. Request Source Authentication

The source of the authorization request MJST al ways be verified.
There are several ways to do it:

(a) Verifying the JW5s Signature of the Request Object.

(b) Verifying that the symretric key for the JWE encryption is the
correct one if the JVWE is using symmetric encryption. Note,
however, that if public key encryption is used, no source
aut hentication is enabled by the encryption, as any party can
encrypt to the public key.

(c) Verifying the TLS Server ldentity of the Request (bject URI. In
this case, the authorization server MJST know out - of - band t hat
the client uses the Request (bject URI and only the client is
covered by the TLS certificate. 1n general, this is not a
reliable nethod.

(d) Wen an authorization server inplenments a service that returns a
Request Object URI in exchange for a Request bject, the
aut hori zation server MJST performclient authentication to
accept the Request Object and bind the client identifier to the
Request Object URI it is providing. |t MJST validate the
signature, per (a). Since the Request Object UR can be
replayed, the lifetine of the Request Object URI MJST be short
and preferably one-tinme use. The entropy of the Request bject
URI MJST be sufficiently large. The adequate shortness of the
validity and the entropy of the Request Ohject URlH depends on
the risk cal cul ati on based on the value of the resource being
protected. A general guidance for the validity time would be
Il ess than a mnute, and the Request Object URI is to include a
crypt ographi ¢ random val ue of 128 bits or nore at the tine of
the witing of this specification

(e) Wen a trusted third-party service returns a Request (bject UR
i n exchange for a Request hject, it MJST validate the
signature, per (a). |In addition, the authorization server MJST
be trusted by the third-party service and MJST know out - of - band
that the client is also trusted by it.

10.3. Explicit Endpoints

Al t hough this specification does not require them research such as
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[BASIN] points out that it is a good practice to explicitly state the
i ntended interaction endpoints and the nmessage position in the
sequence in a tanper-evident manner so that the intent of the
initiator is unanbiguous. It is RECOMVENDED by this specification to
use this practice for the follow ng endpoints defined in [ RFC6749],

[ RFC6750], and [ RFC8414]:

(a) Protected resources ("protected resources")

(b) Authorization endpoint ("authorization_endpoint")
(c) Redirection URI ("redirect_uri")

(d) Token endpoint ("token_endpoint")

Further, if dynam c discovery is used, then this practice al so
applies to the discovery-rel ated endpoi nts.

In [ RFC6749], while the redirection URl is included in the
aut hori zation request, others are not. As a result, the same applies
to the Authorizati on Request Object.

4. Risks Associated with request _uri

The introduction of "request_uri" introduces several attack
possibilities. Consult the security considerations in Section 7 of
[ RFC3986] for nore information regarding risks associated with URls.

4.1. DDoS Attack on the Authorizati on Server

A set of malicious clients can |aunch a DoS attack to the

aut hori zati on server by pointing the "request _uri"” to a URl that
returns extremely large content or is extrenely slow to respond.
Under such an attack, the server may use up its resource and start
failing.

Simlarly, a malicious client can specify a "request_uri" val ue that
itself points to an authorization request URI that uses "request _uri"
to cause the recursive | ookup

To prevent such an attack from succeedi ng, the server should a) check
that the value of the "request _uri" paraneter does not point to an
unexpected | ocation, b) check that the nmedia type of the response is
"application/oauth-authz-req+jwt", c) inplenent a tineout for
obtaining the content of "request _uri", and d) not performrecursive
GET on the "request _uri"

4.2. Request URI Rewrite

The val ue of "request _uri" is not signed; thus, it can be tanpered
with by a man-in-the-browser attacker. Several attack possibilities
ari se because of this. For exanple, a) an attacker may create
another file that the rewitten URl points to, making it possible to
request extra scope, or b) an attacker may |aunch a DoS attack on a
victimsite by setting the value of "request_uri" to be that of the
victim

To prevent such an attack from succeedi ng, the server should a) check
that the value of the "request _uri" paraneter does not point to an
unexpected | ocation, b) check that the nmedia type of the response is
"application/oauth-authz-req+jwt", and c) inplenment a tineout for
obtai ning the content of "request uri"

5. Downgrade Attack

Unl ess the protocol used by the client and the server is | ocked down
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to use an QAuth JWI- Secured Authorization Request (JAR), it is
possi ble for an attacker to use RFC 6749 requests to bypass all the
protection provided by this specification.

To prevent this kind of attack, this specification defines new client
met adat a and server netadata val ues, both named
"require_signed_request_object", whose val ues are both bool eans.

When the value of it as client netadata is "true", then the server
MUST reject the authorization request fromthe client that does not

conformto this specification. It MJST also reject the request if
the Request (bject uses an "alg" value of "none" when this server
met adata value is "true". |If omtted, the default value is "fal se"

Wien the value of it as server nmetadata is "true", then the server
MUST reject the authorization request fromany client that does not
conformto this specification. It MJST also reject the request if
the Request hject uses an "alg" value of "none". |If omtted, the
default value is "fal se".

Note that even if "require_signed request _object" metadata val ues are
not present, the client MAY use signed Request (bjects, provided that
there are signing algorithms nutually supported by the client and the
server. Use of signing algorithm metadata is described in Section 4.

6. TLS Security Considerations

Current security considerations can be found in "Recomendati ons for
Secure Use of Transport Layer Security (TLS) and Datagram Transport
Layer Security (DTLS)" [RFC7525]. This supersedes the TLS version
recomrendations in QAuth 2.0 [ RFC6749].

7. Paraneter M smatches

G ven that QAuth parameter values are being sent in two different

pl aces, as normal QAuth paraneters and as Request Object claimns,

i mpl ement ati ons nmust guard agai nst attacks that could use m smatching
paraneter values to obtain unintended outcones. That is the reason
that the two client ID values MJST match, the reason that only the
paraneter values fromthe Request hject are to be used, and the
reason that neither "request" nor "request_uri" can appear in a
Request bj ect .

8. Cross-JW Conf usion

As described in Section 2.8 of [RFC8725], attackers may attenpt to
use a JWI issued for one purpose in a context that it was not
intended for. The mitigations described for these attacks can be
applied to Request (bjects.

One way that an attacker m ght attenpt to repurpose a Request Ohject
istotry touse it as a client authentication JW, as described in
Section 2.2 of [RFC7523]. A sinple way to prevent this is to never
use the client ID as the "sub" value in a Request hject.

Anot her way to prevent cross-JW confusion is to use explicit typing,
as described in Section 3.11 of [RFC8725]. One would explicitly type
a Request hject by including a "typ" Header Paraneter with the val ue
"oaut h-authz-req+jw" (which is registered in Section 9.4.1). Note,
however, that requiring explicitly typed Request Objects at existing
aut hori zation servers will break nmpost existing depl oynents, as
existing clients are already commonly using untyped Request hjects,
especially with Openl D Connect [OpenlD. Core]. However, requiring
explicit typing woul d be a good idea for new QAuth depl oynent
profiles where conpatibility with existing deploynents is not a
consi der ati on.
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Finally, yet another way to prevent cross-JW confusion is to use a
key managenent reginme in which keys used to sign Request (bjects are
identifiably distinct fromthose used for other purposes. Then, if
an adversary attenpts to repurpose the Request (Cbject in another
context, a key msmatch will occur, thwarting the attack

Privacy Consi derations

When the client is being granted access to a protected resource
cont ai ni ng personal data, both the client and the authorization
server need to adhere to Privacy Principles. "Privacy Considerations
for Internet Protocols"” [RFC6973] gives excellent guidance on the
enhancenment of protocol design and inplenentation. The provisions
listed in it should be foll owed.

Most of the provisions would apply to "The QAuth 2.0 Authorization
Framewor k" [RFC6749] and "The QAuth 2.0 Authorization FraneworKk:

Bear er Token Usage" [RFC6750] and are not specific to this
specification. In what follows, only the provisions specific to this
speci fication are noted.

1. Collection Limtation

When the client is being granted access to a protected resource
contai ning personal data, the client SHOULD limt the collection of
personal data to that which is within the bounds of applicable |Iaw
and strictly necessary for the specified purpose(s).

It is often hard for the user to find out if the personal data asked
for is strictly necessary. A trusted third-party service can help
the user by examning the client request, conparing it to the
proposed processing by the client, and certifying the request. After
the certification, the client, when nmaki ng an authorization request,
can submit an authorization request to the trusted third-party
service to obtain the Request Object URI. This process has two

st eps:

(1) (Certification Process) The trusted third-party service exam nes
the business process of the client and determ nes what clains
they need; this is the certification process. Once the client
is certified, they are issued a client credential to
aut henti cate against to push Request (Cbjects to the trusted
third-party service to get the "request uri"

(2) (Translation Process) The client uses the client credential that
it got to push the Request (bject to the trusted third-party
service to get the "request_uri". The trusted third-party
service also verifies that the Request Object is consistent with
the clains that the client is eligible for, per the prior step

Upon receiving such a Request (bject URI in the authorization
request, the authorization server first verifies that the authority
portion of the Request Object URI is a legitimate one for the trusted
third-party service. Then, the authorization server issues an HITP
GET request to the Request (bject URI. Upon connecting, the

aut hori zati on server MJST verify that the server identity represented
in the TLS certificate is legitimate for the Request (bject URI

Then, the authorization server can obtain the Request Object, which
includes the "client_id" representing the client.

The Consent screen MJST indicate the client and SHOULD i ndicate that
the request has been vetted by the trusted third-party service for
the adherence to the collection linitation principle.

2. Di sclosure Limtation
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2.1. Request Disclosure

Thi s specification allows extension paraneters. These may include
potentially sensitive information. Since URI query paraneters may

| eak through various means but nost notably through referrer and
browser history, if the authorization request contains a potentially
sensitive paraneter, the client SHOULD encrypt the Request Ohject

usi ng JVE [ RFC7516] .

Where the Request Object URI nethod is being used, if the Request

hj ect contains personally identifiable or sensitive information, the
"request _uri" SHOULD be used only once and have a short validity
period, and it MJST have sufficient entropy for the applicable
security policies unless the Request Object itself is encrypted using
JVE [ RFC7516]. The adequate shortness of the validity and the
entropy of the Request hject URI depends on the risk calculation
based on the value of the resource being protected. A general

gui dance for the validity time would be | ess than a minute, and the
Request Ohject URI is to include a cryptographic random val ue of 128
bits or nore at the tine of the witing of this specification.

2.2. Tracking Using Request bject URI

Even if the protected resource does not include personally
identifiable information, it is sometines possible to identify the
user through the Request Object URI if persistent static per-user
Request Object URIs are used. A third party may observe it through
browser history, etc. and start correlating the user’s activity using
it. In awy, it is a data disclosure as well and shoul d be avoi ded.

Therefore, per-user persistent Request (bject URI's should be avoi ded.
Si ngl e-use Request (bject URIs are one alternative.
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