I nternet Engineering Task Force (IETF) A. Morton

Request for Comments: 9097 AT&T Labs
Cat egory: Standards Track R Geib
| SSN: 2070-1721 Deut sche Tel ekom
L. C avattone

AT&T Labs

November 2021

Metrics and Methods for One-\Way | P Capacity
Abst ract

This menmo revisits the problem of Network Capacity Metrics first
exam ned in RFC 5136. This meno specifies a nore practical Maxi num
| P-Layer Capacity Metric definition catering to nmeasurenent and
outlines the correspondi ng Met hods of Measurenent.

Status of This Meno
This is an Internet Standards Track document.

Thi s docunent is a product of the Internet Engineering Task Force
(IETF). It represents the consensus of the |IETF comunity. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Goup (IESG. Further information on
Internet Standards is available in Section 2 of RFC 7841.

I nformati on about the current status of this docunent, any errata,
and how to provide feedback on it nay be obtained at
https://ww rfc-editor.org/info/rfc9097.

Copyri ght Notice

Copyright (c) 2021 | ETF Trust and the persons identified as the
docunment authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents
(https://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunment nust

i nclude Revised BSD License text as described in Section 4.e of the
Trust Legal Provisions and are provided w thout warranty as descri bed
in the Revised BSD License.

Tabl e of Contents

1. Introduction
1.1. Requirenents Language
Scope, Goals, and Applicability
Moti vation
General Parameters and Definitions
| P- Layer Capacity Singleton Metric Definitions
For mal Name
Par anmet er s
Metric Definitions
Rel ated Round-Trip Delay and One-VWAy Loss Definitions
Di scussi on
. Reporting the Metric
6. MiXI mum | P- Layer Capacity Metric Definitions (Statistics)

ahwn

aoa oo
onpwNE



6.1. Formal Nane
6.2. Paraneters
6.3. Metric Definitions
6.4. Related Round-Trip Delay and One-Way Loss Definitions
6.5. Discussion
6.6. Reporting the Metric
I

P- Layer Sender Bit Rate Singleton Metric Definitions
For mal Nane
Paraneters
Metric Definition
Di scussi on
Reporting the Metric
thod of Measurenent
Load Rate Adjustment Al gorithm
Measurenment Qualification or Verification
Measur ement Consi der ati ons
9. Reporting Formats
9.1. Configuration and Reporting Data Formats
10. Security Considerations
11. | ANA Consi derati ons
12. References
12.1. Nornmative References
12.2. Informative References
Appendi x A. Load Rate Adjustnent Pseudocode
Appendi x B. RFC 8085 UDP Cui del i nes Check
B.1. Assessnment of Mandatory Requirenents
B.2. Assessnment of Reconmmendati ons
Acknowl edgnent s
Aut hors’ Addresses

NSNS

o
®©o
WNRZOAONE

I nt roduction

The 1ETF' s efforts to define Network Capacity and Bul k Transport
Capacity (BTC) have been chartered and progressed for over twenty
years. Over that time, the performance community has seen the

devel opment of Informative definitions in [RFC3148] for the Framework
for Bul k Transport Capacity, [RFC5136] for Network Capacity and

Maxi mum | P- Layer Capacity, and the Experinental netric definitions
and nethods in "Mdel -Based Metrics for Bul k Transport Capacity"

[ RFC8337] .

This menmo revisits the problem of Network Capacity Metrics exan ned
first in [RFC3148] and later in [RFC5136]. WMaxi mum | P-Layer Capacity
and Bul k Transfer Capacity [ RFC3148] (goodput) are different netrics.
Maxi mum | P- Layer Capacity is |like the theoretical goal for goodput.
There are many nmetrics in [RFC5136], such as Avail abl e Capacity.
Measur enment s depend on the network path under test and the use case.
Here, the main use case is to assess the Maxi mum Capacity of one or
more networ ks where the subscriber receives specific perfornmance
assurances, sonetines referred to as Internet access, or where a
limt of the technology used on a path is being tested. For exanple,
when a user subscribes to a 1 Gops service, then the user, the

Servi ce Provider, and possibly other parties want to assure that the
specified performance |l evel is delivered. Wen a test confirns the
subscri bed performance |level, a tester can seek the location of a
bottl eneck el sewhere.

This meno recogni zes the inportance of a definition of a Maxi num | P-
Layer Capacity Metric at a time when Internet subscription speeds
have increased dramatically -- a definition that is both practical
and effective for the performance comunity’s needs, including
Internet users. The metric definitions are intended to use Active
Met hods of Measurenent [ RFC7799], and a Method of Measurenent is

i ncluded for each netric.

The nost direct Active Measurenent of |P-Layer Capacity would use IP



packets, but in practice a transport header is needed to traverse
address and port translators. UDP offers the nbst direct assessnent
possibility, and in the nmeasurenment study to investigate whether UDP
is viable as a general Internet transport protocol [copycat], the
authors found that a high percentage of paths tested support UDP
transport. A nunber of |iaison statenents have been exchanged on
this topic [LS-SGL2-A] [LS SGL2-B], discussing the |aboratory and
field tests that support the UDP-based approach to | P-Layer Capacity
measur enent .

This meno al so recogni zes the updates to the I P Performance Metrics
(IPPM Framework [ RFC2330] that have been published since 1998. In
particular, it nakes use of [RFC7312] for the Advanced Stream and
Sanpl i ng Framework and [ RFC8468] for its IPv4, 1Pv6, and | Pv4-1Pv6
Coexi st ence Updat es

Appendi x A describes the |load rate adjustrment algorithm using
pseudocode. Appendi x B discusses the algorithm s conpliance with
[ RFC8085] .

1.1. Requirenents Language

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in
BCP 14 [ RFC2119] [ RFCB174] when, and only when, they appear in all
capitals, as shown here

2. Scope, Goals, and Applicability

The scope of this menmo is to define Active Measurenent netrics and
correspondi ng net hods to unanbi guously deterni ne Maxi mum | P- Layer
Capacity and useful secondary netrics.

Anot her goal is to harmnonize the specified Metric and Met hod across
the industry, and this meno is the vehicle that captures |ETF
consensus, possibly resulting in changes to the specifications of

ot her Standards Devel opnent Organi zations (SDOs) (through each SDO s
normal contribution process or through Iiaison exchange).

Secondary goals are to add considerations for test procedures and to
provide interpretation of the Maxi mum | P-Layer Capacity results (to
identify cases where nore testing is warranted, possibly with
alternate configurations). Fostering the devel opnent of protoco
support for this Metric and Met hod of Measurenent is also a goal of
this meno (all active testing protocols currently defined by the | PPM
WG are UDP based, neeting a key requirenent of these nethods). The
supporting protocol devel opnent to neasure this netric according to
the specified nethod is a key future contribution to Internet

measur enent .

The load rate adjustnment algorithms scope is Iimted to hel ping
determine the Maxi num | P-Layer Capacity in the context of an

i nfrequent, diagnostic, short-termnmeasurenment. 1t is RECOVMMENDED to
di sconti nue non-nmeasurement traffic that shares a subscriber’s

dedi cated resources while testing: neasurenents nmay not be accurate,
and t hroughput of conpeting elastic traffic may be greatly reduced.

The primary application of the Metrics and Met hods of Measurenent
descri bed here is the same as what is described in Section 2 of
[ RFC7497], where:

| The access portion of the network is the focus of this problem

| statenent. The user typically subscribes to a service with

| bidirectional [Internet] access partly described by rates in bits
| per second.



In addition, the use of the load rate adjustnent algorithm described
in Section 8.1 has the followi ng additional applicability
limtations:

* It MJIST only be used in the application of diagnhostic and
operations neasurenments as described in this neno.

* |t MJUST only be used in circunstances consistent with Section 10
("Security Considerations").

* |f a network operator is certain of the |IP-Layer Capacity to be
val idated, then testing MAY start with a fixed-rate test at the
| P-Layer Capacity and avoid activating the | oad adjustnent
algorithm However, the stimulus for a diagnostic test (such as a
subscri ber request) strongly inplies that there is no certainty,
and the | oad adjustment al gorithmis RECOMVENDED.

Further, the Metrics and Met hods of Measurenent are intended for use
where specific exact path information is unknown within a range of
possi bl e val ues:

* The subscriber’s exact Mximum | P-Layer Capacity is unknown (which
is sonmetimes the case; service rates can be increased due to
upgrades without a subscriber’s request or increased to provide a
surplus to conpensate for possible underestimates of TCP-based
testing).

* The size of the bottl eneck buffer is unknown.

Finally, the neasurenent systenis |oad rate adjustnent al gorithm
SHALL NOT be provided with the exact capacity value to be validated
a priori. This restriction fosters a fair result and renbves an
opportunity for nefarious operation enabl ed by know edge of the
correct answer.

Mot i vati on

As with any problemthat has been worked on for many years in various
SDCs wit hout any special attenpts at coordi nation, various sol utions
for Metrics and Met hods have emerged.

There are five factors that have changed (or began to change) in the
2013-2019 tine frame, and the presence of any one of themon the path
requires features in the neasurenent design to account for the
changes:

1. Internet access is no |longer the bottleneck for nmany users (but
subscri bers expect network providers to honor contracted
per f or mance) .

2. Both transfer rate and latency are inportant to a user’s
sati sfaction.

3. UDP's role in transport is growing in areas where TCP once
domi nat ed

4. Content and applications are noving physically closer to users.

5. There is | ess enphasis on | SP gateway neasurenents, possibly due
to less traffic crossing | SP gateways in the future.

Ceneral Parameters and Definitions

This section lists the REQU RED i nput factors to specify a Sender or
Recei ver netric.



Src: One of the addresses of a host (such as a globally routable IP
addr ess).

Dst: One of the addresses of a host (such as a globally routable IP
addr ess) .

MaxHops: The limt on the nunber of Hops a specific packet may visit
as it traverses fromthe host at Src to the host at Dst
(inplenmented in the TTL or Hop Limt).

TO: The tine at the start of a neasurenment interval, when packets
are first transmtted fromthe Source

I:  The nomi nal duration of a neasurenment interval at the Destination
(default 10 sec).

dt: The nom nal duration of mequal sub-intervals in | at the
Destination (default 1 sec).

dtn: The begi nning boundary of a specific sub-interval, n, one of m
sub-intervals in I.

FT: The feedback tinme interval between status feedback nmessages
communi cati ng neasurenment results, sent fromthe Receiver to
control the Sender. The results are eval uated throughout the test
to determ ne how to adjust the current offered load rate at the
Sender (default 50 nsec).

Trmax: A maximumwaiting tine for test packets to arrive at the
Destination, set sufficiently long to disanbi guate packets with
| ong del ays from packets that are discarded (lost), such that the
distribution of one-way delay is not truncated.

F:  The nunber of different flows synthesized by the method (default
one flow).

Flow. The stream of packets with the sane n-tuple of designated
header fields that (when held constant) result in identica
treatment in a multipath decision (such as the decision taken in
| oad bal ancing). Note: The IPv6 flow | abel SHOULD be included in
the flow definition when routers have conplied with the guidelines
provi ded in [ RFC6438].

Type-P: The conplete description of the test packets for which this
assessnent applies (including the flowdefining fields). Note
that the UDP transport layer is one requirement for test packets
specified below. Type-P is a concept parallel to "popul ati on of
interest” as defined in Cause 6.1.1 of [Y.1540].

Payl oad Content: An aspect of the Type-P Paraneter that can help to
i mprove measurenent determ nism  Specifying packet payl oad
content helps to ensure | PPM Framewor k- conforming Metrics and
Met hods. If there is payload conmpression in the path and tests
intend to characterize a possible advantage due to conpression,

t hen payl oad content SHOULD be supplied by a pseudorandom sequence
generator, by using part of a conpressed file, or by other neans.
See Section 3.1.2 of [RFC7312].

PM A list of fundamental metrics, such as |oss, delay, and
reordering, and correspondi ng target performance threshold(s). At
| east one fundanental netric and target perfornance threshold MJST
be supplied (such as one-way | P packet | oss [RFC7680] equal to
zero).

A non-Paraneter that is required for several netrics is defined
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T: The host tinme of the *first* test packet’s *arrival* as neasured
at the Destination Measurenent Point, or MP(Dst). There nmay be
ot her packets sent between Source and Destination hosts that are
excluded, so this is the tine of arrival of the first packet used
for measurenent of the nmetric.

Note that tinmestanp format and resol ution, sequence nunbers, etc.
will be established by the chosen test protocol standard or
i mpl ement ati on.

| P-Layer Capacity Singleton Metric Definitions

This section sets requirenents for the Singleton netric that supports
the Maxi mum | P- Layer Capacity Metric definitions in Section 6

For mal Nane

"Type- P- One-way- | P-Capacity" is the formal nane; it is informally
called "I P-Layer Capacity".

Note that Type-P depends on the chosen nethod.
Par anmet er s

This section lists the REQU RED i nput factors to specify the netric,
beyond those listed in Section 4.

No addi tional Paraneters are needed.
Metric Definitions

This section defines the REQUI RED aspects of the measurabl e | P-Layer
Capacity Metric (unless otherw se indicated) for neasurenents between
speci fied Source and Destination hosts:

Define the | P-Layer Capacity, C(T,dt,PM, to be the nunber of |P-
Layer bits (including header and data fields) in packets that can be
transmtted fromthe Src host and correctly received by the Dst host
during one contiguous sub-interval, dt in length. The |IP-Layer
Capacity depends on the Src and Dst hosts, the host addresses, and
the path between the hosts.

The nunber of these |IP-Layer bits is designated nO[dtn,dtn+l] for a
specific dt.

When t he packet size is known and of fixed size, the packet count
during a single sub-interval dt nmultiplied by the total bits in IP
header and data fields is equal to nO[dtn, dtn+1].

Anticipating a Sanple of Singletons, the nunber of sub-intervals with
duration dt MJUST be set to a natural nunber m so that T+l = T + nfdt
with dtn+l - dtn = dt for 1 <= n <=m

Par anet er PM represents other performance netrics (see Section 5.4
bel ow); their nmeasurenent results SHALL be coll ected during

measur enent of | P-Layer Capacity and associated with the
corresponding dtn for further evaluation and reporting. Users SHALL
specify the Parameter Tmax as required by each nmetric’'s reference
definition.

Mat hematically, this definition is represented as (for each n):

( nO[dtn,dtn+1] )



dt
Figure 1: Equation for |P-Layer Capacity
and:

* nO0 is the total nunber of |P-Layer header and payl oad bits that
can be transmtted in standard-formed packets [ RFC8468] fromthe
Src host and correctly received by the Dst host during one
contiguous sub-interval, dt in length, during the interval
[T, T+ ].

* (C(T,dt,PM, the IP-Layer Capacity, corresponds to the value of nO
measured in any sub-interval beginning at dtn, divided by the
| ength of the sub-interval, dt.

* PMrepresents other perfornmance netrics (see Section 5.4 bel ow);
their neasurenent results SHALL be coll ected during measurement of
| P-Layer Capacity and associated with the corresponding dtn for
further evaluation and reporting.

* Al sub-intervals MJST be of equal duration. Choosing dt as non-
over | appi ng consecutive tine intervals allows for a sinple
i mpl ement at i on.

* The bit rate of the physical interface of the neasurenent devices
MUST be higher than the smallest of the Iinks on the path whose
C(T,I,PM is to be neasured (the bottleneck Iink).

Measurenments according to this definition SHALL use the UDP transport
| ayer. Standard-forned packets are specified in Section 5 of

[ RFC8468]. The neasurenent SHOULD use a random zed Source port or
equi val ent techni que, and SHOULD send responses fromthe Source
address matching the test packet Destination address.

Sone effects of conpression on nmeasurenent are di scussed in Section 6
of [ RFCB8468].

5.4. Related Round-Trip Delay and One-VWAy Loss Definitions

RTD[ dtn, dtn+1] is defined as a Sanple of the Round-Trip Del ay

[ RFC2681] between the Src host and the Dst host during the interval
[T, THI] (that contains equal non-overlapping intervals of dt). The
"reasonabl e period of tinme" nmentioned in [ RFC2681] is the Paraneter
Tmax in this nmenb. The statistics used to summari ze RTD[ dtn, dt n+1]
MAY include the mnimum maxi rum nedi an, nean, and the range =
(maxi mum - mninum. Some of these statistics are needed for |oad
adj ust nent purposes (Section 8.1), neasurenent qualification
(Section 8.2), and reporting (Section 9).

ON[dtn,dtn+l] is defined as a Sanple of the One-Way Loss [ RFC7680]
between the Src host and the Dst host during the interval [T, T+l]
(that contains equal non-overlapping intervals of dt). The
statistics used to sumarize OA[dtn, dt n+1] MAY include the count of
| ost packets and the ratio of |ost packets.

QO her netrics MAY be neasured: one-way reordering, duplication, and
del ay vari ati on.

5.5. Di scussi on

See the correspondi ng section for Maxi mum | P-Layer Capacity
(Section 6.5).

5.6. Reporting the Metric



The | P-Layer Capacity SHOULD be reported with at |east single-Megabit
resolution, in units of Megabits per second (Mps) (which, to avoid
any confusion, is 1,000,000 bits per second).

The rel ated One-WAy Loss netric and Round-Trip Del ay neasurements for
the sane Singleton SHALL be reported, also wth meaningful resolution
for the val ues measur ed.

I ndi vi dual Capacity neasurenents MAY be reported in a nanner
consistent with the Maxi nrum | P- Layer Capacity; see Section 9.

6. Maxi mum | P-Layer Capacity Metric Definitions (Statistics)

This section sets requirenments for the foll ow ng conponents to
support the Maxi mum | P-Layer Capacity Metric.

6.1. Formal Nane

"Type- P- One- way- Max- 1 P-Capacity” is the formal name; it is informally
cal l ed "Maxi mum | P- Layer Capacity".

Not e that Type-P depends on the chosen nethod.
6.2. Paraneters

This section lists the REQU RED i nput factors to specify the netric,
beyond those listed in Section 4.

No additional Paraneters or definitions are needed.
6. 3. Metric Definitions

This section defines the REQUI RED aspects of the Maxi mum | P- Layer
Capacity Metric (unless otherw se indicated) for neasurenents between
speci fied Source and Destination hosts:

Defi ne the Maxi num | P-Layer Capacity, MximumC(T,1,PM, to be the
maxi mum nunber of | P-Layer bits nO[dtn,dtn+1] divided by dt that can
be transmitted in packets fromthe Src host and correctly received by
the Dst host, over all dt-length intervals in [T, T+l] and meeting the
PMcriteria. An equivalent definition would be the nmaxi num of a
Sanpl e of size mof Singletons C(T,I,PM collected during the
interval [T, T+l] and nmeeting the PMcriteria.

The nunber of sub-intervals with duration dt MJUST be set to a natural
nunber m so that T+l = T + mfdt with dtn+l - dtn = dt for 1 <= n <=
m

Paranmeter PM represents the other performance netrics (see

Section 6.4 below) and their neasurenent results for the Maxi mum | P-
Layer Capacity. At |east one target performance threshold (PM
criterion) MJST be defined. |If nore than one netric and target
performance threshold is defined, then the sub-interval with the
maxi mum nunber of bits transmitted MJUST neet all the target
performance thresholds. Users SHALL specify the Paraneter Tmax as
required by each netric’'s reference definition.

Mat hematically, this definition can be represented as:
max ( nO[dtn,dtn+1] )

[T, T+l]
Maxi mum (T, 1,PM = ----mmmmem e -

wher e:



T T+l
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Figure 2: Equation for Maxi mum Capacity
and:

* n0 is the total nunber of |P-Layer header and payl oad bits that
can be transnmitted in standard-formed packets fromthe Src host
and correctly received by the Dst host during one contiguous sub-
interval, dt in length, during the interval [T, T+I].

*  Maxi mum C(T,1,PM, the Maxi num | P-Layer Capacity, corresponds to
the maxi mum val ue of nO neasured in any sub-interval beginning at
dtn, divided by the constant length of all sub-intervals, dt.

* PMrepresents the other performance netrics (see Section 6.4) and
their neasurenent results for the Maxi mum | P-Layer Capacity. At
| east one target performance threshold (PMcriterion) MJST be
defi ned.

* Al sub-intervals MJST be of equal duration. Choosing dt as non-
overl appi ng consecutive tine intervals allows for a sinple
i mpl ement ati on.

* The bit rate of the physical interface of the measurenment systens
MUST be higher than the smallest of the |links on the path whose
Maxi mum C(T,I,PM is to be nmeasured (the bottl eneck |ink).

In this definition, the msub-intervals can be viewed as trials when
the Src host varies the transmtted packet rate, searching for the
maxi mum n0O that meets the PMcriteria nmeasured at the Dst host in a
test of duration |. Wien the transnitted packet rate is held
constant at the Src host, the msub-intervals may al so be viewed as
trials to evaluate the stability of nO and nmetric(s) in the PMIi st
over all dt-length intervals in |

Measurenments according to these definitions SHALL use the UDP
transport | ayer.

6.4. Related Round-Trip Delay and One-Way Loss Definitions

RTD{ dt n, dt n+1] and OAL[dtn, dtn+1] are defined in Section 5.4. Here,
the test intervals are increased to match the capacity Sanpl es,
RTD{T,I] and OA[T, I].

The interval dtn,dtn+l where Maxi mum C(T,1,PM occurs is the
reporting sub-interval for RTD dtn,dtn+l] and OAN[dtn,dtn+1] within
RTD[T,1] and OA[ T, 1].

O her metrics MAY be measured: one-way reordering, duplication, and
del ay vari ati on.

6.5. Discussion

If traffic conditioning (e.g., shaping, policing) applies along a
path for which Maximum C(T,I,PM is to be determ ned, different

val ues for dt SHOULD be picked and measurenents executed during
multiple intervals [T, T+l]. Each duration dt SHOULD be chosen so
that it is an integer multiple of increasing values k tines
serialization delay of a Path MU (PMIU) at the physical interface
speed where traffic conditioning is expected. This should avoid
taking configured burst tolerance Singletons as a valid



Maxi mum C(T,|,PM result.

A Maxi mum C(T,1,PM w thout any indication of bottleneck congesti on,
be that increased | atency, packet |oss, or Explicit Congestion
Notification (ECN) marks during a neasurenment interval, |, is likely
an underesti mate of Maxi mum C(T, |, PM.

6.6. Reporting the Metric

The | P-Layer Capacity SHOULD be reported with at |east single-Megabit
resolution, in units of Megabits per second (Mps) (which, to avoid
any confusion, is 1,000,000 bits per second).

The rel ated One-Way Loss netric and Round-Trip Del ay neasurenents for
the sane Singleton SHALL be reported, also wth nmeaningful resolution
for the val ues neasur ed.

When there are denmpnstrated and repeatabl e Capacity nodes in the
Sanpl e, the Maxi mum | P-Layer Capacity SHALL be reported for each
node, along with the relative tinme fromthe begi nning of the stream
that the node was observed to be present. Binobdal Maxi mum | P-Layer
Capacities have been observed with sonme services, sonetinmes called a
"turbo nmode" intending to deliver short transfers nore quickly or
reduce the initial buffering time for some video streans. Note that
nmodes | asting less than duration dt will not be detected.

Sone transnission technol ogi es have nultiple nethods of operation
that may be activated when channel conditions degrade or inprove, and
these transmi ssion nethods nmay determ ne the Maxi mum | P- Layer
Capacity. Exanples include |ine-of-sight mcrowave nodul at or
constel l ations, or cellular nmodem technol ogi es where the changes may
be initiated by a user noving fromone coverage area to anot her
Qperation in the different transm ssion nethods may be observed over
time, but the nodes of Maxi mum | P-Layer Capacity will not be
activated determnistically as with the "turbo node" described in the
par agr aph above.

7. | P-Layer Sender Bit Rate Singleton Metric Definitions
This section sets requirenments for the foll owi ng conponents to
support the |IP-Layer Sender Bit Rate Metric. This netric helps to
check that the Sender actually generated the desired rates during a
test, and nmeasurement takes place at the interface between the Src
host and the network path (or as close as practical within the Src
host). It is not a netric for path perfornance.

7.1. Formal Nane

"Type-P-1P-Sender-Bit-Rate" is the formal name; it is informally
called the "I P-Layer Sender Bit Rate"

Not e that Type-P depends on the chosen nethod.
7.2. Paraneters

This section lists the REQU RED i nput factors to specify the netric,
beyond those listed in Section 4.

S: The duration of the neasurenent interval at the Source

st: The nom nal duration of N sub-intervals in S (default st = 0.05
seconds).

stn: The begi nning boundary of a specific sub-interval, n, one of N
sub-intervals in S



S SHALL be longer than I, primarily to account for on-denmand
activation of the path, or any preanble to testing required, and the
del ay of the path.

st SHOULD be much smaller than the sub-interval dt and on the sane
order as FT; otherw se, the rate neasurenent will include many rate
adj ustnents and include nore time snoot hing, possibly snoothing the
interval that contains the Maxi mum | P-Layer Capacity (and therefore

| osing rel evance). The st Parameter does not have rel evance when the
Source is transmtting at a fixed rate throughout S.

7.3. Metric Definition

This section defines the REQUI RED aspects of the |P-Layer Sender Bit
Rate Metric (unless otherw se indicated) for measurenents at the
speci fied Source on packets addressed for the intended Destination
host and matching the required Type-P:

Define the I P-Layer Sender Bit Rate, B(S,st), to be the nunber of IP-
Layer bits (including header and data fields) that are transnmitted
fromthe Source with address pair Src and Dst during one contiguous
sub-interval, st, during the test interval S (where S SHALL be | onger
than I) and where the fixed-size packet count during that single sub-
interval st also provides the nunber of |P-Layer bits in any
interval, [stn,stn+1].

Measurenments according to this definition SHALL use the UDP transport
| ayer. Any feedback fromthe Dst host to the Src host received by
the Src host during an interval [stn,stn+1l] SHOULD NOT result in an
adaptation of the Src host traffic conditioning during this interval
(rate adjustnent occurs on st interval boundaries).

7.4. Discussion

Both the Sender and Receiver (or Source and Destination) bit rates
SHOULD be assessed as part of an | P-Layer Capacity neasurenent.

O herwi se, an unexpected sending rate limtation could produce an
erroneous Maxi mum | P- Layer Capacity neasurenent.

7.5. Reporting the Metric

The | P-Layer Sender Bit Rate SHALL be reported w th meaningful
resolution, in units of Megabits per second (which, to avoid any
confusion, is 1,000,000 bits per second).

I ndi vi dual | P-Layer Sender Bit Rate neasurenents are di scussed
further in Section 9.

8. Met hod of Measur enent

It is REQU RED per the architecture of the nethod that two
cooperating hosts operate in the roles of Src (test packet Sender)
and Dst (Receiver) with a nmeasured path and return path between t hem

The duration of a test, Parameter |, MJIST be constrained in a
production network, since this is an active test nethod and it wll
Iikely cause congestion on the path fromthe Src host to the Dst host
during a test.

8.1. Load Rate Adjustnent Al gorithm

The al gorithm described in this section MJUST NOT be used as a general
Congestion Control Algorithm (CCA). As stated in Section 2 ("Scope,
CGoal s, and Applicability"), the load rate adjustnment algorithm s goal
is to help deternmine the Maxi num | P-Layer Capacity in the context of
an i nfrequent, diagnostic, short-term nmeasurenent. There is a trade-



of f between test duration (also the test data volune) and al gorithm
aggr essi veness (speed of ranp-up and ranp-down to the Maxi mum | P-
Layer Capacity). The Paraneter val ues chosen bel ow strike a well -
tested bal ance anbng these factors.

A table SHALL be pre-built (by the test adm nistrator), defining al
the offered load rates that will be supported (Rl through Rn, in
ascendi ng order, corresponding to indexed rows in the table). It is
RECOMVENDED that rates begin with 0.5 Mps at index zero, use 1 Mpps
at index one, and then continue in 1 Mps increments to 1 Gops.

Above 1 Cbps, and up to 10 CGops, it is RECOMVENDED that 100 Mops
increments be used. Above 10 CGbhps, increnents of 1 Gohps are
RECOMVENDED. A higher initial |IP-Layer Sender Bit Rate m ght be
configured when the test operator is certain that the Maxi num | P-
Layer Capacity is well above the initial |P-Layer Sender Bit Rate and
factors such as test duration and total test traffic play an
inmportant role. The sending rate table SHOULD bracket the Maxi mum
Capacity where it will nake neasurenents, including constrained rates
| ess than 500 kbps if applicable.

Each rate is defined as datagrans of size ss, sent as a burst of
count cc, each tine interval tt (the default for tt is 100 m crosec,
a likely systemtick interval). Wile it is advantageous to use
datagrans of as large a size as possible, it my be prudent to use a
slightly smaller maxi mumthat allows for secondary protocol headers
and/ or tunneling without resulting in |IP-Layer fragmentation.
Selection of a newrate is indicated by a calculation on the current
row, Rx. For exanple:

"Rx+1": The Sender uses the next-higher rate in the table.
"Rx-10": The Sender uses the rate 10 rows |lower in the table.

At the beginning of a test, the Sender begins sending at rate Rl and
the Receiver starts a feedback tiner of duration FT (while awaiting

i nbound dat agrans). As datagrams are received, they are checked for
sequence nunber anonualies (loss, out-of-order, duplication, etc.) and
the delay range is neasured (one-way or round-trip). This
information is accurmul ated until the feedback timer FT expires and a
status feedback nessage is sent fromthe Receiver back to the Sender
to conmunicate this information. The accunul ated statistics are then
reset by the Receiver for the next feedback interval. As feedback
messages are received back at the Sender, they are evaluated to
determ ne how to adjust the current offered | oad rate (Rx).

If the feedback indicates that no sequence nunber anomalies were
detected AND the del ay range was bel ow the [ ower threshold, the
offered load rate is increased. |f congestion has not been confirned
up to this point (see below for the nethod for declaring congestion),
the offered load rate is increased by nore than one rate setting
(e.g., Rx+10). This allows the offered load to quickly reach a near-
maxi mum rate. Conversely, if congestion has been previously
confirned, the offered load rate is only increased by one (Rx+1).
However, if a rate threshold above a high sending rate (such as 1
Gops) is exceeded, the offered load rate is only increased by one
(Rx+1) in any congestion state.

If the feedback indicates that sequence nunber anomalies were
detected OR the delay range was above the upper threshold, the
offered load rate is decreased. The RECOMMENDED t hreshol d val ues are
10 for sequence nunber gaps and 30 nmsec for | ower and 90 nsec for
upper del ay thresholds, respectively. Also, if congestion is now
confirmed for the first tinme by the current feedback nessage being
processed, then the offered load rate is decreased by nore than one
rate setting (e.g., Rx-30). This one-tinme reduction is intended to
compensate for the fast initial ranmp-up. |In all other cases, the



offered load rate is only decreased by one (Rx-1).

If the feedback indicates that there were no sequence numnber
anomal i es AND t he del ay range was above the | ower threshold but bel ow
the upper threshold, the offered load rate is not changed. This
allows tine for recent changes in the offered load rate to stabilize
and for the feedback to represent current conditions nore accurately.

Lastly, the method for inferring congestion is that there were
sequence nunber anonalies AND/OR the del ay range was above the upper
threshold for three consecutive feedback intervals. The algorithm
descri bed above is also illustrated in Annex B of ITU-T
Recommendati on Y. 1540, 2020 version [Y.1540] and is inplenented in
Appendi x A ("Load Rate Adjustnent Pseudocode") in this neno.

The | oad rate adjustnment algorithm MUST include tinmers that stop the
test when received packet streams cease unexpectedly. The tineout
threshol ds are provided in Table 1, along with values for all other
Par anmet ers and vari ables described in this section. Operations of
non- obvi ous Paraneters appear bel ow

| oad packet tinmeout:
The | oad packet tineout SHALL be reset to the configured val ue
each time a | oad packet is received. |If the timeout expires, the
Recei ver SHALL be cl osed and no further feedback sent.

f eedback message tineout:
The feedback nmessage tinmeout SHALL be reset to the configured

val ue each tine a feedback nmessage is received. |If the tineout
expires, the Sender SHALL be closed and no further |oad packets
sent.
Pttty ettty ety et e ety
| Paraneter | Default | Tested | Expected Safe Range |
| | | Range or | (not entirely tested, |
| | | Val ues | other values NOT |
| | | | RECOMVENDED) |
[ sl e sy el e s s s
| FT, | 50 nsec | 20 nsec, | 20 msec <= FT <= 250 |
| feedback | | 50 nsec, | nsec; l|larger val ues may
| time | | 100 msec | slow the rate increase
| interval | | | and fail to find the |
| | | | max |
S TS S o e e e e e e e e oo oo +
| Feedback | L*FT, | L=100 | 0.5 sec <= L*FT <= 30
| nessage | L=20 (1 | with | sec; upper limt for |
| timeout | sec with | FT=50 | very unreliable test
| (stop test) | FT=50 | nmsec (5 | paths only |
| | nsec) | sec) | |
S TS S o e e e e e e e e oo oo +
| Load packet | 1 sec | 5 sec | 0.250-30 sec; upper |
| timeout | | | limt for very |
| (stop test) | | | unreliable test paths
I I I | only I
S TS R o e e e e e e oo +
| Table index | 0.5 Mops | 0.5 Mops | Wien testing <= 10 CGops

0
S e e S .
| Table index | 1 Mops | 1 Mops | Wien testing <= 10 Gops

1
S e e S .
| Table index | 1 Mops | 1 Mops <= | Sane as tested |
| (step) size | | rate <=1 | |
I I | Gops I I
S S S Fom oo +

| Table index | 100 Mops | 1 Gops <= | Same as tested |



| (step) | | |
| size, rate | | 10 Gops |
| > 1 Gops I I I

| Table index | 1 Ghps

| (step) I I
| size, rate | |
| > 10 Ghps | |

Recomend max at
| argest val ue that
avoi ds fragmentati on;

ss, UDP I
I
I
| using a payl oad size
I
I
I

payl oad
size, bytes

that is too small m ght
result in unexpected
Sender limtations

| cc, burst | None | 1 <= cc | Same as tested. Vary

| count | | <= 100 | cc as needed to create |
| | | | the desired maxi mum |
| | | | sending rate. Sender |
| | | | buffer size may limt |
| | | | cc in the |
| | | | inplementation |
S TS R o e e e e e e oo +
| tt, burst | 100 | 100 | Avail abl e range of |
| interval | mcrosec | mcrosec, | "tick" values (HZ |
| | | 1 nsec | param |
I T S IR o mmemeeeemeaeaeaaaas +
| Low del ay | 30 nsec | 5 nsec, | Sanme as tested |
| range | | 30 nsec | |
| threshold | | | |
. Focmmnaaann S e +
| Hgh delay | 90 nmsec | 10 nmsec, | Sane as tested |
| range | | 90 nsec | |
| threshold | | | |
S TS R o e e e e e e oo +
| Sequence | 10 | 0, 1, 5, | Sane as tested |
| error | | 10, 100 | |
| threshold | | | |
I T S IR o mmemeeeeeeaccaeaaaas +
| Consecutive | 3 | 2, 3, 4, | Use values >1 to avoid |
| errored | | 5 | msinterpreting |
| status | | | transient |oss |
| report I I I I
| threshold | | | |
I T S IR o mmemeeeeeeaccaeaaaas +
| Fast node | 10 | 10 | 2 <= steps <= 30 |
| increase, | | | |
| in table | | | |
| index steps | | | |
. Ry - T +
| Fast node | 3 * Fast | 3 * Fast | Sanme as tested |
| decrease, | node | node | |
| in table | increase | increase | |
| index steps | | | |
. Focmmnaaann S e +

Tabl e 1. Paraneters for Load Rate Adjustnent Al gorithm

As a consequence of default paraneterization, the Nunber of table
steps in total for rates less than 10 Gops is 1090 (excluding index
0).

A rel ated Sender backoff response to network conditions occurs when
one or nmore status feedback messages fail to arrive at the Sender.



If no status feedback nessages arrive at the Sender for the interva
greater than the Lost Status Backoff tineout:

UDRT + (2+w)*FT = Lost Status Backoff timeout

wher e:

UDRT = upper delay range threshold (default 90 nsec)

FT = feedback tine interval (default 50 nsec)

w = nunber of repeated tineouts (w=0 initially, w+ on each

timeout, and reset to O when a nmessage is received)

Begi nni ng when the | ast nmessage (of any type) was successfully
received at the Sender

The offered | oad SHALL then be decreased, follow ng the sane process
as when the feedback indicates the presence of one or nore sequence
nunber anomalies OR the del ay range was above the upper threshold (as
descri bed above), with the sane |oad rate adjustnent al gorithm
variables in their current state. This means that |ost status

f eedback nmessages OR sequence errors OR delay variation can result in
rate reduction and congestion confirnation.

The RECOMMENDED initial value for wis 0, taking a Round-Trip Tine
(RTT) of less than FT into account. A test with an RTT |onger than
FT is a valid reason to increase the initial value of w
appropriately. Variable w SHALL be increnmented by one whenever the
Lost Status Backoff timeout is exceeded. So, with FT = 50 nsec and
UDRT = 90 nsec, a status feedback nessage | oss woul d be decl ared at
190 nsec follow ng a successful message, again at 50 msec after that
(240 nsec total), and so on.

Al'so, if congestion is now confirned for the first tine by a Lost
Status Backoff tineout, then the offered load rate is decreased by
more than one rate setting (e.g., Rx-30). This one-tine reduction is
intended to conpensate for the fast initial ranp-up. |In all other
cases, the offered load rate is only decreased by one (Rx-1).

Appendi x B di scusses conpliance with the applicable mandatory

requi renents of [RFC8085], consistent with the goals of the |IP-Layer
Capacity Metric and Method, including the | oad rate adjustnent

al gorithm described in this section

8.2. Measurenent Qualification or Verification

It is of course necessary to calibrate the equi pment perform ng the
| P-Layer Capacity neasurenent, to ensure that the expected capacity
can be measured accurately and that equi prent choi ces (processing
speed, interface bandwi dth, etc.) are suitably matched to the
nmeasur enent range.

When assessing a maxinumrate as the netric specifies, artificially
hi gh (optimstic) values mght be neasured until some buffer on the
path is filled. Oher causes include bursts of back-to-back packets
with idle intervals delivered by a path, while the neasurenent
interval (dt) is small and aligned with the bursts. The artificial
val ues might result in an unsustainabl e Maxi mum Capacity observed
when the Met hod of Measurenent is searching for the maxi mum and that
woul d not do. This situation is different fromthe binodal service
rates (discussed in "Reporting the Metric", Section 6.6), which are
characterized by a nmulti-second duration (nmuch |onger than the
measured RTT) and repeat abl e behavi or

There are many ways that the Method of Measurenment could handle this
fal se-max issue. The default value for neasurenent of Singletons (dt



= 1 second) has proven to be of practical value during tests of this
met hod, allows the binodal service rates to be characterized, and has
an obvious alignment with the reporting units (Mps).

Anot her approach conmes from Section 24 of [RFC2544] and its

di scussion of trial duration, where relatively short trials conducted
as part of the search are followed by longer trials to make the fina
determnation. In the production network, neasurenents of Singletons
and Sanples (the terns for trials and tests of Lab Benchnarking) nust
be limted in duration because they nay affect service. But there is
sufficient value in repeating a Sanple with a fixed sending rate
determ ned by the previous search for the Maxi num | P-Layer Capacity,
to qualify the result in ternms of the other perfornmance metrics
neasured at the same tine.

A Qualification neasurenent for the search result is a subsequent
measur enent, sending at a fixed 99.x percent of the Maxi num | P-Layer
Capacity for I, or an indefinite period. The sanme Maxi mum Capacity
Metric is applied, and the Qualification for the result is a Sample
wi t hout supra-threshol d packet | osses or a grow ng mni mum del ay
trend in subsequent Singletons (or each dt of the neasurenent
interval, 1). Sanples exhibiting supra-threshold packet |osses or

i ncreasi ng queue occupation require a repeated search and/or test at
a reduced fixed Sender rate for Qualification.

Here, as with any Active Capacity test, the test duration nust be
kept short. Ten-second tests for each direction of transm ssion are
common today. The default neasurenent interval specified here is | =
10 seconds. The comnbination of a fast and congesti on-aware search
met hod and user-network coordi nati on makes a uni que contribution to
production testing. The Maxi mum | P Capacity Metric and Method for
assessing performance is very different fromthe classic Throughput
Metric and Met hods provided in [ RFC2544]: it uses near-real-tinme | oad
adjustnents that are sensitive to |loss and delay, sinmilar to other
congestion control algorithms used on the Internet every day, along
with limted duration. On the other hand, Throughput measurenents

[ RFC2544] can produce sustai ned overload conditions for extended
periods of time. Individual trials in a test governed by a bhinary
search can | ast 60 seconds for each step, and the final confirmation
trial may be even longer. This is very different from"normal"
traffic levels, but overload conditions are not a concern in the

i solated test environment. The concerns raised in [ RFC6815] were
that the methods di scussed in [RFC2544] would be let | oose on
production networks, and instead the authors chall enged the standards
community to develop Metrics and Methods |ike those described in this
meno.

8. 3. Measur enent Consi der ati ons

In general, the w despread neasurenents that this nmenbp encourages
wi || encounter w despread behaviors. The binodal | P Capacity
behavi ors already di scussed in Section 6.6 are good exanpl es.

In general, it is RECOWENDED to | ocate test endpoints as close to
the i ntended neasured link(s) as practical (for reasons of scale,
this is not always possible; there is alimt on the nunber of test
endpoi nts coning fromnmany perspectives -- for exanpl e, nmanagenent
and neasurenent traffic). The testing operator MJST set a value for
t he MaxHops Paraneter, based on the expected path length. This

Par amet er can keep measurenent traffic fromstraying too far beyond
the i ntended path.

The neasured path nmay be stateful based on nany factors, and the
Paraneter "Tine of day" when a test starts may not be enough
informati on. Repeatable testing may require know edge of the tine
fromthe beginning of a neasured flow -- and how the flowis



constructed, including how nuch traffic has already been sent on that
fl ow when a state change is observed -- because the state change may
be based on tinme, bytes sent, or both. Both |oad packets and status
f eedback nmessages MJUST contain sequence nunbers; this helps with
measur enent s based on those packets.

Many different types of traffic shapers and on-demand comuni cati ons
access technol ogies may be encountered, as anticipated in [ RFC7312],
and play a key role in neasurenent results. Methods MJIST be prepared
to provide a short preanble transm ssion to activate on-denand
communi cati ons access and to discard the preanble from subsequent
test results.

The foll owi ng conditions nmght be encountered during neasurenent,
wher e packet | osses may occur independently of the neasurenent
sendi ng rate:

1. Congestion of an interconnection or backbone interface may appear
as packet | osses distributed over time in the test stream due to
much-hi gher-rate interfaces in the backbone.

2. Packet loss due to the use of Random Early Detection (RED) or
ot her active queue managenent nay or may not affect the
measurenent flow if conpeting background traffic (other flows) is
si mul t aneously present.

3. There may be only a small delay variation independent of the
sendi ng rate under these conditions as well.

4. Persistent conpeting traffic on measurenent paths that include
shared transm ssion medi a may cause random packet |osses in the
test stream

It is possible to nitigate these conditions using the flexibility of
the |l oad rate adjustnment algorithmdescribed in Section 8.1 above
(tuning specific Parameters).

If the nmeasurenent flow burst duration happens to be on the order of
or snaller than the burst size of a shaper or a policer in the path,
then the line rate nmight be nmeasured rather than the bandwidth limt
i nposed by the shaper or policer. |If this condition is suspected,
al ternate configurati ons SHOULD be used

In general, results depend on the sending streanis characteristics;

t he nmeasurenent comunity has known this for a long tine and needs to
keep it forenpst in mnd. Although the default is a single flow
(F=1) for testing, the use of nultiple flows rmay be advantageous for
the follow ng reasons:

1. The test hosts may be able to create a higher load than with a
single flow, or parallel test hosts nmay be used to generate one
fl ow each.

2. Link aggregation may be present (flow based |oad bal ancing), and
multiple flows are needed to occupy each nenber of the aggregate.

3. Internet access policies may limt the |IP-Layer Capacity
dependi ng on the Type-P of the packets, possibly reserving
capacity for various streamtypes

Each fl ow woul d be controlled using its own inplenentation of the
| oad rate adjustnment (search) algorithm

It is obviously counterproductive to run nore than one independent
and concurrent test (regardl ess of the nunber of flows in the test
stream attenpting to neasure the *maxinmunt capacity on a single



pat h. The number of concurrent, independent tests of a path SHALL be
limted to one

Tests of a v4-v6 transition nmechani smnight well be the intended
subj ect of a capacity test. As long as both | Pv4 packets and | Pv6
packets sent/received are standard-fornmed, this should be all owed
(and the change in header size easily accounted for on a per-packet
basi s).

As testing continues, inplenenters should expect the nethods to
evolve. The ITU- T has published a suppl enent (Supplenent 60) to the
Y-series of ITU T Reconmendations, "Interpreting | TU-T Y. 1540 maxi num
| P-l ayer capacity neasurenments” [Y.Sup60], which is the result of
continued testing with the netric. Those results have inproved the
met hods described here.

Reporting Formats

The Singleton | P-Layer Capacity results SHOULD be acconpani ed by the
context under which they were neasured.

* Timestanp (especially the tinme when the nmaxi mum was observed in
dtn).

* Source and Destination (by IP or other meaningful ID).
* Qther inner Paraneters of the test case (Section 4).

* Quter Paraneters, such as "test conducted in notion" or other
factors belonging to the context of the neasurenent.

* Result validity (indicating cases where the process was sonehow
interrupted or the attenpt failed).

* A field where unusual circunstances coul d be docunented, and
anot her one for "ignore / mask out" purposes in further
processi ng.

The Maxi mum | P- Layer Capacity results SHOULD be reported in tabul ar
format. There SHOULD be a columm that identifies the test Phase.
There SHOULD be a colum listing the nunmber of flows used in that
Phase. The remai ning col ums SHOULD report the followi ng results for
the aggregate of all flows, including the Maxi mum I P-Layer Capacity,
the Loss Ratio, the RTT mininmum RTT nmaxi num and other netrics
tested having simlar rel evance.

As nmentioned in Section 6.6, binodal (or nulti-nodal) maxi ma SHALL be
reported for each node separately.

B Sty sty s el gl gy el
| Phase | Nunber | Maxi mum | P-Layer | Loss | RTT min | RTT |
| | of Flows | Capacity (Mips) | Ratio | (nsec) | max |
I I I I I | (msec) |
[ ool e ool oo e sl el el oo oo
| Search | 1 | 967.31 | 0.0002 | 30 | 58 |
+-------- F--- - - R i +-------- +---- - - - +---- - - - +
| Verify | 1 | 966.00 | 0.0000 | 30 | 38 |
F----- - - R R I I I F----- - - R R +

Tabl e 2: Maxi mum | P- Layer Capacity Results
Static and configuration Paraneters:
The sub-interval tine, dt, MJST acconpany a report of Maxi mum | P-

Layer Capacity results, as well as the remaining Paranmeters from
Section 4 ("General Paraneters and Definitions").
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The PMIlist metrics corresponding to the sub-interval where the
Maxi mum Capacity occurred MJUST acconpany a report of Maxi mum | P-Layer
Capacity results, for each test Phase

The | P-Layer Sender Bit Rate results SHOULD be reported in tabul ar
format. There SHOULD be a colum that identifies the test Phase.
There SHOULD be a columm Ilisting each individual (nunbered) flow used
in that Phase, or the aggregate of flows in that Phase. A
correspondi ng col utm SHOULD identify the specific sending rate sub-
interval, stn, for each flow and aggregate. A final colum SHOULD
report the | P-Layer Sender Bit Rate results for each flow used, or
the aggregate of all flows.

R el e el ety gty o
| Phase | Flow Nunber or Aggregate | stn (sec) | Sender Bit |
I I | Rate (Mops) |
[ el e oo sl sl
| Search | 1 | 0.00 | 345 |
+-------- e T I F-- - - - i i +
| Search | 2 | 0.00 | 289 |
F----- - - I T I I +
| Search | Agg | 0.00 | 634 |
+-------- I T T T R I +
| Search | 1 | 0.05 | 499 |
+-------- e T I F-- - - - i i +
| Search | ... | 0.05 | |
F----- - - I T I I +

Table 3: | P-Layer Sender Bit Rate Results (Exanple with Two
Fl ows and st = 0.05 (sec))

Static and configuration Paraneters

The sub-interval duration, st, MJST acconpany a report of Sender |P-
Layer Bit Rate results.

Al so, the values of the remaining Paraneters from Section 4 ("CGenera
Paraneters and Definitions") MJST be reported.

1. Configuration and Reporting Data Formats

As a part of the multi-Standards Devel opnment Organi zation (SDO
harmoni zation of this Metric and Met hod of Measurenent, one of the
areas where the Broadband Forum (BBF) contributed its expertise was
in the definition of an informati on nodel and data nodel for
configuration and reporting. These nodels are consistent with the
metric Paranmeters and default values specified as lists in this neno.
[ TR-471] provides the informati on nodel that was used to prepare a
full data nodel in related BBF work. The BBF has al so carefully
considered topics within its purview, such as the placenent of
measur enent systens within the Internet access architecture. For
exanmpl e, timestanp resolution requirements that influence the choice
of the test protocol are provided in Table 2 of [TR-471].

Security Considerations

Active Metrics and Active Measurenents have a long history of
security considerations. The security considerations that apply to
any Active Measurenment of l|ive paths are relevant here. See

[ RFC4656] and [ RFC5357].

When considering the privacy of those involved in neasurenent or
those whose traffic is nmeasured, the sensitive information avail abl e
to potential observers is greatly reduced when using active
techniques that are within this scope of work. Passive observations
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12.
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of user traffic for measurenent purposes raise many privacy issues.
We refer the reader to the privacy considerations described in the
Large-scal e Measurenent of Broadband Performance (LMAP) Franmewor k

[ RFC7594], which covers active and passive techniques.

There are sone new consi derations for Capacity measurement as
described in this neno.

1. Cooperating Source and Destination hosts and agreenents to test
the path between the hosts are REQU RED. Hosts performin either
the Src role or the Dst role.

2. It is REQURED to have a user client-initiated setup handshake
bet ween cooperating hosts that allows firewalls to contro
i nbound unsolicited UDP traffic that goes to either a contro
port (expected and with authentication) or ephenmeral ports that
are only created as needed. Firewalls protecting each host can
both continue to do their job normally.

3. dient-server authentication and integrity protection for
f eedback messages conveyi ng neasurenents are RECOVIVENDED.

4. Hosts MJUST limt the nunber of sinultaneous tests to avoid
resource exhaustion and inaccurate results.

5. Senders MUST be rate limted. This can be acconplished using a
pre-built table defining all the offered |load rates that will be
supported (Section 8.1). The recomended | oad control search
algorithmresults in "ranp-up" fromthe lowest rate in the table.

6. Service subscribers with limted data vol unes who conduct
extensive capacity testing m ght experience the effects of
Service Provider controls on their service. Testing with the
Service Provider’s neasurenent hosts SHOULD be limited in
frequency and/or overall volune of test traffic (for exanple, the
range of duration values, |, SHOULD be linited).

The exact specification of these features is left for future protoco
devel opnent.

I ANA Consi derations

Thi s docunment has no | ANA acti ons.
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Load Rate Adjustnent Pseudocode

Thi s appendi x provides a pseudocode inplenentation of the algorithm
described in Section 8. 1.

segErr Thresh = 10

The current sending rate (equivalent to a row
of the table)

Measured count that includes Loss or Reordering
or Duplication inpairments (all appear
initially as errors in the packet sequence
nunberi ng)

Threshol d on seqErr count that includes Loss or
Reordering or Duplication inmpairnents (all
appear initially as errors in the packet
sequence numberi ng)

HHHFH HHHFHF H* H*



delay = 0 Measur ed Range of Round Trip Delay (RTD), nsec

| owThresh = 30 Low threshol d on the Range of RTD, nsec

upper Thresh = 90 Upper threshold on the Range of RTD, nsec

hSpeedThresh = 1 Threshold for transition between sending rate
step sizes (such as 1 Mips and 100 Mops), Ghps

sl owAdj Count = 0 Measur ed Number of consecutive status reports

i ndi cating | oss and/or delay variation above
upper Thresh

sl owAdj Thresh = 3 Threshol d on sl owAdj Count used to infer
congestion. Use values > 1 to avoid
msinterpreting transient |oss.

hi ghSpeedDel ta = 10 The nunber of rows to nove in a single

adj ustnment when initially increasing offered
| oad (to ranmp up quickly)

H* HHH H*HH H*HHH H* H* H* H* H*

maxLoadRat es = 2000 Maxi mum t abl e i ndex (rows)
if ( seqErr <= seqErrThresh && delay < | owThresh ) {
if ( Rx < hSpeedThresh && sl owAdj Count < sl owAdj Thresh ) {
Rx += hi ghSpeedDel t a;
sl owAdj Count = 0;
} else {
if ( Rx < maxLoadRates - 1)
Rx++;

}
} else if ( seqErr > seqErrThresh || delay > upperThresh ) {
sl owAdj Count ++;
if ( Rx < hSpeedThresh && sl owAdj Count == sl owAdj Thresh ) {
if ( Rx > highSpeedDelta * 3 )
Rx -= hi ghSpeedDelta * 3;
el se

} else {
if ( Rx >0)

}
Appendi x B. RFC 8085 UDP Cui del i nes Check

Section 3.1 of [RFC8085] (BCP 145), which provides UDP usage
gui delines, focuses primarily on congestion control. The guidelines
appear in mandatory (MJST) and recomrendati on (SHOULD) categori es.

B.1. Assessnent of Mandatory Requirenents

The mandatory requirements in Section 3 of [RFC8085] include the
fol | owi ng:

| Internet paths can have w dely varying characteristics, .

| Consequently, applications that may be used on the |Internet MJST

| NOT make assunptions about specific path characteristics. They

| MJIST instead use mechanisnms that |let them operate safely under

| very different path conditions. Typically, this requires

| conservatively probing the current conditions of the Internet path
| they communi cate over to establish a transm ssion behavior that it
| can sustain and that is reasonably fair to other traffic sharing

| the path.



The purpose of the |oad rate adjustnent al gorithm described in
Section 8.1 is to probe the network and enabl e Maxi mum | P- Layer
Capacity neasurenents with as few assunptions about the neasured path
as possible and within the range of applications described in

Section 2. There is tension between the goals of probing
conservatismand ninimzation of both the traffic dedicated to
testing (especially with Ggabit rate measurenents) and the duration
of the test (which is one contributing factor to the overal

al gorithm fairness).

The text of Section 3 of [RFC8085] goes on to recomend alternatives
to UDP to nmeet the mandatory requirenments, but none are suitable for
the scope and purpose of the Metrics and Methods in this memo. In
fact, ad hoc TCP-based nethods fail to achieve the neasurenent
accuracy repeatedly proven in conparison nmeasurenents with the
runni ng code [LS-SGl2-A] [LS-SGL2-B] [Y.Sup60]. Also, the UDP aspect
of these nethods is present primarily to support nodern Internet
transm ssi on where a transport protocol is required [copycat]; the
metric is based on the IP Layer, and UDP allows sinple correlation to
the I P Layer.

Section 3.1.1 of [RFC8085] discusses protocol timer guidelines:

| Latency sanples MJST NOT be derived from ambi guous transacti ons.
| The canonical exanple is in a protocol that retransmits data, but
| subsequently cannot determ ne which copy is being acknow edged.

Both | oad packets and status feedback nmessages MJST contain sequence
nunbers; this helps with neasurenents based on those packets, and
there are no retransm ssi ons needed.

| When a latency estimate is used to arma tinmer that provides |oss
| detection -- with or without retransmission -- expiry of the tiner
| MJIST be interpreted as an indication of congestion in the network,
| causing the sending rate to be adapted to a safe conservative rate
I

The nethods described in this nenpo use tiners for sending rate
backoff when status feedback nessages are | ost (Lost Status Backoff
timeout) and for stopping a test when connectivity is lost for a

I onger interval (feedback message or | oad packet tineouts).

This meno does not foresee any specific benefit of using Explicit
Congestion Notification (ECN).

Section 3.2 of [RFC8085] discusses nessage size guidelines:

| To determ ne an appropriate UDP payl oad size, applications MJST

| subtract the size of the I P header (which includes any |Pv4

| optional headers or |Pv6 extension headers) as well as the length
| of the UDP header (8 bytes) fromthe PMIU size.

The nmethod uses a sending rate table with a maxi nrum UDP payl oad si ze
that anticipates significant header overhead and avoi ds
fragment ati on.

Section 3.3 of [RFC8085] provides reliability guidelines:

| Applications that do require reliable nmessage delivery MJST
| inplenent an appropriate mechani smthensel ves.

The | P-Layer Capacity Metrics and Methods do not require reliable
del i very.

| Applications that require ordered delivery MJIST reestablish
| datagram ordering themnsel ves.



B. 2.

The | P-Layer Capacity Metrics and Methods do not need to reestablish
packet order; it is preferable to neasure packet reordering if it
occurs [ RFC4A737].

Assessnent of Recommendati ons

The load rate adjustnment algorithms goal is to determ ne the Maxi mum
| P-Layer Capacity in the context of an infrequent, diagnostic, short-
term neasurenment. This goal is a global exception to many SHOULD-

| evel requirements as listed in [ RFC8085], of which many are intended
for long-lived flows that nust coexist with other traffic in a nore
or less fair way. However, the algorithm (as specified in

Section 8.1 and Appendi x A above) reacts to indications of congestion
in clearly defined ways.

A specific recomendation is provided as an exanple. Section 3.1.5
of [RFCB085] (regarding the inplications of RTT and | oss measurenents
on congestion control) says:

| A congestion control [algorithm designed for UDP SHOULD respond
| as quickly as possible when it experiences congestion, and it

| SHOULD take into account both the loss rate and the response tine
| when choosing a new rate.

The | oad rate adjustnment algorithmresponds to | oss and RTT
measurenents with a clear and concise rate reducti on when warrant ed,
and t he response nakes use of direct nmeasurenments (nore exact than
can be inferred from TCP ACKS).

Section 3.1.5 of [ RFC8085] goes on to specify the foll ow ng:

| The inplenmented congestion control schene SHOULD result in

| bandwi dth (capacity) use that is conparable to that of TCP within
| an order of magnitude, so that it does not starve other flows

| sharing a comon bottl eneck

This is a requirenent for coexistent streams, and not for diagnostic
and i nfrequent measurenents using short durations. The rate
oscillations during short tests allow other packets to pass and don't
starve other flows.

Ironically, ad hoc TCP-based neasurenents of "lInternet Speed" are
al so designed to work around this SHOULD-1evel requirenment, by

| aunching many flows (9, for exanple) to increase the outstanding
data dedicated to testing.

The | oad rate adjustment al gorithm cannot becone a TCP-1ike
congestion control, or it will have the same weaknesses of TCP when
trying to make a Maxi num | P- Layer Capacity measurenent and will not
achieve the goal. The results of the referenced testing [LS-SGlL2-A]
[LS-SG12-B] [Y.Sup60] supported this statenent hundreds of tines,
with conparisons to nulti-connection TCP-based nmeasurenents.

A brief review of requirements from[RFC3085] follows (nmarked "Yes"
when this meno is conpliant, or "NA" (Not Applicable)):

| Yes? | Recommendation in RFC 8085 | Section |
| Yes | MIST tolerate a wide range of Internet | 3 |
| | path conditions | |
Femmm o - o m e e e e e e e e e e e e e e e eee e S +
| NA | SHOULD use a full-featured transport | |
I | (e.g., TCP) I I
Fom e e - - o m e e e e e e e e e e e e e e e e e e e e e e e e e e e e B +



o e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e = =
| SHOULD control rate of transm ssion

o e e e e e e e e e e e e e e e e e e e e e e e e e e e e —m— e ==
| SHOULD perform congestion control over al

| traffic

o e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e m e e e = =
[} s
| For bulk transfers,

[ s e
| SHOULD consi der inplenenting TFRC

B
| else, SHOULD i n other ways use bandw dth

| simlar to TCP

o e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e m = =
[ s e
| For non-bulk transfers,
+::::::::::::::::::::::::::::::::::::::::::::
| SHOULD neasure RTT and transmit max. 1

| datagram RTT

o e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e m = =
| else, SHOULD send at npbst 1 datagram every
| 3 seconds

B
| SHOULD back-of f retransm ssion tinmers

| follow ng | oss

o e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e m = =
o e e e e e e e e e e e e e e e e e e e e e e e e e e e e —m— e ==
| SHOULD provide nmechanisnms to regul ate the

| bursts of transm ssion

o e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e m e e e = =
o e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e = =
| MAY inplenment ECN;, a specific set of

| application nmechanisns are REQUI RED i f ECN
| is used

B
o e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e m e e e = =
| For DiffServ, SHOULD NOT rely on

| inplementation of PHBs

o e e e e e e e e e e e e e e e e e e e e e e e e e e e e —m— e ==
o e e e e e e e e e e e e e e e e e e e e e e e e e e e e e —m— i — - =
| For QoS-enabl ed paths, MAY choose not to

| use CC

o e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e = =

+

| SHOULD NOT rely solely on QoS for their

| capacity

B
| non-CC controlled flows SHOULD i npl emrent a
| transport circuit breaker

o e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e m = =
| MAY inplement a circuit breaker for other

| applications

+

For non-1P tunnels or rate not detern ned
by traffic,
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SHOULD restrict types of traffic
transported by the tunne

SHOULD NOT send dat agrans that exceed the
PMIU, i.e.,

SHOULD di scover PMIU or send datagrans <
m ni mum PMTU

Speci fic application mechani sns are

REQUI RED i f PLPMIUD i s used

SHOULD handl e datagram | oss, duplication,
reordering

SHOULD be robust to delivery delays up to
2 mnutes

SHOULD enabl e | Pv6 UDP checksum specific
application nmechanisnms are REQU RED if a
zero | Pv6 UDP checksumis used

SHOULD provi de protection fromoff-path
att acks

el se, MAY use UDP-Lite with suitable
checksum cover age

SHOULD NOT al ways send ni ddl ebox keep-
al i ve nessages

MAY use keep-alives when needed (mn.
interval 15 sec)

Applications specified for use in limted
use (or controlled environnments) SHOULD

i dentify equival ent nechani sns and
descri be their use case

Bul k-nul ti cast apps SHOULD i npl enent
congestion contro

Low vol une mnul ti cast apps SHOULD i npl enent
congestion control



| SHOULD use a random zed Source port or |
| equival ent technique, and, for client/ |
| server applications, SHOULD send responses |
| from source address mat chi ng request |

| NA | SHOULD use standard | ETF security | 6 |
| | protocols when needed | |

Table 4: Summary of Key Cuidelines from RFC 8085
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