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Abstract
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I ntroduction

In scenari os where network configuration information becones invalid
wi thout any explicit signaling of that condition (such as when a
Cust omer Edge (CE) router crashes and reboots w thout know edge of
the previously enployed configuration information), hosts on the

| ocal network will continue using stale information for an
unacceptably | ong period of tine, thus resulting in connectivity
problems. This problemis docunented in detail in [RFC8978].

Thi s docunent specifies inprovenents to CE routers that help nitigate
the aforementi oned problem for residential and small office
scenarios. It specifies recommendations for the default behavior of
CE routers but does not preclude the availability of configuration
knobs that mght allow an operator or user to nanually configure the
CE router to deviate fromthese recommendati ons. This docunent
updat es RFC 7084.

Requi renent s Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB8174] when, and only when, they appear in all
capitals, as shown here

| mproved Custoner Edge Router Behavi or

This section specifies and clarifies requirements for CE routers that
can help mtigate the problemdiscussed in Section 1, particularly
when they enpl oy prefixes |earned via DHCPv6 Prefix Del egation
(DHCPv6-PD) [ RFC8415] on the WAN side with Statel ess Address

Aut oconfiguration (SLAAC) [ RFC4862] or DHCPv6 [ RFC8415] on the LAN
side. The recomendations in this docunment hel p i nprove robustness
at the CE router (on which the user or ISP may have no control) and
do not preclude inplenmentation of host-side inprovenents such as
those specified in [ 6MAN- SLAAC- RENWM .

Thi s docunent specifies additional WAN-side prefix-del egati on (WPD)
requi renents to those specified in [ RFC7084]:

WPD-9: CE routers SHOULD NOT automatically send DHCPv6- PD RELEASE
messages upon restart events. See Section 3.1 for further
detail s.

WPD-10: CE routers MJST by default use a WAN-side ldentity
Association IDentifier (IAID) value that is stable between CE
router restarts, DHCPv6 client restarts, or interface state
changes (e.g., transient PPP interfaces), unless the CE router
enpl oys the I AID techniques discussed in Section 4.5 of [ RFC7844].
See Section 3.2 for further details.

Thi s docunent al so replaces LAN-side requirement L-13 from [ RFC7084]
wit h:

L-13: CE routers MJST signal stale configuration information as
specified in Section 3.5.

Finally, this docunent specifies the follow ng additional LAN-side



requirenents to those from[RFC7084]:

L-15: CE routers MJUST NOT advertise prefixes via SLAAC or assign
addresses or del egate prefixes via DHCPv6 on the LAN side using
lifetimes that exceed the remaining lifetinmes of the correspondi ng
prefixes | earned on the WAN side via DHCPv6-PD. For nore details,
see Section 3.3.

L-16: CE routers SHOULD adverti se capped SLAAC option |ifetines,
capped DHCPv6 | A Address option lifetines, and capped | A Prefix
option lifetinmes, as specified in Section 3.4.

3.1. Automatic DHCPv6 RELEASEs

Sone CE routers are known to autonmatically send DHCPv6- PD RELEASE
messages upon restart events. However, this may inadvertently
trigger a flash-renunbering scenario, along with the associ ated
probl ems di scussed in [RFC8978], that this document attenpts to
mtigate.

As a result, requirement WPD-9 from Section 3 specifies that CE
routers SHOULD NOT automatically send DHCPv6- PD RELEASE nmessages upon
restart events.

3.2. Stability of |1 AIDs

[ RFC8415] requires that the AID for an | A MJST be consistent across
restarts of the DHCP client. However, sone popular CE routers are
known to sel ect new random | AlDs, e.g., every tinme the underlying PPP
session is established or when the device is rebooted. This could be
the result of extrapol ating the behavior described in [ RFC7844] or
sinmply a consequence of not storing |AlDs on stable storage al ong
with failure to enploy an algorithmthat consistently generates the
same | Al D upon reboots. Thus, requirenent WPD-10 from Section 3
prevents CE routers frominadvertently triggering flash-renunbering
events on the | ocal network.

3.3. Interface between the WAN Si de and LAN Side

The "Preferred Lifetime" and "Valid Lifetinme" of Prefix Infornmation
Options (PIGs) [ RFC4861] corresponding to prefixes |earned via
DHCPv6- PD on the WAN side MJUST NOT span past the remaining preferred
and valid lifetimes of the correspondi ng DHCPv6-PD prefixes. This
means that the "Preferred Lifetime" and the "Valid Lifetine"
advertised in PIOGs by the CE router MJST be dynam cal |y adjusted such
that they never span past the remaining preferred and valid lifetines
of the correspondi ng prefixes del egated via DHCPv6- PD on the WAN

si de.

Simlarly, the "preferred-lifetinme" and "valid-lifetinme" of DHCPv6 | A
Address options and DHCPv6 | A Prefix options enployed with DHCPv6 on
the LAN side MUST NOT span past the remaining preferred and valid
lifetimes of the correspondi ng prefixes |earned via DHCPv6- PD on the
WAN side. This neans that the "preferred-lifetime" and "valid-
lifetime" of DHCPv6 | A Address options and DHCPv6 | A Prefix options
enpl oyed with DHCPv6 on the LAN side MJUST be dynam cal ly adjusted
such that they never span past the remaining preferred and valid
lifetimes of the corresponding prefixes delegated to the CE router on
the WAN si de via DHCPv6- PD.

RATI ONALE

* The lifetinme values enployed for the "Preferred Lifetine"
(AdvPreferredLifetine) and "Valid Lifetime" (AdvValidLifetine) of
SLAAC Prefix Information Options nust never be larger than the
remaining lifetimes of the corresponding prefixes (as |earned via
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DHCPv6- PD on the WAN side). This is in line with the requirenent
from Section 6.3 of [RFC8415], which states:

In particular, if the delegated prefix or a prefix derived fromit
is advertised for statel ess address autoconfiguration [ RFC4862],
the advertised preferred and valid lifetimes MJST NOT exceed the
corresponding remaining lifetines of the del egated prefix.

* The lifetinme values of prefixes advertised on the LAN side via
SLAAC nust be dynamically updated (rather than static val ues);
otherw se, the advertised lifetines would eventually span past the
DHCPv6-PD |ifetimes.

* The sane considerations apply for the "valid-lifetinme" and
"preferred-lifetine" of | A Address options and | A Prefix options
enpl oyed with DHCPv6 on the LAN side

LAN- Si de Option Lifetinmes

CE routers SHOULD override the default lifetinme values of Nei ghbor
Di scovery options that depend in any way on changes in the prefix
enpl oyed for address configuration on the LAN side, and enpl oy
shorter lifetine values to inprove the robustness to renunbering
events, while conmplying with the requirenents from Section 3.3 of
this document and the recomendations in [RFC7772].

CE routers SHOULD set the "Router Lifetine" of Router Advertisenment
(RA) messages to ND PREFERRED LIMT.

CE routers SHOULD al so set the PIO "Preferred Lifetime" to the | esser
of the remaining preferred lifetime of the corresponding prefix (see
Section 3.3) and ND PREFERRED LIM T, and set the PIO "Valid Lifetinme"
to the lesser of the remaining valid lifetime of the corresponding
prefix and ND VALID LIMT. Additionally, the "Route Lifetine" of
Route Information Options (R Gs) [RFC4191], the "Lifetine" of
Recursive DNS Server (RDNSS) options [RFC8106], and the "Lifetine" of
DNS Search List (DNSSL) options [RFC8106] SHOULD be set to the |esser
of the longest remaining valid lifetime of a prefix (leased via
DHCPv6 on the WAN side) and ND VALID LIMT, if any of these options
are included in Router Advertisement messages.

NOTE: In scenarios where the valid lifetime and the preferred
lifetime of prefixes |earned via DHCPv6 on the WAN side are al ways
| arger than ND VALID LIMT and ND PREFERRED LIM T, respectively,
the lifetinme values advertised on the LAN side will not experience
actual changes.

The above text refers to the Neighbor Discovery options that are
typically enployed by CE routers. A CE router may need to apply the
same policy for setting the lifetinme of other Nei ghbor Discovery
options it enploys, if and where applicable.

CE routers providing stateful address configuration via DHCPv6 SHOULD
set the "preferred-lifetinme" of a DHCPv6 | A Address option to the

| esser of the remaining preferred lifetinme of the corresponding
prefix (see Section 3.3) and ND PREFERRED LIM T, and set the "valid-
lifetime" of the sanme option to the | esser of the remaining valid
lifetime of the corresponding prefix and ND VALID LIMT.

CE routers providi ng DHCPv6- PD on the LAN side SHOULD set the
"preferred-lifetine” of a DHCPv6 | A Prefix option to the | esser of
the remaining preferred lifetinme of the corresponding prefix (see
Section 3.3) and ND PREFERRED LIM T, and set the "valid-lifetine" of
the same option to the lesser of the remaining valid lifetime of the
correspondi ng prefix and ND VALID LIMT.
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The "Valid Lifetime" and "Preferred Lifetine" of PIGCs have a
direct inpact on three different aspects:

- The amount of tine hosts may end up enpl oying stale network
configuration information (see [ RFC8978]).

- The amount of tine CE routers need to persist trying to
deprecate stale network configuration infornmation (e.g., to
handl e cases where hosts miss Router Advertisenment nessages and
thus still consider the stale information as valid).

- The anount of information that CE routers need to maintain
when, e.g., multiple crash-and-reboot events occur in the tine
span represented by the option lifetinmes enployed on the LAN
si de.

CE routers need not enploy the (possibly [ong) WAN-si de DHCPv6- PD
lifetimes for the "Valid Lifetine" and "Preferred Lifetime" of

Pl Os sent in Router Advertisenment nessages to advertise sub-
prefixes of the |leased prefix. Instead, CE routers SHOULD use
shorter values for the "Valid Lifetime" and "Preferred Lifetinme"
of PIGs, since subsequent Router Advertisement nmessages wll
nevert hel ess refresh the associated lifetimes, leading to the sane
effective lifetinmes as specified by the WAN-si de DHCPv6- PD
lifetines.

Simlarly, CE routers need not enploy the (possibly Iong) WAN-side
DHCPv6-PD lifetimes for the "valid-lifetinme" and "preferred-
lifetime" of I A Address options and | A Prefix options enpl oyed by
DHCPv6 on the LAN side, since the renewal of bindings by DHCPv6
clients will lead to the sane effective lifetinmes as specified by
t he WAN-si de DHCPv6-PD lifetines.

Signaling Stale Configuration Informtion

When a CE router provides LAN-side address-configuration information
vi a SLAAC

*

A CE router sending RAs that advertise prefixes belonging to a
dynanmically | earned prefix (e.g., via DHCPv6-PD) SHOULD record, on
stable storage, the list of prefixes being advertised via PIGs on
each network segnment and the state of the "A" and "L" flags of the
correspondi ng Pl Cs.

Upon changes to the advertised prefixes, and after bootstrapping,
the CE router advertising prefix information via SLAAC proceeds as
fol | ows:

- Any prefixes that were previously advertised by the CE router
via PIGCs in RA nessages, but that have now becone stale, MJST
be advertised with PIGs that have the "Valid Lifetine" and the
"Preferred Lifetinme" set to 0 and the "A" and "L" bits
unchanged.

- The aforenentioned adverti senents MJST be performed for at
| east the "Valid Lifetinme" previously enployed for such
prefixes. The CE router MJST advertise this information with
unsolicited Router Advertisenent nessages, as described in
Section 6.2.4 of [RFC4861], and MAY advertise this informtion
via uni cast Router Advertisenent nessages when possible and
appl i cabl e.

NOTE: If requirement L-16 (Section 3) is followed, the
"Valid Lifetime" need not be saved, and the stale prefix can



simply be advertised for a period of ND VALID LIMT.

* CE routers receiving DHCPv6 | A Prefix options with a 0 "valid-
lifetime" MJST advertise the correspondi ng sub-prefixes (as they
woul d be generated for the sane | eased prefix with a non-zero
lifetime) with PIOs with both the "Preferred Lifetine" and the
"Valid Lifetime" set to 0, for at |east the WAN-si de DHCPv6- PD
"valid-lifetinme", or for a period of ND VALID LIMT if the
recomrended |ifetimes from Section 3.4 are enpl oyed.

When a CE router provides LAN side DHCPv6 (address assignment or
prefix del egation), then:

* The CE router SHOULD record, on stable storage, the DHCPv6 address
and del egat ed- prefix bindings corresponding to the LAN side.

* |f the CE router finds that the prefix to be enployed for address
assi gnnent and/or prefix del egati on has changed (e.g., upon a
crash-and-reboot event) or the CE router receives DHCPv6 | A Prefix
options with O lifetinmes, the CE router MJST:

- In Replies to DHCPv6 Request, Renew, and Rebi nd nessages, send
I A Address options or | A Prefix options (as appropriate) for
any address assignments or prefix del egations for the stale
prefixes. The aforenentioned options MIST be sent with both
the "valid-lifetime" and the "preferred-lifetinme" set to 0, for
at least the "valid-lifetinme" originally enployed for them or
for a period of ND VALID LIMT if the recommended lifetines
from Section 3.4 are enpl oyed

- Initiate sending Reconfigure nessages, if possible (i.e.,
client requests Reconfigure support and the CE router offers
it), to those clients with address assignnents or prefix
del egations for the stale prefixes.

RATI ONALE

* | Pve network renunbering is expected to take place in a planned
manner with ol d/stale prefixes being phased out via reduced prefix
lifetimes while new prefixes (with normal lifetines) are
i ntroduced. However, a nunber of scenarios may lead to the so-
called "flash-renunbering" events, where a prefix being enpl oyed
on a network suddenly becones invalid and replaced by a new prefix
[ RFC8978]. One such scenario is when an Internet Service Provider
(1 SP) enpl oys dynam c prefixes and the CE router crashes and
reboots. The requirenments in this section are neant to allow CE
routers to deprecate stale information in such scenari os.

* The recomendations in this section expand fromrequirenment L-13
in Section 4.3 of [RFC7084] and Section 6.3 of [RFC8415].

* Hosts configuring addresses via SLAAC on the | ocal network may
enpl oy addresses configured for the previously advertised prefixes
for at nost the "Valid Lifetine" of the corresponding PIGs of the
| ast received Router Advertisenent nmessages. Since Router
Advertisement nmessages may be lost or fail to be received for
various reasons, CE routers need to try to deprecate stale
prefixes for a period of tinme equal to the "Valid Lifetime" of the
Pl O enpl oyed when originally advertising the prefix.

* The requirenents in this section to store information on stable
storage are conveyed as "SHOULD' (as opposed to "MJST"), since
they may represent a challenge for sone inpl enentations.

* Advertising DHCPv6-| eased prefixes with zero lifetinmes on the LAN
side woul d handl e the case where a CE router has no stabl e storage
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but receives the prefixes via DHCPv6 with O |ifetines.

* The above text does not include DHCPv6 Advertise nessages sent in
response to DHCPv6 Solicit messages, since Section 18.3.9 of
[ RFC8415] requires that a DHCPv6 server that is not going to
assign an address or delegated prefix received as a hint in the
Solicit message MJUST NOT include that address or del egated prefix
in the Advertise nessage. Additionally, any subsequent Request
nmessages will trigger the response specified in this section and
therefore cause the address or prefix to be deprecated.

Recommended Option Lifetimes Configuration Val ues
* ND PREFERRED LIMT: 2700 seconds (45 m nutes)
* ND_VALID LIMT: 5400 seconds (90 mi nutes)

RATI ONALE

* These val ues represent a trade-off anong a nunber of factors,
i ncludi ng responsi veness and possi ble inpact on the battery life
of connected devices [RFC7772].

* ND _PREFERRED LIMT is set according to the reconmendations in
[RFC7772] for the "Router Lifetime", following the rationale from
Section 3.2 of [RFC8978].

* ND VALIDLIMT is set to 2 * ND PREFERRED LIMT to provi de sone
additional |eeway before configuration information is finally
di scarded by the hosts.

| ANA Consi der ati ons
Thi s docunent has no | ANA acti ons.
Security Considerations

Thi s docunent discusses a problemthat nmay arise, e.g., in scenarios
where dynamic | Pv6 prefixes are enployed, and it proposes

i mprovenents to CE routers [RFC7084] to mitigate the problemfor
residential or small office scenarios. |t does not introduce new
security issues; thus, the same security considerations as for

[ RFC4861], [RFC4862], [RFC7084], and [ RFC8415] apply.
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