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1. I nt roduction

Providers of Internet content and other services nmay wish to
customi ze those services based on the geographic |ocation of the user
of the service. This is often done using the source |IP address used
to contact the service. Also, infrastructure and other services

m ght wish to publish the | ocale of their services. [RFC3805]
defines geofeed, a syntax to associ ate geographic locales with IP
addresses, but it does not specify howto find the rel evant geof eed
data given an | P address.

Thi s docunent specifies how to augment the Routing Policy

Speci fication Language (RPSL) [ RFC2725] inetnum class to refer
specifically to geofeed data CSV files and how to prudently use them
In all places inetnum is used, ineténum should al so be assuned

[ RFC4012] .

The reader may find [INETNUM and [I NET6NUM informative, and
certainly nmore verbose, descriptions of the inetnum database
cl asses.

An optional utterly awesone but slightly conplex neans for
aut henti cati ng geofeed data is al so defined.

1.1. Requirenents Language

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capital s, as shown here

2. Geofeed Files

Geofeed files are described in [RFC8805]. They provide a facility
for an | P address resource "owner" to associate those | P addresses to
geogr aphi c | ocal es.

Content providers and other parties who wish to |locate an | P address
to a geographic locale need to find the relevant geofeed data. In
Section 3, this docunent specifies howto find the rel evant geofeed
[ RFC8805] file given an | P address.

Geof eed data for large providers with significant horizontal scale
and high granularity can be quite large. The size of a file can be
even larger if an unsigned geofeed file conbines data for nany
prefixes, if dual 1Pv4/1Pv6 spaces are represented, etc.

Geof eed data do have privacy considerations (see Section 6); this
process nmakes bul k access to those data easier

Thi s docunment al so suggests an optional signature to strongly
aut henticate the data in the geofeed files.

3. inetnum d ass

The original RPSL specifications starting with [RI PE81], [RI PE181],
and a trail of subsequent docunents were witten by the R PE
community. The | ETF standardized RPSL in [ RFC2622] and [ RFC4012].
Since then, it has been nodified and extensively enhanced in the



Regi onal Internet Registry (RIR) comunity, nostly by R PE [ Rl PE-DB].
Currently, change control effectively lies in the operator comunity.

The RPSL, and [ RFC2725] and [ RFC4012] used by the Regional Internet
Regi stries (RIRs), specify the inetnum database class. Each of
these objects describes an I P address range and its attributes. The
inetnum objects forma hierarchy ordered on the address space.

Ideal |y, RPSL woul d be augnented to define a new RPSL geof eed
attribute in the inetnum class. Until such time, this docunent
defines the syntax of a Geofeed remarks: attribute, which contains an
HTTPS URL of a geofeed file. The format of the inetnum geofeed
remarks: attribute MIST be as in this exanple, "remarks: Geofeed ",
where the token "Geofeed " MJST be case sensitive, followed by a URL
that will vary, but it MJST refer only to a single geofeed [ RFC8805]

file.

inetnum 192.0.2.0/24 # exanple
remarks: Ceofeed https://exanpl e. com geof eed. csv

Wil e we | eave gl obal agreenment of RPSL nodification to the rel evant
parties, we specify that a proper geofeed: attribute in the inetnum
cl ass MUST be "geofeed:" and MJUST be foll owed by a single URL that
will vary, but it MJST refer only to a single geofeed [ RFC3805] file.

inetnum 192.0.2.0/24 # exanple
geof eed: https://exanpl e. com geof eed. csv

Regi stries MAY, for the interim provide a mix of the remarks:
attribute formand the geofeed: attribute form

The URL uses HTTPS, so the WDbPKI provides authentication, integrity,
and confidentiality for the fetched geofeed file. However, the
WebPKI can not provide authentication of |P address space assi gnnment.
In contrast, the RPKI (see [RFC6481]) can be used to authenticate IP
space assignnent; see optional authentication in Section 4.

Until all producers of inetnum objects, i.e., the RIRs, state that
they have migrated to supporting a geofeed: attribute, consuners

| ooking at inetnum objects to find geofeed URLs MJUST be able to
consurme both the remarks: and geofeed: forns. The nmigration not only
inmplies that the RIRs support the geofeed: attribute, but that all
registrants have mgrated any inetnum objects fromremarks: to

geof eed: attributes.

Any particular inetnum object MJST have, at nobst, one geofeed
ref erence, whether a remarks: or a proper geofeed: attribute when it
is inplemented. |If there is nore than one, all are ignored.

If a geofeed CSV file describes nmultiple disjoint ranges of IP
address space, there are likely to be geofeed references from

multiple inetnum objects. Files with geofeed references from
mul tiple inetnum objects are not conpatible with the signing

procedure in Section 4.

When geof eed references are provided by nultiple inethnum objects
that have identical address ranges, then the geofeed reference on the
inetnum with the nost recent last-nodified: attribute SHOULD be
preferred.

As inetnum objects forma hierarchy, geofeed references SHOULD be at
the | owest applicable inetnum object covering the rel evant address
ranges in the referenced geofeed file. Wen fetching, the nost
specific inetnum object with a geofeed reference MIST be used.

It is significant that geofeed data may have finer granularity than



the inetnum that refers to them For exanple, an | NETNUM object for
an address range P could refer to a geofeed file in which P has been
subdi vided into one or nore | onger prefixes.

Currently, the registry data published by ARIN are not the sane RPSL
as that of the other registries (see [ RFC7485] for a survey of the
WHO S Tower of Babel); therefore, when fetching from AR N via FTP

[ RFC0959], WHO S [ RFC3912], the Registration Data Access Protoco
(RDAP) [ RFC9082], etc., the "NetRange" attribute/key MJST be treated
as "inetnuni, and the "Comment" attribute MJST be treated as
"remarks".

Aut henti cati ng Ceof eed Dat a

The question arises whether a particul ar geofeed [ RFC8805] data set
is valid, i.e., is authorized by the "owner" of the |IP address space
and is authoritative in some sense. The inetnum that points to the
geof eed [ RFC8805] file provides some assurance. Unfortunately, the
RPSL in many repositories is weakly authenticated at best. An
approach where RPSL was signed per [RFC7909] woul d be good, except it
woul d have to be deployed by all RPSL registries, and there is a fair
number of them

A single optional authenticator MAY be appended to a geofeed

[ RFC8805] file. It is a digest of the main body of the file signed
by the private key of the relevant RPKI certificate for a covering
address range. One needs a format that bundles the rel evant RPK
certificate with the signature of the geofeed text.

The canonicalization procedure converts the data fromtheir interna
character representation to the UTF-8 [ RFC3629] character encodi ng,
and the <CRLF> sequence MJUST be used to denote the end of a line of
text. A blank line is represented solely by the <CRLF> sequence.

For robustness, any non-printable characters MJST NOT be changed by
canoni calization. Trailing blank Iines MJST NOT appear at the end of
the file. That is, the file nust not end with nultiple consecutive
<CRLF> sequences. Any end-of-file marker used by an operating system
is not considered to be part of the file content. \Wen present, such
end-of -file markers MJUST NOT be processed by the digital signature

al gorithm

Shoul d the authenticator be syntactically incorrect per the above,
the authenticator is invalid.

Borrowi ng detached signatures from [ RFC5485], after file
canoni cal i zation, the Cryptographic Message Syntax (CMS) [ RFC5652]
woul d be used to create a detached DER-encoded signature that is then
padded BASE64 encoded (as per Section 4 of [RFC4648]) and line
wrapped to 72 or fewer characters. The sane digest algorithm MIST be
used for calculating the nessage di gest on content being signed,
which is the geofeed file, and for calculating the message di gest on
the Signerinfo SignedAttributes [RFC8933]. The nmessage di gest
algorithmidentifier MJST appear in both the SignedData

Di gest Algorithm dentifiers and the Signerlnfo

Di gest Al gorithm dentifier [ RFC5652].

The address range of the signing certificate MJUST cover all prefixes
in the geofeed file it signs.

An address range A "covers" address range Bif the range of Bis
identical to or a subset of A "Address range" is used here because
inetnum objects and RPKI certificates need not align on C assless
Inter-Domain Routing (CIDR) [ RFC4632] prefix boundaries, while those
of the CSV lines in a geofeed file do.

As the signer specifies the covered RPKI resources relevant to the



signature, the RPKI certificate covering the inetnum object’s
address range is included in the [ RFC5652] CMS Si gnedDat a
certificates field.

Identifying the private key associated with the certificate and
getting the department that controls the private key (which m ght be
trapped in a Hardware Security Mdule (HSM) to sign the CVS blob is
|l eft as an exercise for the inplenentor. On the other hand,
verifying the signature requires no conplexity; the certificate,

whi ch can be validated in the public RPKI, has the needed public key.
The trust anchors for the RIRs are expected to already be avail abl e
to the party perfornming signature validation. Validation of the C\VB
signature on the geofeed file involves:

1. Obtaining the signer’'s certificate fromthe CM5 Si gnedDat a
CertificateSet [ RFC5652]. The certificate SubjectKeyldentifier
ext ensi on [ RFC5280] MJST match the SubjectKeyldentifier in the
CMB Signerinfo Signerldentifier [RFC5652]. [If the key
identifiers do not match, then validation MJST fail

Validation of the signer’s certificate MJIST ensure that it is
part of the current [ RFC6486] manifest and that the resources are
covered by the RPKI certificate.

2. Constructing the certification path for the signer’s certificate.
Al of the needed certificates are expected to be readily
available in the RPKI repository. The certification path MIST be
valid according to the validation algorithmin [ RFC5280] and the
addi tional checks specified in [RFC3779] associated with the IP
Address Del egation certificate extension and the Autononous

System ldentifier Del egation certificate extension. |If
certification path validation is unsuccessful, then validation
MUST fail.

3. Validating the CM5 SignedData as specified in [ RFC5652] using the
public key fromthe validated signer’s certificate. |If the
signature validation is unsuccessful, then validation MJST fail

4. Verifying that the I P Address Del egation certificate extension
[ RFC3779] covers all of the address ranges of the geofeed file.
If all of the address ranges are not covered, then validation
MJUST fail.

Al of these steps MJST be successful to consider the geofeed file
signature as valid.

As the signer specifies the covered RPKI resources relevant to the
signature, the RPKI certificate covering the inetnum object’s
address range is included in the CM5 SignedData certificates field
[ RFC5652] .

Identifying the private key associated with the certificate and
getting the departnment with the Hardware Security Mdule (HSM to
sign the CM5 blob is left as an exercise for the inplementor. On the
ot her hand, verifying the signature requires no conplexity; the
certificate, which can be validated in the public RPKI, has the
needed public key.

The appendi x MJUST be hidden as a series of "#" comments at the end of
the geofeed file. The following is a cryptographically incorrect,
al beit sinple, exanple. A correct and full exanple is in Appendix A

# RPKI Signature: 192.0.2.0 - 192.0.2.255
# M | d wyJKoZl hveNAQcCol | G DCCBoQCAQVK DTAL Bgl ghk gBZQVEAgEWDQYLKoZ
# 1 hveNAQKQAS+gggSxM | Er TCCASW)AW BAgl UJ605Q PX8r WsmdZwx 3VW uWhZu



# i mwkXpi Mkwd4EZqDj | 36M WsRDLdgoi j BBcGhi bwy Af GeR46k5r aZCGrxGr4xa
# OBPDTXTf | YWANnBj RBKAqQAZ7yX5x Hf nb8j UXsZJ71 | eqlS7GEKk=
# End Signature: 192.0.2.0 - 192.0.2.255

The signature does not cover the signature |ines.

The bracketing "# RPKI Signature:" and "# End Signature:" MJST be
present follow ng the nodel as shown. Their |P address range MJST
match that of the inetnum URL followed to the file.

[ RPKI - RSC] describes and provides code for a CMs profile for a
general purpose listing of checksums (a "checklist") for use with the
Resource Public Key Infrastructure (RPKI). It provides usable,

al beit conplex, code to sign geofeed files.

[ RPKI - RTA] describes a CMs profile for a general purpose Resource
Tagged Attestation (RTA) based on the RPKI. Wile this is expected
to becone applicable in the long run, for the purposes of this
docunent, a self-signed root trust anchor is used.

Qper ational Considerations

To create the needed i netnum objects, an operator wi shing to
register the location of their geofeed file needs to coordinate with
their Regional Internet Registry (RIR) or National Internet Registry
(NIR) and/or any provider Local Internet Registry (LIR) that has

assi gned address ranges to them RIRs/N Rs provide neans for
assignees to create and nmaintain inethum objects. They also provide
means of assigning or sub-assigning |IP address resources and all ow ng
the assignee to create WHO S data, including inetnum objects,
thereby referring to geofeed files.

The geofeed files MJST be published via and fetched usi ng HTTPS
[ RFC2818] .

When using data froma geofeed file, one MJST ignore data outside the
referring inetnum object’s inetnum attribute address range.

If and only if the geofeed file is not signed per Section 4, then

mul tiple inetnum objects MAY refer to the sane geofeed file, and the
consumer MUST use only lines in the geofeed file where the prefix is
covered by the address range of the inetnum object’s URL it has
fol | owed.

If the geofeed file is signed, and the signer’'s certificate changes,
the signature in the geofeed file MJST be updat ed.

It is good key hygiene to use a given key for only one purpose. To
dedi cate a signing private key for signing a geofeed file, an RPKI
Certification Authority (CA) nmmy issue a subordinate certificate
excl usively for the purpose shown in Appendix A

To minimze the load on RIR WHO S [ RFC3912] services, use of the

RIR s FTP [ RFC0959] services SHOULD be used for |arge-scale access to
gat her geofeed URLs. This also provides bul k access instead of
fetching by brute-force search through the |IP space.

Currently, geolocation providers have bulk WHO S data access at all
the RIRs. An anonynized version of such data is openly available for
all RIRs except ARIN, which requires an authorization. However, for
users w thout such authorization, the same result can be achieved
with extra RDAP effort. There is open-source code to pass over such
data across all RIRs, collect all geofeed references, and process

t hem [ GEOFEED- FI NDER] .

To prevent undue | oad on RPSL and geof eed servers, entity-fetching
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1.

geof eed data using these nechani sms MJUST NOT do frequent real-tine

| ookups. Section 3.4 of [RFC8805] suggests use of the HITP Expires
header [ RFC7234] to signal when geofeed data should be refetched. As
the data change very infrequently, in the absence of such an HTTP
Header signal, collectors SHOULD NOT fetch nmore frequently than
weekly. It would be polite not to fetch at magic tinmes such as

m dni ght UTC, the first of the nonth, etc., because too many others
are likely to do the sane.

Privacy Considerations

[ RFC8805] geof eed data nmay reveal the approximate |ocation of an IP
address, which mght in turn reveal the approximate |ocation of an
i ndi vidual user. Unfortunately, [RFC8805] provides no privacy

gui dance on avoi ding or aneliorating possible damage due to this
exposure of the user. In publishing pointers to geofeed files as
described in this docunent, the operator should be aware of this
exposure in geofeed data and be cautious. All the privacy

consi derations of Section 4 of [RFC8805] apply to this docunent.

Where [ RFC8805] provided the ability to publish |ocation data, this
docunent nakes bul k access to those data readily available. This is
a goal, not an accident.

Security Considerations

It is generally prudent for a consuner of geofeed data to al so use
other sources to cross validate the data. Al the security
consi derations of [RFC8805] apply here as well.

As nmentioned in Section 4, many RPSL repositories have weak, if any,
aut hentication. This allows spoofing of inetnum objects pointing to
mal i ci ous geofeed files. Section 4 suggests an unfortunately conpl ex
met hod for stronger authentication based on the RPKI.

For exanple, if an inetnum for a wi de address range (e.g., a /16)
points to an RPKI-signed geofeed file, a custoner or attacker could
publish an unsigned equal or narrower (e.g., a /24) inethnum in a
WHO S regi stry that has weak authorization, abusing the rule that the
nmost -speci fic inetnum object with a geofeed reference MIST be used.

If signatures were mandatory, the above attack would be stym ed, but
of course that is not happening anytime soon

The RPSL providers have had to throttle fetching fromtheir servers
due to too-frequent queries. Usually, they throttle by the querying
| P address or block. Simlar defenses will likely need to be

depl oyed by geofeed file servers.

I ANA Consi derations
| ANA has registered object identifiers for one content type in the

"SM Security for SSMME CM5 Content Type (1.2.840.113549.1.9.16.1)"
registry as foll ows:

B ety s el el
| Decimal | Description | References

[ oo e s s e e
| 47 | id-ct-geof eedCSWW t hCRLF | RFC 9092 |
I T T cE IR +

Table 1
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Appendi x A. Exanpl e

Thi s appendi x provi des an exanple that includes a trust anchor, a CA
certificate subordinate to the trust anchor, an end-entity
certificate subordinate to the CA for signing the geofeed, and a

det ached si gnature.

The trust anchor is represented by a self-signed certificate. As
usual in the RPKI, the trust anchor has authority over all |Pv4
address bl ocks, all |IPv6 address bl ocks, and all Autononmous System
(AS) nunbers.

————— BEG N CERTI FI CATE- - - - -

M | EPj CCAyagAW BAgl UPsUFJ4e/ 7pKZ6E14aBdkbYz s 1gwbDQYJKoZI hvc NAQEL
BQAWFTETMBEGALUEAX MKZXhhbXBs ZS10YTAe Fw0y MDAS VDIVk CDUONT RaFw0z MDAS
VDEx ODUONT RaVBUx Ez ARBg NVBAMTI Cniv4A YW wb GUt dGEwggEi MAOGCSqGSI h3DQEB
AQUAA4| BDwAWggEKAol BAQCel MrivDCGBhan/ a3Vr NAoKM 1HVLKx GoG7VF/ 13HZJ
0t wObUZI h3Jz+XeD+kNAURhELWIT sgd TkQX¥ gi nqQuRenx Tl 55+x7nLpe5nmvaBH
XqqDOHUbnkbAGanGe 6T/ r DOKNk 1246 Uc2p7UYuOf wNOOmoOaqFL2FSyvzZwzi Ne
g7ELYZ4a3LvGn81Jf P/ JvMBpgt oMNuee5RV6TWAZ 7L V3041 G 8Bhphy/ HFpOAlr b
Mgs8CUMyqz+Rr oAl a8cV8gbF/ f PCz9OF | 7CGdmi b679JIxxFr WIwWRIOnMIgJnsZXq
j aVc0g70Rc+el AcHW7Ur oc6h7Y71 G OkDZF75) OnQa3AgMBAAG ggGEM | BgDAd
BgNVHA EFgQU3hNEuw UGNCHY1TBat ¢ URO3pNd YwHWYDVROj BBgwFo AUShNEuw U
GNCHY1TBat ¢ URO3pNd YWDWYDVROTAQH BAUWAWEB/ z AOBgNVH@BBAF 8 EBAMCAQYwW
GAYDVROgAQH BAAWDDAKBggr BgEFBQc QA CBuQYI KwYBBQUHAQs EgawwgakwPg Yl

KwYBBQUHMAgGVhJ zeWsj G 8vcenBr aShl eGRt cGx| Ll dC9yZXBvc2l 0b3J5L2V4
YWLwb GUt d GEubWZ0MDUGCCs GAQUFBz ANhi | odHRwezovL3JyZHAuZXhhbXBsZS5u
ZXQvbmB0aWzpY2F0aVWuLnht bDAWBggr BgEFBQcwBYYkcnNsbmvbLY 9y c G pLmv4
YWLwb GUubmOL3J1 ¢ @zaXRvcnkvMCc GCCs GAQUFBWEHAQH BBgwFj AJBAI AATAD
AWEAMAK EAg ACVAMDAQAWHG Y1 KwYBBQUHAQIEE] AQoA4AWDDAKAGEAAQUA/ /1 /[ zAN
Bgkghki GOwW0OBAQs FAACCAQEAgZFQSf 3Cl 5Hwev 6 1AUWHYOFNi y69PuDTg+WhhDe
XX5r pj SDRr s5L756KSKJcaQJ 36l zO45] f OPSY9f H6x30pni paqRA7t 5r Apky24j H
cSUA9i RednzxhVW G WKnf AKy No2MYf aOAT0db1G yLKbQADI 9Fowt HBUU+60ykcM
Quz66Xr zxt nxl r ReAnbv/ H V17q0d4ny6g5yj TPRLAmMYNIoR/ 2Chl Xt GE6UQVQUA
r vNZ5Cwi J1TgGGTB7 T8ORHWWUG6AGTcOj k2r ESAai knli 1r 0oZSNC21f ckhapEi t 1a
x8Cyi Vxj cVc5e0AnB1r Jf L6LI fwnti ve/ N eBt | MD2HkBA==

————— END CERTI FI CATE- - - - -

The CA certificate is issued by the trust anchor. This certificate
grants authority over one | Pv4 address block (192.0.2.0/24) and two
AS nunbers (64496 and 64497).



————— BEG N CERTI FI CATE- - - - -

M | FBz CCA++gAW BAgl UcyCz S10hdf G65kbRqg7t 0 QAv RDKowDQYJKoZI hvc NAQEL
BQAWFTETMBEGALUEAX MKZXhhbXBs ZS10YTAe FnwOy MDAS MDIVK OT Ay MTT aFwOy MTAS
VDIVK OT Ay MT1 a MDIVK MT Av Bg NVBAMIKDNBQO Uy QQVGNEZCM FCNOQx MUUz RTEANEVG
QFFM k3@ M3Nzg2NDI wggEi MAOGCSqGSI b3DQEBAQUAAAI BDWAWggEKAoI BAQDC
zz1qwTxC2ocwbsr qp8kt n2Xy YKI 8ri BVuql Xwf ef TxSR2YFpgz9vk YUd5Az 9EVEGY
6wWGd yZbt mhK63eEeaghKz2GHub467498BXeVr YysOtYul GgCEYKznNDZ4j 5aabbo
j 5+4/ z0Quv6HESsxQdOf 8br 61 KIwgeRVB+f ni7 796 HNPBOaqgD7Zj 9NRCLXj bBODCgJ
| i H6r XMKR860f gl | 9V2nRj esvhdKYgkGhG f 9r vxVpLJ/ 6zdr us5CE9yeuJZ591 +n
YH r 6PzdJ4QryKr IX8gD6A60j 4+bi aU4MY72Kpsj hQNTTqF/ HRwi ON54GDaknEwE
TnJQHgLIDYqwmOy KW j j AgMBAAG ggl vM | CKz AdBgNVHQAEFgQUOs 4s70+y G30R
4+CE78Hi | 7N3hk| wHwYDVROj BBgwiFoAU3hNEuw UGNCHY1TBat ¢ URO3pNd YwDwWYD
VROTAQH BAUWAWEB/ z AOBgNVHQBBAf 8 EBAMCAQYWGAYDVROgAQH BA4AWDDAKBgQr
BgEFBQc OAj BhBgNVHRSEW BYMragVKBShI Byc3l uYzovL3Jwa2kuzZXhhbXBsZS5u
ZXQvemvnb3Npd Ry e S8z QUNFMKNFR) RGQ | xQ dEMTFFMD Ux ODRFRKMKRTI 5NOI 2
Nzc4N QyLnm\ybDBOBggr BgEFBQe BAQRCVEAWPG Yl KWYBBQUHVAKGVhI zeViBj O 8v
cnBraShl eGFt cGxl Limbl dC9yZXBvc2l 0b3J5L2VAYWLwWhGUt dCEUuY2VyM G5Bggr
BgEFBQc BCWSBr DCBqTA+Bggr BgEFBQecwCoYycnNsbnivbLy 9y c Gt pLmiv4 YWiwb GUu
bmVOL3JI c@zaXRvecnkvZXhhbXBsZS1j YS5t ZnQWNQY! KwYBBQUHVA2 GKWhOdHBz
G 8vecnJkcCsl eGRt cGxl Limbl dCOub3RpZm j YXRpb24ueGls MDAGCCs GAQUFBz AF
hi Ryc3l uYzovL3Jwa2kuzZXhhbXBsZS5uzZXQvcnvwb3Npd @y e S8wHWYI KwYBBQUH
AQc BAf 8EEDAOVAWEAG ABVAYDBADAAAI wHg Y1 KwYBBQUHAQY EE] AQoA4WDDAKAg VA
+/ ACAWD78TANBgk ghki GOWOBAQE FAACCAQEANLU+d1ZsUTi X3YWaueTHI al WiadO
Kupi 7pYMV2nXbx NGrdJ Mol 9BkzVz9t j 55ReMyhUU4YLm | CYe4f z5e0T809s/ vi m
cGS29+WhGui znM t pvbS/ 379gaMezk6Kpqj H6Br wemeMyy 09phne mvn8x3WIx 09
Ll QneMpt wk8gSYcnMIGELI s +cVgnk Ca3s WVRIWBW Gu6Qq Yt Qz3HFZQoj FO6YzEq
V/ dBdCFAEOWTT VI 2n2XghoJl / oEBdCAuu2G0qRk 3+W/s+uwWHPOTt sbt 7TzFgzf Y
yxqvOg6Qol dxZVZmHHncKnETu/ BqCDGJ ot 9rmay 31ukr x34Bu+XFMVi hmOw==
----- END CERTI FI CATE- - - - -

The end-entity certificate is issued by the CA. This certificate
grants signature authority for one |IPv4 address bl ock (192.0.2.0/24).
Signature authority for AS nunbers is not needed for geofeed data
signatures, so no AS nunbers are included in the certificate.

----- BEG N CERTI FI CATE- - - - -

M | EpTCCA42gAWM BAgl UJ605Q PX8r Won¥ Zwx 3V uM7 hZuQnDQYJKoZI hv e NAQEL
BQAWMEZ Ex MC8 GA1 UEAX MoMDFDRTJ DRUYORK | y MUl 3RDEX RTNFMTgORUZDMUUy OTdC
Mzc30DYOM AeFwOyMTALM AxNj ALNDVaFwoyM Az MTYxNj A1NDVaVDIVK MTAv BgNV
BAMTKDk x NDY1 Mk Ez Gk QL MUMKNDQy Nj Ax OTg4 0Dl GNUMDNUFCRj A1MDEx CDcwggEi
MAOGCSqGSI b3DQEBAQUAAAI BDWAWggEKA0I BAQCY c TQr Ob/ gB2WBi 3Ki 8PhA/ DEW
yi i 2TgGo9pgCwMI sl Rl 6Zb/ k+aSi WAP9k Sczl cQgt PCVwr 62hTQZCl owBNOBLOC
KO/ 5k1i midi 5qdM3nvKswivBCnoR11vB8pQFw uZnr 5xphXRvE+nmzuJVLgu2Vlupm
BXuW oeymudh6WA +GDj wPXO3Ri XBej Br OFNXhaFLe08y4DPf r/ S/ t XJOBnv Qz Qp
t mbPLYt & pr Yud5l i FFqqP94UelLpl Sf Xd36AKGzqTFCcc3EWI 5UFELIMFLI noEog
gt oLoKABt 0l KOFGKe/ EgeaBdW.e469ddC9r (X t 5Sw6g6cnxGraYDdl EB34zr AgMvB
AAG ggGrM | Bgz AdBgNVHQAEFgQUKk UZSo7 1 RWMUQMAZi | n1xFg/ BToYcwHwYDVRO]
BBgwWFoAUGCs 4s70+y G30R4+CGE78Hi | 7N3hk| wDAYDVROTAQH BAI wADAOBgNVHX®BB
Af 8EBAMCB4 AWGAYDVROgAQH BA4AWDDAKBggr BgEFBQc OA] BhBgNVHRSEW BYMFag
VKBShI Byc3l uYzovL3Jwa2kuzZXhhbXBsZS5uZXQvcnvwb3Npd 3Py e S8z QUNFMNF
R RGJ | x@ dEMIFFMIUx ODRFRKIMKRTI 5NOI zNzc 4N QyLmNybDBsBggr BgEFBQCB
AQRgMF4WXAY! KWYBBQUHVAKGUHIzeWsj G 8venBr aShl eG-t cGxl Lkl dCOy ZXBv
c2l 0b3J5LzNBQOUy QOQVGNEZCM FCNOQxMJUz RTEANEVGQZz FFM k3Q MBNzg2NDI u
Y2 Vy MBk GCCs GAQUFBWEHAQH BAOWCDAGBAI AAQUAMEUGCCs GAQUFBWEL BDkwiNz A1
Bggr BgEFBQcwWDYYpaHROc HVBELY 9y c mMRwL V4 YWLwb GUubnmVOL25vdd maVWWhdd v
bi 54bWwDQYJKoZI hvc NAQEL BQADggEBAE] C98gVpOMy7ui KaHyl PO453nt J+AKN
07f sk/ qGW e90DJv7cplhvjj 4uy3sgf 7PIQ7cKNG gybq/ | EOj ce+ARgVj bi 2Br z
ZsWANB846Snwskt wecenai f 6 AMBGgO0NspAepMBd2Vg/ 9sKFvOWIFVOgNeqi Q XP
5r IPWBcOW52a/ 7adj f XwpnQ j i TOgM oQGrC2TPZpydZKj | xEATdFEQssa33xD
nl pp+/ r 9XuNVYRt RcC360W aVA3j zN6F6r DE8r 8xs3yl | SVZ6JeCUAYRYWOMs] | €
[ti JLM7ZYx1 e51 r YzZ1Zt N6n/ SEssJAswRI gps2EhCt / HS2x AmBCChg U=

————— END CERTI FI CATE- - - - -

The end-entity certificate is displayed below in detail. For
brevity, the other two certificates are not.



0 1189
4 900:

8 3:
10 1:
13 20
35 13
37 o
48 0
50 51
52 49:
54 A7
56 3:
61 40:
103 30:
105 13
120 13:
135  51:
137 49
139 47
141 3
146 40:
188  290:
192 13:
194 9
205 0
207 271
212  266:
216 257
477 3
482 431
486 427
490  29:

SEQUENCE {
SEQUENCE {

[0] {

I NTEGER 2

}
I NTECER 27AD394083D7F2B5B99B8670C775B2BO96EE166E4

SEQUENCE {

OBJECT | DENTI FI ER

sha256W t hRSAEncryption (1 2 840 113549 1 1 11)

NUL L

}
SEQUENCE {

SET {

SEQUENCE {
OBJECT | DENTI FI ER conmonNane (2 5 4 3)
PrintableString

' 3ACE2CEF4FB21B7D11E3E184EFCIE297B3778642’

}
}

}
SEQUENCE {

UTCTi ne 20/ 05/2021 16:05:45 GVI
UTCTi nre 16/ 03/2022 16: 05: 45 GVI

}
SEQUENCE {

SET {

SEQUENCE {
OBJECT | DENTI FI ER conmonNanme (2 5 4 3)
Printabl eString

' 914652A3BD51C144260198889F5C4A5ABF053A187’

}
}

}
SEQUENCE {

SEQUENCE {
OBJECT | DENTI FI ER rsaEncrypti on

(1 2 840 113549 1 1 1)

NULL

}
BIT STRING encapsul ates {
SEQUENCE {
| NTEGER

00
40
BO
57
74
9E
E6
95
F8
16
BB
88
6C
67
78
FB
EB

I NTECER 65537

}
}

}
[3] {

B2
FC
84
10
04
F2
66
D6
60
85
43
51
EA
A0
2F
79

71
31
48
82
BD
AC
AF
EA
E3
2D
34
6A
4C
4A
4
a3

SEQUENCE {
SEQUENCE {

34
16
E9
D3
1C
Cco
9C
66
Cco
ED
29
A8
50
20
81
A8

2B
CA
96
c2
2B
CF
69
05
F5
3C
B6
FF
9C
AA
E6
3A

39
28
FF
57
4F
02
85
7B
CE
CcB
66
78
73
DA
81
72

BF
B6
93
0A
F9
9E
74
96
DD
80
CF
51
71
0B
75
6C

EA
4E
E6
FA
93
84
6F
96
18
CF
2D
E2
16
A0
62
46

07

92
DA
58
75
13
87
97
7E
8B
E9
F6
A0

F9

65

89
14
A6

E9
B2
05
BF
46
21
S5E
01
E3
A6

B7
F6
65

25
FO
B3
9A
E8

7E
27
54
B7
AF
03

8B
98
8F
64

7C
B3
E7
C1
FE
9A
D7
14
42
5D

72
02
F6
22
B9
A5
95
61
AC

77
4D
24
74
81

44
28
A9
01
4B
E9
El

BB
7E
4C
38
2F
01

FO

9C
Co
D3
70
82
65
4D
38
8E
80
14
51
6B
DF

F8
65

13
37
AE
ED
89
5E
19
65

B9
8A
41
8C



492
497
499

521
523
528
530
532

554
556
561
564
566

568
570
575
578
580

584
586
591
594
596
598
600

610
612
617
619
621
623
625
627

709
711

721
723
725

22:
20:

31
24:

22:
20:

24:

14:
12:
10:

97:
90:
88:
86:
84:

80:

108:

96:

92:

NAERWOR

OBJECT | DENTI FI ER subj ect Keyl dentifier (2 5 29 14)
OCTET STRING encapsul ates {
OCTET STRI NG
91 46 52 A3 BD 51 C1 44 26 01 98 88 9F 5C 45 AB
FO 53 Al 87

}

}
SEQUENCE {
OBJECT | DENTI FI ER aut horityKeyldentifier (2 5 29 35)
OCTET STRING encapsul ates {
SEQUENCE {
[ 0]
3A CE 2C EF 4F B2 1B 7D 11 E3 El1 84 EF Cl E2 97
B3 77 86 42

}
}

}
SEQUENCE {
OBJECT | DENTI FI ER basi cConstraints (2 5 29 19)
BOOLEAN TRUE
OCTET STRING encapsul ates {
SEQUENCE {}
}

}
SEQUENCE {
OBJECT | DENTI FI ER keyUsage (2 5 29 15)
BOOLEAN TRUE
OCTET STRING encapsul ates {
BIT STRING 7 unused bits
"1'B (bit 0)

}
SEQUENCE {
OBJECT | DENTIFIER certificatePolicies (2 5 29 32)
BOOLEAN TRUE
OCTET STRING encapsul ates {
SEQUENCE {
SEQUENCE {
OBJECT | DENTI FI ER
resourceCertificatePolicy (1 36 155 7 14 2)

}
}
}

}
SEQUENCE {
OBJECT | DENTI FI ER cRLDi stri butionPoints (2 5 29 31)
OCTET STRING encapsul ates {
SEQUENCE {
SEQUENCE {
[0] {
[0] {
[ 6]
"rsync://rpki.exanpl e. net/repository/ 3ACE2CEF4F
' B21B7D11E3E184EFC1E297B3778642. crl’
}
}
}
}
}

}
SEQUENCE {
OBJECT | DENTI FI ER aut horityl nf oAccess
(136155711
OCTET STRING encapsul ates {
SEQUENCE {
SEQUENCE ({



727 8: OBJECT | DENTI FIER cal ssuers (1 36 1 55 7 48 2)
737  80: [ 6]

"rsync://rpki.exanpl e. net/repository/ 3ACE2CEF4F
' B21B7D11E3E184EFC1E297B3778642. cer’

: }
: }
: }
: }
819  25: SEQUENCE {
821 8: OBJECT | DENTI FIER i pAddrBlocks (1 36 1557 1 7)
831 1: BOOLEAN TRUE
834 10: OCTET STRING encapsul ates {
836 8: SEQUENCE {
838 6: SEQUENCE {
840 2: OCTET STRI NG 00 01
844 0: NULL
: }
}
}
: }
846  69: SEQUENCE {
848 8: OBJECT | DENTI FI ER subj ect | nf oAccess
: (1361557111
858 57: OCTET STRING encapsul ates {
860  55: SEQUENCE {
862  53: SEQUENCE {
864 8: OBJECT IDENTIFIER "1 3 6 1 55 7 48 13
874  41: [ 6]
: "https://rrdp. exanpl e.net/notification.xm’
}
}
}
}

917 13: SEQUENCE {
919 9:  OBJECT I DENTI FI ER sha256W t hRSAEncr ypt i on
: (1 2 840 113549 1 1 11)
930 0  NULL
1 }
932 257: BIT STRING
: 48 C2 F7 C8 15 A7 43 1B EE E8 8A 68 7C A5 3F 4E
39 DE 6B 49 F8 09 OD D3 B7 EC 2B FA 86 C3 F7 BD
DO 32 6F ED CA 75 86 F8 E3 E2 EC B7 B2 07 FB 3C
94 3B 70 A3 46 AE OC 9B AB F9 44 D2 37 1E F8 04
60 56 36 E2 D8 1A F3 66 C5 80 9C 1F 38 E9 29 FO
B2 4B 70 E9 C7 A7 6A 27 FA 03 0C 3A AB 4D 0D B2
90 1E A4 CO 5D D9 58 3F F6 C2 85 BC EC 09 15 53
A0 35 CA A2 42 25 CF E6 Bl 89 3D 60 5C 38 CB F9
D9 AF FB 69 D8 DF 5F OA 67 3A 28 E2 4C E8 0C 96
84 06 98 2D 93 3D 9A 72 75 92 A3 97 11 00 4D D1
44 42 CB 1A DF 7C 43 9E 5A 69 FB FA FD C6 E3 55
61 1B 51 70 2D FA Al 6A DA 54 0D E3 CC DE 85 EA
BO C4 F2 BF 31 B3 7C A5 21 25 73 E8 97 82 43 86
11 63 06 CC B2 38 DC FE D8 89 2C CE D9 63 12 1E
E4 8A D8 CF 56 6D 37 A9 FF 48 4B 2C 24 0B 30 44
88 29 B3 61 21 OA DF C7 4B 6C 40 98 60 8E 86 05

}

To all ow reproduction of the signature results, the end-entity
private key is provided. For brevity, the other two private keys are
not .

M | EpQ BAAKCAQEASNEOKznt 6gdl t 4t yovD4QPwx Fsoot k4BgPaYAs Dv Zb CESOMWV



/ 5Prkol | j / ZEnMBXElI LTw cK+t oUDGQ KMATAASIOHCE P+ZNYpi XYuanTN57yr MDP
Ap6Eddbwf KUBcK7nmzZg+caYVObxPps7i VS4Lt | dbqZgV7l paHsprnYel | i f hg48D1
zt 0Yl wXowazhTV4AWAS3t PMUAZ 36/ Ov7Vy TgZuOMIKbZney2LRn6a2LuQzZYhRaqj /
eFH 6SEn13d+gChs6kxnHNxFvZeVBRNTBS5Z6BKI Kr aC6CgAbdCIDhRi ngvx| Hm
gXVi 3uOv XXQvaOH7ec CoOnJsRvmMmA3SBAd+Mbw DAQABA0OI BAQCY BOFeMuKnBbRo
18akKj FGSPEoZi 53sr | z5bvUgl i 92TBLez7ZnzL61 yn260J+5t h+l CHGO dgl hXi o
pl 50C5Yc9TFbbl b/ ECOsuCuugKFj Z8CD3GVs Hoz XKJeMMIH 05YZXQr ORj 6UnwT0z
ol / JE5pl GUCI gsXX6t z9s5BP3l UAVVQHsV6+VEVKLXQBwW / 1vI L8O CNO36EVOE
mpkwny gPj f ECT9wbW0yn3j xJb36+M @ j UP280NI Vn/ | KoPZRXnqchEbuuCl651
| saFSqt i ThmdWzt vCH/ | Dg+6/ dcMucmilj | ReYWW f dHf j pl | | VPve9c/ OnpVEEQVF
t 3Ar WUt 5A0GBANs4764yHxo4ntt LI E7G7I / t f 9bPAKKUI YwAR4ABy EocuqMCAy hnt
MPCf OFLOQet 710OWCKj P2L/ 7EKUe9yx7GEKmKAHY6]  vcRkvGsl 61 WFOs (Bpl126M
YohnGzMJ t sdhAi MOWKzj vidWgf MyghQe+Pnj j SVkgTt +7Bxpl uGBAv Ao GBANBg
26FF5¢cDLpi xOd3ZalYXsOgguwCaw3Pl vi 7vUZRpa/ zBMELEt y Cebf akkl RWNND7|
NnE+l AZwxm+29PTDONqCFE91t eyzj nQaLCbkkAdJi FUMWV3i cLOGo399Fr nJbKensm
FGSI i +3KxGhCNI JJf gWq4bEOQi 0AM dGhYXzl YQFAoGBAMSt uDI36KDU+hI S6wWu6
QRTPSf ZhF/ zPo3pCWQ78/ QDb+Zdw4l Ei qoBA7FANPVLg9Y/ HBUTX9r / veqe7hPQo
Ok7Npl zSKTHkc5Xf Z60Zn90LFoKba40alk XoJdWEU2YRCaU Ae9F6/ Rog6PHYz
VLE5gscRbuOXChLkN+z7bg5bAoGBAKDs bDEb/ dbgbyaAYpmyhH2s dRSkphg7Ni we
DNmBqWa1J6Zwl+MB71 6(BnaRREUULI AVQqWHVLr / ROBQBENTJI1Uc5/ gFe T2 XXUgkf
t aMKv61t uyj ZK3sTnenivhOHf zUpW EhVWWCEUB+ZYVAn62ZGM2A75Rdr | LL2+9Dc
PvDXVubRA0GAdgXeSWLxuzZXz| 8r saKr @G TYaXnOWaZi eULSL5vVe8nK257UDgZ
E3ng2j 5XPTUW i +aNGFEJGRoNt cQv 0600 sFZUnu52sqq9mAV/YZNh1TB5aP8X+pV
i FcZOLUv QECNBPA+YQK5FULLr Al IMOGTBRDNVnUl OL2xf CYxb7FzV6Y=

Signing of "192.0.2.0/24,US, WA Seattle,"” (termnated by CR and LF)
yields the foll owi ng detached CV5 si gnature.

RPKI Signature: 192.0.2.0 - 192.0.2.255

M | G wYJKoZIl hveNAQc Col | GgDCCBnwCAQWK DTALBgl ghk gBZQVEAgEWDQYLKoZ
I hveNAQKQAS+gggSpM | EpTCCA42gAWM BAgl UI605Q PX8r Wonmd Zwx 3W uWrhZu
QMDQYJKoZI hv e NAQEL BQAWMWE Ex MC8 GAL UEAX Mo MO FDRTJ DRUYORK | y MUl 3RDEXR
TNFMTgORUZDMUUy OTdCMz ¢ 30DYOM AeFwOy MTALM AxNj ALNDVaFwOyM Az MTYx
N A1NDVaNDIvk MT Av Bg NVBAMTI KDk x NDY 1 vk Ez Gk QL MUMKNDQy Nj Ax OTg4 0Dl GNUM
ONUFCR} A1IMDExODcwggEi MAOGCSqGSI b3DQEBAQUAA4I BDWAWYgEKAOI BAQCYcT
Q@ Ob/ gB2WBi 3Ki 8PhA/ DEWi i 2TgGo9pgCwMI s| Rl 6Zb/ k+aSi WAP9kSczl c Qg
t PCVwW 62hTQZCl owBNOBLOCcKO/ 5k1i midi 5qdMBnvKswivBCnoR11vB8pQFwr uZm
r 5xphXRvE+nzuJVLgu2V1iupnBXuW oeynudh6VWA +G) wPXO3Ri XBej Br OFNXha
FLe08y4DPf r/ S/ t XJOBn¥7 Qz Qot nbPLYt G pr Yu45! i FFqqP94UeLpl Sf Xd36AKG
zqTFCcc3EWI 5UFE1IMFLI noEogqt oLoKABt 0l KOFGKeC/ EgeaBdW.e469ddC9r Q
ft 5w6g6cnxGraYDdl EB34zr AgMBAAG ggGvM | Bqz AdBgNVHUAEFgQUKUZS0o71R
WUQMZi | n1xFq/ BToYcwHwWYDVROj BBgwF0AUOs4s70+y G30R4A+GE78Hi | 7N3hkI

WDAYDVROTAQH BAI wADAOBg NVH@BBAf 8 EBAMCB4 AWGAYDVROgAQH BAAWDDAKBg
gr BgEFBQc OA] BhBgNVHRBEW BYMFagVKBShI Byc3l uYzovL3Jwa2kuzZXhhbXBsZ
S5uZXQvemvnb3Npd @y eS8z QUNFMKNFR) RGQ | x@ dEMTFFMDUx ODRFRKMKRTI 5
NOI zNzc 4N QyLmiNybDBsBggr BgEFBQc BAQRgMF4wXAY! KwYBBQUHVAKGUHI zeWb
j O 8vcnBraShl eGFt cGxl Lnbl dC9yZXBvc2l 0b3J5Lz NBQOUy QQVGNEZCM FCNO
XMJUz RTEANEVGQz FFM k3Q MBNzg2NDI uY2Vy MBk GCCs GAQUFBWEHAQH BAowC
DAGBAI AAQUAMEUGCCs GAQUFBWEL BDkwiNz A1Bggr BgEFBQcwDYYpaHROCcHVBLY 9y
cmRMMVAYWLwbh GUubmvVOL25vdd maWNhdd vbi 54bWwDQYJKoZl hvc NAQELBQA
DggEBAEj] C98gVpOMy7ui KaHyl P0453nt J+AKNO7f skK/ gGM e90DJIv7cplhvjj 4u
y3sgf 7PIQ7cKNG gybq/ | EOj ce+ARgVj bi 2Br zZsWAnNB846Snwskt wécenai f 6A
ww6qO0ONspAepMBd2Vg/ 9sKFvOnI FVOgNegi Q XP5r GIPWBcOMr52a/ 7adj f Xwpn
Qji TOgM oQGMC2TPZpydZKj | xEATdFEQssa33xDnl pp+/ r 9xuNVYRt RcC360W

aVA3j zN6F6r DE8r 8xs3yl | SVz6JeCQAYRYWOMsj j ¢/ ti JLM7ZYx] e51 r Yz1Zt N6
n/ SEssJAsWRI gps2EhCt / HS2x AmGCOhgUxggGgM | Bpgl BA4AUKUZS0 7 1 RWMUQMA
Zi | n1xFg/ BToYcwCOwYJYI ZI AWJDBAI BoGswGg YJKoZIl hve NAGKkDMQOGCygGSl b3
DQEJ EAEV MBWGCSqGSI b3DQEIBTEPFWOY MTALIM AXNj | 4Mzl aMC8GCSqGS| b3DQE
JBDEi BCAr 4vKeUvHII NsEOYQMUMK0048qr OU+i PuFbQR8gX3BFj ANBgkghki GOw
OBAQEFAASCA@B85Hs CBr UBEcVCcf 4nC6Z3j r G T+f VI y TDACOF6GTNW)r xe7j SA
I nyf 51Uzul GghVY3sQ i XbdW:VYt Pb4118KvyeXh8A/ HLp4eeAJnt | 9D3i gt 38M
084q5pf 9pTQXx3hbsnbli | pO p/ TKVMyzE42s60Pox3M)+6eKH3/ vBKnwlslayM
OMUnPDTBf ZL3JJEGPW | ZHEcr ypevbqR7Jj sz5vp0qyF2D9v+w+nyhZOPruePni’
YgLyOw/ E99PVBs9ul +hmBi Cz/ BK2Z3VRj r r | r UU+49el dSTkZ2sJyhCbbV2Uf gi

S2FOquAgJdzj i | yN3BDQLVBRp9cGnOPpVs!l KH2na

HHEFHFHFHFHFHHFHFHHFHFEHFFHFHFH R HFEHFHFHR R EHFRHFH



# End Signature: 192.0.2.0 - 192.0.2.255
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