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Conci se Binary Object Representation (CBOR) Tags for Cbject ldentifiers
Abst r act

The Concise Binary Object Representation (CBOR), defined in RFC 8949,
is a data format whose design goals include the possibility of
extrenely small code size, fairly snmall nessage size, and
extensibility without the need for version negotiation

Thi s docunent defines CBOR tags for object identifiers (ODs) and is
the reference docunent for the I ANA registration of the CBOR tags so
defi ned.

Status of This Meno
This is an Internet Standards Track docunent.

Thi s docunent is a product of the Internet Engineering Task Force
(IETF). It represents the consensus of the |IETF conmmunity. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Goup (IESG. Further information on
Internet Standards is available in Section 2 of RFC 7841

I nformati on about the current status of this docunent, any errata,
and how to provide feedback on it may be obtained at
https://ww. rfc-editor.org/info/rfc9090

Copyright Notice

Copyright (c) 2021 | ETF Trust and the persons identified as the
docunment authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’s Lega
Provisions Relating to | ETF Docunents
(https://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunment. Code Conponents extracted fromthis docunment nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.
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I ntroduction

The Conci se Binary Object Representation (CBOR) [ RFC8949] provides
for the interchange of structured data without a requirenent for a
pre-agreed schema. [RFC8949] defines a basic set of data types, as
wel | as a taggi ng mechani smthat enabl es extending the set of data
types supported via an | ANA registry.

Thi s docunent defines CBOR tags for object identifiers (O Ds)

[ X. 660], which many | ETF protocols carry. The ASN. 1 Basic Encoding
Rul es (BER) [ X 690] specify binary encodi ngs of both (absol ute)
object identifiers and relative object identifiers. The contents of
these encodings (the "value" part of BER s type-I|ength-val ue
structure) can be carried in a CBOR byte string. This docunent
defines two CBOR tags that cover the two kinds of ASN. 1 object
identifiers encoded in this way and a third one to enable a common
optimization. The tags can also be applied to arrays and maps to
efficiently tag all elements of an array or all keys of a map. This
docunent is the reference docunent for the | ANA registration of the
tags so defi ned.

. 1.  Term nol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capital s, as shown here

The term nol ogy of [RFC8949] applies; in particular, the term"byte"
is used in its now customary sense as a synonymfor "octet". The
verb "to tag (sonething)" is used to express the construction of a
CBOR tag, with the object (sonething) as the tag content and a tag
nunber indicated el sewhere in the sentence (for instance, in a "with"
clause or by the shorthand "an NNN tag" for "a tag with tag number
NNN'). The term "SDNV' (Self-Delimting Nunmeric Value) is used as
defined in [ RFC6256], with the additional restriction detailed in
Section 2.1 (no | eading zeros).

oject ldentifiers

The International Object ldentifier tree [X.660] is a hierarchically
managed space of identifiers, each of which is uniquely represented
as a sequence of unsigned integer values [X 680]. (These integer

val ues are called "primary integer values" in [X 660] because they
can be acconpani ed by (not necessarily unanmbi guous) secondary
identifiers. W ignore the latter and sinply use the term"integer
val ues" here, occasionally calling out their unsignedness. W also
use the term"arc" when the focus is on the edge of the tree | abel ed
by such an integer value, as well as in the sense of a "long arc",
i.e., a (sub)sequence of such integer val ues.)

Wi | e these sequences can easily be represented in CBOR arrays of
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1.

unsigned integers, a nore conpact representation can often be
achi eved by adopting the widely used representation of object
identifiers defined in BER, this representation may al so be nore
anenabl e to processing by other software that nakes use of object
i dentifiers.

BER represents the sequence of unsigned integers by concatenating
self-delimting representati ons [ RFC6256] of each of the integer
val ues in sequence.

ASN. 1 di stingui shes absolute object identifiers (ASN. 1 type "OBJECT
| DENTI FI ER"), which begin at a root arc ([X 660], Cause 3.5.21),
fromrelative object identifiers (ASN.1 type "RELATIVE-Q D'), which
begin relative to sone object identifier known fromcontext ([X 680],
Clause 3.8.63). As a special optimnization, BER conbines the first
two integers in an absolute object identifier into one nuneric
identifier by making use of the property of the hierarchy that the
first arc has only three integer values (0, 1, and 2) and the second
arcs under 0 and 1 are linmted to the integer values between 0 and
39. (The root arc "joint-iso-itu-t(2)" has no such limtations on
its second arc.) If X and Y are the first two integer values, the
single integer value actually encoded is conputed as:

X* 40 + Y

The inverse transformati on (agai n nmaki ng use of the known ranges of X
and Y) is applied when decoding the object identifier

Since the semantics of absolute and relative object identifiers
differ and since it is very conmon for companies to use self-assigned
nunbers under the arc "1.3.6.1.4.1" (1 ANA Private Enterprise Number

O D [IANA enterprise-nunbers]) that adds 5 fixed bytes to an encoded
O D value, this specification defines three tags, collectively called
the "AO D tags" here

Tag nunber 111: Used to tag a byte string as the BER encoding
[ X.690] of an absolute object identifier (sinply "object
identifier" or "AD").

Tag nunber 110: Used to tag a byte string as the BER encoding
[ X.690] of a relative object identifier (also called "relative
A D'). Since the encoding of each number is the same as for Self-
Delimting Nuneric Values (SDNVs) [ RFC6256], this tag can al so be
used for tagging a byte string that contains a sequence of zero or
nmore SDNVs (or a nore application-specific tag can be created for
such an application).

Tag nunber 112: Structurally like tag 110 but understood to be
relative to "1.3.6.1.4.1" (IANA Private Enterprise Nunmber O D
[1 ANA. ent erprise-nunbers]). Hence, the senantics of the result
are that of an absolute object identifier.

Requi renments on the Byte String Bei ng Tagged
To forma valid tag, a byte string tagged with 111, 110, or 112 MJST

be syntactically valid contents (the value part) for a BER
representation of an object identifier (see Table 1):

[ ety ey o}
| Tag nunber | Section of [X 690] |
[ e e e e s
| 111 | 8.19 |
I T T R I +
| 110 | 8.20 |
I R I I R +



Table 1. Tag Nunmber and
Section of X. 690 Governing Tag
Cont ent

This is a concatenation of zero or nore SDNV val ues, where each SDNV
val ue is a sequence of one or nore bytes that all have their nobst
significant bit set, except for the |ast byte, where it is unset.

Al so, the first byte of each SDNV cannot be a |leading zero in SDNV' s
base-128 arithnmetic, so it cannot take the value 0x80 (bullet (c) in
Section 8.1.2.4.2 of [X 690]).

I n ot her words:

* The byte string's first byte, and any byte that follows a byte
that has the nost significant bit unset, MJST NOT be 0x80 (this
requi renent requires expressing the integer values in their
shortest form wth no | eading zeroes).

* The byte string’s last byte MJUST NOT have the nobst significant bit
set (this requirement excludes an inconplete final integer value).

If either of these invalid conditions are encountered, the tag is
i nval id.

[ X.680] restricts RELATIVE-O D values to having at |east one arc,
i.e., their encoding would have at |east one SDNV. This
specification pernits enpty relative object identifiers; they may
still be excluded by application senantics.

To facilitate the search for specific object ID values, it is
RECOMVENDED t hat definite | ength encoding (see Section 3.2.3 of

[ RFC8949]) be used for the byte strings that are used as tag content
for these tags

The valid set of byte strings can also be expressed using regul ar
expressi ons on bytes, using no specific notation but resenbling Perl
Conpati bl e Regul ar Expressions [PCRE]. Unlike typical regular
expressi ons that operate on character sequences, the follow ng
regul ar expressions take bytes as their domain, so they can be
applied directly to CBOR byte strings.

For byte strings with tag 111

"I AC([\x81-\ xFF] [\ x80-\ xFF] *) ?[\ x00-\ x7F] ) +$/ "
For byte strings with tags 110 or 112

"IN\ x81-\ xFF] [\ x80-\ xFF] *) ?[\ x00-\ x7F] ) *$/ "

A tag with tagged content that does not conformto the applicable
regul ar expression is invalid.

2. 2. Preferred Serialization Considerations

For an absolute ODwth a prefix of "1.3.6.1.4.1", representations
with both the 111 and 112 tags are applicable, where the
representation with 112 will be five bytes shorter (by |eaving out
the prefix h’2b06010401' fromthe encl osed byte string). This
specification nakes that shorter representation the preferred
serialization (see Sections 3.4 and 4.1 of [RFC8949]). Note that
this also inplies that the Core Deterninistic Encoding Requirenents
(Section 4.2.1 of [RFC8949]) require the use of 112 tags instead of
111 tags wherever that is possible.



2. 3.

Di scussi on

Staying close to the way object identifiers are encoded in ASN. 1 BER
makes back-and-forth transl ati on easy; otherw se, we woul d choose a
more efficient encoding. Object identifiers in | ETF protocols are
serialized in dotted decimal formor BER form so there is an
advantage in not inventing a third form Al so, expectations of the
cost of encoding object identifiers are based on BER using a
different encoding mght not be aligned with these expectations. |If
addi tional information about an O D is desired, |ookup services such
as the O D Resolution Service (ORS) [X. 672] and the O D Repository

[O

D-INFQ are avail able.

3. Basic Exanples

Thi
obj

s section gives sinple exanples of an absolute and a relative
ect identifier, represented via tag nunbers 111 and 110,

respectively.

3. 1.

Encodi ng of the SHA-256 O D

ASN. 1 Val ue Notati on:

{ joint-iso-itu-t(2) country(16) us(840) organization(1l) gov(101)
csor(3) nistalgorithm4) hashal gs(2) sha256(1) }

Dotted Decimal Notation: 2.16.840.1.101.3.4.2.1

06

#

#

D3

3. 2.

# UNI VERSAL TAG 6
09 # 9 bytes, printive
60 86 48 01 65 03 04 02 01 # X. 690 O ause 8.19
| 840 1 | 3 4 2 1 show component encodi ng
2.16 101
Figure 1: SHA-256 O D in BER
6F # tag(111)
49 # 0b010_01001: nt 2, 9 bhytes
60 86 48 01 65 03 04 02 01 # X. 690 O ause 8.19
Figure 2: SHA-256 O D in CBOR
Encoding of a MB Relative QD

G ven sone OD (e.g., "lowanMb", assunmed to be "1.3.6.1.2.1.226"
[ RFC7388]), to which the followi ng i s added:

ASN. 1 Val ue Not ati on:

{ lowpanObj ects(1l) | owpanStats(1l) | owpanQutTransm ts(29) }

Dotted Deci mal Notation: .1.1.29

0D

D3]

# UNI VERSAL TAG 13
03 # 3 bytes, printive
01 01 1D # X. 690 O ause 8.20
1 129 show component encodi ng

Figure 3: MB Relative Object ldentifier in BER
6E # tag(110)
43 # 0b010_00011: m 2 (bstr), 3 bytes
01 01 1D # X. 690 d ause 8.20

Figure 4: MB Relative bject lIdentifier in CBOR

This relative O D saves seven bytes conpared to the full QD
encodi ng.



4.

4.

4.

Tag Factoring with Arrays and Maps

The tag content of O D tags can be byte strings (as discussed above)
but also CBOR arrays and nmaps. The idea in the latter case is that
the tag construct is factored out fromeach individual itemin the
container; the tag is placed on the array or map instead.

When the tag content of an ODtag is an array, this neans that the
respective tag is inputed to all elenents of the array that are byte
strings, arrays, or maps. (There is no effect on other el enents,
including text strings or tags.) For exanple, when the tag content
of a 111 tag is an array, every array element that is a byte string
is an OD, and every elenent that is an array or nap is, in turn
treated as di scussed here.

When the tag content of an ODtag is a map, this neans that a tag

with the sane tag nunber is inputed to all keys in the map that are
byte strings, arrays, or maps; again, there is no effect on keys of
other major types. Note that there is also no effect on the val ues
in the map.

As a result of these rules, tag factoring in nested arrays and naps
is supported. For exanple, a 3-dimensional array of O Ds can be
composed by using a single 111 tag containing an array of arrays of
arrays of byte strings. Al such byte strings are then considered
O Ds.

1. Preferred Serialization Considerations

Where tag factoring with tag nunmber 111 is used, some O Ds encl osed
in the tag may be encoded in a shorter way by using tag nunber 112

i nstead of encodi ng an unadorned byte string. This renains the
preferred serialization (see also Section 2.2). However, this
specification does not make the presence or absence of tag factoring
a preferred serialization; application protocols can define where tag
factoring is to be used or not (and will need to do so if they have
determnistic encoding requirenents).

2. Tag Factoring Exanple: X 500 Distingui shed Nane

Consi der the X 500 distingui shed nane:

[ s sy e ——r o}
| Attribute Types | Attribute |
| | Val ues |
| ¢ (2.5.4.6) | US |
o e e e e e e e e e o S +
| I (2.5.4.7) | Los Angel es

| s (2.5.4.8) | CA |
| postal Code (2.5.4.17) | 90013 |
o m e e e e e i e R +
| street (2.5.4.9) | 532 S dive |
| | St |
o e e e e e e e e e S +
| businessCategory (2.5.4.15) | Public Park |
| buil di ngNane | Pershing |
| (0.9.2342.19200300. 100. 1.48) | Square |
o e e e e e e e e m e e o m e e e oo - +

Tabl e 2: Exanple X 500 Distingui shed Nane

Table 2 has four "relative distinguished nanes" (RDNs). The country
(first) and street (third) RDNs are single valued. The second and
fourth RDNs are nultival ued.



The equi val ent

of [ RFC8949]

) and CBOR are:

111([{ h’ 550406’ : "US" },
{ h’ 550407 : "Los Angel es",
h' 550408’ : " CA",
h’ 550411’ : "90013" },
{ h’'550409': "532 S dive St" },
{ h’55040f": "Public Park",

h' 0992268993f 22¢c640130’

representations in CBOR diagnostic notation (Section 8

"Pershing Square" }])

Figure 5: Distinguished Nane in CBOR Diagnostic Notation
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#

tag(111)
array(4)
map( 1)
2.5.4.6 (4)
text (2)

" s

map( 3)
2.5.4.7 (4)
text (11)

"Los Angel es"
2.5.4.8 (4)
text (2)

" A"

2.5.4.17 (4)
text (5)
"90013"
map(1)
2.5.4.9 (4)
text (14)

"5632 Sdive St
map( 2)
2.5.4.15 (4)
text (11)
"Public Park"

# 0.9.2342.19200300. 100. 1. 48 (11)

t ext (15)

5065727368696e6720537175617265 # "Per shing Square"

Figure 6: Distinguished Nane in CBOR (109 Bytes)

(Thi s exanpl e encodi ng assunes that all

attribute values are UTF-8

strings or can be represented as UTF-8 strings with no | oss of

i nformation.

CDDL Contr ol

)

Operators

Conci se Data Definition Language (CDDL) specifications [ RFC8610] may
want to specify the use of SDNVs or SDNV sequences (as defined for

the tag content for tag 110).
operators that can be applied to a target val ue that

control
byte string:

* " sdnv",

with a contro

Thi s docunent

type that contains unsigned integers.

i ntroduces two new
is a

The

byte string is specified to be encoded as an SDNV (BER encodi ng)

[ RFC6256] for the matching val ues of the contro

* ".sdnvseq",

i nt egers.

array of unsigned integers nmatching the contro

* "ooid", |

with a contro

t ype.

type that contains arrays of unsigned

The byte string is specified to be encoded as a
sequence of SDNVs (BER encodi ng) [ RFC6256] that decodes to an

i ke ".sdnvseq",

t ype.

except that the X*40+Y translation for



absolute O Ds is included (see Figure 8)
Figure 7 shows an exanple for the use of ".sdnvseq" for a part of a
structure using O Ds that could be used in Figure 6; Figure 8 shows
the same with the ".oid" operator

country-rdn = {country-oid => country-val ue}
country-oid = bytes .sdnvseq [85, 4, 6]
country-value = text .size 2

Figure 7: Using .sdnvseq
country-rdn = {country-oid => country-val ue}

country-oid bytes .oid [2, 5, 4, 6]
country-value = text .size 2

Figure 8: Using .oid
Note that the control type need not be a literal; for exanple, "bytes
.oid [2, 5, 4, *uint]" matches all ODs inside ODarc "2.5.4",
"attributeType".
6. CDDL Type Nanes

For the use with CDDL, the type nanes defined in Figure 9 are
recormended:

oid = #6.111(bstr)
roid = #6. 110(bstr)
pen = #6.112(bstr)
Figure 9: Recommended Type Names for CDDL
7. | ANA Consi derations
7.1. CBOR Tags
I ANA has assigned the CBOR tag nunbers in Table 3 in the 1+1 byte

space (24..255) of the "CBOR Tags" registry [IANA cbor-tags], with
this docunment as the specification reference.

[ el oo b s s oo s s ool el °)
| Tag | Data Item | Semantics | Reference

[ gt e fums e e sy oo s ey e
| 111 | byte string, | object identifier (BER | RFC 9090

| | array, or map | encoding) | |
Fo-m - . e S T +
| 110 | byte string, | relative object identifier | RFC 9090

| | array, or map | (BER encodi ng); SDNV | |
| | [ RFC6256] sequence | |
S e . . S I +
| 112 | byte string, | object identifier (BER | RFC 9090

| | array, or map | encoding), relative to | |
| | | 1.3.6.1.4.1 | |
+- - - - - S o e e e e e e oo oo - S +

Tabl e 3: New Tag Nunbers
7.2. CDDL Control Operators
| ANA has assigned the CDDL control operators in Table 4 in the "CDDL
Control Qperators” registry [IANA cddl], with this docunent as the
speci fication reference.

R bl Sl
| Nare | Reference



8.

9.

9.

| .sdnv | RFC 9090 |
S Fom e +
| .sdnvseq | RFC 9090 |
S R +
| .oid | RFC 9090 |
TS R +

Tabl e 4: New CDDL
Control Operators

Security Consi derations
The security considerations of [RFC8949] apply.

The encodings in Clauses 8.19 and 8.20 of [X 690] are quite conpact
and unanbi guous but MJST be foll owed precisely to avoid security
pitfalls. |In particular, the requirenments set out in Section 2.1 of
this document need to be followed; otherw se, an attacker nmay be able
to subvert a checking process by submtting alternative
representations that are |ater taken as the original (or even

sonet hing el se entirely) by another decoder that is intended to be
protected by the checking process.

ODs and relative O Ds can always be treated as opaque byte strings.
Actual Iy understanding the structure that was used for generating
themis not necessary, and, except for checking the structure
requirenents, it is strongly NOT RECOMVENDED to perform any
processing of this kind (e.g., converting into dotted notation and
back) unl ess absolutely necessary. |If the ODs are translated into
ot her representations, the usual security considerations for non-
trivial representation conversions apply; the integer values are
unlimted in range.

An attacker might trick an application into using a byte string
inside a tag-factored data item where the byte string is not
actually intended to fall under one of the tags defined here. This
may cause the application to enmit data with semantics different from
what was intended. Applications therefore need to be restrictive
with respect to what data itens they apply tag factoring to.
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