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NSEC and NSEC3: TTLs and Aggressive Use
Abst r act

Due to a conbination of unfortunate wording in earlier docunents,
aggressi ve use of NSEC and NSEC3 records may deny the existence of
nanes far beyond the intended lifetinme of a denial. This docunent
changes the definition of the NSEC and NSEC3 TTL to correct that
situation. This docunent updates RFCs 4034, 4035, 5155, and 8198.

Status of This Meno
This is an Internet Standards Track docunent.

This docunent is a product of the Internet Engineering Task Force
(IETF). It represents the consensus of the IETF community. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Goup (IESG. Further information on
Internet Standards is available in Section 2 of RFC 7841

I nformati on about the current status of this docunent, any errata,
and how to provide feedback on it nmay be obtained at
https://ww. rfc-editor.org/info/rfc9077
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1.

3.

I ntroduction

[ RFC2308] defines the TTL of the Start of Authority (SQA) record that
must be returned in negative answers (NXDOVAI N or NODATA)

| The TTL of this record is set fromthe m nimumof the M N MM
| field of the SOA record and the TTL of the SOA itself, and
| indicates how long a resolver may cache the negative answer.

Thus, if the TTL of the SOA in the zone is lower than the SOA M Nl MUM
val ue (the last number in the SOA record), the authoritative server
sends that |ower value as the TTL of the returned SOA record. The
resol ver always uses the TTL of the returned SOA record when setting
the negative TTL in its cache.

However, [RFC4034], Section 4 has this unfortunate text:

| The NSEC RR SHOULD have the same TTL val ue as the SOA m ni mum TTL
| field. This is in the spirit of negative caching ([RFC2308]).

This text, while referring to [ RFC2308], can cause NSEC records to
have much hi gher TTLs than the appropriate negative TTL for a zone.
[ RFC5155] contai ns equival ent text.

[ RFC8198], Section 5.4 tries to correct this:

| Section 5 of [RFC2308] also states that a negative cache entry TTL
| is taken fromthe mininmmof the SOAMN MM field and SCA's TTL.

| This can be less than the TTL of an NSEC or NSEC3 record, since

| their TTL is equal to the SCA M N MJM field (see [ RFC4035],

| Section 2.3 and [ RFC5155], Section 3).
I
I
I
I
I

A resolver that supports aggressive use of NSEC and NSEC3 SHOULD
reduce the TTL of NSEC and NSEC3 records to match the SOA. M Nl MUM
field in the authority section of a negative response, if
SOAMNIMM is smaller

But the NSEC and NSEC3 RRs shoul d, according to [ RFC4034] and

[ RFC5155], already be at the value of the MNIMUM field in the SOA
Thus, the advice from[RFC8198] woul d not actually change the TTL
used for the NSEC and NSEC3 RRs for authoritative servers that follow
the RFCs.

As a theoretical exercise, consider a top-level domain (TLD) naned
.exanple with an SOA record |ike this:

exanpl e. 900 IN SQA primary. exanpl e. dnsadm n. exanple. (
1 1800 900 604800 86400 )

The SOA record has a 900-second TTL and an 86400-second M NI MUM TTL.
Negati ve responses fromthis zone have a 900-second TTL, but the NSEC
or NSEC3 records in those negative responses have an 86400- second

TTL. If a resolver were to use those NSEC or NSEC3 records
aggressively, they would be considered valid for a day instead of the
i ntended 15 mi nutes.

Conventions and Definitions

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capitals, as shown here

NSEC and NSEC3 TTL Changes



3. 1.

3. 2.

3. 3.

[ RFC4034], [RFC4035], and [ RFC5155] use the SHOULD requirenent |evel,
but they were witten prior to the publication of [RFC8198] when
[ RFC4035] still said:

| However, it seens prudent for resolvers to avoid bl ocking new
| authoritative data or synthesizing new data on their own.

[ RFC8198] updated that text to contain:

| ...DNSSEC-enabl ed validating resolvers SHOULD use wi | dcards and

| NSEC/ NSEC3 resource records to generate positive and negative

| responses until the effective TTLs or signatures for those records
| expire

This nmeans that the correctness of NSEC and NSEC3 records and their
TTLs has beconme much nore inportant. Because of that, the updates in
this document upgrade the requirement |evel to MJIST.

Updates to RFC 4034
[ RFC4034] says:

| The NSEC RR SHOULD have the same TTL val ue as the SOA m ni mum TTL
| field. This is in the spirit of negative caching ([ RFC2308]).

This is updated to say:

| The TTL of the NSEC RR that is returned MJST be the | esser of the
| MNMMTfield of the SOA record and the TTL of the SOA itself.

| This matches the definition of the TTL for negative responses in

| [RFC2308]. Because some signers incrementally update the NSEC

| chain, a transient inconsistency between the observed and expected
| TTL MAY exi st.

Updates to RFC 4035
[ RFC4035] says:

| The TTL value for any NSEC RR SHOULD be the sanme as the m ni mum
| TTL value field in the zone SOA RR

This is updated to say:

| The TTL of the NSEC RR that is returned MJST be the | esser of the
| MNMMTfield of the SOA record and the TTL of the SOA itself.

| This matches the definition of the TTL for negative responses in

| [RFC2308]. Because some signers increnentally update the NSEC

| chain, a transient inconsistency between the observed and expected
| TTL MAY exi st.

Updates to RFC 5155
[ RFC5155] says:

| The NSEC3 RR SHOULD have the same TTL val ue as the SOA m ni mum TTL
| field. This is in the spirit of negative caching [ RFC2308].

This is updated to say:

| The TTL of the NSEC3 RR that is returned MIST be the | esser of the
| MNMMfield of the SOA record and the TTL of the SOA itself.

| This matches the definition of the TTL for negative responses in

| [RFC2308]. Because sone signers increnentally update the NSEC3

| chain, a transient inconsistency between the observed and expected
| TTL MAY exi st.



Wher e [ RFC5155] says:

| * The TTL value for any NSEC3 RR SHOULD be the sane as the
| m ni mum TTL value field in the zone SCA RR

This is updated to say:

| * The TTL value for each NSEC3 RR MJUST be the | esser of the

| MN MM field of the zone SOA RR and the TTL of the zone SCA RR
| itself. Because sonme signers increnmentally update the NSEC3

| chain, a transient inconsistency between the observed and

| expected TTL MAY exi st.

3.4. Updates to RFC 8198

[ RFC8198], Section 5.4 ("Consideration on TTL") is completely
replaced by the follow ng text:

The TTL val ue of negative information is especially inportant,
because newl y added domai n nanes cannot be used while the negative
information is effective.

I
I
|
| Section 5 of [RFC2308] suggests a maxi num default negative cache
| TTL value of 3 hours (10800). It is RECOVMENDED that validating
| resolvers limt the maxi mumeffective TTL val ue of negative

| responses (NSEC/NSEC3 RRs) to this same val ue

I

I

I

I

I

I

A resolver that supports aggressive use of NSEC and NSEC3 MAY
limt the TTL of NSEC and NSEC3 records to the | esser of the
SOAMNIMM field and the TTL of the SOA in a response, if
present. It MAY also use a previously cached SOA for a zone to
find these val ues.

(The third paragraph of the original is removed, and the fourth
par agraph is updated to allow resolvers to also take the | esser of
the SOA TTL and SCA M Nl MUM )

4. Zone QOperator Considerations

If signers and DNS servers for a zone cannot i medi ately be updated
to conformto this document, zone operators are encouraged to
consider setting their SOA record TTL and the SCA MNIMJM field to
the sane value. That way, the TTL used for aggressive NSEC and NSEC3
use matches the SOA TTL for negative responses.

Note that some signers mght use the SOCA TTL or M NI MUM as a default
for other values, such as the TTL for DNSKEY records. Operators
shoul d consult docunentation before changi ng val ues.

4.1. A Note on W/ dcards

Val i dating resolvers consider an expanded wildcard valid for the

wi Il dcard’s TTL, capped by the TTLs of the NSEC or NSEC3 proof that
shows that the wildcard expansion is legal. Thus, changing the TTL
of NSEC or NSEC3 records (explicitly, or by inplenentation of this
docunent inplicitly) mght affect (shorten) the lifetine of

wi | dcar ds.

5. Security Considerations

An attacker can delay future records from appearing in a cache by
seedi ng the cache with queries that cause NSEC or NSEC3 responses to
be cached for aggressive use purposes. This docunent reduces the

i npact of that attack in cases where the NSEC or NSEC3 TTL is higher
than the zone operator intended.



6. | ANA Consi derations

| ANA has added a reference to this docunent in the "Resource Record
(RR) TYPEs" subregistry of the "Domain Nane System (DNS) Paraneters"
registry for the NSEC and NSEC3 types.
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