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Abst r act

The Coronavirus disease (COVID-19) pandem ¢ caused changes in

I nternet user behavior, particularly during the introduction of
initial quarantine and work-from home arrangenments. These behavi or
changes drove changes in Internet traffic.

The Internet Architecture Board (1 AB) held a workshop to discuss
network inpacts of the pandenic on Novenmber 9-13, 2020. The workshop
was held to convene interested researchers, network operators,

net wor k management experts, and Internet technol ogists to share their
experiences. The neeting was held online given the ongoing trave

and contact restrictions at that tine.

Note that this docunment is a report on the proceedi ngs of the

wor kshop. The views and positions docunented in this report are
those of the workshop participants and do not necessarily reflect | AB
vi ews and positions.
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No ok

I nt roducti on

The Internet Architecture Board (1 AB) held a workshop to discuss
network inpacts of the COVID-19 pandeni c on Novenber 9-13, 2020. The
wor kshop was held to convene interested researchers, network
operators, network nmanagenent experts, and Internet technol ogists to
share their experiences. The neeting was held online given the
ongoi ng travel and contact restrictions at that tinme.

COVI D-19 has caused changes in user behavior, which in turn drove
changes in Internet traffic. These changes in user behavi or appeared
rather abruptly and were significant, in particular during the
introduction of initial quarantine and work-from hone arrangenents.
Thi s caused changes in Internet traffic in ternms of vol une and

| ocation, as well as shifts in the types of applications used. This
shift in traffic and user behavior also created a shift in security
practices as well as attack patterns that nmade use of the attack
surface, resulting fromthe shift to working fromhonme in a gl oba
crisis.

An announcenent for the workshop was sent out in July 2020 requesting
that interested parties subnit position papers to the workshop
program conmittee. A total of 15 position papers were received from
33 authors in total. The papers are listed in Section 5. 1In
addition, several other types of contributions and pointers to

exi sting work were provided. A nunber of position papers referred to
paral | el work being published in neasurenent-rel ated acadenic

conf erences.

Invitations for the workshop were sent out based on the position
papers and ot her expressions of interest. On the workshop conference
calls were 46 participants, listed in Appendi x A

The workshop was hel d over the course of one week and hosted three
sessions covering i) measurements and observations, ii) operationa
and security issues, and iii) future consideration and concl usions.
As these three sessions were schedul ed on Monday, Wdnesday, and
Friday, a positive side effect was that the tinme in between the
sessions could be used for mailing list discussion and conpilation of
addi ti onal workshop materi al

Scope



The COVI D-19 pandemnmic has had a trenendous inpact on people’ s lives
as well as societies and econonies around the globe. But it also had
a big inmpact on networking. Wth |arge nunbers of people working
fromhonme or otherw se depending on the network for their daily
lives, network traffic volume has surged. Internet service providers
and operators have reported 20% or nore traffic growth in a matter of
weeks. Traffic at Internet Exchange Points (I XPs) is simlarly on
the rise. Most fornms of network traffic have seen an increase, with
conversational multimedia traffic growing, in sone cases, by nore
than 200% And user tinme spent on conferencing services has risen by
an order of magnitude on some conferencing platforns.

In general, the Internet has coped relatively well with this traffic
growth. The situation is not perfect: there have al so been sone

out ages, video quality reduction, and other issues. Nevertheless, it
is interesting to see how the technol ogy, operators, and service
provi ders have been able to respond to large changes in traffic
patterns.

Under st andi ng what actually happened with Internet traffic is, of
course, interesting inits ow right. How that inpacted the user
experience or the intended function of the services is equally
interesting. Measurenments of and reports on Internet traffic in 2020
are therefore valuable. But it would also be interesting to
under st and what types of network nanagement and capacity expansion
actions were taken in general. Anecdotal evidence points to Internet
and service providers tracking how their services are used and, in
many cases, adjusting services to accommpdate the new traffic
patterns, from dynam c allocation of conmputing resources to nore
compl ex changes.

The inpacts of this crisis are also a potential opportunity to
understand the inpact of traffic shifts and growmh nore generally to
prepare for future situations -- crises or otherw se -- that inpact
networking, or to allow us to adjust the technology to be even better
suited to respond to changes.

The scope of this workshop, based on the call for contributions,
i ncl uded:

* nmeasurenments of traffic changes, user experience and probl ens,
service perfornmance, and other rel evant aspects

* discussi on about the behind-the-scenes network managenent and
expansi on activities

* sharing experiences in the fields of general Internet
connectivity, conferencing, media/entertai nnent, and Internet
infrastructure

* |essons | earned on preparedness and operations

* |essons |l earned on Internet technol ogy and architecture

3. Wirkshop Topi cs and Di scussion
3.1. Measurenent-Based Cbservations on Network Traffic Dynanics

The workshop started with a focus on neasurenents. A large portion

of the submitted papers presented and di scussed neasurenent data, and

these subm ssions provided a good basis for a better understanding of
the situation, covering different angles and aspects of network
traffic and different kinds of networks.

Changes in Internet traffic due to the COVID 19 pandenic affected
different networks in various ways. Yet all networks saw some form
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of change, be it a reduction in traffic, an increase in traffic, a
change in workday and weekend diurnal patterns, or a change in
traffic classes. Traffic volunme, directionality ratios, and traffic
origins and destinations were radically different than from before
Covl D- 19

At a high level, while traffic from home networks increased
significantly, for the traffic in nobile networks different trends
were observed. Either the traffic increased as well -- for instance,
in locations where use of residential ISP services is | ess comobn --
traffic decreased as a result of reduced population nobility. This
observed traffic decrease in nobile networks reflected rather the
opposite trend than what was observed in residential |SPs.

Whi | e diurnal congestion at interconnect points as well in certain
last-m | e networks was reported, nmainly in March, no persistent
congestion was observed. Further, a downward trend in downl oad
throughput to certain cloud regions was neasured, which can probably
be expl ained by the increased use of cloud services. This gives
anot her indication that the scaling of shared resources in the
Internet is working reasonably well enough to handl e even | arger
changes in traffic as experienced during the first nearly gl oba

| ockdown of the COVI D 19 pandeni c.

1. Overall Traffic Gowh

The gl obal pandemic has significantly accelerated the growmh of data
traffic worldwi de. Based on the neasurenment data of one ISP, three
I XPs, a netropolitan educational network, and a nobile operator, it
was observed at the begi nning of the workshop [Fel dmann2020] that,

overall, the network was able to handle the situation well despite a
significant and sudden increase in the traffic growh rate in March
and April. That is, after the | ockdown was inplenented in March, a

traffic increase of 15-20% was observed at the ISP as well as at the
three 1 XPs. This traffic growh, which would typically occur over a
year, took place over a few weeks -- a substantial increase. At DE-
Cl X Frankfurt, the world s largest Internet Exchange Point in terns
of data throughput, the year 2020 saw the | argest increase in peak
traffic within a single year since the | XP was founded in 1995.
Additionally, mobile traffic has slightly receded. In access
networks, the growmh rate of upstreamtraffic al so exceeded the
grow h in downstreamtraffic, reflecting increased adopti on and use
of videoconferencing and other remote work and school applications.

Most traffic increases happened outside of pre-pandem ¢ peak hours.
Before the first COvVID 19 | ockdowns, the main tine of use was in the
eveni ng hours during the week, whereas, since March, it has been
spread nmore equally across the day. That is, the increase in usage
has mai nly occurred outside the previous peak usage tinmes (e.qg.,
during the day while working fromhone). This neans that, for the
first tine, network utilization on weekdays resenbl ed that on
weekends. The effects of the increased traffic volune could easily
be absorbed, either by using existing reserve capacity or by quickly
swi tching additional bandwi dth. This is one reason why the I|nternet
was able to cope well with the pandem c during the first | ockdown
peri od.

Some of the | ockdowns were lifted or relaxed around May 2020. As
people were allowed to resunme sonme of their daily activities outside
of their hone again, as expected, there was a decrease in the traffic
observed at the I XPs and the ISP; instead, nobile traffic began to
grow agai n.

2. Changes in Application Use

The conposition of data traffic has changed since the begi nning of



the pandem c: the use of videoconferencing services and virtua
private networks (VPNs) for access to conpany resources fromthe hone
environment has risen sharply. In ISP and | XP networks, it was
observed [ Fel dnann2020] that traffic associated with web
conferencing, video, and gam ng increased significantly in March 2020
as a result of the increasing user demand for solutions |ike Zoom or
M crosoft Teans. For exanple, the relative traffic share of many
"essential" applications Iike VPN and conferencing tools increased by
nmore than 200%

Al so, as people spent nore hours at home, they tended to watch videos
or play games, thus increasing entertainnent traffic demands. At the
same time, the traffic share for other traffic classes decreased
substantially, e.g., traffic related to education, social nedia, and,
for sone periods, content delivery networks (CDNs). In April and
June, web conferencing traffic was still high conpared to the pre-
pandem c scenario, while a slight decrease in CDN and social nedia
traffic was observed. During these nonths, many people were stil
wor ki ng from home, but restrictions had been lifted or rel axed, which
likely led to an increase in in-person social activities and a
decrease in online social activities.

3.1.2.1. Exanpl e Canpus Networks

3.

Changes in traffic have been observed at university canpus networks
as well, especially due to the necessary adoption of renpte teaching.
The Politecnico di Torino (Italy) deployed its in-house solution for
renote teaching, which caused the outgoing traffic to grow by 2.5
times, driven by nore than 600 daily online classes. |nconing
traffic instead decreased by a factor of 10 due to the cessation of
any in-person activity. Based on their neasurenents, this change in
traffic and network usage did not, however, |lead to noticeable
performance inpairments, nor has significantly poor performance been
observed in students in renote regions of Italy. Qutgoing traffic
al so increased due to other renote working solutions, such as

col l aboration platforms, VPNs, and renote desktops.

Sim | ar changes were observed by neasuring REDI Madrid [ Fel dnann2020],
a European educational and research network that connects 16

i ndependent universities and research centers in the nmetropolitan
region of Madrid. A drop of up to 55%in traffic volune on working
days during the pandem c was observed. Similar to findings for |SP/
I XP networks, it was observed that working days and weekend days are
becoming nore simlar in terns of total traffic. The hourly traffic
patterns reveal a traffic increase between 9 pmand 7 am This could
be due to users working nore frequently at unusual tinmes but could

al so potentially be caused by overseas students (mainly fromLatin
America and East Asia as suggested by the Autonomous System (AS)
nunbers from which these connections came) who accessed university
network resources fromtheir hone countries.

G ven the fact that the users of the acadenmic network (e.g., students
and research staff) had to | eave canpus as a response to | ockdown
measures, the traffic in-and-out (i.e., ingress and egress) ratio

al so changed drastically. Prior to the | ockdown, the incom ng
traffic volunme was nuch | arger than the outgoing traffic vol une.
This changed to a nore balanced ratio. This change of traffic
asymetry can be explained by the nature of renote work. On the one
hand, users connected to the network services mainly to access
resources, hence the increase in outgoing traffic. On the other
hand, all external (i.e., Internet-based) resources requested during
work were no | onger accessed fromthe educational network but from
the users’ hones.

1.3. Mobile Networks and Mbility
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Mobi | e network data usage appeared to decline follow ng the
i mposition of localized | ockdown neasures as these reduced typica
| evel s of nobility and roani ng.

[ Lut u2020] neasured the cellular network of @2 UK to eval uate how t he
changes in people’s mobility inpacted traffic patterns. By anal yzing
cellular network signaling information regarding users’ device
mobility activity, they observed a decrease of 50%in nobility
(according to different nobility netrics) in the UK during the

| ockdown period. As they found no correl ation between this reduction
in nobility and the nunber of confirmed COVID 19 cases, only the
enforced government order was effective in significantly reducing
mobility, and this reduction was nore significant in densely

popul ated urban areas than in rural areas. For London specifically,
it could be observed fromthe nobile network data that approxi nately
10% of residents tenporarily relocated during the | ockdown.

These nobility changes had i mrediate inplications in the traffic
patterns of the cellular network. The downlink data traffic vol ume
aggregated for all bearers (including conversational voice) decreased
for the entire UK by up to 25% during the | ockdown period. This
correlates with the reduction in nobility that was observed
countrywi de, which likely resulted in people relying nore on
residential broadband Internet access to run downl oad-intensive
applications such as video stream ng. The observed decrease in the
radio cell load, with a reduction of approxinmately 15% across the UK
after the stay-at-home order was enacted, further corroborates the
drop in cellular connectivity usage.

The total uplink data traffic volume, on the other hand, experienced
little change (between -7% and +1.5% during | ockdown. This was

mai nly due to the increase of 4G voice traffic (i.e., Voice over LTE
(VoLTE)) across the UK that peaked at 150% after the | ockdown
conpared to the national median val ue before the pandem c, thus
conmpensating for the decrease in data traffic in the uplink

Finally, it was al so observed that nmobility changes have a different

i mpact on network usage in geodenographic area clusters. |n densely
popul ated urban areas, a significantly higher decrease of nobile
network usage (i.e., downlink and uplink traffic volunme, radio |oad,
and active users) was observed conpared to rural areas. |In the case
of London, this was likely due to the geodenographics of the centra
districts, which include many seasonal residents (e.g., tourists) and
busi ness and conmerci al areas.

4. A Deeper Look at Interconnections

Traffic at points of network interconnection noticeably increased,
but nost operators reacted quickly by rapidly adding additiona
capacity [ Fel dmann2020]. The anount of increase varied, with sone
net wor ks that hosted popul ar applications such as vi deoconferencing
experiencing traffic gromh of several hundred to several thousand
percent. At the I XP level, it was observed that port utilization

i ncreased. This phenonenon is nostly expl ained by higher traffic
demand fromresidential users

Measurenents of interconnection links at major US | SPs by the Center
for Applied Internet Data Anal ysis (CAIDA) and the Massachusetts
Institute of Technol ogy (MT) found sonme evidence of diurna
congestion around the March 2020 tine frame [d ark2020], but nost of
this congestion di sappeared in a few weeks, which suggests that
operators indeed took steps to add capacity or otherwise mtigate the
congesti on.

5. Cdoud Platforns
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Cloud infrastructure played a key role in supporting bandw dt h-

i ntensi ve videoconferencing and renpote | earning tools to practice
soci al distancing during the COVID 19 pandenic. Network congestion
bet ween cl oud platfornms and access networks could inpact the quality
of experience of these cloud-based applications. CAlIDA | everaged
web- based speed test servers to take downl oad and upl oad t hroughput
measurenents fromvirtual machines in public cloud platfornms to
various access ISPs in the United States [ Mok2020].

The key findings included the foll ow ng:

* Persistent congestion events were not w dely observed between
cloud platfornms and these networks, particular for |arge-scale
I SPs, but we coul d observe | arge diurnal downl oad throughput
variations in peak hours fromsone |ocations to the cloud.

* There was evidence of persistent congestion in the egress
direction to regional |SPs serving suburban areas in the US
Their users could have suffered from poor video streaming or file
downl oad performance fromthe cloud.

* The macroscopi ¢ anal ysis over 3 nonths (June- August 2020) reveal ed
downward trends in downl oad throughput from | SPs and educationa
networks to certain cloud regions. W believe that increased use
of the cloud in the pandenm c could be one of the factors that
contributed to the decreased perfornance.

1.6. Last-MIle Congestion

The last mile is the centerpi ece of broadband connectivity, where
poor last-nmile performance generally translates to poor quality of
experience. |In a recent Internet Measurenment Conference (IMC ' 20)
research paper, Fontugne et al. investigated last-nile |atency using
traceroute data from Reseaux | P Europeens (RIPE) Atlas probes |ocated
in 646 ASes and | ooked for recurrent perfornmance degradation

[ Font ugne2020-1]. They found that, in normal times, Atlas probes
experience persistent last-mle congestion in only 10% of ASes, but
they recorded 55% nore congested ASes during the COVID 19 out break
This deterioration caused by stay-at-hone neasures is particularly
marked in networks with a very | arge nunmber of users and in certain
parts of the world. They found Japan to be the nost inpacted country
in their study, |ooking specifically at the Ni ppon Tel egraph and

Tel ephone (NTT) Corporation Open Conputer Network (OCN) but noting
sim |l ar observations for several Japanese networks, including
Internet Initiative Japan (11J) (AS2497).

From m d- 2020 onward, however, they observed better performance than
before the pandemic. |In Japan, this was partly due to the

depl oynents originally planned for accommpdating the Tokyo A ynpics,
and, nore generally, it reflects the efforts of network operators to
cope with these exceptional circunstances. The pandem ¢ has
denmonstrated that its adaptive design and proficient comunity can
keep the Internet operational during such unprecedented events.

Al so, fromthe numerous research and operational reports recently
publ i shed, the pandem c is apparently shaping a nore resilient
Internet; as Nietzsche wote, "Wat does not kill me makes ne
stronger".

1.7. User Behavi or

The type of traffic needed by the users al so changed in 2020.
Upstreamtraffic increased due the use of videoconferences, renote
schooling, and sinilar applications. The National Cable &

Tel ecommuni cati ons Associ ati on (NCTA) and Contast reported that while
downstreamtraffic grew 20% upstreamtraffic grew by as much as

30- 37% [ NCTA2020] [ Contast 2020]. Vodafone reported that upstream
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traffic grew by 100%in sone narkets [ Vodafone2020].

Eri csson’s ConsunerlLab surveyed users regarding their usage and
experiences during the crisis. Sone of the key findings in
[ Consurmer | abReport 2020] were as foll ows:

* 9 in 10 users increased Internet activities, and time spent
connected increased. In addition, 1 in 5 started new online
activities; many in the older generation felt that they were
hel ped by video calling; parents felt that their children's
educati on was hel ped; and so on

* Network performance was, in general, found satisfactory. 6 in 10
were very satisfied with fixed broadband, and 3 in 4 felt that
nmobi | e broadband was the sanme or better conpared to before the
crisis. Consuners valued resilience and quality of service as the
nmost i nmportant responsibility for network operators.

* Smart phone application usage changed, with the fastest growth in
apps related to COVID- 19 tracking and infornmation, renote working,
e-l earning, wellness, education, renpte health consultation, and
soci al shared experience applications. The biggest decreases were
in travel and booking, ride hailing, |ocation, and parking
appl i cations.

Sone of the behaviors are |likely pernmanent changes

[ Consuner | abReport2020]. The adoption of video calls and other new
services by many consuners, such as the ol der generation, is likely
going to have a long-lasting effect. Surveys in various

organi zations point to a likely long-termincrease in the number of
people interested in renote work [Wrkpl aceAnal yti cs2020]

[ McKi nsey2020] .

Qperational Practices and Architectural Considerations

The second and third days of the workshop focused on open discussions
of arising operational and architectural issues and the concl usions
that could be reached from previ ous di scussions and ot her issues
raised in the position papers.

1. Digital Divide

Measurenments from Fastly confirned that Internet traffic volume in
multiple countries rose rapidly while COVID cases were increasing and
| ockdown policies were comng into effect. Downl oad speeds al so
decreased but in a much |l ess dramatic fashion than when overal
bandwi dt h usage i ncreased. School closures led to a dramatic
increase in traffic volume in many regions, and other public policy
announcenents triggered large traffic shifts. This suggests that
governnents should coordinate with operators to allowtine for
preenptive operational changes in sonme cases

Measurenments fromthe US showed that downl oad rates correlate with
incone |evels. However, download rates in the | owest inconme zip
codes increased as the pandem c progressed, closing the divide with
hi gher income areas. One possible reason for this in the data is
deci sions by sonme | SPs, such as Contast and Cox, that increased
speeds for users on certain |ower-cost plans and in certain areas.
Thi s suggests that network capacity was avail abl e and that the
correl ati on between i ncone and downl oad rates was not necessarily due
to differences in the deployed infrastructure in different regions,
al though it was noted that certain access |ink technol ogi es provide
more flexibility than others in this regard

2. Applications



Web conferencing systens (e.g., Mcrosoft Teans, Zoom Wbex) saw
incredible growth, with overnight traffic increases of 15-20%in
response to public policy changes, such as | ockdowns. This required
significant and rapid changes in infrastructure provisioning.

Maj or video providers (YouTube, etc.) reduced bandwi dth by 25%in
some regions. It was suggested that this had a huge inpact on the
qual ity of videoconferencing systens until networks could scale to
handl e the full bit rate, but other operators of sone other services
saw | imted inpact.

Updates to popul ar ganes have a significant inpact on network | oad.
Sone di scussions were reported between |ISPs, CDNs, and the gam ng

i ndustry on possi bly coordinating various hi gh-bandw dth update
events, simlar to what was done for entertainnent/vi deo downl oad
speeds. There was an apparently difficult interplay between bul k
downl oad and interactive real-tine applications, potentially due to
buffer bl oat and queui ng del ays.

It was noted that operators have experience with rapid growh of
Internet traffic. New applications with exponential growh are not
that unusual in the network, and the traffic spike due to the

| ockdown was not that unprecedented for many. Many operators have
tool s and mechanisns to deal with this. Ensuring that know edge is
shared is a chall enge

Fol | owi ng these observations, traffic prioritization was di scussed,
starting fromDifferentiated Services Code Point (DSCP) marking. The
guestion arose as to whether a minimal priority-marking scheme would
have hel ped during the pandem c, e.g., by allow ng marking of |ess-
than-best-effort traffic. That discussion quickly devolved into a
nmore general QoS and observability discussion and, as such, also
touched on the effects of increased encryption. The group was not,
unsurprisingly, able to resolve the different perspectives and
interests involved, but the discussion denonstrated that progress was
made.

.2.3. Cbservabhility

It is clear that there is a contrast in experience. Many operators
reported few problens in terns of nmetrics, such as neasured downl oad
bandwi dt h, whil e vi deoconferencing applications experienced
significant usability problenms running on those networks. The

i nteracti on between application providers and network providers

wor ked very snoothly to resolve these issues, supported by strong
personal contacts and relationships. But it seenms clear that the
metrics used by many operators to understand their network
performance don't fully capture the inpact on certain applications,
and there is an observability gap. Do we need nore tools to figure
out the various inpacts on user experience?

These types of applications use surprising amounts of Forward Error
Correction (FEC). Applications hide lots of loss to ensure a good
user experience. This nmakes it harder to observe problenms. The
networ k can be behaving poorly, but the experience can be good
enough. Resiliency measures can inprove the user experience but hide
severe problens. There may be a m ssing feedback | oop between
appl i cation devel opers and operators.

It’s clear that it's difficult for application providers and
operators to isolate problens. |Is a problemdue to the |local W-Fi,
the access network, the cloud network, etc.? Metrics from access
poi nts would help, but in general, |lack of observability into the
network as a whole is a real concern when it cones to debuggi ng
performance i ssues.



Further, it’'s clear that it can be difficult to route problemreports
to the person who can fix them especially if the reported

i nformati on needs to be shared across nmultiple networks in the
Internet. COVI D enhanced cooperation nmade it easier to debug

probl ems; lines of conmunication are inportant.

3.2.4. Security

The increased threats and network security inpacts arising from
COvID-19 fall into two areas: (1) the agility of malicious actors to
spin up new canpai gns using COVID-19 as a lure, and (2) the increased
threat surface froma rapid shift towards working from hore.

During 2020, there was a shift to honme working generally, and in the
way i n which people used the network. |IT departments rolled out new
equi prrent qui ckly and used technologies |ike VPNs for the first tine,
whil e others put existing solutions under nuch greater |oad. As VPN
technol ogy becanme nore w despread and nmore wi dely used, it arguably
becane a nore valuable target; one Advanced Persistent Threat group
(APT29) was successful in using recently published exploits in a
range of VPN software to gain initial footholds [Kirsty2020].

O all scans detected by the United Ki ngdom Nati onal Cyber Security
Centre (UK NCSC) that purported to originate fromthe UK Government,
more related to COVID 19 than any ot her subject. There are other
reports of a strong rise in phishing, fraud, and scans related to
COVID [Kirsty2020]. Although the overall |evels of cybercrine have
not increased fromthe data seen to date, there was certainly a shift
in activity as both the NCSC and the Departnent of Homel and Security
Cybersecurity and Infrastructure Security Agency (DHS Cl SA) saw
growi ng use of COVID-19-rel ated thenes by malicious cyber actors as a
lure. Attackers used COVI D 19-rel ated scans and phishing emails to
target individuals, small and medi um busi nesses, |arge organizations,
and organi zations involved in both national and internationa

COVI D-19 responses (healthcare bodi es, pharmaceutical conpani es,
academ a, and nedical research organizations). New targets (for
exanpl e, organizations involved in COVID 19 vacci ne devel opment) were
attacked using VPN exploits, highlighting the potential consequences
of wvul nerabl e infrastructure.

It’s unclear how to effectively detect and counter these attacks at
scal e. Approaches such as using Indicators of Conprom se and
crowdsourced fl aggi ng of suspicious emails were found to be effective
in response to COVID-19-rel ated scans [ Kirsty2020], and observing the
DNS to detect nmlicious use is widespread and effective. The use of
DNS over HTTPS offers privacy benefits, but current depl oynent nodel s
can bypass these existing protective DNS nmeasures.

It was al so noted that when everyone nmoves to performing their job
online, lack of understanding of security becomes a bigger issue. |Is
it reasonable to expect every user of the Internet to have password
training? O is there a fundanental problemw th a technica
solution? Mdern advice advocates a | ayered approach to security
defenses, with user education form ng just one of those |ayers.

Conmruni cation platforns such as Zoom are not new. nmany peopl e have
used them for years, but as COVID- 19 saw an i ncreasi ng nunber of
organi zations and individuals turning to these technol ogi es, they
becane an attractive target due to increased usage. |In turn, there
was an increase in malicious cyber actor activity, either through
hi j acking online neetings that were not secured with passwords or

| everagi ng unpat ched software as an attack vector. How can new or
exi sting neasures protect users fromthe attacks |evied against the
next vul nerabl e service?

Overall, it may be that there were fewer security chall enges than



expected arising fromnmany peopl e suddenly working from hone.
However, the agility of attackers, the inportance of robust and

scal abl e def ense nechani sns, and sone existing security problens and
chal | enges may have becone even nore obvious and acute with an

i ncreased use of Internet-based services, particularly in a pandenic
situation and in tines of uncertainty, where users can be nore

vul nerabl e to social engineering techniques and attacks.

3.2.5. Discussion

There is a concern that we’'re m ssing observability for the network
as a whole. Each application provider and operator has their own
little lens. No one has the big-picture view of the network.

How much of a safety margin do we need? Sone of the resiliency cones
fromus not running the network too close to its linmt. This allows
traffic to shift and gi ves headroom for the network to cope. The
best-effort nature of the network may help here. Using techniques to
run the network closer to its limts usually inproves performance,

but highly optim zed networks may be | ess robust.

Finally, it was observed that we get what we neasure. There nmay be
an argument for operators to perhaps shift their measurenment focus
away from pure capacity to instead neasure Quality of Experience
(QoE) or resilience. The Internet is a critical infrastructure, and
people are realizing that now W should use this as a wake-up cal
to inprove resilience, both in protocol design and operationa
practice, not necessarily to optim ze for absol ute perfornance or
quality of experience

3.3. Concl usions

There is a wealth of data about the performance of the Internet
during the COVID 19 crisis. The main conclusion fromthe various
measurenents is that fairly large shifts occurred. And those shifts
were not merely about exchangi ng one application for another; they
actually inmpacted traffic flows and directions and caused, in many
cases, a significant traffic increase. Early reports also seemto
indicate that the shifts have gone relatively snmoothly fromthe point
of view of overall consumer experience.

An inportant but not so visible factor that led to running smoothly
was that many people and organi zati ons were highly notivated to
ensure good user experience. A lot of collaboration happened in the
background, problens were corrected, nmany providers significantly
increased their capacity, and so on

On the security front, the COVID 19 crisis showased the agility with
whi ch malicious actors can nove in response to a shift in user

I nternet usage and the vast potential of the disruption and danmage
that they can inflict. Equally, it showed the agility of defenders
when they have access to the tools and information they need to
protect users and networks, and it showcased the power of |ndicators
of Conprom se when defenders around the world are working together
agai nst the sane problem

In general, the Internet also seenms well suited for adapting to new
situations, at least within sone bounds. The Internet is designed
for flexibility and extensibility, rather than being optimzed for
today’s particular traffic types. This nakes it possible to use it
for many applications and in many depl oynent situations and to nake
changes as needed. The generality is present in many parts of the
overall system frombasic Internet technology to browsers and from
name servers to content delivery networks and cloud platforns. Wen
usage changes, what is needed is often nerely different services,
per haps sone reallocation of resources as well as consequent



application and continuation of existing security defenses, but not
fundanental technol ogy or hardware changes.

On the other hand, this is not to say that no inprovenents are
needed:

* W need a better understanding of the health of the Internet.
Going forward, the critical nature that the Internet plays in our
lives neans that the health of the Internet needs to receive
significant attention. Understanding how well networks work is
not just a technical matter; it is also of crucial inmportance to
the peopl e and economies of the societies using it. Projects and
research that nmonitor Internet and services performance on a broad
scal e and across different networks are therefore inportant.

* W need to nmaintain defensive mechanisms to be used in tinmes of
crisis. Mlicious cyber actors are continually adjusting their
tactics to take advantage of new situations, and the COVID- 19
pandem c is no exception. Malicious actors used the strong
appetite for COVID-19-rel ated i nfornmati on as an opportunity to
deliver malware and ransomware and to steal user credentials.
Agai nst the | andscape of a shift to working from home and an
increase in users vulnerable to attack, and as I T departments were
of ten overwhel ned by rolling out new infrastructure and devi ces,
sharing Indicators of Conpromse (loC) was a vital part of the
response to COVID-19-rel ated scans and attacks

* W need to ensure that broadband is available to all and that
Internet services equally serve different groups. The pandenic
has shown how the effects of the digital divide can be anplified
during a crisis and has further highlighted the inportance of
equi tabl e I nternet access.

* W need to continue to work on all the other inprovenents that are
seen as necessary anyway, such as further inprovenments in
security, the ability for networks and applications to coll aborate
better, etc.

* W need to ensure that informal collaboration between different
parties involved in the operation of the network continues and is
strengthened to ensure continued operational resilience.

Feedback on Meeting For mat

Wiile there are frequently virtual participants in | AB workshops, the
I AB had no experience runni ng workshops entirely virtually.

Feedback on this event format was |largely positive, however. It was
particularly useful that as the three sessions were schedul ed on
Monday, Wednesday, and Friday, the time in between the sessions could
be used for mailing list discussion and conpilation of additiona

wor kshop material. The positive feedback was likely at |east partly
due to the fact that many of the workshop participants knew one

anot her from previous face-to-face events (primarily | ETF neetings).

The process for sending invitations to the workshop shoul d be

i mproved for next tine, however, as a fewinvitations were initially
lost. In a virtual neeting, it may be nore reasonable to invite not
just one person but all coauthors of a paper, for instance. At |east
for this workshop, we did not appear to suffer from having too nmany
participants, and in many cases, there may be sone days when a
particul ar participant nay not be able to attend a session

Posi tion Papers

The foll owi ng position papers were received, in al phabetical order:



* Afanasyev, A, Wang, L., Yeh, E., Zhang, B., and Zhang, L.:
Identifying the Disease fromthe Synptons: Lessons for Networking
in the COVID-19 Era [ Af xanasyev2020]

* Arkko, J.: Observations on Network User Behavi our During COVI D19
[ Arkko2020]

* Bronzino, F., Culley, E, Feanster, N, Liu, S., Livingood, J.,
and Schmitt, P.: | AB COVID-19 Workshop: |nterconnection Changes in
the United States [Bronzi no2020]

* Canmpling, A and Lazanski, D.: WIIl the Internet Still Be
Resilient During the Next Black Swan Event? [ Canpling2020]

* Cho, K: On the COVID- 19 |npact to broadband traffic in Japan
[ Cho2020]

* Cark, D.: Measurenent of congestion on ISP interconnection |inks
[ A ar k2020]

* Favale, T., Soro, F., Trevisan, M, Drago, |I., and Mellia, M:
Canmpus traffic and e-Learning during COVI D-19 pandenic
[ Faval e2020]

* Feldmann, A, Gasser, O, Lichtblau, F., Pujol, E, Poese, I.,
D etzel, C., Wagner, D., Wchtl huber, M, Tapiador, J., Vallina-
Rodri guez, N., Hohlfeld, O, and Smaragdakis, G: A view of
Internet Traffic Shifts at ISP and | XPs during the COVI D19
Pandem c [ Fel dmann2020]

* Fontugne, R, Shah, A, and Cho, K : The Inpact of COVID- 19 on
Last-m | e Latency [ Fontugne2020]

* Gllnmor, D.: Vaccines, Privacy, Software Updates, and Trust
[G || nor2020]

* @, Y. and Li, Z.: Covid 19 Inpact on China ISP's Network Traffic
Pattern and Sol ution Discussion [ Gu2020]

* Jennings, C. and Kozanian, P.: WbEx Scaling During Covid
[ Jenni ngs2020]

* Lutu, A, Perino, D., Bagnulo, M, Frias-Martinez, E., and
Khangosstar, J.: A Characterization of the COVID 19 Pandem c
I mpact on a Mobile Network Operator Traffic [Lutu2020]

* Mk, R, and claffy, kc: Measuring the inmpact of COVID 19 on cl oud
net wor k performance [ Mok2020]

* Paine, K.: |IAB COVID 19 Network Inpacts [Kirsty2020]
Program Conmi tt ee

The wor kshop program committee nmenbers were Jari Arkko, Stephen
Farrell, Cullen Jennings, Colin Perkins, Ben Canpbell, and Mrja
Khl ewi nd.
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