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I nt roducti on

The i Cal endar specification [ RFC5545] defines a set of conponents
used to describe calendar data. One of those is the "VALARM
conmponent, which appears as a subconponent of the "VEVENT" and
"VTODO' components. The "VALARM' conponent is used to specify a

remi nder for an event or task. Different alarm actions are possible,
as are different ways to specify how the alarmis triggered.

As i Cal endar has becone nore wi dely used and as client-server
protocol s, such as Cal endaring Extensions to WbDAV ( Cal DAV)

[ RFC4791], have becone nore preval ent, several issues with "VALARM
components have arisen. Mdst of these relate to the need to extend
the existing "VALARM conponent with new properties and behaviors to
allow clients and servers to acconplish specific tasks in an

i nteroperabl e manner. For exanple, clients typically need a way to
specify that an al arm has been di sm ssed by a cal endar user or has
been "snoozed" by a set anpbunt of tinme. To date, this has been done
through the use of custom"X-" properties specific to each client

i npl ementation, |eading to poor interoperability.

Thi s specification defines a set of extensions to "VALARM conponents
to cover conmon requirenments for alarns not currently addressed in

i Cal endar. Each extension is defined in a separate section bel ow

For the nbst part, each extension can be supported i ndependently of
the ot hers; though, in some cases, one extension will require
another. In addition, this specification describes nechani sns by
which clients can interoperably inplenent comopn features, such as
"snoozi ng".

Conventions Used in This Docunent

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [RFC2119] [RFCB174] when, and only when, they appear in all
capital s, as shown here

The notation used in this nmeno to (re-)define i Calendar elenents is
the ABNF notation of [RFC5234] as used by [ RFC5545]. Any syntax

el ements shown bel ow that are not explicitly defined in this
specification come fromi Cal endar [ RFC5545].

VWhen XM el ement types in the nanespaces "DAV:" and
"urn:ietf:parans: xn:ns:caldav" are referenced in this docunent
outside of the context of an XM. fragnent, the string "DAV:" and
"CALDAV:" will be prefixed to the el enent type nanes, respectively.

Ext ensi bl e Syntax for VALARM

Section 3.6.6 of [RFC5545] defines the syntax for "VALARM conponents
and properties within them However, as witten, it is hard to
extend this, e.g., by adding a new property conmon to all types of
alarms. Since many of the extensions defined in this docunent need
to extend the base syntax, an alternative formfor the base syntax is



defined here, with the goal of sinmplifying specification of the

ext ensions while augnmenting the existing functionality defined in

[ RFC5545] to allow for nested subconponents (as required by proximty
alarmtriggers (Section 8)).

A "VALARM' cal endar component is redefined by the foll owi ng notation:

alarncext = "BEGAN' ":" "VALARM' CRLF
*al arnprop *al arm subconp
"END' ":" "VALARM' CRLF
alarnprop =

(
: the follow ng are REQU RED

; but MJUST NOT occur nore than once
a

ction / trigger /

: one set of action properties MIST be
; present and MJUST nmatch the action specified
; in the ACTION property

acti onprops /

the follow ng are OPTI ONAL
and MAY occur nore than once

X- prop / iana-prop

)

actionprops = *audi opropext / *di sppropext / *enmil propext

"duration’ and 'repeat’ are both OPTI ONAL
and MJUST NOT occur nore than once each,

audi opropext = (
but if one occurs, so MJST the other

duration / repeat /

the follow ng i s OPTI ONAL
but MJST NOT occur nore than once

attach
di sppr opext

= (
the follow ng are REQU RED
; but MJUST NOT occur nore than once
d

escription /
"duration’ and 'repeat’ are both OPTI ONAL
; and MJST NOT occur nore than once each,
; but if one occurs, so MJST the other
duration / repeat

emai | propext = (

the following are all REQUI RED



; but MJUST NOT occur nore than once
description / sumary /

the followi ng i s REQU RED
and MAY occur nore than once

att endee /

; 'duration’ and 'repeat’ are both OPTI ONAL
;and MJST NOT occur nore than once each,
; but if one occurs, so MJST the other

duration / repeat

the following is OPTI ONAL
; and MAY occur nore than once

attach

3

)

al arm subconp =

(
the follow ng are OPTI ONAL

; and MAY occur nore than once
X~

conp / iana-conp
)
4. Alarm Unique ldentifier

This extension adds a "U D' property to "VALARM conponents to all ow
a unique identifier to be specified. The value of this property can
then be used to refer uniquely to the "VALARM conponent.

The "U D' property defined here follows the definition in

Section 3.8.4.7 of [RFC5545] with the security and privacy updates in
Section 5.3 of [RFC7986]. |In particular, it MJST be a globally

uni que identifier that does not contain any security- or privacy-
sensitive information.

The "VALARM' conponent defined in Section 3 is extended here as:
al arnprop =/

(
the followi ng is OPTI ONAL

;. but MUST NOT occur nore than once
u

id

’

5. Alarm Rel ated To

It is often convenient to relate one or nore "VALARM conponents to
ot her "VALARM' conponents (e.g., see Section 7). This can be
acconplished if the "VALARM' conponents each have their own "U D'
property (as per Section 4).

Thi s specification updates the usage of the "RELATED TO' property
defined in Section 3.8.4.5 of [RFC5545] to enable its use with
"VALARM' conponents. Specific types of relationships between
"VALARM' conponents can be identified by registering new val ues for
the "RELTYPE" property paraneter defined in Section 3.2.15 of
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[ RFC5545] .
The "VALARM' conponent defined in Section 3 is extended here as:

alarnprop =/ (
; the follow ng is OPTI ONAL
; and MAY occur nore than once
}elated

)

Al ar m Acknow edgenent

There is currently no way for a "VALARM conponent to indicate

whet her it has been triggered and acknowl edged. Wth the advent of a
standard client/server protocol for cal endaring and scheduling data
([RFCA791]), it is quite possible for an event with an alarmto exist

on multiple clients in addition to the server. |If each of those is
responsi ble for performng the action when an alarmtriggers, then
multiple "alerts" are generated by different devices. |n such a

situation, a calendar user would like to be able to "disnmi ss" the
al arm on one device and have it automatically dismissed on the
ot hers, too.

Al so, with recurring events that have alarns, it is inportant to know
when the last alarmin the recurring set was acknow edged so that the
client can determ ne whet her past al arns have been ni ssed.

To address these needs, this specification adds an "ACKNOANEDGED"
property to "VALARM conponents to indicate when the alarmwas | ast
acknow edged (or sent, if acknow edgenent is not possible). This is
defined by the syntax bel ow.

al ar npr op =/ (
; the followi ng is OPTI ONAL
; but MJUST NOT occur nore than once
écknomﬁedged
Acknowl edged Property

Property Nanme: ACKNOW.EDGED

Purpose: This property specifies the UTC date and time at which the
correspondi ng al armwas | ast sent or acknow edged.

Val ue Type: DATE-TI ME

Property Paraneters: |ANA and nonstandard property paraneters can be
specified on this property.

Conformance: This property can be specified within "VALARM cal endar
component s.

Description: This property is used to specify when an al arm was | ast
sent or acknow edged. This allows clients to determ ne when a
pendi ng al arm has been acknow edged by a cal endar user so that any
alerts can be disnissed across nultiple devices. It also allows
clients to track repeating alarns or alarnms on recurring events or
to-dos to ensure that the right nunber of m ssed alarns can be
tracked.



Clients SHOULD set this property to the current date-tine value in
UTC when a cal endar user acknow edges a pending alarm Certain

ki nds of alarms, such as emmil-based alerts, mght not provide
feedback as to when the cal endar user sees them For those kinds
of alarms, the client SHOULD set this property when the alarmis
triggered and the action is successfully carried out.

When an alarmis triggered on a client, clients can check to see
if an "ACKNOALEDGED' property is present. |If it is, and the val ue
of that property is greater than or equal to the conputed trigger
time for the alarm then the client SHOULD NOT trigger the alarm
Simlarly, if an alarmhas been triggered and an "alert" has been
presented to a cal endar user, clients can nonitor the i Cal endar
data to determ ne whet her an "ACKNOALEDGED' property is added or
changed in the alarm conponent. |f the value of any

" ACKNOALEDGED' property in the alarm changes and is greater than
or equal to the trigger time of the alarm then clients SHOULD
dismiss or cancel any "alert"” presented to the cal endar user.

Format Definition: This property is defined by the follow ng
not ati on:

acknow edged = "ACKNOAMLEDGED' *acknow edgedparam ":" datetime CRLF

acknow edgedpar am

the followi ng is OPTI ONAL
and MAY occur nobre than once

=
( ot her - param
)

Exanpl e: The following is an exanple of this property:
ACKNON_EDGED: 20090604T084500Z
Snoozi ng Al arns

Users often want to "snooze" an alarm and this specification defines
a standard approach to acconplish that.

To "snooze" an alarmthat has been triggered, clients MJST do the
fol | owi ng:

1. Set the "ACKNOALEDGED' property (see Section 6.1) on the
triggered alarm

2. Create a new "VALARM conponent (the "snooze" alarn) within the
parent conponent of the triggered alarm(i.e., as a "sibling"
conponent of the triggered alarn).

a. The new "snooze" alarm MUST be set to trigger at the user’s
chosen "snooze" interval after the original alarmis
triggered. dients SHOULD use an absolute "TRI GGER' property
with a "DATE-TI ME" val ue specified in UTC

b. The new "snooze" alarm MJST have a "RELATED TO' property (see
Section 5) with a value set to the "U D' property val ue of
the original "VALARM conponent that was triggered. If the
triggered "VALARM conponent does not already have a "U D"
property, the client MJST add one. The "RELATED TO' property
added to the new "snooze" alarm MJST include a "RELTYPE"
property parameter with a value set to "SNOOZE" (see
Section 7.1).



3. Wen the "snooze" alarmis triggered, the client MJUST do the
fol | owi ng:

a. Update the "ACKNOALEDGED' property on the original related
alarm

b. If the "snooze" alarmis itself "snoozed", the client MJST
renove the "snooze" al arm conponent and return to step 2.

O herwise, if the "snooze" alarmis dismssed, the client
MJUST do one of the foll ow ng:

* Set the "ACKNOALEDGED' property on the "snooze" alarm
* Renove the "snooze" al arm conponent.

Note that regardless of the final disposition of the "snooze" alarm
when triggered, the original "VALARM conponent is |eft unchanged
other than updating its "ACKNOALEDGED' property.

7.1. Relationship Type Property Paraneter

Thi s specification adds the "SNOOZE" rel ationship type for use with
the "RELTYPE" property defined in Section 3.2.15 of [RFC5545]. This
is used when relating a "snoozed" "VALARM' conponent to the original
alarmthat the "snooze" was generated for.

7.2. Exanple

The foll owi ng exanpl e shows the "snoozing", "re-snoozing", and
dismissal of an alarm Note that the enconpassi ng " VCALENDAR'
conponent has been omtted for brevity and that the line breaks
surroundi ng the "VALARM' conmponents are for clarity only and woul d
not be present in the actual iCal endar data.

Assume that we have the followi ng event with an alarmset to trigger
15 m nutes before the neeting:

BEGQ N: VEVENT

CREATED: 20210302T151004Z

Ul D: AC67C078- CED3- 4BF5- 9726- 832C3749F627
DTSTAMP: 20210302T151004Z

DTSTART; TZI D=Arrer i ca/ New_Yor k: 20210302T103000
DTEND; TZI D=Arrer i ca/ New_Yor k: 20210302T113000
SUMVARY: Meet i ng

BEG N: VALARM

Ul D: 8297C37D- BA2D- 4476- 91 AE- CLEAA364F8E1
TRI GGER: - PT15M

DESCRI PTI ON: Event rem nder

ACTI ON: DI SPLAY

END: VALARM

END: VEVENT

When the alarmis triggered, the user decides to "snooze" it for 5
m nutes. The client acknow edges the original alarmand creates a
new "snooze" alarmas a sibling of, and relates it to, the original
alarm (note that both occurrences of "VALARM reside within the sane
"parent" VEVENT):

BEG N: VEVENT

CREATED: 20210302T151004Z

Ul D: AC67C078- CED3- 4BF5- 9726- 832C3749F627
DTSTAMP: 20210302T151516Z



DTSTART; TZI D=Anrer i ca/ New_Yor k: 20210302T103000
DTEND; TZI D=Aner i ca/ New_Yor k: 20210302T113000
SUMVARY: Meet i ng

BEGQ N: VALARM

Ul D: 8297C37D- BA2D- 4476- 91 AE- CLEAA364F8E1
TRl GGER: - PT15M

DESCRI PTI ON: Event rem nder

ACTI ON: DI SPLAY

ACKNOW_.EDGED: 20210302T1515147

END: VALARM

BEGQ N: VALARM

Ul D: DE7B5C34- 83FF- 47FE- BEQE- FF41AE6DD097

TRI GGER; VALUE=DATE- Tl ME: 20210302T152000Z

RELATED- TO, RELTYPE=SNOOZE: 8297C37D- BA2D- 4476- 91AE- CLEAA364F8E1
DESCRI PTI ON: Event rem nder

ACTI ON: DI SPLAY

END: VALARM

END: VEVENT

When the "snooze" alarmis triggered, the user decides to "snhooze" it
again for an additional 5 mnutes. The client once again

acknow edges the original alarm renoves the triggered "snooze"

al arm and creates another new "snooze" alarmas a sibling of, and
relates it to, the original alarm (note the different UD for the new
"snooze" alarm:

BEG N: VEVENT

CREATED: 20210302T151004Z

Ul D: AC67C078- CED3- 4BF5- 9726- 832C3749F627
DTSTAMP: 20210302T152026Z

DTSTART; TZI D=Aner i ca/ New_Yor k: 20210302T103000
DTEND; TZI D=Aneri ca/ New_Yor k: 20210302T113000
SUMVARY: Meet i ng

BEGQ N: VALARM

Ul D: 8297C37D- BA2D- 4476- 91AE- CIEAA364F8E1L
TRI GGER: - PT15M

DESCRI PTI ON: Event rem nder

ACTI ON: DI SPLAY

ACKNOW_EDGED: 20210302T152024Z7

END: VALARM

BEG N: VALARM

Ul D: 87D690A7- B5ES- 4EB4- 8500- 491F50AFE394

TRI GGER; VALUE=DATE- TI ME: 20210302T152500Z

RELATED- TO, RELTYPE=SNOOZE: 8297C37D- BA2D- 4476- 91AE- CLEAA364F8E1
DESCRI PTI ON: Event rem nder

ACTI ON: DI SPLAY

END: VALARM

END: VEVENT

When the second "snooze" alarmis triggered, the user decides to
dismiss it. The client acknow edges both the original alarmand the
second "snooze" alarm

BEG N: VEVENT

CREATED: 20210302T151004Z

Ul D: AC67C078- CED3- 4BF5- 9726- 832C3749F627
DTSTAMP: 20210302T152508Z2

DTSTART; TZI D=Aner i ca/ New_Yor k: 20210302T103000
DTEND; TZI D=Aneri ca/ New_Yor k: 20210302T113000
SUMVARY: Meet i ng



BEGQ N: VALARM

Ul D: 8297C37D- BA2D- 4476- 91AE- CIEAA364F8E1L
TRI GGER: - PT15M

DESCRI PTI ON: Event rem nder

ACTI ON: DI SPLAY

ACKNOW_EDGED: 20210302T152507Z7

END: VALARM

BEG N: VALARM

Ul D: 87D690A7- B5ES- 4EB4- 8500- 491F50AFE394

TRI GGER; VALUE=DATE- TI ME: 20210302T152500Z7

RELATED- TO, RELTYPE=SNOOZE: 8297C37D- BA2D- 4476- 91AE- CLEAA364F8E1
DESCRI PTI ON: Event rem nder

ACTI ON: DI SPLAY

ACKNOW_.EDGED: 20210302T152507Z2

END: VALARM

END: VEVENT
8. AlarmProximty Trigger

Currently, a "VALARM' is triggered when a specific date-tinme value is

reached. It is also desirable to be able to trigger alarns based on
| ocation, e.g., when arriving at or departing froma particul ar
| ocati on.

Thi s specification adds the followi ng elenments to "VALARM conponents
to indicate when an alarm can be triggered based on | ocation.

"PROXIM TY" property: indicates that a |ocation-based trigger is to
be used and which action is used for the trigger

"VLOCATI ON' conponent (s) [RFC9073]: used to indicate the actual
|l ocation(s) to trigger off of, specified with a URL property
containing a 'geo’ URI [RFC5870], which allows for two or three
coordi nate values with an optional uncertainty

al arnprop =/ (
the follow ng is OPTI ONAL
; but MJUST NOT occur nore than once
broxi mty
)
al arm subconp =/

the following is OPTI ONAL
and MAY occur nore than once but only
when a PROXIM TY property is also present

| ocationc

3

)

Typi cally, when a "PROXIM TY" property is used, there is no need to
specify a tine-based trigger using the "TRI GGER' property. However,
since "TRIGGER' is defined as a required property for a "VALARM
component, for backwards conpatibility, it has to be present but
ignored. To indicate a "TRIGGER' that is to be ignored, clients
SHOULD use a value a long tine in the past. A value of
"19760401T005545Z7" has been commonly used for this purpose.

8.1. Proximty Property
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Property Nanme: PROXIMTY

Purpose: This property indicates that a |ocation-based trigger is
applied to an alarm

Val ue Type: TEXT

Property Paraneters: | ANA and nonstandard property paraneters can be
specified on this property.

Conformance: This property can be specified within "VALARM cal endar
components.

Description: This property is used to indicate that an alarmhas a
| ocation-based trigger. |Its value identifies the action that wll
trigger the alarm

VWhen the property value is set to "ARRIVE', the alarmis triggered
when the cal endar user agent arrives in the vicinity of one or
nmore | ocations. Wen set to "DEPART", the alarmis triggered when
the cal endar user agent departs fromthe vicinity of one or nore

| ocations. Each |ocation MJST be specified with a "VLOCATI ON'
component. Note that the meaning of "vicinity" in this context is
i mpl ement ati on defi ned.

When the property value is set to "CONNECT", the alarmis
triggered when the cal endar user agent connects to an autonobil e
to which it has been paired via Bluetooth [BTcore]. Wen set to
"Dl SCONNECT", the alarmis triggered when the cal endar user agent
di sconnects from an autonobile to which it has been paired via

Bl uetooth. Note that neither current inplenentations of proximty
al arns nor this docunent have a nechanismto target a particul ar
aut onobil e. Such a mechani sm nay be specified in a future

ext ensi on.

Format Definition: This property is defined by the follow ng
not ati on:

proximty = "PROXIM TY" *proximtyparam":" proximtyval ue CRLF

proxi m t yparam

the following is OPTI ONAL
and MAY occur nore than once

(
( ;" other-param
)

"ARRI VE' / " DEPART" /
" CONNECT" / " DI SCONNECT" / iana-token / Xx-nane

proxi m tyval ue

Exanpl e

The foll owi ng exanpl e shows a "VALARM' conponent with a proximty
trigger set to trigger when the device running the cal endar user
agent |eaves the vicinity defined by the URL property in the
"VLOCATI ON' conponent. Note use of the "u=" parameter with the 'geo
URI to define the uncertainty of the | ocation determnation.

BEG N: VALARM

Ul D: 77D80D14- 906B- 4257- 963F- 85B1E734DBB6
ACTI ON: DI SPLAY

TRI GGER; VALUE=DATE- Tl ME: 19760401T005545Z
DESCRI PTI ON: Rerrenber to buy m |k
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PROXI M TY: DEPART

BEG N: VLOCATI ON

Ul D: 123456- abcdef - 98765432
NAME: OF fi ce

URL: geo: 40. 443, - 79. 945; u=10
END: VLOCATI ON

END: VALARM

Security Considerations

In addition to the security properties of iCalendar (see Section 7 of
[ RFC5545]), a "VALARM', if not nonitored properly, can be used to
di sturb users and/or |eak personal information. For instance, an
undesirabl e audio alert could cause enbarrassnment; an unwanted

di splay alert could be considered an annoyance; or an enmil alert
could be used to leak a user’'s location to a third party or to send
unsolicited email to nultiple users. Therefore, Cal DAV clients and
servers that accept iCalendar data froma third party (e.g., via

i Cal endar Transport-Independent Interoperability Protocol (iTlP)

[ RFC5546], a subscription feed, or a shared cal endar) SHOULD renopve
each "VALARM' fromthe data prior to storing in their cal endar
system

Security considerations related to unique identifiers for "VALARM
are di scussed in Section 4.

Privacy Consi derations

A proxinmity "VALARM', if not used carefully, can |eak a user’s past,
present, or future location. For instance, storing an i Cal endar
resource containing proximty "VALARM's to a shared cal endar on

Cal DAV server can expose to anyone that has access to that cal endar
the user’'s intent to | eave fromor arrive at a particular |ocation at
sonme future tine. Furthernore, if a Cal DAV client updates the shared
i Cal endar resource with an "ACKNOALEDGED' property when the alarmis
triggered, this will |leak the exact date and tine that the user left
fromor arrived at the location. Therefore, Cal DAV clients that

i npl ement proximty alarnms SHOULD gi ve users the option of storing
and/ or acknow edgi ng the alarms on the | ocal device only and not
storing the alarm and/ or acknow edgenent on a renote server

Privacy considerations related to unique identifiers for "VALARM are
di scussed in Section 4.

I ANA Consi derations
1. Property Registrations
Thi s docunent defines the follow ng new i Cal endar properties that
have been added to the "Properties" registry defined in Section 8.2.3

of [ RFC5545] and | ocated here: <https://ww.iana.org/assi gnnents/
i cal endar >.

ettty Sty ey o}
| Property | Status | Reference |
[ S el el sl
| ACKNOMLEDGED | Current | RFC 9074, Section 6.1 |
I R I i I I R +
| PROXIM TY | Current | RFC 9074, Section 8.1 |
I i I I B i T +

Table 1. Additions to the Properties Registry
2. Relationship Types Registry

Thi s docunent defines the follow ng new i Cal endar rel ationship type
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that has been added to the "Rel ati onship Types"” registry defined in
Section 8.3.8 of [RFC5545] and | ocated here:
<https://wwv. i ana. or g/ assi gnnent s/ i cal endar >.

| Relationship Type | Status | Reference |
[} e —————————— _lp—p——_—_———_ Ll —_—(——————————————r 1
| SNOOZE | Current | RFC 9074, Section 7.1 |
S TRy S TRy O +

Table 2: Addition to the Relationship Types Registry

3. Proxi m

ty Val ues Registry

A new i Cal endar registry for values of the "PROXIM TY" property has

been created and is | ocated here:

i cal endar >.

Addi ti onal

Section 8.2.1 of [RFC5545]

val ues MAY be used, provided the

tenplate in Section 8.2.6 of [ RFC5545].

<https://wwv. i ana. or g/ assi gnnent s/

process described in

is used to register them using the

The following table has been used to initialize the Proxinmty Val ue

Regi stry.
+o——oooooooo—o4 oo+ D=
| Val ue | Status | Reference
E e e el s el oo oo
| ARRI VE | Current | RFC 9074,
R I R i
| DEPART | Current | RFC 9074,
I i +---- - - - F--- - -
| CONNECT | Current | RFC 9074,
I R R
| DI SCONNECT | Current | RFC 9074,
R I R i
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