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I ntroduction

The original QAuth 2.0 Authorization Franmework [ RFC6749]

speci ficati on does not mandate any specific format for access tokens.
VWil e that remains perfectly appropriate for nmany inportant
scenarios, in-market use has shown that many commercial QAuth 2.0

i npl ementations elected to i ssue access tokens using a format that
can be parsed and validated by resource servers directly, without
further authorization server involvenment. The approach is
particularly conmon in topol ogi es where the authorization server and
resource server are not co-located, are not run by the same entity,
or are otherw se separated by sone boundary. At the time of witing,
many conmerci al inplenentations |everage the JSON Wb Token (JWI)

[ RFC7519] fornmat.

Many vendor-specific JW access tokens share the same functiona

| ayout, using JWI clainms to convey the information needed to support
a conmon set of use cases: token validation, transporting

aut horization information in the formof scopes and entitlenents,
carrying identity information about the subject, and so on. The
differences are nostly confined to the claimnames and syntax used to
represent the sanme entities, suggesting that interoperability could
be easily achi eved by standardi zing a cormon set of clainms and

val idation rules

The assunption that access tokens are associated with specific
informati on doesn’t appear only in comercial inplenentations.
Various specifications in the QAuth 2.0 famly (such as resource

i ndi cators [RFC8707], QAuth 2.0 bearer token usage [ RFC6750], and

ot hers) postul ate the presence of scoping nmechani sms, such as an
audi ence, in access tokens. The fanily of specifications associated
with introspection also indirectly suggests a fundanental set of
informati on that access tokens are expected to carry or at |east be
associ ated with.

This specification ainms to provide a standardi zed and i nteroperable
profile as an alternative to the proprietary JW access token | ayouts
going forward. Besides defining a comobn set of nmandatory and
optional clainms, the profile provides clear indications on how

aut hori zati on request paraneters deternine the content of the issued
JWI' access token, how an authorization server can publish netadata
rel evant to the JW access tokens it issues, and how a resource
server should validate i ncom ng JW access tokens.

Finally, this specification provides security and privacy

consi derations meant to prevent conmon nistakes and anti-patterns
that are likely to occur in naive use of the JW format to represent
access tokens.

Pl ease note: Although both this docunent and [ RFC7523] use JSON
Web Tokens in the context of the QAuth2 framework, the two
specifications differ in both intent and mechanics. Wereas

[ RFC7523] defines how a JWI Bearer Token can be used to request an



access token, this docunment describes how to encode access tokens
in JW fornat.

1.1. Requirements Notation and Conventions

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capitals, as shown here

1.2. Term nol ogy

JWI access token: An QAuth 2.0 access token encoded in JW fornmat
and conplying with the requirenents described in this
speci fication.

Thi s specification uses the ternms "access token", "refresh token",
"aut hori zation server", "resource server", "authorization endpoint”,
"aut hori zation request", "authorization response", "token endpoint”,
"grant type", "access token request", "access token response", and
"client" defined by The QAuth 2.0 Authorization Framework [ RFC6749].

2. JW Access Token Header and Data Structure
2.1. Header

JWI' access tokens MJST be signed. Although JWI access tokens can use
any signing algorithm use of asymretric cryptography i s RECOVMMENDED
as it sinplifies the process of acquiring validation information for
resource servers (see Section 4). JW access tokens MJST NOT use
"none" as the signing algorithm See Section 4 for nore details.

Aut hori zation servers and resource servers conforming to this
specification MJUST include RS256 (as defined in [ RFC7518]) anong
their supported signature al gorithns.

This specification registers the "application/at+ w" mnedia type,

whi ch can be used to indicate that the content is a JW access token
JWI' access tokens MUST include this nmedia type in the "typ" header
paraneter to explicitly declare that the JW represents an access
token conplying with this profile. Per the definition of "typ" in
Section 4.1.9 of [RFC7515], it is RECOVMENDED that the "application/"
prefix be omtted. Therefore, the "typ" val ue used SHOULD be
"at+jwm". See the Security Considerations section for details on the
i nportance of preventing Openl D Connect | D Tokens (as defined by
Section 2 of [OpenlD.Core]) from being accepted as access tokens by
resource servers inplementing this profile.

2.2. Data Structure
The following clains are used in the JW access token data structure.
iss REQURED - as defined in Section 4.1.1 of [RFC7519].
exp REQU RED - as defined in Section 4.1.4 of [RFC7519].
aud REQUIRED - as defined in Section 4.1.3 of [RFC7519]. See

Section 3 for indications on how an authorization server should
determ ne the val ue of "aud" depending on the request.

sub REQUI RED - as defined in Section 4.1.2 of [RFC7519]. In cases
of access tokens obtained through grants where a resource owner is
i nvol ved, such as the authorization code grant, the value of "sub"
SHOULD correspond to the subject identifier of the resource owner
In cases of access tokens obtained through grants where no
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resource owner is involved, such as the client credentials grant,
the val ue of "sub" SHOULD correspond to an identifier the

aut hori zation server uses to indicate the client application. See
Section 5 for nore details on this scenario. Al so, see Section 6
for a discussion about how different choices in assigning "sub"

val ues can i npact privacy.

client_id REQU RED - as defined in Section 4.3 of [RFC8693].

iat REQUI RED - as defined in Section 4.1.6 of [RFC7519]. This claim
identifies the tine at which the JWI access token was issued.

jti  REQU RED - as defined in Section 4.1.7 of [RFC7519].
1. Authentication Information C ains

The clains listed in this section MAY be issued in the context of

aut hori zation grants involving the resource owner and reflect the
types and strength of authentication in the access token that the

aut henti cation server enforced prior to returning the authorization
response to the client. Their values are fixed and renain the sane
across all access tokens that derive froma given authorization
response, whether the access token was obtained directly in the
response (e.g., via the inplicit flow) or after one or nore token
exchanges (e.g., obtaining a fresh access token using a refresh token
or exchangi ng one access token for another via [ RFC8693] procedures).

auth_time OPTIONAL - as defined in Section 2 of [OpenlD. Core].
acr OPTIONAL - as defined in Section 2 of [OpenlD. Core].

anr OPTIONAL - as defined in Section 2 of [OpenlD. Core].

2. ldentity Cains

In the context of authorization grants involving the resource owner,
comrerci al authorization servers will often include resource owner
attributes directly in access tokens so that resource servers can
consune themdirectly for authorization or other purposes w thout any
further round trips to introspection ([RFC7662]) or Userlnfo

([ Openl D. Core]) endpoints. This is particularly common in scenarios
where the client and the resource server belong to the sanme entity
and are part of the sane solution, as is the case for first-party
clients invoking their own backend API

This profile does not introduce any nmechanismfor a client to
directly request the presence of specific clains in JW access
tokens, as the authorization server can determ ne what additiona
clainms are required by a particular resource server by taking the
client _id of the client and the "scope" and the "resource" paraneters
included in the request into consideration

Any additional identity attribute whose senmantic is well described by
an entry in the "JSON Wb Token (JWI)" 1 ANA registry introduced in

[ RFC7519] SHOULD be encoded using the corresponding claimnane, if
that attribute is to be included in the JW access token. Note that
the JWI | ANA registry includes the clains found in Section 5.1 of

[ Openl D. Core] .

Aut hori zation servers MAY return arbitrary attributes not defined in
any existing specification, as long as the correspondi ng cl ai m nanes
are collision resistant or the access tokens are nmeant to be used
only within a private subsystem Please refer to Sections 4.2 and
4.3 of [RFC7519] for details.

Aut hori zation servers including resource owner attributes in JW



access tokens need to exercise care and verify that all privacy
requirenents are net, as discussed in Section 6

2.2.3. Authorization d ains

If an authorization request includes a scope paraneter, the
correspondi ng i ssued JWI access token SHOULD i nclude a "scope" claim
as defined in Section 4.2 of [RFC8693].

Al'l the individual scope strings in the "scope" claimMJST have
meani ng for the resources indicated in the "aud" claim See
Section 5 for nore considerations about the rel ationship between
scope strings and resources indicated by the "aud" claim

2.2.3.1. Cainms for Authorization Qutside of Del egation Scenari os

Many aut hori zation servers enbed authorization attributes that go
beyond the del egated scenarios described by [RFC7519] in the access
tokens they issue. Typical exanples include resource owner
menberships in roles and groups that are relevant to the resource
bei ng accessed, entitlenents assigned to the resource owner for the
targeted resource that the authorization server knows about, and so
on.

An aut hori zation server wanting to include such attributes in a JW
access token SHOULD use the "groups", "roles", and "entitlenments"
attributes of the "User" resource schema defined by Section 4.1.2 of
[ RFC7643]) as claimtypes.

Aut hori zation servers SHOULD encode the correspondi ng cl ai m val ues
according to the guidance defined in [RFC7643]. |In particular, a
non-nornative exanple of a "groups" attribute can be found in
Section 8.2 of [RFC7643]. No specific vocabulary is provided for
"roles" and "entitlenments".

Section 7.2.1 of this docunment provides entries for registering
"groups”, "roles", and "entitlenments" attributes from|[RFC7643] as
claimtypes to be used in this profile.

3. Requesting a JW Access Token

An aut hori zation server can issue a JWI access token in response to
any authorization grant defined by [ RFC6749] and subsequent
extensions meant to result in an access token

If the request includes a "resource" paraneter (as defined in
[ RFC8707]), the resulting JW access token "aud" clai m SHOULD have
the sane value as the "resource" paraneter in the request.

Exanpl e request bel ow.

CGET /as/ aut hori zati on. oaut h2?r esponse_t ype=code
&client i d=s6BhdRkqt 3
&st at e=xyz
&scope=openi d¥20pr of i | e%20r eadenai
& edirect _uri=https¥BAYRFY2Fcl i ent %2Eexanpl e%2Econ?@Fcb
& esour ce=htt ps¥BAWRFY2Fr s. exanpl e. contF HTTP/ 1. 1
Host: authorization-server. exanpl e. com

Figure 1: Authorization Request with Resource and Scope Paraneters

Once redeened, the code obtained fromthe request above will result
in a JW access token in the form shown bel ow

Header :



{"typ":"at+JW", "al g": "RS256", "ki d": " Rj EWONOA"}

Cd ai ms:
., N
"iss": "https://authorization-server. exanple.com"
"sub": "5bab552d67",
"aud": "https://rs.exanple.conl”

"exp": 1639528912,
"fat": 1618354090,

"jti" : "dbe39bf3a3ba4238a513f 51d6el1691c4",
"client _id": "s6BhdRkqt3",
"scope": "openid profile reademail”

Fi gure 2: The Header and JW Clainms Set of a JW Access Token

The aut hori zation server MJST NOT issue a JWI access token if the

aut hori zation granted by the token would be anbi guous. See Section 5
for nore details about commpn cases that might lead to anbiguity and
strategi es an authorization server can enact to prevent them

If the request does not include a "resource" paraneter, the

aut hori zati on server MJST use a default resource indicator in the
"aud" claim If a "scope" parameter is present in the request, the
aut hori zation server SHOULD use it to infer the value of the default
resource indicator to be used in the "aud" claim The nechani sm

t hr ough whi ch scopes are associated with default resource indicator
val ues is outside the scope of this specification. |If the values in
the "scope" paraneter refer to different default resource indicator
val ues, the authorization server SHOULD reject the request with
"invalid scope" as described in Section 4.1.2.1 of [RFC6749].

Val i dating JWI Access Tokens

For the purpose of facilitating validation data retrieval, it is
RECOMVENDED here that authorization servers sign JW access tokens
with an asymmetric al gorithm

Aut hori zation servers SHOULD use QAuth 2.0 Authorization Server
Met adat a [ RFC8414] to advertise to resource servers their signing
keys via "jwks_uri" and what "iss" claimvalue to expect via the
"issuer" netadata value. Alternatively, authorization servers

i mpl ementi ng Qpenl D Connect MAY use the Qpenl D Connect di scovery

[ Openl D. Di scovery] docunent for the sanme purpose. |f an

aut hori zati on server supports both QAuth 2.0 Authorization Server
Met adat a and Openl D Connect di scovery, the val ues provided MJST be
consi stent across the two publication nethods.

An aut hori zation server MAY elect to use different keys to sign
Qpenl D Connect |1 D Tokens and JW access tokens. This specification
does not provide a mechanismfor identifying a specific key as the
one used to sign JW access tokens. An authorization server can sign
JWI' access tokens with any of the keys advertised via authorization
server (AS) netadata or Openl D Connect discovery. See Section 5 for
further guidance on security inplications.

Resource servers receiving a JW access token MJST validate it in the
foll owi ng manner.

* The resource server MJST verify that the "typ" header value is
"at+jw" or "application/at+jw" and reject tokens carrying any
ot her val ue.

* |f the JWI access token is encrypted, decrypt it using the keys
and algorithnms that the resource server specified during



registration. |If encryption was negotiated with the authorization
server at registration tine and the incomi ng JW access token is
not encrypted, the resource server SHOULD reject it.

* The issuer identifier for the authorization server (which is
typically obtained during discovery) MJIST exactly match the val ue
of the "iss" claim

* The resource server MJST validate that the "aud" claimcontains a
resource indicator value corresponding to an identifier the
resource server expects for itself. The JW access token MJST be
rejected i f "aud" does not contain a resource indicator of the
current resource server as a valid audience.

* The resource server MJST validate the signature of all incomng
JWI' access tokens according to [ RFC7515] using the algorithm
specified in the JW "al g* Header Paraneter. The resource server
MJST reject any JW in which the value of "alg" is "none". The
resource server MJST use the keys provided by the authorization
server.

* The current tine MJUST be before the tinme represented by the "exp"
claim Inplementers MAY provide for sonme snall | eeway, usually no
nmore than a few mnutes, to account for clock skew.

The resource server MJST handl e errors as described in Section 3.1 of

[ RFC6750]. In particular, in case of any failure in the validation
checks |isted above, the authorization server response MJST incl ude
the error code "invalid_token". Please note that this requirenent

does not prevent JW access tokens from using authentication schenes
ot her than "Bearer".

If the JWI access token includes authorization clains as described in
Section 2.2.3, the resource server SHOULD use themin comnbination
with any other contextual information available to determ ne whether
the current call should be authorized or rejected. Details about how
a resource server perforns those checks is beyond the scope of this
profil e specification.

Security Considerations

The JWI access token data | ayout described here is very simlar to
that of the id_token as defined by [OpenlD. Core]. The explicit
typing required in this profile, inline with the recommendations in
[ RFC8725], hel ps the resource server to distinguish between JWI
access tokens and Openl D Connect | D Tokens.

Aut hori zation servers should prevent scenari os where clients can

af fect the value of the "sub” claimin ways that could confuse
resource servers. For exanple, if the authorization server elects to
use the client _id as the "sub" value for access tokens issued using
the client credentials grant, the authorization server should prevent
clients fromregistering an arbitrary client_id value, as this would
allow malicious clients to select the sub of a high-privil ege
resource owner and confuse any authorization logic on the resource
server relying on the "sub" value. For nore details, please refer to
Section 4.14 of [QAuth2. Security. BestPractices].

To prevent cross-JW confusion, authorization servers MIST use a
distinct identifier as an "aud" claimvalue to uniquely identify
access tokens issued by the sane issuer for distinct resources. For
nore details on cross-JW confusion, please refer to Section 2.8 of
[ RFC8725] .

Aut hori zati on servers shoul d use particul ar care when handling
requests that mght |ead to anbi guous authorization grants. For



exanple, if a request includes multiple resource indicators, the

aut hori zati on server should ensure that each scope string included in
the resulting JWI access token, if any, can be unanbi guously
correlated to a specific resource anong the ones listed in the "aud"
claim The details on how to recognize and nmitigate this and ot her
anbi guous situations is highly scenario dependent and hence is out of
scope for this profile.

Aut hori zation servers cannot rely on the use of different keys for
signing Openl D Connect | D Tokens and JWI tokens as a nethod to

saf eguard agai nst the consequences of |eaking specific keys. G ven
that resource servers have no way of knowi ng what key shoul d be used
to validate JW access tokens in particular, they have to accept
signatures perforned with any of the keys published in AS netadata or
Qpenl D Connect di scovery; consequently, an attacker just needs to
conprom se any key anpbng the ones published to be able to generate
and sign JWs that will be accepted as valid by the resource server

Privacy Consi derations

As JWI access tokens carry information by value, it now becones
possible for clients and potentially even end users to directly peek
i nside the token clains collection of unencrypted tokens.

The client MJUST NOT inspect the content of the access token: the

aut hori zati on server and the resource server mght decide to change
the token format at any tine (for exanple, by switching fromthis
profile to opaque tokens); hence, any logic in the client relying on
the ability to read the access token content woul d break w thout
recourse. The QAuth 2.0 franmework assunmes that access tokens are
treated as opaque by clients. Administrators of authorization
servers should also take into account that the content of an access
token is visible to the client. \Whenever client access to the access
token content presents privacy issues for a given scenario, the

aut hori zation server needs to take explicit steps to prevent them

In scenarios in which JW access tokens are accessible to the end
user, it should be eval uated whether the information can be accessed
wi t hout privacy violations (for exanple, if an end user would sinply
access his or her own personal information) or if steps nust be taken
to enforce confidentiality.

Possi bl e measures to prevent |eakage of information to clients and
end users include: encrypting the access token, encrypting the
sensitive clains, omtting the sensitive claims or not using this
profile, and falling back on opaque access tokens.

In every scenario, the content of the JW access token will
eventual |y be accessible to the resource server. |It’s inportant to
eval uate whether the resource server gained the proper entitlenent to
have access to any content received in the formof clains, for
exanpl e, through user consent in some form policies and agreenents
with the organi zati on running the authorization servers, and so on.
For exanple, a user might not wish to consent to granting given
resource server information about any of the non-mandatory clains
enunerated in Section 2 (and its subsections).

This profile mandates the presence of the "sub" claimin every JW
access token, naking it possible for resource servers to rely on that
information for correlating incomng requests with data stored
locally for the authenticated principal. Although the ability to
correlate requests mght be required by design in many scenari os,
there are scenarios where the authorization server nmight want to
prevent correlation. The "sub" claimshould be popul ated by the

aut hori zation servers according to a privacy inpact assessment. For
instance, if a solution requires preventing tracking of principa
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activities across multiple resource servers, the authorization server
shoul d ensure that JW access tokens neant for different resource
servers have distinct "sub" values that cannot be correlated in the
event of resource server collusion. Sinilarly, if a solution
requires preventing a resource server fromcorrelating the
principal’s activity within the resource itself, the authorization
server should assign different "sub" values for every JW access
token issued. In turn, the client should obtain a new JW access
token for every call to the resource server to ensure that the
resource server receives different "sub" and "jti" values at every
call, thus preventing correl ation between distinct requests.

I ANA Consi derati ons

1. Media Type Registration

1.1. Registry Content

This section registers "application/at+jwt", a new nedia type

[ RFC2046] in the "Media Types" registry [| ANA. Medi aTypes] in the

manner described in [ RFC6838]. It can be used to indicate that the

content is an access token encoded in JWI format.

Type name: Application

Subtype nanme: at+jw

Required paraneters: NA

Optional parameters: NA

Encodi ng considerations: Binary; JW values are encoded as a series
of baseb4url -encoded values (with trailing '= characters
renoved), sone of which nmay be the enpty string, separated by

period ('.') characters.

Security considerations: See the Security Considerations section of
RFC 9068.

Interoperability considerations: NA

Publ i shed specification: RFC 9068

Applications that use this nedia type: Applications that access
resource servers using OQAuth 2.0 access tokens encoded in JW
f or mat

Fragment identifier considerations: NA

Addi tional information
Magi ¢ nunber(s): NA
File extension(s): NA

Maci ntosh file type code(s): NA

Person & email address to contact for further information:
Vittorio Bertocci <vittorio@uthO.conr

I ntended usage: COMVON
Restrictions on usage: None
Author: Vittorio Bertocci <vittorio@uthO.conpr

Change controller: |ETF



Provi sional registration? No
.2. Cainms Registration

Section 2.2.3.1 of this specification refers to the attributes
"rol es", "groups", "entitlenents" defined in [RFC7643] to express
aut hori zation information in JW access tokens. This section

regi sters those attributes as clains in the "JSON Wb Token (JWI)"
| ANA registry introduced in [ RFC7519].

.2.1. Registry Content
.2.1.1. Roles

Claim Name: roles

Cl ai m Description: Roles

Change Controller: |ETF

Speci fication Docunent(s): Section 4.1.2 of [RFC7643] and
Section 2.2.3.1 of RFC 9068

.2.1.2. Goups

Cl ai m Name: groups

Cl ai m Description: G oups

Change Controller: |ETF

Speci fication Docunent(s): Section 4.1.2 of [RFC7643] and
Section 2.2.3.1 of RFC 9068

.2.1.3. Entitlenments

Claim Name: entitlenents

ClaimDescription: Entitlenents

Change Controller: |ETF

Speci fication Docunent(s): Section 4.1.2 of [RFC7643] and
Section 2.2.3.1 of RFC 9068
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