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Abstract

Thi s docunent defines a YANG data nodel for configuring and managi ng
routing policies in a vendor-neutral way. The nodel provides a
generic routing policy framework that can be extended for specific
routing protocols using the YANG 'augnment’ mechani sm
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1. Introduction

Thi s docunent describes a YANG data nmodel [RFC7950] for routing
policy configuration based on operational usage and best practices in
a variety of service provider networks. The nodel is intended to be
vendor neutral to allow operators to nanage policy configuration
consistently in environments with routers supplied by nultiple
vendor s

The YANG nodul es in this docunent conformto the Network Managenent
Dat astore Architecture (NVDA) [ RFC8342].

1.1. GCoals and Approach

Thi s nodel does not aimto be feature conplete; it is a subset of the
policy configuration paraneters available in a variety of vendor

i npl ement ati ons but supports w dely used constructs for managi ng how

routes are inported, exported, and nodified across different routing

protocols. The nodel devel opnment approach has been to exanine actua

policy configurations in use across several operator networKks.

Hence, the focus is on enabling policy configuration capabilities and
structure that are in w de use

Despite the differences in details of policy expressions and
conventions in various vendor inplenentations, the nodel reflects the
observation that a relatively sinple condition-action approach can be
readily mapped to several existing vendor inplenmentations and al so
gives operators a famliar and straightforward way to express policy.
A side effect of this design decision is that other nethods for
expressing policies are not considered.

Consistent with the goal to produce a data nodel that is vendor
neutral, only policy expressions that are deermed to be w dely
available in prevalent inplementations are included in the nodel
Those configuration itens that are only available froma single
inplementation are onmitted fromthe nodel with the expectation they
will be available in separate vendor-provi ded nodul es that augnent
the current nodel

2. Term nol ogy and Not ati on

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capital s, as shown here

Routing policy: A routing policy defines how routes are inported,
exported, nodified, and advertised between routing protoco
instances or within a single routing protocol instance.
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Policy chain: A policy chain is a sequence of policy definitions.
They can be referenced fromdifferent contexts.

Policy statenment: Policy statenents consist of a set of conditions
and actions (either of which may be enpty).

The following terns are defined in [ RFC8342]:
* client

* server

* configuration

* systemstate

* operational state

* intended configuration

The following terns are defined in [ RFC7950]:
* action

* augnment

* contai ner

* container with presence

* data nodel

* data node

* feature

* | eaf

* list

* mandat ory node

*  npodul e

* schema tree

* RPC (Renote Procedure Call) operation
1. Tree Diagrans

Tree diagrans used in this docunent follow the notation defined in
[ RFC8340] .

2. Prefi xes in Data Node Nanes

In this docunent, nanes of data nodes, actions, and other data nodel
objects are often used without a prefix if it is clear in which YANG
modul e each nanme is defined given the context. O herw se, nanes are
prefixed using the standard prefix associated with the corresponding
YANG nodul e, as shown in Table 1.



| rt | ietf-routing | [ RFC3349]

S SRR o e e e e oo S +
| yang | ietf-yang-types | [ RFC6991] |
T o e e oo Fom e oo +
| inet | ietf-inet-types | [ RFC6991] |
Fomm e - o - o e e e e oo - N +

Table 1: Prefixes and Correspondi ng
YANG Mbodul es

3. Model Overview
The routing policy nodule has three main parts:

* A generic framework is provided to express policies as sets of
rel ated conditions and actions. This includes match sets and
actions that are useful across many routing protocols.

* A structure that allows routing protocol nodels to add protocol -
specific policy conditions and actions through YANG augnent ati ons
is also provided. There is a conplete exanple of this for BGP
[ RFC4271] policies in the proposed vendor-neutral BGP data nodel
[ 1 DR- BGP- MODEL] .  Appendi x A provi des an exanpl e of how an
augnment ation for BGP policies nmight be acconplished. Note that
this section is not normative, as the BGP nodel is still evol ving.

* Finally, a reusable grouping is defined for attaching inport and
export rules in the context of routing configuration for different
protocols, Virtual Routing and Forwardi ng (VRF) instances, etc.
This al so enabl es the creation of policy chains and the expression
of default policy behavior. |In this document, policy chains are
sequences of policy definitions that are applied in order
(described in Section 4).

The nodul e makes use of the standard Internet types, such as IP
addr esses, autononous system nunbers, etc., defined in RFC 6991
[ RFC6991] .

4. Route Policy Expression

Pol i cies are expressed as a sequence of top-level policy definitions,
each of which consists of a sequence of policy statements. Policy
statenments in turn consist of sinple condition-action tuples.
Conditions may include nultiple match or conpari son operations, and
simlarly, actions may include nmultiple changes to route attributes
or indicate a final disposition of accepting or rejecting the route.
This structure is shown bel ow.

+--rw routing-policy
+--rw policy-definitions
+--ro match-nodified-attributes? bool ean
+--rw policy-definition* [name]
+--rw name string
+--rw statenents
+--rw statenent* [ nane]
+--rw nane string
+--rw condi tions
| .

+--rm1aéfions
4.1. Defined Sets for Policy Mtching
The nodel provides a collection of generic sets that can be used for

mat ching in policy conditions. These sets are applicable for route
sel ection across nultiple routing protocols. They may be further



augnment ed by protocol -specific nodels that have their own defined
sets. The defined sets include:

prefix sets: Each prefix set defines a set of |IP prefixes, each with
an associated | P prefix and netmask range (or exact |ength).

nei ghbor sets: Each neighbor set defines a set of neighboring nodes
by their I P addresses. A neighbor set is used for selecting
rout es based on the nei ghbors advertising the routes.

tag sets: FEach tag set defines a set of generic tag val ues that can
be used in matches for selecting routes.

The nodel structure for defined sets is shown bel ow.

+--rw routing-policy
+--rw defined-sets

+--rw prefix-sets
| +--rw prefix-set* [name]

+--rw nane string

+--rw node? enunerati on

+--rw prefixes

+--rw prefix-list* [ip-prefix mask-Iength-|ower

mask- | engt h- upper]

+--rwip-prefix inet:ip-prefix
+--rw mask- | engt h- | ower uint8
+--rw mask- | engt h- upper uint8

+--rw nei ghbor-set* [ naneg]
+--rw name string
+--rw address* i net:ip-address
--rwtag-sets
+--rw tag-set* [nane]
+--rw name string
+--rw tag-val ue* tag-type

I
I
I
I
I
I
I
I
+--rw nei ghbor -sets
I
I
I
+

4.2. Policy Conditions

Policy statenments consist of a set of conditions and actions (either
of which nay be enpty). Conditions are used to match route
attributes against a defined set (e.g., a prefix set) or to conpare
attributes against a specific val ue.

Mat ch conditions may be further nodified using the match-set-options
configuration, which allows network operators to change the behavi or
of a match. Three options are supported:

"all’: Match is true only if the given value matches all nenbers of
t he set.

"any’': Match is true if the given value matches any nenber of the
set.

"invert’: Match is true if the given value does not match any memnber

of the given set.

Not all options are appropriate for matching against all defined sets
(e.g., match "all’ in a prefix set does not nake sense). |n the
nmodel, a restricted set of match options is used where applicabl e.

Conparison conditions may sinmilarly use options to change how route
attributes should be tested, e.g., for equality or inequality,
agai nst a gi ven val ue.

Wil e nost policy conditions will be added by individual routing
protocol nodels via augnentation, this routing policy nodel includes



several generic match conditions and the ability to test which
protocol or nechanisminstalled a route (e.g., BGP, IGP, static,
etc.). The conditions included in the nodel are shown bel ow.

+--rw routing-policy
+--rw policy-definitions
+--rw policy-definition* [nane]
+--rw nane string
+--rw statenents
+--rw statenent* [nane]
+--rw condi tions
| +--rwcall-policy?
| +--rw source-protocol ?
| +--rw match-interface
| | +--rwinterface?
| +--rw match-prefix-set
| | +--rwprefix-set?
| | +--rw match-set-options?
| +--rw mat ch- nei ghbor - set
| | +--rw neighbor-set?
| +--rw match-tag-set
| | +--rwtag-set?
| | +--rw match-set-options?
| +--rw match-route-type
| +--rw route-type*

4.3. Policy Actions

When policy conditions are satisfied, policy actions are used to set
various attributes of the route being processed or to indicate the
final disposition of the route, i.e., accept or reject.

Simlar to policy conditions, the routing policy nobdel includes
generic actions in addition to the basic route disposition actions.
These are shown bel ow.

+--rw routing-policy
+--rw policy-definitions
+--rw policy-definition* [nane]
+--rw statenents
+--rw statenment* [ nane]
+--rw actions
+--rw policy-result? policy-result-type
+--rw set-netric
| +--rw netric-nodification?
| ] metri c-nodification-type

| +--rwnetric? ui nt 32
+--rw set-netric-type

| +--rwnetric-type? identityref
+--rw set-route-|evel

| +--rwroute-Ilevel? i dentityref
+--rw set-route-preference? uintl6
+--rw set-tag? tag-type

+--rw set-application-tag? tag-type
4.4. Policy Subroutines

Policy 'subroutines’ (or nested policies) are supported by allow ng
policy statement conditions to reference other policy definitions
using the call-policy configuration. Called policies apply their
conditions and actions before returning to the calling policy
statenent and resum ng eval uation. The outcone of the called policy
affects the evaluation of the calling policy. |If the called policy
results in an accept-route, then the subroutine returns an effective
Bool ean true value to the calling policy. For the calling policy,
this is equivalent to a condition statenent evaluating to a true



value, thus the calling party continues in its evaluation of the
policy (see Section 5). Note that the called policy may al so nodify
attributes of the route inits action statenents. Simlarly, a
reject-route action returns false, and the calling policy evaluation
will be affected accordingly. Wen the end of the subroutine policy
statenments is reached, the default route disposition action is
returned (i.e., Boolean false for reject-route). Consequently, a
subroutine cannot explicitly accept or reject a route. Rather, the
called policy returns Boolean true if its outcone is accept-route or
Boolean false if its outcone is reject-route. Route acceptance or
rejection is solely deternined by the top-Ilevel policy.

Note that the called policy may itself call other policies (subject
to inplenentation limtations). The nbpdel does not prescribe a
nesting depth because this varies anong inplenentations. For
exanpl e, an inplenentation nmay only support a single | evel of
subroutine recursion. As with any routing policy construction, care
must be taken with nested policies to ensure that the effective
return value results in the intended behavior. Nested policies are a
conveni ence in many routing policy constructions, but creating
policies nested beyond a small nunber of levels (e.g., two to three)
is discouraged. Also, inplenentations MJST performvalidation to
ensure that there is no recursion anmong nested routing policies.

Pol i cy Eval uation

Eval uati on of each policy definition proceeds by evaluating its

i ndi vidual policy statenents in the order that they are defined.

When all the condition statenments in a policy statement are
satisfied, the corresponding action statenments are executed. If the
actions include either accept-route or reject-route actions,

eval uation of the current policy definition stops, and no further
policy statenent is evaluated. |If there are multiple policies in the
policy chain, subsequent policies are not evaluated. Policy chains
are sequences of policy definitions (as described in Section 4).

If the conditions are not satisfied, then eval uation proceeds to the
next policy statenent. |f none of the policy statenent conditions
are satisfied, then evaluation of the current policy definition
stops, and the next policy definition in the chain is eval uated.
When the end of the policy chain is reached, the default route

di sposition action is performed (i.e., reject-route unless an
alternate default action is specified for the chain).

Whet her the route’s pre-policy attributes are used for testing policy
statement conditions is dependent on the inplenentation-specific

val ue of the match-nodified-attributes leaf. |If match-nodified-
attributes is false and actions nodify route attributes, these
nmodi fi cations are not used for policy statenent conditions.
Conversely, if match-nodified-attributes is true and actions nodify
the policy application-specific attributes, the attributes as

nodi fied by the policy are used for policy condition statenments.

Appl yi ng Routing Policy

Routing policy is applied by defining and attaching policy chains in
various routing contexts. Policy chains are sequences of policy
definitions (described in Section 4). They can be referenced from
different contexts. For exanple, a policy chain could be associated
with a routing protocol and used to control its interaction with its
protocol peers, or it could be used to control the interaction
between a routing protocol and the local routing information base. A
policy chain has an associated direction (inport or export) wth
respect to the context in which it is referenced.

The routing policy nodel defines an apply-policy grouping that can be



i mported and used by other nodels. As shown below, it allows
definition of inport and export policy chains, as well as specifies
the default route disposition to be used when no policy definition in
the chain results in a final decision.

+--rw appl y-policy

| +--rwinport-policy*

| +--rw default-inport-policy? defaul t-policy-type
| +--rw export-policy*

|  +--rw default-export-policy? defaul t-policy-type

The default policy defined by the nodel is to reject the route for
both inmport and export policies.

7. YANG Modul e and Tree
7.1. Routing Policy Mdel Tree
The tree of the routing policy nodel is shown bel ow.

nmodul e: ietf-routing-policy
+--rw routing-policy
+--rw defined-sets
+--rw prefix-sets
+--rw prefix-set* [name node]
+--rw nane string
+--rw node enunerati on
+--rw prefixes
+--rw prefix-list* [ip-prefix mask-Iength-|ower
mask- | engt h- upper]

+--rwip-prefix inet:ip-prefix
+--rw mask- | engt h- | ower uint8
+--rw mask- | engt h- upper uint8
--rw nei ghbor -sets
+--rw nei ghbor-set* [ nane]
+--rw name string
+--rw addr ess* i net:ip-address

+-— +—— -

--rw tag-sets
+--rw tag-set* [nane]
+--rw name string
+--rw tag-val ue* tag-type
+--rw policy-definitions
+--ro match-nodified-attributes? bool ean
+--rw policy-definition* [nane]
+--rw nane string
+--rw statenents
+--rw statenment* [ nane]

+--rw name string
+--rw condi tions
+--rw call-policy? -> oo

/policy-definitions
[ policy-definition/nanme

+--rw sour ce- protocol ? i dentityref

+--rw match-interface

| +--rwinterface? if:interface-ref
+--rw mat ch- prefi x-set

|  +--rw prefix-set? EI>- R R R A A N

/ defi ned-sets
[ prefix-sets
[ prefix-set/nane
+--rw mat ch-set-opti ons?
mat ch- set - opti ons-type
--rw nat ch- nei ghbor - set
+--rw nei ghbor - set? > oo
/ defined-sets
/ nei ghbor - set s

_—_



/ nei ghbor - set / nane

||
| +--rw match-tag-set
| | +--rwtag-set? EI>- R R R A A N
| ] [ def i ned-sets/tag-sets
| /tag- set/ nane
| | +--rw match-set-options?
| mat ch- set - opti ons-type
| +--rw match-route-type
| +--rw route-type* i dentityref
+--rw actions
+--rw policy-result? policy-result-type

+--rw set-netric
| +--rwnetric-nodification?
| metri c-nodification-type

| +--rwnetric? ui nt 32
+--rw set-netric-type

| +--rwmetric-type? i dentityref
+--rw set-route-|evel

| +--rwroute-I|evel? identityref
+--rw set-route-preference? uintl6
+--rw set-tag? tag-type

+--rw set-application-tag? tag-type
7.2. Routing Policy Model

The following RFCs are not referenced in the docunment text but are
referenced in the ietf-routing-policy.yang nodul e: [ RFC2328],
[ RFC3101], [RFC5130], [RFC5302], [RFC6991], and [ RFC8343].

<CODE BEG@ NS> file "ietf-routing-policy@021-10-11. yang"

modul e ietf-routing-policy {
yang-version 1.1;
nanespace "urn:ietf:parans: xnl:ns:yang:ietf-routing-policy";
prefix rt-pol;

inmport ietf-inet-types {
prefix inet;
ref erence
"RFC 6991: Common YANG Data Types";

}
import ietf-yang-types {
prefix yang;
ref erence
"RFC 6991: Common YANG Data Types";
}
inmport ietf-interfaces {
prefix if;
reference
"RFC 8343: A YANG Data Mddel for Interface
Managenent ",
}
inmport ietf-routing {
prefix rt;
reference
"RFC 8349: A YANG Data Model for Routing
Managenent (NVDA Version)";
}

organi zati on
"I ETF RTGAG - Routing Area Working G oup”;

cont act
"WG Web: <https://datatracker.ietf.org/wg/rtgwg/ >
WG List: <mailto: rtgwg@etf.org>

Editors: Yingzhen Q
<mai | to: yi ngzhen. qu@ ut ur ewei . conp



Jeff Tantsura

<mailto: jefftant.ietf@nuil.conr

Acee Lindem

<mai |l to: acee@i sco. conp

Xuf eng Liu

<mailto: xufeng.liu.ietf@mail.conp";

description

"Thi s nodul e descri bes a YANG data nodel for routing policy
configuration. It is a linmted subset of all of the policy
configuration paraneters available in the variety of vendor
i mpl ement ati ons, but supports wi dely used constructs for
managi ng how routes are inported, exported, nodified, and
advertised across different routing protocol instances or
within a single routing protocol instance. This nodule is
i ntended to be used in conjunction with routing protoco
configuration nodules (e.g., BGP) defined in other nodels.

Thi s YANG nmodul e conforms to the Network Managenent
Dat astore Architecture (NVDA), as described in RFC 8342

The key words ' MUST', ' MUST NOT', ' REQUI RED , ' SHALL', ' SHALL
NOT’, ’ SHOULD , ' SHOULD NOT', ' RECOMVENDED , ' NOT RECOMVENDED ,

"MAY', and 'OPTIONAL' in this docunment are to be interpreted as

described in BCP 14 (RFC 2119) (RFC 8174) when, and only when,
they appear in all capitals, as shown here.

Copyright (c) 2021 | ETF Trust and the persons identified as
authors of the code. Al rights reserved.

Redi stribution and use in source and binary forns, with or
wi t hout nodification, is permtted pursuant to, and subject to
the license ternms contained in, the Sinplified BSD Li cense set
forth in Section 4.c of the | ETF Trust’'s Legal Provisions

Rel ating to | ETF Documents
(https://trustee.ietf.org/license-info).

This version of this YANG nodule is part of RFC 9067,
see the RFC itself for full legal notices.";

ref erence
"RFC 9067: A YANG Data Moddel for Routing Policy.";

revision 2021-10-11 {
description
"Initial revision.";
ref erence
"RFC 9067: A YANG Data Mddel for Routing Policy.";

}
/* ldentities */

identity netric-type {
description
"Base identity for route netric types.";

}

identity ospf-type-1-netric {
base netric-type;
description
"ldentity for the OSPF type 1 external nmetric types. It
is only applicable to OSPF routes.”;
ref erence
"RFC 2328: OSPF Version 2";

}

identity ospf-type-2-metric {



base netric-type;
description
"lIdentity for the OSPF type 2 external netric types. It
is only applicable to OSPF routes.";
ref erence
"RFC 2328: OSPF Version 2";

}

identity isis-internal-netric {
base netric-type;
description

"ldentity for the IS-I1Sinternal nmetric types. It is only
applicable to IS 1S routes.”;
reference

"RFC 5302: Domai n-Wde Prefix Distribution with
Two- Level 1S-1S";

}

identity isis-external-netric {
base netric-type;
description

"Identity for the IS-1S external netric types. It is only
applicable to IS 1S routes.”;
reference

"RFC 5302: Domain-Wde Prefix Distribution with
Two- Level 1S-1S";

}

identity route-level {
description
"Base identity for route inport l|level.";

}

identity ospf-normal {
base route-| evel
description
"ldentity for OSPF inportation into normal areas.
It is only applicable to routes inported
into the OSPF protocol.";
ref erence
"RFC 2328: OSPF Version 2";

}

identity ospf-nssa-only {
base route-| evel
description
"lIdentity for the OSPF Not- So- St ubby Area (NSSA) area

importation. It is only applicable to routes inported
into the OSPF protocol.";
ref erence

"RFC 3101: The OSPF Not - So- St ubby Area (NSSA) Option";
}

identity ospf-normal-nssa {
base route-1evel
description
"lIdentity for OSPF inportation into both normal and NSSA

areas. It is only applicable to routes inported into
the OSPF protocol .";
reference

"RFC 3101: The OSPF Not- So- St ubby Area (NSSA) Option";
}

identity isis-level-1 {
base route-| evel
description



"ldentity for IS-1S Level 1 area inportation. It is only
applicable to routes inported into the IS-IS protocol.";
reference
"RFC 5302: Dormi n-Wde Prefix Distribution with
Two- Level |S-1S";

}

identity isis-level-2 {
base route-| evel
description
"ldentity for IS-1S Level 2 area inportation. It is only
applicable to routes inported into the IS-IS protocol.";
ref erence
"RFC 5302: Dommi n-Wde Prefix Distribution with
Two- Level |S-1S";

}

identity isis-level-1-2 {
base route-1evel
description
"lIdentity for IS-I1Sinportation into both Level 1 and Level 2

areas. It is only applicable to routes inported into the
IS-1S protocol . ";
reference

"RFC 5302: Domain-Wde Prefix Distribution with
Two- Level 1S-1S";

}

identity proto-route-type {
description
"Base identity for route type within a protocol.";
}

identity isis-level-1-type {

base proto-route-type;

description
"ldentity for IS-1S Level 1 route type. It is only
applicable to IS 1S routes.";

ref erence
"RFC 5302: Dormi n-Wde Prefix Distribution with
Two- Level |S-1S";

}

identity isis-level-2-type {

base proto-route-type;

description
"ldentity for IS-1S Level 2 route type. It is only
applicable to IS 1S routes.”;

ref erence
"RFC 5302: Dommi n-Wde Prefix Distribution with
Two- Level |1S-1S";

}

identity ospf-internal-type {
base proto-route-type;
description
"Identity for OSPF intra-area or inter-area route type
It is only applicable to OSPF routes.";
reference
"RFC 2328: OSPF Version 2";
}

identity ospf-external-type {
base proto-route-type;
description
"ldentity for OSPF external type 1/2 route type.



It is only applicable to OSPF routes.";
ref erence
"RFC 2328: OSPF Version 2";

}

identity ospf-external-tl-type {
base ospf-external -type;
description
"Identity for OSPF external type 1 route type.
It is only applicable to OSPF routes.";
reference
"RFC 2328: OSPF Version 2";

}

identity ospf-external -t2-type {
base ospf-external -type;
description
"ldentity for OSPF external type 2 route type.
It is only applicable to OSPF routes.";
ref erence
"RFC 2328: OSPF Version 2";

}

identity ospf-nssa-type {
base proto-route-type;
description
"ldentity for OSPF NSSA type 1/2 route type
It is only applicable to OSPF routes.";
reference
"RFC 3101: The OSPF Not - So- St ubby Area (NSSA) Option";

}

identity ospf-nssa-tl-type {
base ospf-nssa-type;
description
"ldentity for OSPF NSSA type 1 route type
It is only applicable to OSPF routes.";
ref erence
"RFC 3101: The OSPF Not - So- St ubby Area (NSSA) Option";

}

identity ospf-nssa-t2-type {
base ospf-nssa-type;
description
"Identity for OSPF NSSA type 2 route type
It is only applicable to OSPF routes.";
reference
"RFC 3101: The OSPF Not - So- St ubby Area (NSSA) Option";

}

identity bgp-internal {
base proto-route-type;
description
"ldentity for routes learned frominternal BGP (1BGP).
It is only applicable to BGP routes.”;
ref erence
"RFC 4271: A Border Gateway Protocol 4 (BGP-4)";

}

identity bgp-external {
base proto-route-type;
description
"lIdentity for routes learned fromexternal BGP (EBGP).
It is only applicable to BGP routes.";
reference
"RFC 4271: A Border Gateway Protocol 4 (BGP-4)";



}
[* Type Definitions */

typedef default-policy-type {
type enuneration {
enum accept-route {
description

"Default policy to accept the route.”;
}
enumreject-route {
description

"Default policy to reject the route.”;
}
}
description
"Type used to specify route disposition in

a policy chain. This typedef is used in

the default inport and export policy.";
}

typedef policy-result-type {
type enuneration {
enum accept-route {
description

"Policy accepts the route.";
}
enumreject-route {
description

"Policy rejects the route.”;
}
}

description
"Type used to specify route disposition in
a policy chain.";

}

typedef tag-type {
type union {
type uint32;
type yang: hex-stri ng;

description

"Type for expressing route tags on a |local system

including 1S-1S and OCSPF; may be expressed as either decinal
or hexadeci mal integer.";

ref erence
"RFC 2328: OSPF Version 2

RFC 5130: A Policy Control Mechanismin IS-1S Using
Adm ni strative Tags";

}

typedef match-set-options-type {
type enuneration {
enum any {
description

"Match is true if given value natches any nenber
of the defined set.";

enum al | {
description
"Match is true if given value matches all
menbers of the defined set.”;
}
enum invert {
description



"Match is true if given value does not match any
nmenber of the defined set.";

}

default "any";

description
"Options that govern the behavior of a match statenment. The
default behavior is any, i.e., the given value matches any
of the menbers of the defined set.";

}

typedef netric-nodification-type {
type enuneration {
enum set-netric {
description
"Set the netric to the specified value.";
}
enum add-netric {
description
"Add the specified value to the existing netric.
If the result overflows the maxi numnetric
(oxffffffff), set the metric to the maxi num?";

enum subtract-netric {
description
"Subtract the specified value fromthe existing netric. |If
the result is less than 0, set the nmetric to 0.";
}
}

description
"Type used to specify howto set the nmetric given the
specified value.";

}
[* Groupings */

grouping prefix {
description
"Configuration data for a prefix definition.

The conbi nati on of nask-1ength-1ower and mask-I| engt h- upper
define a range for the mask |l ength or single ’exact’
length if mask-1ength-1ower and mask-1ength-upper are
equal .

Exanpl e: 192.0.2.0/24 through 192.0.2.0/26 woul d be
expressed as prefix: 192.0. 2.0/ 24,

mask- | engt h- | ower =24,

mask- | engt h- upper =26

Exampl e: 192.0.2.0/24 (an exact match) woul d be
expressed as prefix: 192.0. 2.0/ 24,

mask- | engt h- | ower =24,

mask- | engt h- upper =24

Exanpl e: 2001: DB8::/32 through 2001: DB8: : /64 woul d be
expressed as prefix: 2001:DB8::/32,
mask- | engt h- | ower =32,
mask- | engt h- upper =64";
| eaf ip-prefix {
type inet:ip-prefix;
mandat ory true;
description
"The I P prefix represented as an | Pv6 or |Pv4 network
number followed by a prefix length with an intervening
sl ash character as a delinmter. Al nenbers of the



prefix-set MJST be of the sane address famly as the
prefi x-set node.";

}
| eaf mask-1ength-1ower {
type uint8 {
range "0..128";
}

description

"Mask | ength range | ower bound. It MJST NOT be | ess than
the prefix length defined in ip-prefix.";

| eaf mask-I engt h-upper {
type uint8 {
range "1..128";

must ../ mask-1engt h-upper >= ../ mask-1ength-1ower’ ({
error-nessage "The upper bound MJST NOT be |ess "
+ "than | ower bound.";
}

description
"Mask | ength range upper bound. It MJST NOT be | ess than
| ower bound.";
}
}

groupi ng mat ch-set - opti ons-group {
description
"Grouping containing options relating to how a particul ar set
will be matched.";
| eaf match-set-options {
type mat ch-set-options-type;
description
"Optional paraneter that governs the behavior of the
mat ch operation.";
}
}

groupi ng natch-set-options-restricted-group {
description
"Grouping for a restricted set of match operation
nodi fiers.";
| eaf match-set-options {
type match-set-options-type {
enum any {
description
"Match is true if given val ue matches any
menber of the defined set.";
}
enum i nvert {
description
"Match is true if given value does not nmatch
any nenber of the defined set.";
}
}
description
"Optional paraneter that governs the behavior of the
mat ch operation. This leaf only supports
the "any’ and 'invert’ match options.
Matching on "all’ is not supported.”;
}
}

groupi ng appl y-policy-group {
description
"Top-1evel container for routing policy applications. This
grouping is intended to be used in routing nodels where



needed. ";
cont ai ner apply-policy {
description
"Anchor point for routing policies in the nodel.
I mport and export policies are with respect to the |oca
routing table, i.e., export (send) and inport (receive),
dependi ng on the context.";
leaf-list inport-policy {
type leafref {
path "/rt-pol:routing-policy/rt-pol:policy-definitions/"
+ "rt-pol:policy-definition/rt-pol:name";
require-instance true;

order ed- by user;
description
"List of policy nanmes in sequence to be applied on
receiving redistributed routes from another routing
protocol or receiving a routing update in the current
context, e.g., for the current peer group, neighbor,
address famly, etc.";
}
| eaf default-inport-policy {
type default-policy-type;
default "reject-route"
description
"Explicitly set a default policy if no policy definition
in the inport policy chainis satisfied.";
}
| eaf -1ist export-policy {
type leafref {
path "/rt-pol:routing-policy/rt-pol:policy-definitions/"
+ "rt-pol:policy-definition/rt-pol:nanme";
require-instance true;

order ed- by user;
description
"List of policy names in sequence to be applied on
redistributing routes fromone routing protocol to another
or sending a routing update in the current context, e.g.,
for the current peer group, neighbor, address famly,
etc.";
}
| eaf default-export-policy {
type default-policy-type;
default "reject-route";
description
"Explicitly set a default policy if no policy definition
in the export policy chain is satisfied.";
}
}
}

cont ai ner routing-policy {
description
"Top-1evel container for all routing policy.";
cont ai ner defined-sets {
description
"Predefined sets of attributes used in policy match
statenents.";
contai ner prefix-sets {
description
"Data definitions for a list of IPv4d or |Pv6
prefixes that are matched as part of a policy.";
list prefix-set {
key "nane node"
description



"List of the defined prefix sets”;
| eaf nane {
type string;
description
"Name of the prefix set; this is used as a label to
reference the set in match conditions.";

| eaf node {
type enuneration {
enum i pv4 {
description
"Prefix set contains |Pv4 prefixes only.";

enum i pv6é {
description
"Prefix set contains |Pv6 prefixes only.";
}
}

description
"Indi cates the node of the prefix set in terns of
whi ch address famlies (1Pv4 or | Pv6) are present.
The node provides a hint; all prefixes MIST be of
the indicated type. The device MJST validate
all prefixes and reject the configuration if there
is a discrepancy.”;
}
contai ner prefixes {
description
"Container for the list of prefixes in a policy
prefix list. Since individual prefixes do not have
uni que actions, the order in which the prefix in
prefix-list are matched has no inpact on the outcone
and is left to the inplenentation. A given prefix-set
condition is satisfied if the input prefix natches
any of the prefixes in the prefix-set.";
list prefix-list {
key "ip-prefix mask-|ength-|ower nmask-I|ength-upper”;
description
"List of prefixes in the prefix set.";
uses prefix;
}
}
}
}
cont ai ner nei ghbor-sets {
description
"Data definition for a list of I1Pv4 or |Pv6
nei ghbors that can be matched in a routing policy.";
i st neighbor-set {
key "nane";
description
"List of defined neighbor sets for use in policies.";
| eaf nane {
type string;
description
"Nanme of the neighbor set; this is used as a | abe
to reference the set in match conditions.";

| eaf-1ist address {
type inet:ip-address;
description
"List of IP addresses in the neighbor set.";
}

}
}

cont ai ner tag-sets {



description
"Data definitions for a list of tags that can
be matched in policies.";
list tag-set {
key "nane";
description
"List of tag set definitions.”;
| eaf nane {
type string;
description
"Name of the tag set; this is used as a label to
reference the set in match conditions.";

| eaf-1ist tag-value {
type tag-type;
description
"Val ue of the tag set nenber.";
}

}
}
}
cont ai ner policy-definitions {
description
"Encl osing container for the list of top-level policy
definitions.";
| eaf match-nodified-attributes {
type bool ean;
config fal se;
description
"Thi s bool ean val ue dictates whether matches are performed
on the actual route attributes or route attributes
nodi fi ed by policy statenents preceding the match.";

list policy-definition {
key "nane";
description
"List of top-level policy definitions, keyed by unique
nane. These policy definitions are expected to be
referenced (by nane) in policy chains specified in
i mport or export configuration statenents.";
| eaf nane {
type string;
description
"Nanme of the top-level policy definition; this nanme
is used in references to the current policy.";
}
contai ner statenments {
description
"Encl osi ng container for policy statenents."”;
list statement {
key "nane";
or der ed- by user;
description
"Policy statements group conditions and actions
within a policy definition. They are evaluated in
the order specified.”;
| eaf nane {
type string;
description
"Name of the policy statenent."”;
}

contai ner conditions {
description
"Condition statenments for the current policy
statenent.";
| eaf call-policy {



type leafref {
path “../../[..[..[..[..[I"
+ "rt-pol:policy-definitions/"
+ "rt-pol:policy-definition/rt-pol:name";
require-instance true;
}
description
"Applies the statenents fromthe specified policy
definition and then returns control to the current
policy statement. Note that the called policy
may itself call other policies (subject to
inmplementation [imtations). This is intended to
provide a policy ’subroutine’ capability. The
called policy SHOULD contain an explicit or a
default route disposition that returns an
effective true (accept-route) or false
(reject-route); otherw se, the behavior may be
anbi guous. The call-policy MIUST NOT have been
previously called without returning (i.e.,
recursion is not allowed).";
}
| eaf source-protocol {
type identityref {
base rt:control -pl ane-protocol ;
}
description
"Condition to check the protocol / nethod used to
install the route into the local routing table.";
}
contai ner match-interface {
| eaf interface {
type if:interface-ref;
description
"Reference to a base interface.";
}

description
"Container for interface match conditi ons";
}

contai ner match-prefix-set {
| eaf prefix-set {
type leafref {
path "../.. /.. /.. [../..]../]defined-sets/"
+ "prefix-sets/prefix-set/nane”;
}
description
"References a defined prefix set.";

uses match-set-options-restricted-group;
description
"Match a referenced prefix-set according to the
|l ogic defined in the match-set-options leaf.";
}
cont ai ner mat ch- nei ghbor -set {
| eaf nei ghbor-set ({
type leafref {
path "../../..[..[..]..]../defined-sets/"
+ "nei ghbor - set s/ nei ghbor - set/ nane";
require-instance true;
}
description
"Ref erences a defined nei ghbor set.";
}

description
"Match a referenced nei ghbor set.";
}

cont ai ner mat ch-tag-set {



| eaf tag-set {

type leafref {

path “../../..[..[..1..]../defined-sets/"
+ "tag-sets/tag-set/nane";

require-instance true;

}

description
"References a defined tag set.";

uses mat ch-set-options-group;
description
"Match a referenced tag set according to the logic
defined in the match-set-options leaf.";
}
contai ner match-route-type {
description
"Thi s container provides route-type match
condi tion";
leaf-list route-type {
type identityref {
base proto-route-type;
}
description
"Condition to check the protocol -specific type
of route. This is normally used during route
inmportation to select routes or to set
protocol -specific attributes based on the route
type.";
}
}
}

contai ner actions {
description
"Top-1 evel container for policy action
statenents.";
| eaf policy-result {
type policy-result-type;
description
"Sel ect the final disposition for the route,
either accept or reject.”;
}
contai ner set-netric {
| eaf metric-nodification {
type netric-nodification-type;
description
"Indicates howto nodify the nmetric.";

| eaf metric {

type uint32;

description

"Metric value to set, add, or subtract.";

}
description

"Set the nmetric for the route.";

}

contai ner set-netric-type {
| eaf metric-type {
type identityref {
base netric-type;
}
description
"Route metric type.";
}
description
"Set the netric type for the route."”;



cont ai ner set-route-Ilevel {
| eaf route-level {
type identityref {
base route-| evel
}

description
"Route inmport |evel.";
}

description
"Set the level for inportation or
exportation of routes.";

| eaf set-route-preference {
type uint 16;
description
"Set the preference for the route. It is also
known as ’'adnministrative distance’ and allows for
sel ecting the preferred route anong routes wth
the sanme destination prefix. A smaller value is
nmore preferred.”;
}
| eaf set-tag {
type tag-type;
description
"Set the tag for the route."”;

| eaf set-application-tag {

type tag-type,;

description
"Set the application tag for the route.
The application-specific tag is an additional tag
that can be used by applications that require
semantics and/or policy different fromthat of the
tag. For exanple, the tag is usually
automatically advertised in OSPF AS-External Link
State Advertisenents (LSAs) while this
application-specific tag is not advertised

implicitly.";

}
<CCDE ENDS>
Security Considerations

The YANG nodul e specified in this docunent defines a schenma for data
that is designed to be accessed via network managenent protocols such
as NETCONF [ RFC6241] or RESTCONF [ RFC8040]. The | owest NETCONF | ayer
is the secure transport |ayer, and the mandatory-to-inpl ement secure
transport is Secure Shell (SSH) [RFC6242]. The | owest RESTCONF | ayer
is HTTPS, and the mandatory-to-inpl enent secure transport is TLS

[ RFCB8446] .

The Network Configuration Access Control Mdel (NACM [RFC8341]
provi des the means to restrict access for particular NETCONF or
RESTCONF users to a preconfigured subset of all avail abl e NETCONF or
RESTCONF protocol operations and content.

There are a nunber of data nodes defined in this YANG nodule that are
witable/creatable/deletable (i.e., config true, which is the
default). These data nodes may be considered sensitive or vul nerable



in some network environnents. Wite operations (e.g., edit-config)
to these data nodes w thout proper protection can have a negative
effect on network operations. These are the subtrees and data nodes
and their sensitivity/vulnerability:

/routing-policy/defined-sets/prefix-sets
Modification to prefix sets could result in a Denial-of-Service
(DoS) attack. An attacker may try to nodify prefix sets and
redirect or drop traffic. Redirection of traffic could be used as
part of a nore elaborate attack to either collect sensitive
i nformati on or nasquerade a service. Additionally, a contro
pl ane DoS attack coul d be acconplished by allowi ng a | arge nunber
of routes to be leaked into a routing protocol domain (e.g., BGP).

/routing-policy/defined-sets/nei ghbor-sets
Modi fication to the neighbor sets could be used to nmount a DoS
attack or nore el aborate attack as with prefix sets. For exanple,
a DoS attack could be nounted by changi ng the nei ghbor set from
whi ch routes are accepted.

/routing-policy/defined-sets/tag-sets
Modi fication to the tag sets could be used to nount a DoS attack
Routes with certain tags might be redirected or dropped. The
inmplications are simlar to prefix sets and nei ghbor sets.
However, the attack may be nore difficult to detect as the routing
policy usage of route tags and intent nust be understood to
recogni ze the breach. Conversely, the inplications of prefix set
or neighbor set nodification are easier to recognize.

/routing-policy/policy-definitions/policy-
definition/statenments/statenent/conditions
Modi fication to the conditions could be used to nbunt a DoS attack
or other attack. An attacker nay change a policy condition and
redirect or drop traffic. As with prefix sets, neighbor sets, or
tag sets, traffic redirection could be used as part of a nore
el aborate attack.

/routing-policy/policy-definitions/policy-

definition/statenments/statenment/actions
Modi fication to actions could be used to nount a DoS attack or
other attack. Traffic may be redirected or dropped. As with
prefix sets, neighbor sets, or tag sets, traffic redirection could
be used as part of a nmore elaborate attack. Additionally, route
attributes may be changed to nmount a second-level attack that is
more difficult to detect.

Sone of the readabl e data nodes in the YANG nodul e may be consi dered
sensitive or vulnerable in sone network environments. It is thus
important to control read access (e.g., via get, get-config, or
notification) to these data nodes. These are the subtrees and data
nodes and their sensitivity/vulnerability:

/routing-policy/defined-sets/prefix-sets
Know edge of these data nodes can be used to ascertain which |oca
prefixes are susceptible to a DoS attack

/routing-policy/defined-sets/nei ghbor-sets
Know edge of these data nodes can be used to ascertain |oca
nei ghbors agai nst whomto nount a DoS attack

/routing-policy/policy-definitions/policy-definition/statenents/
Know edge of these data nodes can be used to attack the |oca
router with a DoS attack. Additionally, policies and their
attendant conditions and actions should be considered proprietary
and di scl osure could be used to ascertain partners, customers, and
suppliers. Furthernore, the policies thensel ves could represent



intellectual property and disclosure could dimnish their
correspondi ng busi ness advant age.

Routing policy configuration has a significant inpact on network
operations, and as such, other YANG data nodel s that reference
routing policies are al so susceptible to vulnerabilities relating to
the YANG dat a nodes specified above.

| ANA Consi der ati ons

| ANA has registered the following URI in the "ns" subregistry of the
"| ETF XML Regi stry" [ RFC3688]:
URI: wurn:ietf:parans:xm:ns:yang:ietf-routing-policy

Regi strant Contact: The | ESG
XM: N A; the requested URI is an XML nanespace.

| ANA has registered the foll owing YANG nodule in the "YANG Mdul e
Nanes" subregistry [RFC6020] within the "YANG Paraneters” registry:

Nane: ietf-routing-policy

Mai nt ai ned by | ANA? N

Nanespace: urn:ietf:params: xm:ns:yang:ietf-routing-policy
Prefix: rt-pol

Ref erence: RFC 9067
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Appendi x A, Routing Protocol-Specific Policies

Routing nodels that require the ability to apply routing policy may
augrment the routing policy nodel with protocol or other specific
policy configuration. The routing policy nodel assunmes that

addi tional defined sets, conditions, and actions nmay all be added by
ot her nodel s.

The exanpl e below illustrates how anot her data nodel can augnent
parts of this routing policy data nmodel. It uses specific exanples
fromdraft-ietf-idr-bgp-nodel-09 to show in a concrete manner how the
different pieces fit together. This exanple is not normative with
respect to [I DR-BGP-MODEL]. The nodel sinilarly augnments BGP-
specific conditions and actions in the correspondi ng sections of the
routing policy nodel. 1In the exanple below, the XPath prefix "bp:"
specifies inport fromthe ietf-bgp-policy sub-nodule and the XPath
prefix "bt:" specifies inport fromthe ietf-bgp-types sub-nodul e

[ | DR- BGP- MODEL] .

modul e: ietf-routing-policy

+--rw routing-policy

+--rw defined-sets

+--rw prefix-sets
|  +--rw prefix-set* [nane]
| +--rw name string
| +--rw node? enumrer ation
| +--rw prefixes
| +--rw prefix-list* [ip-prefix mask-I|ength-Iower
| mask- | engt h- upper]
I
I
I

+--rw ip-prefix inet:ip-prefix
+--rw mask- 1 engt h-1 ower uint8
+--rw mask- | engt h- upper uint8

+--rw nei ghbor -sets
| +--rw nei ghbor-set* [nane]
| +--rw name string
| +--rw addr ess* i net:ip-address
+--rw tag-sets
| +--rwtag-set* [nane]
| +--rw name string
| +--rw tag-val ue* tag-type
+--rw bp: bgp-defined-sets
+--rw bp: communi ty-sets
| +--rw bp:comunity-set* [nane]
| +--rw bp: nane string
| +--rw bp: menber * uni on
+--rw bp: ext-conmunity-sets
| +--rw bp:ext-comunity-set* [nane]
| +--rw bp: nanme string
| +--rw bp: menber * uni on
+--rw bp: as-path-sets
+--rw bp: as-pat h-set* [ nane]
+--rw bp: name string
+--rw bp: menber * string
+--rw policy-definitions
+--ro match-nodified-attributes? bool ean
+--rw policy-definition* [name]
+--rw name string
+--rw statenents
+--rw statenent* [nane]
+--rw nane string
+--rw condi tions
| +--rwcall-policy?
| +--rw source-protocol ? i dentityref



+--rw match-interface

| +--rwinterface? if:interface-ref
+--rw mat ch- prefi x-set
|  +--rw prefix-set? prefix-set/name

| +--rw match-set-options?

| mat ch- set - opti ons-type
+--rw mat ch- nei ghbor - set

| +--rw nei ghbor-set?

+--rw mat ch-t ag- set

| +--rwtag-set?

| +--rw match-set-options?

| mat ch- set - opti ons-type
+--rw mat ch-rout e-type

+--rw route-type* identityref
+--rw bp: bgp-condi tions

+--rw bp:origin-eq? bt: bgp-origin-attr-type
+--rw bp: next-hop-in* inet:ip-address-no-zone
+--rw bp:afi-safi-in* identityref
+--rw bp:local -pref-eq? uint32
+--rw bp:route-type? enuner ation
+--rw bp: conmuni ty- count
+--rw bp: as-path-1ength
+--rw bp: mat ch- comuni ty- set
| +--rw bp:comunity-set?
| +--rw bp: match-set-options?
+--rw bp: mat ch- ext - communi ty- set
| +--rw bp:ext-community-set?
| +--rw bp: match-set-options?
+--rw bp: mat ch- as- pat h- set
+--rw bp: as- pat h-set ?
+--rw bp: mat ch- set - opti ons?
+--rw actions
+--rw policy-result? policy-result-type
+--rw set-nmetric
| +--rwnetric-nodification?

I
I
I
I
I
I
I
I
I
I
I
I
I
|
| +--rw bp: ned-eq? ui nt 32
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I

| +--rwnetric? ui nt 32
+--rw set-nmetric-type

| +--rwnetric-type? i dentityref
+--rw set-route-|evel

| +--rwroute-|level? i dentityref
+--rw set-route-preference? uint16
+--rw set-tag? tag-type

+--rw set-application-tag? tag-type
+--rw bp: bgp-actions
+--rw bp:set-route-origin?
| bt: bgp-origin-attr-type
+--rw bp:set-Ilocal -pref? ui nt 32
+--rw bp: set - next - hop? bgp- next - hop-type
+--rw bp: set-nmed? bgp- set - ned-t ype
+--rw bp: set -as- pat h- prepend
| +--rw bp:repeat-n? uint8
+--rw bp:set-conmunity
| +--rw bp: nmethod? enumer ati on
| +--rw bp:options?
| +--rwbp:inline
| | +--rw bp:comunities* uni on
| +--rw bp:reference
| +--rw bp: conmuni ty-set-ref?
+--rw bp: set-ext-comunity
+--rw bp: net hod? enumer ati on
+--rw bp: options?
+--rw bp:inline
| +--rw bp:comunities* uni on
+--rw bp: reference
+--rw bp: ext-conmunity-set-ref?



Appendi x B. Policy Exanples

Bel ow, we show exanpl es of XM.-encoded configuration data using the
routing policy and BGP nodels to illustrate both how policies are
defined and how they can be applied. Note that the XM

[ WBC. REC- xm 11] has been sinplified for readability.

The foll owi ng exanpl e shows how prefix set and tag set can be
defined. The policy condition is to match a prefix set and a tag
set, and the action is to accept routes that match the condition

<config xm ns="urn:ietf:parans: xm : ns: net conf: base: 1. 0" >
<routing-policy
xm ns="urn:ietf:parans: xm :ns:yang:ietf-routing-policy">

<defi ned- set s>
<prefix-sets>
<prefix-set>
<nane>pr ef i x- set - A</ nane>
<nmode>i pv4</ node>
<prefixes>
<prefix-list>
<i p-prefix>192.0. 2.0/ 24</ip-prefix>
<mask- | engt h- | ower >24</ mask- | engt h- | ower >
<mask- | engt h- upper >32</ nask- | engt h- upper >
</prefix-list>
<prefix-list>
<i p-prefix>198.51. 100. 0/ 24</i p- prefi x>
<mask- | engt h- | ower >24</ mask- | engt h- | ower >
<mask- | engt h- upper >32</ mask- | engt h- upper >
</prefix-list>
</ prefixes>
</prefix-set>
<prefix-set>
<name>pr ef i x- set - B</ name>
<nmode>i pv6</ node>
<prefi xes>
<prefix-list>
<i p-prefix>2001: DB8: : / 32</i p- prefi x>
<mask- | engt h- | ower >32</ nask- | engt h- | ower >
<mask- | engt h- upper >64</ mask- | engt h- upper >
</prefix-list>
</ prefixes>
</ prefix-set>
</ prefix-sets>
<t ag- set s>
<t ag- set >
<nane>cust -t agl</ nanme>
<t ag- val ue>10</t ag- val ue>
</tag-set>
</tag-sets>
</ defi ned-set s>

<pol i cy-definitions>
<policy-definition>
<nane>export -t agged- BGP</ nane>
<st at ement s>
<st at enent >
<name>t er m 0</ name>
<condi ti ons>
<mat ch- prefi x-set >
<prefix-set>prefix-set-A</prefix-set>
</ mat ch-prefix-set>
<mat ch-t ag- set >
<t ag- set >cust -t agl</tag-set>



</ mat ch-t ag- set >
</ conditions>
<actions>
<pol i cy-resul t >accept -route</policy-result>
</ acti ons>
</ st at enent >
</ st at enent s>
</ policy-definition>
</ policy-definitions>

</routing-policy>
</ config>

In the followi ng exanple, all routes in the RIB that have been
| earned from OSPF advertisenments corresponding to OSPF intra-area and
inter-area route types should get advertised into IS-1S |level 2
adverti senents.

<config xm ns="urn:ietf:parans: xm : ns: net conf: base: 1. 0" >
<routi ng-policy
xm ns="urn:ietf:parans: xm :ns:yang:ietf-routing-policy">
<policy-definitions>
<policy-definition>
<name>export-al |l - OSPF- prefi xes-into-1S-1S-1evel - 2</ name>
<st at ement s>
<st at enent >
<nane>t er m 0</ name>
<condi ti ons>
<mat ch-rout e-type>
<rout e-type>ospf-internal -type</route-type>
</ mat ch-route-type>
</ conditions>
<actions>
<set-route-level >
<route-l evel >i sis-|evel -2</route-I|evel >
</ set-route-|evel >
<pol i cy-resul t >accept-route</policy-result>
</ actions>
</ st at enent >
</ st at enent s>
</ policy-definition>
</ policy-definitions>
</routing-policy>
</ config>
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