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Abst ract
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operational practice in some networks inspect transport header
information within the network, but this is no | onger possible when
those transport headers are encrypted.
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a protocol with an encrypted transport header. It suggests issues to
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I nt roduction

The transport |ayer supports the end-to-end flow of data across a
networ k path, providing features such as connection establishnent,
reliability, fram ng, ordering, congestion control, flow control,
etc., as needed to support applications. One of the core functions
of an Internet transport is to discover and adapt to the
characteristics of the network path that is currently being used.

For some years, it has been common for the transport-layer payload to
be protected by encryption and authentication but for the transport-

| ayer headers to be sent unprotected. Exanples of protocols that
behave in this manner include Transport Layer Security (TLS) over TCP
[ RFC8446], Datagram TLS [ RFC6347] [DTLS], the Secure Real -tine
Transport Protocol [RFC3711], and tcpcrypt [ RFC8548]. The use of
unencrypted transport headers has | ed sone network operators,
researchers, and others to devel op tools and processes that rely on
observations of transport headers both in aggregate and at the flow
level to infer details of the network’ s behavi our and inform
operational practice.

Transport protocols are now bei ng devel oped that encrypt some or al
of the transport headers, in addition to the transport payl oad data.
The QUIC transport protocol [RFCI000] is an exanple of such a
protocol. Such transport header encryption makes it difficult to
observe transport protocol behaviour fromthe vantage point of the
network. This docunent discusses sone inplications of transport
header encryption for network operators and researchers that have
previ ously observed transport headers, and it highlights sone issues
to consider for transport protocol designers.

As discussed in [ RFC7258], the | ETF has concl uded t hat Pervasive
Monitoring (PM is a technical attack that needs to be nitigated in
the design of |IETF protocols. This docunent supports that
conclusion. It also recognises that [ RFC7258] states, "Making

net wor ks unmanageable to mtigate PMis not an acceptabl e outcomne,
but ignoring PMwoul d go agai nst the consensus docunented here. An
appropriate balance will energe over tinme as real instances of this
tension are considered." This docunent is witten to provide input
to the discussion around what is an appropri ate bal ance by

hi ghli ghting sonme inplications of transport header encryption



Current uses of transport header information by network devices on
the Internet path are explained. These uses can be beneficial or
malicious. This is witten to provide input to the discussion around
what is an appropriate bal ance by highlighting sonme inplications of
transport header encryption

2. Current Uses of Transport Headers within the Network

In response to pervasive surveillance [ RFC7624] revel ations and the
| ETF consensus that "Pervasive Mnitoring Is an Attack" [RFC7258],
efforts are underway to increase encryption of Internet traffic.
Applying confidentiality to transport header fields can inprove
privacy and can help to mitigate certain attacks or mani pul ati on of
packets by devices on the network path, but it can also affect

net wor k operations and measurenent [ RFC8404].

When consi dering what parts of the transport headers should be
encrypted to provide confidentiality and what parts should be visible
to network devices (including unencrypted but authenticated headers),
it is necessary to consider both the inpact on network operations and
managenent and the inplications for ossification and user privacy

[ Measurenent]. Different parties will viewthe relative inportance
of these concerns differently. For sone, the benefits of encrypting
all the transport headers outwei gh the inpact of doing so; others

m ght anal yse the security, privacy, and ossification inpacts and
arrive at a different trade-off.

This section reviews exanples of the observation of transport-I|ayer
headers within the network by using devices on the network path or by
using information exported by an on-path device. Unencrypted
transport headers provide information that can support network
operations and nmanagenent, and this section notes sonme ways in which
this has been done. Unencrypted transport header information also
contributes netadata that can be exploited for purposes unrelated to
networ k transport neasurenent, diagnostics, or troubl eshooting (e.g.,
to block or to throttle traffic froma specific content provider),
and this section also notes sone threats relating to unencrypted
transport headers.

Exposed transport information also provides a source of information
that contributes to linked data sets, which could be exploited to
deduce private information, e.g., user patterns, user |ocation,
tracki ng behaviour, etc. This mght reveal information the parties
did not intend to be revealed. [RFC6973] ains to make designers,

i npl ementers, and users of Internet protocols aware of privacy-

rel ated design choices in | ETF protocol s.

Thi s section does not consider intentional nodification of transport
headers by m ddl eboxes, such as devices perform ng Network Address
Transl ation (NAT) or firewalls.

2.1. To Separate Flows in Network Devices

Sone networ k-1 ayer mechani sms separate network traffic by flow

wi thout resorting to identifying the type of traffic: hash-based | oad
sharing across paths (e.g., Equal-Cost Miltipath (ECMP)); sharing
across a group of links (e.g., using a Link Aggregation Goup (LAG);
ensuring equal access to link capacity (e.g., Fair Queuing (FQ); or
distributing traffic to servers (e.g., load balancing). To prevent
packet reordering, forwarding engines can consistently forward the
same transport flows along the same forwarding path, often achieved
by cal cul ating a hash using an n-tuple gl eaned froma conbi nation of
Iink header information through to transport header infornation.

This n-tuple can use the Media Access Control (MAC) address and I P
addresses and can include observable transport header infornation.



VWhen transport header information cannot be observed, there can be

|l ess information to separate flows at equi pment along the path. Flow
separation mght not be possible when a transport forns traffic into
an encrypted aggregate. For |Pv6, the Flow Label [RFC6437] can be
used even when all transport information is encrypted, enabling Flow
Label - based ECMP [ RFC6438] and | oad sharing [ RFC7098].

2.2. To ldentify Transport Protocols and Fl ows

Information in exposed transport-|ayer headers can be used by the
network to identify transport protocols and flows [RFC8558]. The
ability to identify transport protocols, flows, and sessions is a
common function perforned, for exanple, by neasurenment activities,
Quality of Service (QS) classifiers, and firewalls. These functions
can be beneficial and perfornmed with the consent of, and in support
of, the end user. Alternatively, the sane nechani sns coul d be used
to support practises that m ght be adversarial to the end user,

i ncl udi ng bl ocking, deprioritising, and nmonitoring traffic w thout
consent.

observabl e transport header information, together with information in
the network header, has been used to identify flows and their
connection state, together with the set of protocol options being
used. Transport protocols, such as TCP [ RFC7414] and the Stream
Control Transm ssion Protocol (SCTP) [RFC4960], specify a standard
base header that includes sequence nunber information and other data.
They al so have the possibility to negotiate additional headers at
connection setup, identified by an option nunber in the transport
header .

In sone uses, an assigned transport port (e.g., 0..49151) can
identify the upper-layer protocol or service [RFC7605]. However,

port information alone is not sufficient to guarantee identification
Applications can use arbitrary ports and do not need to use assigned
port nunbers. The use of an assigned port nunber is also not limted
to the protocol for which the port is intended. Miltiple sessions
can also be multiplexed on a single port, and ports can be reused by
subsequent sessi ons.

Sone flows can be identified by observing signalling data (e.g., see
[ RFC3261] and [RFC8837]) or through the use of magi c nunmbers placed
in the first byte(s) of a datagram payl oad [ RFC7983].

When transport header information cannot be observed, this renoves
informati on that could have been used to classify flows by passive
observers along the path. Mre anbitious ways could be used to
collect, estimate, or infer flow information, including heuristics
based on the analysis of traffic patterns, such as classification of
flows relying on timng, volunes of information, and correlation
between nmultiple flows. For exanple, an operator that cannot access
the Session Description Protocol (SDP) session descriptions [ RFC3866]
to classify a flow as audio traffic mght instead use (possibly |ess-
reliable) heuristics to infer that short UDP packets with regul ar
spacing carry audio traffic. Operational practises ainmed at
inferring transport paranmeters are out of scope for this docunent,
and are only nentioned here to recogni se that encrypti on does not
prevent operators fromattenpting to apply practises that were used
wi th unencrypted transport headers.

The |1 AB [ RFC8546] has provided a sunmary of expected inplications of

i ncreased encryption on network functions that use the observable
headers and descri be the expected benefits of designs that explicitly
decl are protocol -invariant header infornmation that can be used for
this purpose.

2.3. To Understand Transport Protocol Performance



Thi s subsection describes use by the network of exposed transport -
| ayer headers to understand transport protocol performance and
behavi our.

2.3.1. Using Information Derived from Transport-Layer Headers

observabl e transport headers enabl e explicit neasurenent and anal ysis
of protocol performance and detection of network anonalies at any
poi nt along the Internet path. Some operators use passive nonitoring
to manage their portion of the Internet by characterising the
performance of |ink/netwrk segnents. Inferences fromtransport
headers are used to derive performance netrics

Traffic Rate and Vol une:
Per-application traffic rate and vol ume neasures can be used to
characterise the traffic that uses a network segnment or the
pattern of network usage. (Cbserving the protocol sequence numnber
and packet size offers one way to neasure this (e.g., measurenents
observing counters in periodic reports, such as RTCP [ RFC3550]
[ RFC3711] [ RFC4585], or nmeasurenents observing protocol sequence
nunbers in statistical sanples of packet flows or specific contro
packets, such as those observed at the start and end of a flow).

Measurenments can be per endpoint or for an endpoi nt aggregate.
These coul d be used to assess usage or for subscriber billing.

Such measurenents can be used to trigger traffic shaping and to
associ ate QS support within the network and |l ower |ayers. This
can be done with consent and in support of an end user to inprove
quality of service or could be used by the network to deprioritise
certain flows w thout user consent.

The traffic rate and vol une can be determ ned, providing that the
packets belonging to individual flows can be identified, but there
m ght be no additional information about a fl ow when the transport
headers cannot be observed.

Loss Rate and Loss Pattern:
Flow | oss rate can be derived (e.g., fromtransport sequence
nunbers or inferred from observing transport protoco
i nteractions) and has been used as a netric for perfornmance
assessnent and to characterise transport behaviour. Network
operators have used the variation in patterns to detect changes in
the of fered service. Understanding the |ocation and root cause of
| oss can help an operator deternine whether this requires
corrective action.

There are various causes of |oss, including: corruption of Iink
franmes (e.g., due to interference on a radio link); buffering |oss
(e.g., overflow due to congestion, Active Queue Managenent (AQW

[ RFC7567], or inadequate provision following traffic preenption),
and policing (e.g., traffic managenent [RFC2475]). Understanding
flow loss rates requires maintaining the per-flow state (flow
identification often requires transport-layer informtion) and
either observing the increase in sequence nunbers in the network
or transport headers or conparing a per-flow packet counter with
the nunber of packets that the flow actually sent. Per-hop |oss
can al so sonetinmes be nonitored at the interface | evel by devices
on the network path or by using in-situ nethods operating over a
networ k segnment (see Section 3.3)

The pattern of |oss can provide insight into the cause of |oss.
Losses can often occur as bursts, randomy tinmed events, etc. It
can al so be valuable to understand the conditions under which | oss
occurs. This usually requires relating loss to the traffic



flowing at a network node or segnent at the tinme of |oss.
Transport header information can help identify cases where | oss
coul d have been wongly identified or where the transport did not
requi re retransm ssion of a | ost packet.

Thr oughput and Goodput :
Thr oughput is the anount of payload data sent by a flow per tinme
interval. Goodput (the subset of throughput consisting of usefu
traffic; see Section 2.5 of [RFC7928] and [ RFC5166]) is a neasure
of useful data exchanged. The throughput of a flow can be
determined in the absence of transport header information,
providing that the individual flow can be identified, and the
over head known. Goodput requires the ability to differentiate
| oss and retransm ssion of packets, for exanple, by observing
packet sequence nunbers in the TCP or RTP headers [ RFC3550].

Lat ency:
Latency is a key performance nmetric that inpacts application and
user-perceived response times. It often indirectly inpacts

t hroughput and flow conpletion tine. This determ nes the reaction
time of the transport protocol itself, inpacting flow setup,
congestion control, loss recovery, and other transport mechani sns.
The observed | atency can have nany conponents [Latency].

these, unnecessary/unwanted queueing in buffers of the network
devices on the path has often been observed as a significant
factor [bufferbloat]. Once the cause of unwanted | atency has been
identified, this can often be elininated.

To nmeasure | atency across a part of a path, an observation point

[ RFC7799] can measure the experienced round-trip time (RTT) by
usi ng packet sequence nunbers and acknow edgenents or by observing
header tinestanp information. Such information allows an
observation point on the network path to determ ne not only the
path RTT but also all ows neasurement of the upstream and
downstream contribution to the RTT. This could be used to |ocate
a source of latency, e.g., by observing cases where the nedian RTT
is much greater than the mnimum RTT for a part of a path.

The service offered by network operators can benefit fromlatency
informati on to understand the inpact of configurati on changes and
to tune depl oyed services. Latency netrics are key to evaluating
and depl oyi ng AQM [ RFC7567], Diffserv [ RFC2474], and Explicit
Congestion Notification (ECN) [ RFC3168] [RFC3087]. Measurenents
could identify excessively large buffers, indicating where to
depl oy or configure AGM An AQM nethod is often deployed in
conbi nation with other techni ques, such as scheduling [ RFC7567]

[ RFC8290], and al though paraneter-less nethods are desired

[ RFC7567], current methods often require tuning [ RFC8290]

[ RFC8289] [ RFC8033] because they cannot scale across all possible
depl oynent scenari os.

Latency and round-trip tinme information can potentially expose
some information useful for approxi mate geol ocation, as di scussed
in [ PAM RTT].

Variation in Del ay:
Sone network applications are sensitive to (small) changes in
packet timng (jitter). Short- and |ong-termdelay variation can
i npact the latency of a flow and hence the perceived quality of
applications using a network path. For exanple, jitter netrics
are often cited when characterising paths supporting real-tine
traffic. The expected performance of such applications can be
inferred froma neasure of the variation in delay observed al ong a
portion of the path [ RFC3393] [ RFC5481]. The requirenents
resenmbl e those for the neasurenent of |atency.



Fl ow Reorderi ng:
Signi ficant packet reordering within a flow can inpact tinme-
critical applications and can be interpreted as |oss by reliable
transports. Many transport protocol techniques are inpacted by
reordering (e.g., triggering TCP retransm ssion or rebuffering of
real -tinme applications). Packet reordering can occur for many
reasons, e.g., from equipnent design to m sconfiguration of
forwarding rules. Flowidentification is often required to avoid
significant packet msordering (e.g., when using ECVP, or LAG.
Net work tools can detect and nmeasure unwant ed/ excessive reordering
and the inpact on transport performance.

There have been initiatives in the | ETF transport area to reduce
the inpact of reordering within a transport flow, possibly |eading
to a reduction in the requirenents for preserving ordering. These
have potential to sinplify network equi pnment design as well as the
potential to inprove robustness of the transport service.
Measurenents of reordering can hel p understand the present |evel

of reordering and inform deci si ons about how to progress new
mechani sns.

Techni ques for neasuring reordering typically observe packet
sequence nunbers. Metrics have been defined that eval uate whether
a network path has maintained packet order on a packet-by- packet
basis [RFCA737] [RFC5236]. Sone protocols provide in-built

moni toring and reporting functions. Transport fields in the RTP
header [ RFC3550] [RFC4585] can be observed to derive traffic

vol ume neasurenents and provide infornati on on the progress and
quality of a session using RTP. Metadata assists in understanding
the context under which the data was collected, including the
time, observation point [RFC/799], and way in which netrics were
accunul ated. The RTCP protocol directly reports sone of this
information in a formthat can be directly visible by devices on

t he network path.

In sone cases, neasurenents could involve active injection of test
traffic to performa neasurenent (see Section 3.4 of [RFC7799]).
However, nost operators do not have access to user equipnent;
therefore, the point of test is normally different fromthe transport
endpoint. Injection of test traffic can incur an additional cost in
runni ng such tests (e.g., the inplications of capacity tests in a
mobi | e network segnment are obvious). Some active measurenents

[ RFC7799] (e.g., response under | oad or particul ar workl oads) perturb
other traffic and could require dedicated access to the network
segment .

Passi ve neasurenents (see Section 3.6 of [RFC7799]) can have
advantages in terns of elimnating unproductive test traffic,
reduci ng the influence of test traffic on the overall traffic m x,
and having the ability to choose the point of observation (see
Section 2.4.1). Measurenents can rely on observing packet headers,
which is not possible if those headers are encrypted, but could
utilise information about traffic volunes or patterns of interaction
to deduce netrics.

Passi ve packet sanpling techniques are also often used to scale the
processing involved in observing packets on high-rate links. This
exports only the packet header information of (randomy) selected
packets. Interpretation of the exported information relies on
under st andi ng of the header information. The utility of these
measur enent s depends on the type of network segment/Ilink and number
of mechani sns used by the network devices. Sinple routers are
relatively easy to nmanage, but a device with nore conpl exity demands
under st andi ng of the choi ce of nany system paraneters.

.3.2. Using Information Derived from Network-Layer Header Fields



Information fromthe transport header can be used by a nulti-field
(MF) classifier as a part of policy framework. Policies are commonly
used for managenent of the QS or Quality of Experience (QE) in
resour ce-constrai ned networks or by firewalls to inpl enent access
rules (see also Section 2.2.2 of [RFC8404]). Policies can support
user applications/services or protect against unwanted or | ower-
priority traffic (Section 2.4.4).

Transport-layer information can also be explicitly carried in

net wor k-1 ayer header fields that are not encrypted, serving as a
repl acenent/addition to the exposed transport header information
[ RFC8558]. This information can enable a different forwarding
treatnment by the devices formng the network path, even when a
transport enploys encryption to protect other header infornation.

On the one hand, the user of a transport that multiplexes multiple
subfl ows m ght want to obscure the presence and characteristics of
these subflows. On the other hand, an encrypted transport could set
the network-layer information to indicate the presence of subflows
and to reflect the service requirenents of individual subflows.
There are several ways this could be done:

| P Address:
Applications normally expose the endpoint addresses used in the
forwardi ng decisions in network devices. Address and ot her
protocol information can be used by an M- classifier to determ ne
how traffic is treated [ RFC2475] and hence affects the quality of
experience for a flow. Conmon issues concerning |P address
sharing are described in [ RFC6269].

&

ing the I Pv6 Network-Layer Flow Label

A nunber of Standards Track and Best Current Practice RFCs (e.g.,
[ RFC8085], [RFC6437], and [ RFC6438]) encourage endpoints to set
the 1Pv6 Flow Label field of the network-1layer header. As per

[ RFC6437], 1Pv6 source nodes "SHOULD assign each unrel at ed
transport connection and application data streamto a new flow "
A multiplexing transport could choose to use nultiple flow | abels
to allow the network to independently forward subflows. [RFC6437]
provi des further guidance on choosing a flow | abel value, stating
these "shoul d be chosen such that their bits exhibit a high degree
of variability" and chosen so that "third parties should be
unlikely to be able to guess the next value that a source of flow
| abel s will choose."

Once set, a flow | abel can provide information that can help

i nf orm networ k-1 ayer queuei ng and forwardi ng, including use with
| Psec [ RFC6294], Equal -Cost Miltipath routing, and Link
Aggregati on [ RFC6438] .

The choice of how to assign a flow | abel needs to avoid

i ntroduci ng |inkages between flows that a network device coul d not
ot herwi se observe. Inappropriate use by the transport can have
privacy inplications (e.g., assignhing the sane | abel to two

i ndependent flows that ought not to be classified simlarly).

&

ing the Network-Layer Differentiated Services Code Point:
Applications can expose their delivery expectations to network
devices by setting the Differentiated Services Code Point (DSCP)
field of 1Pv4 and | Pv6 packets [RFC2474]. For exanple, WebRTC
applications identify different forwarding treatnents for

i ndi vi dual subflows (audio vs. video) based on the val ue of the
DSCP field [ RFC8837]). This provides explicit information to

i nf orm networ k-1 ayer queueing and forwardi ng, rather than an
operator inferring traffic requirenments fromtransport and
application headers via a multi-field classifier. Inappropriate



use by the transport can have privacy inplications (e.qg.,
assigning a different DSCP to a subfl ow could assist in a network
devi ce discovering the traffic pattern used by an application).
The field is mutable, i.e., sone network devices can be expected
to change this field. Since the DSCP val ue can inpact the quality
of experience for a flow, observations of service perfornmance have
to consider this field when a network path supports differentiated
service treatnment.

&

ing Explicit Congestion Notification

Explicit Congestion Notification (ECN) [ RFC3168] is a transport
mechani smthat uses the ECN field in the network-Iayer header.
Use of ECN explicitly informs the network | ayer that a transport
is ECN capabl e and requests ECN treatnent of the flow. An EC\
capabl e transport can offer benefits when used over a path with
equi prent that inplements an AQM nmet hod wi th Congestion
Experienced (CE) marking of |IP packets [ RFC8087], since it can
react to congestion wi thout also having to recover from| ost
packets.

ECN exposes the presence of congestion. The reception of CE-

mar ked packets can be used to estimate the level of incipient
congestion on the upstream portion of the path fromthe point of
observation (Section 2.5 of [RFC8087]). Interpreting the marking
behavi our (i.e., assessing congestion and di agnosi ng faults)
requires context fromthe transport |ayer, such as path RTT.

AQM and ECN of fer a range of algorithns and configuration options.
Tool s therefore have to be available to network operators and
researchers to understand the inplication of configuration choices
and transport behaviour as the use of ECN increases and new

met hods energe [ RFC7567].

Net wor k- Layer Opti ons:
Net wor k protocols can carry optional headers (see Section 5.1).
These can explicitly expose transport header information to on-
pat h devi ces operating at the network | ayer (as discussed further
in Section 6).

| Pv4 [ RFCO791] has provisions for optional header fields. |IP
routers can exam ne these headers and are required to ignore |Pv4d
options that they do not recognise. Mny current paths include
networ k devices that forward packets that carry options on a

sl ower processing path. Sone network devices (e.g., firewalls)
can be (and are) configured to drop these packets [RFC7126]. BCP
186 [ RFC7126] provi des gui dance on how operators should treat |Pv4
packets that specify options.

I Pv6 can encode optional network-layer information in separate
headers that nay be placed between the | Pv6 header and the upper-
| ayer header [RFC8200] (e.g., the IPv6 Alternate Marking Method

[ 1 PV6- ALT- MARK], which can be used to nmeasure packet |oss and
delay netrics). The Hop-by-Hop Options header, when present,

imediately follows the | Pv6 header. [Pv6 permts this header to
be exam ned by any node along the path if explicitly configured
[ RFC8200] .

Careful use of the network-layer features (e.g., extension headers
can; see Section 5) help provide sinilar information in the case
where the network is unable to inspect transport protocol headers.

2.4. To Support Network Operations
Sone network operators nake use of on-path observations of transport

headers to anal yse the service offered to the users of a network
segnment and i nform operational practice and can hel p detect and



| ocate network problenms. [RFC8517] gives an operator’s perspective
about such use.

When observabl e transport header information is not avail able, those
seeki ng an understandi ng of transport behavi our and dynam cs m ght
learn to work without that information. Alternatively, they m ght
use nore limted neasurenments conbined with pattern inference and
other heuristics to infer network behavi our (see Section 2.1.1 of

[ RFC8404]). Operational practises ained at inferring transport
paraneters are out of scope for this docunent and are only nentioned
here to recogni se that encryption does not necessarily stop operators
fromattenpting to apply practises that have been used with
unencrypted transport headers.

Thi s section discusses topics concerni ng observation of transport
flows, with a focus on transport neasurenent.

2.4.1. Pr obl em Locati on

observations of transport header information can be used to | ocate
the source of problens or to assess the performance of a network
segnment. O ten issues can only be understood in the context of the
other flows that share a particular path, particul ar device
configuration, interface port, etc. A sinple exanple is nonitoring
of a network device that uses a scheduler or active queue nmanagenent
techni que [ RFC7567], where it could be desirable to understand

whet her the algorithns are correctly controlling latency or if

overl oad protection is working. This inplies know edge of how
traffic is assigned to any subqueues used for flow scheduling but can
require informati on about how the traffic dynam cs inpact active
queue managenent, starvation prevention nechani sns, and circuit

br eakers.

Sonmetimes correlating observations of headers at nultiple points
along the path (e.g., at the ingress and egress of a network segnent)
all ows an observer to determ ne the contribution of a portion of the
path to an observed netric (e.g., to |locate a source of delay,
jitter, loss, reordering, or congestion marking).

2.4.2. Network Planning and Provi sioning

Traffic rate and vol ume neasurenents are used to hel p pl an depl oynent
of new equi pnent and configuration in networks. Data is also

val uabl e to equi pnent vendors who want to understand traffic trends
and patterns of usage as inputs to decisions about planning products
and provisioning for new depl oyments.

Trends in aggregate traffic can be observed and can be related to the
endpoi nt addresses being used, but when transport header information
is not observable, it mght be inpossible to correlate patterns in
measurenents with changes in transport protocols. This increases the
dependency on other indirect sources of information to inform

pl anni ng and provi si oni ng.

2.4.3. Conpliance with Congestion Control

The traffic that can be observed by on-path network devices (the
"wire image") is a function of transport protocol design/options,
networ k use, applications, and user characteristics. In general,
when only a small proportion of the traffic has a specific
(different) characteristic, such traffic seldomleads to operationa
concern, although the ability to measure and nonitor it is |ower
The desire to understand the traffic and protocol interactions
typically grows as the proportion of traffic increases. The
chal | enges increase when nultiple instances of an evol ving protoco
contribute to the traffic that share network capacity.



Qperators can manage traffic load (e.g., when the network is severely
overl oaded) by deploying rate limters, traffic shaping, or network
transport circuit breakers [RFC8084]. The information provided by
observing transport headers is a source of data that can help to

i nform such nechani sns.

Congestion Control Conpliance of Traffic:
Congestion control is a key transport function [RFC2914]. Many
network operators inplicitly accept that TCP traffic conplies with
a behaviour that is acceptable for the shared Internet. TCP
al gorithms have been continuously inproved over decades and have
reached a level of efficiency and correctness that is difficult to
mat ch in custom application-layer nmechani sns [ RFC8085] .

A standards-conpliant TCP stack provides congestion control that
is judged safe for use across the Internet. Applications

devel oped on top of well-designed transports can be expected to
appropriately control their network usage, reacting when the

net wor k experi ences congestion, by backing off and reducing the

| oad placed on the network. This is the nornmal expected behavi our
for |ETF-specified transports (e.g., TCP and SCTP)

Congestion Control Compliance for UDP Traffic:

UDP provides a m ni mal nessage-passi ng datagram transport that has
no i nherent congestion control mechani sns. Because congestion
control is critical to the stable operation of the Internet,
applications and other protocols that choose to use UDP as a
transport have to enpl oy mechani snms to prevent coll apse, avoid
unacceptabl e contributions to jitter/latency, and establish an
acceptabl e share of capacity with concurrent traffic [ RFC8085].

UDP fl ows that expose a well-known header can be observed to gain
under st andi ng of the dynami cs of a flow and its congestion contro
behavi our. For exanple, tools exist to nmonitor various aspects of
RTP header information and RTCP reports for real-time flows (see
Section 2.3). The Secure RTP and RTCP extensions [RFC3711] were
explicitly designed to expose sone header information to enable
such observation while protecting the payl oad data.

A network operator can observe the headers of transport protocols
| ayered above UDP to understand if the datagramflows conply with
congestion control expectations. This can help informa decision
on whether it m ght be appropriate to depl oy nethods, such as rate
limters, to enforce acceptabl e usage. The available information
determnes the | evel of precision with which fl ows can be
classified and the design space for conditioning mechanisms (e.g.,
rate-limting, circuit breaker techniques [RFC8084], or bl ocking
uncharacterised traffic) [RFC5218].

When anonualies are detected, tools can interpret the transport header
informati on to hel p understand the inpact of specific transport
protocol s (or protocol nechanisns) on the other traffic that shares a
networ k. An observer on the network path can gain an understandi ng
of the dynamics of a flow and its congestion control behaviour

Anal ysi ng observed flows can help to build confidence that an
application flow backs off its share of the network | oad under

persi stent congestion and hence to understand whet her the behavi our
is appropriate for sharing limted network capacity. For exanple, it
is common to visualise plots of TCP sequence nunbers versus tinme for
a flow to understand how a fl ow shares avail abl e capacity, deduce its
dynanmics in response to congestion, etc.

The ability to identify sources and flows that contribute to
persi stent congestion is inmportant to the safe operation of network
infrastructure and can inform configuration of network devices to



compl enent the endpoi nt congesti on avoi dance nechani sns [ RFC7567]
[ RFC8084] to avoid a portion of the network being driven into
congestion col | apse [ RFC2914].

2.4.4. To Characterise "Unknown" Network Traffic

The patterns and types of traffic that share Internet capacity change
over time as networked applications, usage patterns, and protocols
continue to evol ve.

Encryption can increase the volune of "unknown" or "uncharacterised"
traffic seen by the network. |If these traffic patterns forma smal
part of the traffic aggregate passing through a network device or
segnent of the network path, the dynamics of the uncharacterised
traffic m ght not have a significant collateral inpact on the
performance of other traffic that shares this network segnment. Once
the proportion of this traffic increases, nonitoring the traffic can
determine if appropriate safety neasures have to be put in place.

Tracking the inpact of new nechani sns and protocols requires traffic
vol ume to be neasured and new transport behaviours to be identified.
This is especially true of protocols operating over a UDP substrate.
The | evel and style of encryption needs to be considered in
determning how this activity is performed.

Traffic that cannot be classified typically receives a default
treatnment. Sonme networks block or rate-limt traffic that cannot be
cl assifi ed.

2.4.5. To Support Network Security Functions

On-path observation of the transport headers of packets can be used
for various security functions. For exanple, Denial of Service (DoS)
and Distributed DoS (DDoS) attacks against the infrastructure or

agai nst an endpoi nt can be detected and mtigated by characterising
anomal ous traffic (see Section 2.4.4) on a shorter tinescale. O her
uses include support for security audits (e.g., verifying the
conpliance with cipher suites), client and application fingerprinting
for inventory, and alerts provided for network intrusion detection
and ot her next generation firewall functions.

When using an encrypted transport, endpoints can directly provide
information to support these security functions. Another nmethod, if
the endpoints do not provide this information, is to use an on-path
network device that relies on pattern inferences in the traffic and
heuristics or machine learning instead of processing observed header
informati on. An endpoint could also explicitly cooperate with an on-
path device (e.g., a QU C endpoint could share information about
current uses of connection IDs).

2.4.6. Network Diagnostics and Troubl eshooti ng

Qperators nonitor the health of a network segnment to support a
variety of operational tasks [RFC8404], including procedures to
provide early warning and trigger action, e.g., to diagnose network
probl enms, to manage security threats (including DoS), to evaluate
equi pnent or protocol performance, or to respond to user performance

questions. Information about transport flows can assist in setting
buffer sizes and help identify whether Iink/network tuning is
effective. Information can al so support debuggi ng and di agnosi s of

the root causes of faults that concern a particular user’s traffic
and can support postnorteminvestigation after an anomaly. Sections
3.1.2 and 5 of [RFC8404] provide further exanples.

Net work segments vary in their conplexity. The design trade-offs for
radio networks are often very different fromthose of w red networks



[ RFC8462]. A radio-based network (e.g., cellular nobile, enterprise
Wreless LAN (W.AN), satellite access/backhaul, point-to-point radio)
adds a subsystemthat perforns radi o resource nmanagenent, w th inpact
on the avail able capacity and potentially |oss/reordering of packets.
This inpact can differ by traffic type and can be correlated with
I'ink propagation and interference. These can inpact the cost and
performance of a provided service and is expected to increase in

i mportance as operators bring together heterogeneous types of network
equi pnment and depl oy opportuni stic nethods to access a shared radio
spect rum

2.4.7. Tooling and Network Operations

A variety of open source and proprietary tools have been depl oyed
that use the transport header information observable with w dely used
protocols, such as TCP or RTP/UDP/IP. Tools that dissect network
traffic flows can alert to potential problens that are hard to derive
fromvol ume neasurenents, link statistics, or device nmeasurenents

al one.

Any introduction of a new transport protocol, protocol feature, or
application nmight require changes to such tools and coul d i npact
operational practice and policies. Such changes have associ ated
costs that are incurred by the network operators that need to update
their tooling or develop alternative practises that work without
access to the changed/renoved i nfornation.

The use of encryption has the desirable effect of preventing
uni nt ended observation of the payl oad data, and these tools sel dom
seek to observe the payl oad or other application details. A flow
that hides its transport header information could inmply "don’t touch”
to sone operators. This might limt a trouble-shooting response to
"can't help, no trouble found"

An alternative that does not require access to an observabl e
transport headers is to access endpoint diagnhostic tools or to

i ncl ude user invol venent in diagnosing and troubl eshooting unusua
use cases or to troubl eshoot nontrivial problens. Another approach
is touse traffic pattern analysis. Such tools can provide usefu

i nformati on during network anonalies (e.g., detecting significant
reordering, high or intermttent |oss); however, indirect
measurenents need to be carefully designed to provide information for
di agnostics and troubl eshooti ng.

If new protocols, or protocol extensions, are made to closely
resenbl e or match exi sting nechani sns, then the changes to tooling
and the associ ated costs can be snall. Equally, nore extensive
changes to the transport tend to require nore extensive, and nore
expensi ve, changes to tooling and operational practice. Protoco
designers can mtigate these costs by explicitly choosing to expose
sel ected information as invariants that are guaranteed not to change
for a particular protocol (e.g., the header invariants and the spin
bit in QU C [RFCI000]). Specification of comon |og formats and
devel opment of alternative approaches can also help mtigate the
costs of transport changes.

2.5. To Mtigate the Effects of Constrai ned Networks

Sone |ink and network segnents are constrai ned by the capacity they
can offer by the tine it takes to access capacity (e.g., due to
underlying radi o resource managenent mnethods) or by asymetries in
the design (e.g., many link are designed so that the capacity
available is different in the forward and return directions; sone
radi o technol ogi es have different access nethods in the forward and
return directions resulting fromdifferences in the power budget).
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The inpact of path constraints can be mtigated using a proxy
operating at or above the transport |layer to use an alternate
transport protocol

In many cases, one or both endpoints are unaware of the
characteristics of the constraining Iink or network segnment, and
mtigations are applied bel ow the transport |ayer. Packet
classification and QoS nethods (described in various sections) can be
beneficial in differentially prioritising certain traffic when there
is a capacity constraint or additional delay in scheduling |ink
transm ssions. Another common mitigation is to apply header
compressi on over the specific link or subnetwork (see Section 2.5.1).

5.1. To Provide Header Conpression

Header conpression saves link capacity by conpressing network and
transport protocol headers on a per-hop basis. This has been w dely
used with | ow bandwi dth dial -up access links and still finds
application on wireless links that are subject to capacity
constraints. These nethods are effective for bit-congestive |inks
sendi ng snal |l packets (e.g., reducing the cost for sending contro
packets or snall data packets over radio |inks).

Exanpl es of header conpression include use with TCP/I P and RTP/ UDP/I P
flows [ RFC2507] [ RFC6846] [RFC2508] [RFC5795] [RFC8724]. Successfu
conpr essi on depends on observing the transport headers and
under st andi ng the way fields change between packets and is hence

i nconpatible with header encryption. Devices that conpress transport
headers are dependent on a stable header format, inplying
ossification of that format.

I ntroducing a new transport protocol, or changing the format of the
transport header information, will Iimt the effectiveness of header
conpression until the network devices are updated. Encrypting the
transport protocol headers will tend to cause the header conpression
to fall back to conpressing only the network-I|ayer headers, with a
significant reduction in efficiency. This can limt connectivity if
the resulting flow exceeds the link capacity or if the packets are
dropped because they exceed the |ink Maxi mum Transm ssion Unit (MrIU)

The Secure RTP (SRTP) extensions [RFC3711] were explicitly designed
to | eave the transport protocol headers unencrypted, but

aut henti cated, since support for header conpression was considered
i mportant.

6. To Verify SLA Conpliance

observabl e transport headers coupled with published transport
specifications allow operators and regul ators to explore and verify
conpliance with Service Level Agreenents (SLAs). It can also be used
to understand whether a service is providing differential treatnent
to certain flows.

When transport header information cannot be observed, other nethods
have to be found to confirmthat the traffic produced conforns to the
expectations of the operator or devel oper

I ndependently verifiable performance nmetrics can be utilised to
demonstrate regul atory conpliance in some jurisdictions and as a
basis for inform ng design decisions. This can bring assurance to
those operating networks, often avoi di ng depl oynent of conpl ex
techni ques that routinely nonitor and nmanage Internet traffic flows
(e.g., avoiding the capital and operational costs of deploying flow
rate-limting and network circuit breaker nethods [ RFC8084]).

Research, Devel oprment, and Depl oynent



Research and devel opnent of new protocols and nechani sns need to be

i nformed by neasurenent data (as described in the previous section).
Data can al so hel p pronote acceptance of proposed standards
specifications by the wider conmunity (e.g., as a nethod to judge the
safety for Internet depl oyment).

observed data is inportant to ensure the health of the research and
devel opment communities and provi des data needed to eval uate new
proposal s for standardi sation. Open standards notivate a desire to
i ncl ude i ndependent observation and eval uation of performnce and
depl oynent data. | ndependent data hel ps conpare different nethods,
judge the | evel of deploynment, and ensure the wi der applicability of
the results. This is inmportant when considering when a protocol or
mechani sm shoul d be standardi sed for use in the general I|nternet.
This, in turn, denmands control/understandi ng about where and when
measur enent sanples are collected. This requires consideration of
the met hods used to observe information and the appropriate bal ance
bet ween encrypting all and no transport header information

There can be perfornmance and operational trade-offs in exposing
selected information to network tools. This section explores key

i mplications of tools and procedures that observe transport protocols
but does not endorse or condemm any specific practises.

3.1. Independent Measurenent

Encrypting transport header information has inplications on the way
network data is collected and anal ysed. |ndependent observations by
multiple actors is currently used by the transport comunity to

mai ntain an accurate understandi ng of the network within transport
area wor ki ng groups, |RTF research groups, and the broader research
community. This is inportant to be able to provide accountability
and denonstrate that protocols behave as intended; although, when
provi ding or using such information, it is inportant to consider the
privacy of the user and their incentive for providing accurate and
detail ed information.

Protocol s that expose the state of the transport protocol in their
header (e.g., timestanps used to cal culate the RTT, packet nunbers
used to assess congestion, and requests for retransm ssion) provide
an incentive for a sending endpoint to provide consistent

i nformati on, because a protocol will not work otherwi se. An on-path
observer can have confidence that well-known (and ossified) transport
header information represents the actual state of the endpoints when
this information is necessary for the protocol’s correct operation

Encryption of transport header information could reduce the range of
actors that can observe useful data. This would linmt the

i nformati on sources available to the Internet comunity to understand
the operation of new transport protocols, reducing information to

i nf orm desi gn deci si ons and standardi sati on of the new protocols and
rel ated operational practises. The cooperating dependence of

networ k, application, and host to provide comruni cati on performance
on the Internet is uncertain when only endpoints (i.e., at user
devices and within service platforns) can observe perfornmance and
when perfornance cannot be independently verified by all parties.

3.2. Measurable Transport Protocols

Transport protocol evolution and the ability to neasure and
understand the inpact of protocol changes have to proceed hand-in-
hand. A transport protocol that provi des observabl e headers can be
used to provide open and verifiable neasurenent data. bservation of
pat hol ogi es has a critical role in the design of transport protoco
mechani sms and devel opment of new mechani sms and protocol s and ai des



i n understanding the interactions between cooperating protocols and
networ k mechani sns, the inplications of sharing capacity with other
traffic, and the inpact of different patterns of usage. The ability
of other stakeholders to review transport header traces hel ps devel op
insight into the performance and the traffic contribution of specific
variants of a protocol

Devel opnent of new transport protocol mechani snms has to consider the
scal e of deploynent and the range of environnments in which the
transport is used. Experience has shown that it is often difficult
to correctly inplenment new nmechani sms [ RFC8085] and that nechanisns
often evolve as a protocol matures or in response to changes in
network conditions, in network traffic, or to application usage.

Anal ysis is especially valuabl e when based on the behavi our
experienced across a range of topol ogi es, vendor equi pnment, and
traffic patterns.

Encryption enables a transport protocol to choose which interna

state to reveal to devices on the network path, what information to
encrypt, and what fields to grease [ RFC8701]. A new design can
provide sunmary i nformation regarding its performance, congestion
control state, etc., or nake explicit measurenent information
avai l abl e. For exanple, [RFCI000] specifies a way for a QU C
endpoint to optionally set the spin bit to explicitly reveal the RTT
of an encrypted transport session to the on-path network devices.
There is a choice of what information to expose. For sone
operational uses, the information has to contain sufficient detail to
under stand, and possibly reconstruct, the network traffic pattern for
further testing. The interpretation of the information needs to
consi der whether this information reflects the actual transport state
of the endpoints. This might require the trust of transport protoco
i mpl ementers to correctly reveal the desired information

New transport protocol fornats are expected to facilitate an

i ncreased pace of transport evolution and with it the possibility to
experinment with and depl oy a wi de range of protocol mechanisms. At
the time of witing, there has been interest in a wide range of new
transport nmethods, e.g., larger initial w ndow, Proportional Rate
Reducti on (PRR), congestion control nethods based on neasuring

bottl eneck bandwi dth and round-trip propagation time, the

i ntroducti on of AQM techni ques, and new forns of ECN response (e.qg.
Data Centre TCP, DCTCP, and nethods proposed for Low Latency Low Loss
Scal abl e throughput (L4S)). The growth and diversity of applications
and protocols using the Internet also continues to expand. For each
new net hod or application, it is desirable to build a body of data
reflecting its behaviour under a wi de range of depl oynment scenari os,
traffic load, and interactions with other depl oyed/candi date met hods.

3.3. Oher Sources of Information

Sone neasurenents that traditionally rely on observabl e transport

i nformati on could be conpleted by utilising endpoint-based | oggi ng
(e.g., based on QUIC trace [Quic-Trace] and glog [QLOF). Such
informati on has a diversity of uses, including devel opers wishing to
debug/ understand the transport/application protocols w th which they
wor k, researchers seeking to spot trends and anonalies, and to
characterise variants of protocols. A standard format for endpoint

| ogging could allow these to be shared (after appropriate

anonymi sation) to understand perfornance and pat hol ogi es.

When neasurement datasets are made avail abl e by servers or client
endpoints, additional netadata, such as the state of the network and
conditions in which the systemwas observed, is often necessary to
interpret this data to answer questions about network performance or
under stand a pat hol ogy. Collecting and coordi nating such netadata is
more difficult when the observation point is at a different |ocation



to the bottleneck or device under evaluation [RFC7799].

Despite being applicable in sonme scenarios, endpoint |ogs do not
provi de equivalent information to on-path nmeasurenents nmade by
devices in the network. In particular, endpoint |logs contain only a
part of the information to understand the operation of network
devices and identify issues, such as link performance or capacity
sharing between multiple flows. An analysis can require coordination
between actors at different |ayers to successfully characterise flows
and correl ate the performance or behaviour of a specific nechani sm
with an equi pnent configuration and traffic using operationa

equi prrent al ong a network path (e.g., conbining transport and network
measurenents to expl ore congestion control dynam cs to understand the
inplications of traffic on designs for active queue nmanagenent or
circuit breakers).

Anot her source of information could arise from Operations,

Admi ni stration, and Mai ntenance (OQAM (see Section 6). Information
data records could be enbedded into header information at different
| ayers to support functions, such as performance eval uation, path
tracing, path verification information, classification, and a
diversity of other uses.

In-situ OAM (1 CAM data fields [| OAM DATA] can be encapsulated into a
variety of protocols to record operational and telemetry information
in an existing packet while that packet traverses a part of the path
between two points in a network (e.g., within a particular | OAM
managenent dommin). | OAM Dat a-Fi el ds are i ndependent fromthe
protocol s into which | OAM Dat a- Fi el ds are encapsul ated. For exanpl e,
| OAM can provide proof that a traffic flow takes a predefined path,
SLA verification for the live data traffic, and statistics relating
to traffic distribution.

Encryption and Aut hentication of Transport Headers
There are several notivations for transport header encryption

One notive to encrypt transport headers is to prevent network
ossification fromnetwork devices that inspect well-known transport
headers. Once a network device observes a transport header and
becones reliant upon using it, the overall use of that field can
becone ossified, preventing new versions of the protocol and
mechani sms from bei ng depl oyed. Exanpl es incl ude:

* During the devel opment of TLS 1.3 [RFCB446], the design needed to
function in the presence of deployed niddl eboxes that relied on
the presence of certain header fields exposed in TLS 1.2
[ RFC5426] .

* The design of Multipath TCP (MPTCP) [RFC8684] had to account for
m ddl eboxes (known as "TCP Nornalizers") that nonitor the
evol ution of the wi ndow advertised in the TCP header and then
reset connections when the wi ndow did not grow as expect ed.

* TCP Fast Open [RFC7413] can experience problens due to m ddl eboxes
that nodify the transport header of packets by renoving "unknown"
TCP options. Segnents with unrecogni sed TCP options can be
dropped, segnents that contain data and set the SYN bit can be
dropped, and some mi ddl eboxes that di srupt connections can send
data before conpletion of the three-way handshake.

*  (Other exanples of TCP ossification have included m ddl eboxes that
nmodi fy transport headers by rewiting TCP sequence and
acknow edgenent nunbers but are unaware of the (newer) TCP
sel ective acknow edgenent (SACK) option and therefore fail to
correctly rewite the SACK information to match the changes made



to the fixed TCP header, preventing correct SACK operation

In all these cases, m ddl eboxes with a hard-coded, but inconplete,
under st andi ng of a specific transport behaviour (i.e., TCP)
interacted poorly with transport protocols after the transport
behavi our was changed. |n some cases, the m ddl eboxes nodified or
replaced information in the transport protocol header.

Transport header encryption prevents an on-path device from observing
the transport headers and therefore stops ossified nmechani sns bei ng
used that directly rely on or infer semantics of the transport header
information. This encryption is normally conbined with

aut hentication of the protected information. [RFC8546] sunmmarises
this approach, stating that "[t]he wire inmage, not the protocol’s
specification, determ nes howthird parties on the network paths

anong protocol participants will interact with that protocol"
(Section 1 of [RFC8546]), and it can be expected that header
information that is not encrypted will becone ossified.

Encryption does not itself prevent ossification of the network
service. People seeking to understand or classify network traffic

could still cone to rely on pattern inferences and other heuristics
or machine learning to derive neasurenent data and as the basis for
net wor k forwardi ng deci sions [RFC8546]. This can also create

dependenci es on the transport protocol or the patterns of traffic it
can generate, also resulting in ossification of the service.

Anot her notivation for using transport header encryption is to

i mprove privacy and to decrease opportunities for surveillance.

Users value the ability to protect their identity and | ocation and
def end agai nst analysis of the traffic. Revelations about the use of
pervasi ve surveillance [ RFC7624] have, to some extent, eroded trust
in the service offered by network operators and have led to an

i ncreased use of encryption. Concerns have al so been voi ced about
the addition of netadata to packets by third parties to provide

anal ytics, custom sation, advertising, cross-site tracking of users,
custoner billing, or selectively allow ng or blocking content.

What ever the reasons, the | ETF is designing protocols that include
transport header encryption (e.g., QU C [RFC9000]) to suppl enent the
al ready wi despread payl oad encryption and to further linmt exposure
of transport metadata to the network.

If a transport protocol uses header encryption, the designers have to
deci de whether to encrypt all or a part of the transport-I|ayer
informati on. Section 4 of [RFC8558] states, "Anything exposed to the
path shoul d be done with the intent that it be used by the network

el ements on the path."

Certain transport header fields can be nade observable to on-path

net wor k devi ces or can define new fields designed to explicitly
expose observabl e transport-layer information to the network. \Were
exposed fields are intended to be immutable (i.e., can be observed
but not nodified by a network device), the endpoints are encouraged
to use authentication to provide a cryptographic integrity check that
can detect if these imutable fields have been nodified by network
devices. Authentication can help to prevent attacks that rely on
sendi ng packets that fake exposed control signals in transport
headers (e.g., TCP RST spoofing). Making a part of a transport
header observabl e or exposing new header fields can lead to
ossification of that part of a header as network devices conme to rely
on observations of the exposed fields.

The use of transport header authentication and encryption therefore
exposes a tussle between middl ebox vendors, operators, researchers,
appl i cations devel opers, and end users:



* On the one hand, future Internet protocols that support transport
header encryption assist in the restoration of the end-to-end
nature of the Internet by returning conplex processing to the
endpoi nts. Since middl eboxes cannot nodify what they cannot see,
the use of transport header encryption can inprove application and
end-user privacy by reducing | eakage of transport netadata to
operators that depl oy n ddl eboxes.

* On the other hand, encryption of transport-layer information has
i mplications for network operators and researchers seeking to
under stand the dynam cs of protocols and traffic patterns, since
it reduces the information that is available to them

The following briefly reviews sone security design options for
transport protocols. "A Survey of the Interaction between Security
Protocol s and Transport Services" [RFC8922] provides nore details
concerni ng comonly used encryption nmethods at the transport |ayer.

Security work typically enploys a design technique that seeks to
expose only what is needed [ RFC3552]. This approach provides
incentives to not reveal any information that is not necessary for
the end-to-end conmuni cation. The | ETF has provi ded guidelines for
witing security considerations for | ETF specifications [ RFC3552].

Endpoi nt design choices inmpacting privacy al so need to be consi dered
as a part of the design process [ RFC6973]. The | AB has provi ded

gui dance for anal ysing and docunenting privacy considerations within
| ETF specifications [ RFC6973].

Aut henti cating the Transport Protocol Header
Transport-1layer header information can be authenticated. An
exanpl e transport authentication mechanismis TCP Aut hentication
Option (TCP-AO [RFC5925]. This TCP option authenticates the IP
pseudo- header, TCP header, and TCP data. TCP-AO protects the
transport layer, preventing attacks fromdisabling the TCP
connection itself and provides replay protection. Such
aut hentication mght interact with m ddl eboxes, depending on their
behavi our [ RFC3234].

The | Psec Authentication Header (AH) [ RFC4302] was designed to
work at the network |layer and authenticate the IP payload. This
approach authenticates all transport headers and verifies their
integrity at the receiver, preventing nodification by network
devices on the path. The |Psec Encapsul ating Security Payl oad
(ESP) [ RFC4303] can al so provide authentication and integrity

wi t hout confidentiality using the NULL encryption algorithm

[ RFC2410]. SRTP [RFC3711] is another exanple of a transport
protocol that allows header authentication

Integrity Check:
Transport protocols usually enploy integrity checks on the
transport header information. Security nmethods usually enpl oy
stronger checks and can conbine this with authentication. An
integrity check that protects the i mutable transport header
fields, but can still expose the transport header information in
the clear, allows on-path network devices to observe these fields.
An integrity check is not able to prevent nodification by network
devices on the path but can prevent a receiving endpoint from
accepting changes and avoid inmpact on the transport protoco
operation, including some types of attack

Se

ectively Encrypting Transport Headers and Payl oad:

A transport protocol design that encrypts sel ected header fields
all ows specific transport header fields to be nmade observabl e by
network devices on the path. This information is explicitly



exposed either in a transport header field or |ower |ayer protoco
header. A design that only exposes immutable fields can al so
perform end-to-end authentication of these fields across the path
to prevent undetected nodification of the i mmutable transport
header s.

Mutable fields in the transport header provide opportunities where
on-path network devices can nodify the transport behaviour (e.g.,
the extended headers described in [ PLUS- ABSTRACT-MECH]). An
exanpl e of a nmethod that encrypts sonme, but not all, transport
header information is GRE-in-UDP [ RFC3086] when used with GRE
encrypti on.

Optional Encryption of Header Information
There are inplications to the use of optional header encryption in
the design of a transport protocol, where support of optiona
mechani sms can increase the conplexity of the protocol and its
i npl ementation and in the managenent deci sions that have to be
made to use variable format fields. Instead, fields of a specific
type ought to be sent with the sane |level of confidentiality or
integrity protection.

G easi ng:
Protocol s often provide extensibility features, reserving fields
or values for use by future versions of a specification. The
specification of receivers has traditionally ignored unspecified
val ues; however, on-path network devices have energed that ossify
to require a certain value in a field or reuse a field for another
purpose. Wen the specification is later updated, it is
i mpossible to deploy the new use of the field and forwarding of
the protocol could even becone conditional on a specific header
field val ue.

A protocol can intentionally vary the value, format, and/or
presence of observable transport header fields at random

[ RFC8701]. This prevents a network device ossifying the use of a
specific observable field and can ease future depl oyment of new
uses of the value or code point. This is not a security
mechani sm al t hough the use can be conbined with an authentication
mechani sm

Different transports use encryption to protect their header
information to varying degrees. The trend is towards increased
protection.

Intentionally Exposing Transport Information to the Network

A transport protocol can choose to expose certain transport
informati on to on-path devices operating at the network |ayer by
sendi ng observable fields. One approach is to make an explicit
choice not to encrypt certain transport header fields, making this
transport informati on observabl e by an on-path network devi ce.

Anot her approach is to expose transport information in a network-

| ayer extension header (see Section 5.1). Both are exampl es of
explicit information intended to be used by network devices on the
pat h [ RFC8558] .

What ever the nechani smused to expose the information, a decision to
expose only specific information places the transport endpoint in
control of what to expose outside of the encrypted transport header.
Thi s decision can then be nmade i ndependently of the transport
protocol functionality. This can be done by exposing part of the
transport header or as a network-|ayer option/extension

. 1. Exposing Transport Information in Extension Headers



At the network |ayer, packets can carry optional headers that
explicitly expose transport header information to the on-path devices
operating at the network layer (Section 2.3.2). For exanple, an
endpoi nt that sends an | Pv6 hop-by-hop option [ RFC8200] can provide
explicit transport-layer information that can be observed and used by
networ k devices on the path. New hop-by-hop options are not
recomrended in [ RFC8200] "because nodes may be configured to ignore

t he Hop-by-Hop Options header, drop packets contai ning a Hop-by-Hop
Opti ons header, or assign packets containing a Hop-by-Hop Options
header to a sl ow processing path. Designers considering defining new
hop- by-hop options need to be aware of this |ikely behavior."

Net wor k- | ayer optional headers explicitly indicate the information
that is exposed, whereas use of exposed transport header infornmation
first requires an observer to identify the transport protocol and its
format. See Section 2.2.

An arbitrary path can include one or nore network devices that drop
packets that include a specific header or option used for this

pur pose (see [RFC7872]). This could inpact the proper functioning of
the protocols using the path. Protocol nethods can be designed to
probe to discover whether the specific option(s) can be used al ong
the current path, enabling use on arbitrary paths.

5.2. Common Exposed Transport |nformation

There are opportunities for multiple transport protocols to

consi stently supply common observabl e i nformati on [ RFC8558]. A
comon approach can result in an open definition of the observable
fields. This has the potential that the same information can be
utilised across a range of operational and anal ysis tools.

5.3. Considerations for Exposing Transport |nformation

Consi derati ons concerni ng what information, if any, it is appropriate
to expose incl ude:

* On the one hand, explicitly exposing derived fields containing
rel evant transport information (e.g., netrics for |oss, |atency,
etc.) can avoid network devices needing to derive this information
fromother header fields. This could result in devel opnent and
evol ution of transport-independent tools around a comon
observabl e header and pernmit transport protocols to al so evol ve
i ndependently of this ossified header [ RFC8558].

* On the other hand, protocols and inplenmentations m ght be designhed
to avoid consistently exposing external information that
corresponds to the actual internal information used by the
protocol itself. An endpoint/protocol could choose to expose
transport header information to optimse the benefit it gets from
the network [RFC8558]. The value of this information for
anal ysi ng operation of the transport |ayer would be enhanced if
the exposed information could be verified to match the transport
protocol s observed behavi or.

The notivation to include actual transport header information and the
i mplications of network devices using this information has to be
consi dered when proposing such a nmethod. [RFC8558] summarises this
as:

| When signals fromendpoints to the path are independent fromthe
| signals used by endpoints to nanage the flow s state nechani cs,

| they nmay be falsified by an endpoint w thout affecting the peer’s
| understanding of the flow s state. For encrypted flows, this

| divergence is not detectable by on-path devices.
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Addition of Transport OAM Information to Network-Layer Headers

Even when the transport headers are encrypted, on-path devices can
make measurenents by utilising additional protocol headers carrying
OAM i nformation in an additional packet header. QOAMinformation can
be included with packets to perform functions, such as identification
of transport protocols and flows, to aide understandi ng of network or
transport performance or to support network operations or nitigate
the effects of specific network segnents.

Usi ng network-1ayer approaches to reveal information has the

potential that the same method (and hence sanme observati on and

anal ysis tools) can be consistently used by nmultiple transport
protocols. This approach also could be applied to nethods beyond OAM
(see Section 5). There can also be | ess desirable inplications from
separating the operation of the transport protocol fromthe

measur enent franmewor k

1. Use of OAM wi t hin a Mi ntenance Donmi n

OAM i nformation can be restricted to a maintenance domain, typically
owned and operated by a single entity. QAMinformation can be added
at the ingress to the naintenance domain (e.g., an Ethernet protocol
header with timestanps and sequence nunber information using a nethod
such as 802.11ag or in-situ OQAM [| CAM DATA] or as a part of the
encapsul ation protocol). This additional header information is not
delivered to the endpoints and is typically renmoved at the egress of
t he mai nt enance domai n.

Al t hough sone types of measurements are supported, this approach does
not cover the entire range of neasurenents described in this
docunent. In sone cases, it can be difficult to position neasurenent
tools at the appropriate segnents/nodes, and there can be chal |l enges
in correlating the downstreanfupstream informati on when in-band OAM
data is inserted by an on-path device.

2. Use of OAM across Miltipl e Mi ntenance Domai ns

OAM i nformation can al so be added at the network | ayer by the sender
as an | Pv6 extension header or an |IPv4 option or in an encapsul ation/
tunnel header that also includes an extension header or option. This
i nformati on can be used across multiple network segnents or between
the transport endpoints.

One exanple is the | Pv6 Performance and Di agnostic Metrics (PDV
destination option [RFC8250]. This allows a sender to optionally
include a destination option that carries header fields that can be
used to observe tinestanps and packet sequence nunbers. This

i nformati on could be authenticated by a receiving transport endpoi nt
when the information is added at the sender and visible at the

recei ving endpoi nt, although nethods to do this have not currently
been proposed. This needs to be explicitly enabled at the sender

Concl usi ons

Header authentication and encryption and strong integrity checks are
bei ng incorporated into new transport protocols and have inportant
benefits. The pace of the devel opment of transports using the WebRTC
data channel and the rapid deploynent of the QU C transport protoco
can both be attributed to using the conmbination of UDP as a substrate
whil e providing confidentiality and authentication of the

encapsul ated transport headers and payl oad.

Thi s docunent has descri bed sone current practises, and the
i mplications for some stakehol ders, when transport-|ayer header
encryption is used. It does not judge whether these practises are



necessary or endorse the use of any specific practise. Rather, the
intent is to highlight operational tools and practises to consider
when desi gni ng and nodi fyi ng transport protocols, so protoco

desi gners can nake inforned choi ces about what transport header
fields to encrypt and whether it mght be beneficial to nake an
explicit choice to expose certain fields to devices on the network
path. In making such a decision, it is inportant to bal ance:

User Privacy:
The | ess transport header information that is exposed to the
network, the lower the risk of |eaking netadata that night have
user privacy inplications. Transports that chose to expose sone
header fields need to make a privacy assessment to understand the
privacy cost versus benefit trade-off in nmaking that infornmation
avail able. The design of the QU C spin bit to the network is an
exampl e of such considered anal ysi s.

Transport Gssification
Unencrypted transport header fields are likely to ossify rapidly,
as network devices conme to rely on their presence, nmaking it
difficult to change the transport in future. This argues that the
choice to expose information to the network is made deliberately
and with care, since it is essentially defining a stable interface
between the transport and the network. Some protocols will want
to make that interface as limted as possible; other protocols
m ght find value in exposing certain information to signal to the
network or in allowing the network to change certain header fields
as signals to the transport. The visible wire inmage of a protoco
shoul d be explicitly designed.

Net wor k Gssification
Wi | e encryption can reduce ossification of the transport
protocol, it does not itself prevent ossification of the network
service. People seeking to understand network traffic could stil
come to rely on pattern inferences and other heuristics or nmachine
| earning to derive nmeasurenment data and as the basis for network
forwardi ng deci sions [ RFC8546]. This creates dependencies on the
transport protocol or the patterns of traffic it can generate,
resulting in ossification of the service.

I mpact on Operational Practice:
The network operations conmunity has long relied on being able to
understand Internet traffic patterns, both in aggregate and at the
flow level, to support network managenent, traffic engineering,
and troubl eshooting. Operational practice has devel oped based on
the information available fromunencrypted transport headers. The
| ETF has supported this practice by devel opi ng operati ons and
managemnent specifications, interface specifications, and
associ ated Best Current Practices. Wdespread depl oynent of
transport protocols that encrypt their information wll inpact
net wor k operations unl ess operators can develop alternative
practises that work without access to the transport header

Pace of Evol ution:
Renovi ng obstacl es to change can enabl e an increased pace of
evolution. |If a protocol changes its transport header fornmat
(wire inage) or its transport behaviour, this can result in the
currently depl oyed tools and nmethods becomi ng no | onger rel evant.
Where this needs to be acconpani ed by devel opnent of appropriate
operational support functions and procedures, it can incur a cost
in newtooling to catch up with each change. Protocols that
consi stently expose observabl e data do not require such
devel opment but can suffer from ossification and need to consider
if the exposed protocol netadata has privacy inplications. There
is no single deploynent context; therefore, designers need to
consider the diversity of operational networks (ISPs, enterprises,



DDoS mitigation and firewall maintainers, etc.).

Supporting Conmon Specifications:
Conmon, open, transport specifications can stinulate engagenent by
devel opers, users, researchers, and the broader comunity.
I ncreased protocol diversity can be beneficial in neeting new
requirenents, but the ability to innovate w thout public scrutiny
ri sks point solutions that optimse for specific cases and that
can accidentally disrupt operations of/in different parts of the
network. The social contract that maintains the stability of the
Internet relies on accepting conmon transport specifications and
on it being possible to detect violations. The existence of
i ndependent neasurenents, transparency, and public scrutiny of
transport protocol behaviour hel ps the community to enforce the
social normthat protocol inplenentations behave fairly and
conform (at least nostly) to the specifications. It is inportant
to find new ways of nmmintaining that comunity trust as increased
use of transport header encryption limts visibility into
transport behaviour (see also Section 5.3).

I npact on Benchmar ki ng and Under standi ng Feature Interactions:
An appropriate vantage point for observation, coupled with timng
i nformati on about traffic flows, provides a valuable tool for
benchmar ki ng net wor k devi ces, endpoi nt stacks, and/or
configurations. This can hel p understand conpl ex feature
interactions. An inability to observe transport header
informati on can neke it harder to diagnose and explore
interactions between features at different protocol |ayers, a side
effect of not allowi ng a choice of vantage point fromwhich this
information i s observed. New approaches m ght have to be
devel oped.

I npact on Research and Devel opnent:
Hi di ng transport header information can inpede independent
research into new nmechani snms, neasurenents of behaviour, and
devel opment initiatives. Experience shows that transport
protocols are conplicated to design and conplex to deploy and that
i ndi vi dual nechani sns have to be eval uated whil e considering other
mechani sns across a broad range of network topol ogies and with
attention to the inpact on traffic sharing the capacity. |If
i ncreased use of transport header encryption results in reduced
availability of open data, it could elimnate the independent
checks to the standardi sati on process that have previously been in
pl ace fromresearch and academ c contributors (e.g., the role of
the I RTF Internet Congestion Control Research Goup (I CCRG and
research publications in review ng new transport nechani sns and
assessing the inpact of their deploynent).

observabl e transport header information mght be useful to various
st akehol ders. O her sets of stakehol ders have incentives to limt
what can be observed. This docunent does not make reconmendati ons
about what information ought to be exposed, to whomit ought to be
observable, or howthis will be achieved. There are also design
choi ces about where observable fields are placed. For exanple, one
| ocation could be a part of the transport header outside of the
encryption envel ope; another alternative is to carry the information
in a network-layer option or extension header. New transport
protocol designs ought to explicitly identify any fields that are

i ntended to be observed, consider if there are alternative ways of
providing the information, and reflect on the inplications of
observabl e fields being used by on-path network devices and how this
m ght inpact user privacy and protocol evolution when these fields
become ossifi ed.

As [ RFC7258] notes, "Mking networks unmanageable to mitigate PMis
not an acceptabl e outcone, but ignoring PMwould go agai nst the



consensus docunented here."” Providing explicit information can help
avoid traffic being inappropriately classified, inpacting application
performance. An appropriate balance will energe over tine as rea

i nstances of this tension are anal ysed [ RFC7258]. This bal ance

bet ween i nformati on exposed and information hi dden ought to be
careful ly consi dered when specifying new transport protocols.

Security Considerations

Thi s docunent is about design and depl oynent considerations for
transport protocols. Issues relating to security are discussed
t hroughout this docunent.

Aut hentication, confidentiality protection, and integrity protection
are identified as transport features by [ RFC8095]. As currently
deployed in the Internet, these features are generally provided by a
protocol or |ayer on top of the transport protocol [RFC8922].

Confidentiality and strong integrity checks have properties that can
al so be incorporated into the design of a transport protocol or to
nmodi fy an existing transport. Integrity checks can protect an
endpoi nt from undetected nodification of protocol fields by on-path
net wor k devi ces, whereas encryption and obfuscation or greasing can
further prevent these headers being utilised by network devices

[ RFC8701]. Preventing observation of headers provides an opportunity
for greater freedomto update the protocols and can ease
experinentation with new techniques and their final deploynent in
endpoints. A protocol specification needs to weigh the costs of

ossi fyi ng conmon headers versus the potential benefits of exposing
specific information that coul d be observed al ong the network path to
provi de tools to manage new variants of protocols.

Header encryption can provide confidentiality of some or all of the
transport header information. This prevents an on-path device from
gai ni ng know edge of the header field. It therefore prevents
mechani sms being built that directly rely on the information or seeks
to infer semantics of an exposed header field. Reduced visibility
into transport netadata can limt the ability to nmeasure and
characterise traffic and conversely can provide privacy benefits.

Extendi ng the transport payl oad security context to also include the
transport protocol header protects both types of information with the
same key. A privacy concern would arise if this key was shared with
athird party, e.g., providing access to transport header information
to debug a performance i ssue would also result in exposing the
transport payload data to the sane third party. Such risks would be
mtigated using a | ayered security design that provides one donai n of
protection and associ ated keys for the transport payl oad and
encrypted transport headers and a separate domain of protection and
associ ated keys for any observabl e transport header fields.

Exposed transport headers are sonetines utilised as a part of the
information to detect anonmalies in network traffic. As stated in

[ RFC7258], "While PMis an attack, other forns of nonitoring that
mght fit the definition of PMcan be beneficial and not part of any
attack, e.g., network nanagenent functions nonitor packets or flows
and anti-spam nechani sns need to see mail nessage content." This can
be used as the first line of defence to identify potential threats
from DoS or mal ware and redirect suspect traffic to dedicated nodes
responsi bl e for DoS analysis, for malware detection, or to perform
packet "scrubbing” (the normalisation of packets so that there are no
anbiguities in interpretation by the ultimte destination of the
packet). These techniques are currently used by sone operators to

al so defend fromdistributed DoS attacks.

Exposed transport header fields can also forma part of the
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informati on used by the receiver of a transport protocol to protect
the transport layer fromdata injection by an attacker. In

eval uating this use of exposed header information, it is inportant to
consi der whether it introduces a significant DoS threat. For

exanpl e, an attacker could construct a DoS attack by sendi ng packets
with a sequence nunmber that falls within the currently accepted range
of sequence nunbers at the receiving endpoint. This would then

i ntroduce additional work at the receiving endpoint, even though the
data in the attacking packet might not finally be delivered by the
transport layer. This is sonmetines known as a "shadowi ng attack".

An attack can, for exanple, disrupt receiver processing, trigger |oss
and retransm ssion, or make a receiving endpoint perform unproductive
decryption of packets that cannot be successfully decrypted (forcing
a receiver to comit decryption resources, or to update and then
restore protocol state).

One nmitigation to off-path attacks is to deny know edge of what
header information is accepted by a receiver or obfuscate the
accepted header information, e.g., setting a nonpredictable initial
val ue for a sequence nunber during a protocol handshake, as in

[ RFC3550] and [ RFC6056], or a port value that cannot be predicted
(see Section 5.1 of [RFC8085]). A receiver could also require
additional information to be used as a part of a validation check
bef ore accepting packets at the transport layer, e.g., utilising a
part of the sequence nunber space that is encrypted or by verifying
an encrypted token not visible to an attacker. This would al so
mtigate against on-path attacks. An additional processing cost can
be incurred when decryption is attenpted before a receiver discards
an injected packet.

The exi stence of open transport protocol standards and a research and
operations comunity with a history of independent observation and
eval uati on of performance data encourage fairness and conformance to
those standards. This suggests careful consideration will be nade
over where, and when, neasurenent sanples are collected. An
appropri ate bal ance between encrypting some or all of the transport
header information needs to be considered. Open data and
accessibility to tools that can hel p understand trends in application
depl oynent, network traffic, and usage patterns can all contribute to
under st andi ng security chal |l enges.

The security and privacy considerations in "A Framework for Large-
Scal e Measurement of Broadband Performance (LMAP)" [ RFC7594] contain
considerations for Active and Passive neasurenent techni ques and
supporting material on nmeasurenent context.

Addi tion of observable transport information to the path increases
the informati on available to an observer and may, when this
informati on can be linked to a node or user, reduce the privacy of
the user. See the security considerations of [RFC8558].

| ANA Consi der ati ons
Thi s docunent has no | ANA acti ons.
I nformati ve References

[ buf ferbl oat]
Gettys, J. and K Nichols, "Bufferbloat: Dark Buffers in
the Internet", Comrunications of the ACM Vol. 55, no. 1
pp. 57-65, DA 10.1145/2063176.2063196, January 2012,
<https://doi.org/10. 1145/ 2063176. 2063196>

[ DTLS] Rescorla, E., Tschofenig, H , and N. Mddadugu, "The
Dat agram Transport Layer Security (DTLS) Protocol Version
1.3", Work in Progress, Internet-Draft, draft-ietf-tls-



[ | OAM DATA]

dt1s13-43, 30 April 2021,
<https://datatracker.ietf.org/doc/htm/draft-ietf-tls-
dtl s13-43>.

Brockners, F., Bhandari, S., and T. Mzrahi, "Data Fields
for In-situ CAM', Wirk in Progress, Internet-Draft, draft-
ietf-i ppmioamdata-12, 21 February 2021,
<https://datatracker.ietf.org/doc/htm/draft-ietf-ippm

i oam dat a- 12>.

[ 1 PV6- ALT- MARK]

[ Lat ency]

Fi occola, G, Zhou, T., Cociglio, M, Qn, F., and R
Pang, "IPv6 Application of the Alternate Marking Method",
Work in Progress, Internet-Draft, draft-ietf-6man-ipv6-
alt-mark-06, 31 May 2021,
<https://datatracker.ietf.org/doc/htn/draft-ietf-6nman-
i pv6-al t - mar k- 06>.

Briscoe, B., Brunstrom A., Petlund, A, Hayes, D., Ros,

D., Tsang, |., Gessing, S., Fairhurst, G, Giwdz, C,
and M Wl zl, "Reducing Internet Latency: A Survey of
Techni ques and Their Merits", | EEE Comuni cati ons Surveys

& Tutorials, vol. 18, no. 3, pp. 2149-2196, thirdquarter
2016, DA 10.1109/ COVST. 2014. 2375213, Novemnber 2014,
<https://doi.org/10. 1109/ COVBT. 2014. 2375213>.

[ Measur enent ]

[ PAM RTT]

Fairhurst, G, Kuehlewind, M, and D. Lopez, "Measurenent-
based Protocol Design", European Conference on Networks
and Conmmuni cations, Qulu, Finland., June 2017.

Tramel |, B. and M Kuehl ewi nd, "Revisiting the Privacy
I mplications of Two-WAy Internet Latency Data", Passive
and Active Measurenent, March 2018.

[ PLUS- ABSTRACT- MECH|

Trammel |, B., "Abstract Mechanisns for a Cooperative Path
Layer under Endpoint Control", Wrk in Progress, Internet-
Draft, draft-trammell-plus-abstract-nech-00, 28 Septenber
2016, <https://datatracker.ietf.org/doc/htm/draft-
trammrel | - pl us- abstract - mech- 00>.

[QLOF Marx, R, N ccolini, L., and M Seenann, "M n |ogging
schema for qlog", Work in Progress, Internet-Draft, draft-
i etf-quic-ql og-nain-schenma-00, 10 June 2021,
<https://datatracker.ietf.org/doc/htm/draft-ietf-quic-
gl og- mai n- schena- 00>.
[ Qui c-Trace]
"QUICtrace utilities", Commt 413c3a4,
<https://github. comf googl e/ qui c-trace>.
[ RFCO791] Postel, J., "Internet Protocol", STD 5, RFC 791,
DA 10.17487/ RFC0791, Septenber 1981,
<https://www. rfc-editor.org/info/rfc791>.
[ RFC2410] denn, R and S. Kent, "The NULL Encryption Al gorithm and
Its Use Wth | Psec", RFC 2410, DO 10.17487/ RFC2410,
Novenber 1998, <https://ww rfc-editor.org/info/rfc2410>.
[ RFC2474] N chols, K, Blake, S., Baker, F., and D. Bl ack,

"Definition of the Differentiated Services Field (DS
Field) in the IPv4 and | Pv6 Headers", RFC 2474,

DO 10.17487/ RFC2474, Decenber 1998,
<https://www.rfc-editor.org/infol/rfc2474>.



[ RFC2475] Blake, S., Black, D., Carlson, M, Davies, E., Wang, Z.,
and W Weiss, "An Architecture for Differentiated
Servi ces", RFC 2475, DO 10.17487/ RFC2475, Decenber 1998,
<https://ww. rfc-editor.org/info/rfc2475>.

[ RFC2507] Degermark, M, Nordgren, B., and S. Pink, "IP Header
Conpressi on", RFC 2507, DO 10.17487/ RFC2507, February
1999, <https://www. rfc-editor.org/info/rfc2507>.

[ RFC2508] Casner, S. and V. Jacobson, "Conpressing | P/ UDP/ RTP
Headers for Low Speed Serial Links", RFC 2508,
DA 10.17487/ RFC2508, February 1999,
<https://ww.rfc-editor.org/info/rfc2508>.

[ RFC2914] Floyd, S., "Congestion Control Principles", BCP 41,
RFC 2914, DO 10. 17487/ RFC2914, Septenber 2000,
<https://ww.rfc-editor.org/info/rfc2914>.

[ RFC3168] Ranmkrishnan, K, Floyd, S., and D. Black, "The Addition
of Explicit Congestion Notification (ECN) to IP",
RFC 3168, DO 10. 17487/ RFC3168, Septenber 2001,
<https://www. rfc-editor.org/info/rfc3168>.

[ RFC3234] Carpenter, B. and S. Brim "M ddl eboxes: Taxonomy and
| ssues”, RFC 3234, DO 10.17487/ RFC3234, February 2002,
<https://www. rfc-editor.org/info/rfc3234>.

[ RFC3261] Rosenberg, J., Schul zrinne, H, Camarillo, G, Johnston,
A., Peterson, J., Sparks, R, Handley, M, and E
School er, "SIP: Session Initiation Protocol”, RFC 3261,
DA 10.17487/ RFC3261, June 2002,
<https://www. rfc-editor.org/info/rfc3261>.

[ RFC3393] Denmichelis, C. and P. Chinento, "IP Packet Delay Variation
Metric for I P Performance Metrics (I PPM", RFC 3393,
DO 10.17487/ RFC3393, Novenber 2002,
<https://ww.rfc-editor.org/info/rfc3393>.

[ RFC3550] Schul zrinne, H, Casner, S., Frederick, R, and V.
Jacobson, "RTP: A Transport Protocol for Real-Tine
Applications", STD 64, RFC 3550, DO 10.17487/ RFC3550,
July 2003, <https://ww.rfc-editor.org/info/rfc3550>.

[ RFC3552] Rescorla, E. and B. Korver, "Guidelines for Witing RFC
Text on Security Considerations", BCP 72, RFC 3552,
DO 10.17487/ RFC3552, July 2003,
<https://ww.rfc-editor.org/info/rfc3552>.

[ RFC3711] Baugher, M, McGew, D., Naslund, M, Carrara, E., and K
Norrman, "The Secure Real -tinme Transport Protocol (SRTP)",
RFC 3711, DA 10.17487/ RFC3711, March 2004,
<https://ww. rfc-editor.org/info/rfc3711>.

[ RFC4302] Kent, S., "IP Authentication Header", RFC 4302,
DO 10.17487/ RFC4302, Decenber 2005,
<https://www. rfc-editor.org/info/rfc4302>.

[ RFC4303] Kent, S., "IP Encapsul ating Security Payl oad (ESP)",
RFC 4303, DO 10.17487/ RFC4303, Decenber 2005,
<https://www.rfc-editor.org/info/rfc4303>.

[ RFC4585] Ot, J., Wenger, S., Sato, N., Burneister, C, and J. Rey,
"Extended RTP Profile for Real-time Transport Control
Prot ocol (RTCP)-Based Feedback (RTP/ AVPF)", RFC 4585,
DO 10. 17487/ RFC4585, July 2006,



[ RFCA737]

[ RFC4960]

[ RFC5166]

[ RFC5218]

[ RFC5236]

[ RFC5426]

[ RFC5481]

[ RFC5795]

[ RFC5925]

[ RFC6056]

[ RFC6269]

[ RFC6294]

[ RFC6347]

[ RFC6437]

[ RFC6438]

<https://www.rfc-editor.org/info/rfc4585>.

Morton, A., G avattone, L., Ramachandran, G, Shal unov,
S., and J. Perser, "Packet Reordering Metrics", RFC 4737,
DO 10.17487/ RFC4737, Novenber 2006,

<https://www. rfc-editor.org/info/rfc4737>.

Stewart, R, Ed., "Stream Control Transm ssion Protocol",
RFC 4960, DO 10. 17487/ RFC4960, Septenber 2007,
<https://www. rfc-editor.org/info/rfc4960>.

Floyd, S., Ed., "Metrics for the Evaluation of Congestion
Control Mechani sms", RFC 5166, DO 10.17487/ RFC5166, March
2008, <https://ww.rfc-editor.org/info/rfc5166>.

Thal er, D. and B. Aboba, "Wat Mkes for a Successful
Protocol ?", RFC 5218, DO 10.17487/ RFC5218, July 2008,
<https://www.rfc-editor.org/info/rfc5218>.

Jayasumana, A., Piratla, N, Banka, T., Bare, A, and R
Whitner, "Inproved Packet Reordering Metrics", RFC 5236,
DO 10. 17487/ RFC5236, June 2008,
<https://ww.rfc-editor.org/info/rfc5236>.

Okm anski, A., "Transm ssion of Syslog Messages over UDP",
RFC 5426, DO 10. 17487/ RFC5426, March 2009,
<https://www. rfc-editor.org/info/rfc5426>.

Morton, A. and B. O aise, "Packet Delay Variation
Applicability Statenent", RFC 5481, DO 10.17487/ RFC5481,
March 2009, <https://www. rfc-editor.org/info/rfc5481>.

Sandl und, K., Pelletier, G, and L-E Jonsson, "The RObust
Header Conpression (ROHC) Framework", RFC 5795,

DA 10.17487/ RFC5795, March 2010,
<https://www.rfc-editor.org/info/rfc5795>.

Touch, J., Mankin, A, and R Bonica, "The TCP
Aut hentication Option", RFC 5925, DA 10.17487/ RFC5925,
June 2010, <https://ww. rfc-editor.org/info/rfc5925>.

Larsen, M and F. Gont, "Recommendations for Transport-
Prot ocol Port Random zation", BCP 156, RFC 6056,

DA 10.17487/ RFC6056, January 2011,

<https://www. rfc-editor.org/info/rfc6056>.

Ford, M, Ed., Boucadair, M, Durand, A, Levis, P., and
P. Roberts, "lssues with | P Address Sharing", RFC 6269,
DA 10.17487/ RFC6269, June 2011,
<https://ww.rfc-editor.org/info/rfc6269>.

Hu, Q and B. Carpenter, "Survey of Proposed Use Cases for
the 1 Pv6 Flow Label", RFC 6294, DA 10.17487/RFC6294, June
2011, <https://wwwrfc-editor.org/info/rfc6294>.

Rescorla, E. and N. Mdydadugu, "Datagram Transport Layer
Security Version 1.2", RFC 6347, DO 10.17487/ RFC6347,
January 2012, <https://ww.rfc-editor.org/info/rfc6347>.

Amante, S., Carpenter, B., Jiang, S., and J. Rajahal ne,
"I Pv6 Fl ow Label Specification", RFC 6437,

DO 10.17487/ RFC6437, Novenber 2011,

<https://www. rfc-editor.org/info/rfc6437>.

Carpenter, B. and S. Amante, "Using the | Pv6 Fl ow Label
for Equal Cost Miltipath Routing and Link Aggregation in



[ RFC6846]

[ RFC6973]

[ RFC7098]

[ RFC7126]

[ RFC7258]

[ RFC7413]

[ RFC7414]

[ RFC7567]

[ RFC7594]

[ RFC7605]

[ RFC7624]

[ RFC7799]

[ RFC7872]

Tunnel s", RFC 6438, DO 10.17487/ RFC6438, Novenber 2011,
<https://ww. rfc-editor.org/info/rfc6438>.

Pelletier, G, Sandlund, K, Jonsson, L-E., and M West,
"ROhust Header Conpression (ROHC): A Profile for TCP/IP
(ROHC-TCP)", RFC 6846, DO 10.17487/ RFC6846, January 2013,
<https://www. rfc-editor.org/info/rfc6846>.

Cooper, A., Tschofenig, H., Aboba, B., Peterson, J.,
Morris, J., Hansen, M, and R Smith, "Privacy

Consi derations for Internet Protocols", RFC 6973,
DA 10.17487/ RFC6973, July 2013,
<https://www.rfc-editor.org/info/rfc6973>.

Carpenter, B., Jiang, S., and W Tarreau, "Using the |Pv6
Fl ow Label for Load Balancing in Server Farns", RFC 7098,
DO 10.17487/ RFC7098, January 2014,
<https://ww.rfc-editor.org/info/rfc7098>.

Gont, F., Atkinson, R, and C. Pignataro, "Recommendations
on Filtering of |Pv4 Packets Containing | Pv4d Options",

BCP 186, RFC 7126, DA 10. 17487/ RFC7126, February 2014,
<https://ww. rfc-editor.org/info/rfc7126>.

Farrell, S. and H Tschofenig, "Pervasive Mnitoring |Is an
Attack", BCP 188, RFC 7258, DO 10.17487/ RFC7258, My
2014, <https://ww.rfc-editor.org/info/rfc7258>.

Cheng, Y., Chu, J., Radhakrishnan, S., and A Jain, "TCP
Fast Open", RFC 7413, DA 10.17487/ RFC7413, Decenber 2014,
<https://www.rfc-editor.org/info/rfc7413>.

Duke, M, Braden, R, Eddy, W, Blanton, E., and A

Zi mrer mann, " A Roadmap for Transm ssion Control Protocol
(TCP) Specification Docunments", RFC 7414,

DO 10.17487/ RFC7414, February 2015,
<https://www.rfc-editor.org/info/rfc7414>.

Baker, F., BEd. and G Fairhurst, Ed., "IETF
Recomendat i ons Regardi ng Active Queue Managenent",
BCP 197, RFC 7567, DO 10. 17487/ RFC7567, July 2015,
<https://www.rfc-editor.org/info/rfc7567>.

Eardl ey, P., Mrton, A, Bagnulo, M, Burbridge, T.,
Aitken, P., and A Akhter, "A Framework for Large-Scal e
Measur enment of Broadband Perfornmance (LMAP)", RFC 7594,
DO 10. 17487/ RFC7594, Septenber 2015,
<https://www.rfc-editor.org/info/rfc7594>.

Touch, J., "Recomendati ons on Using Assigned Transport
Port Nunmbers", BCP 165, RFC 7605, DO 10.17487/ RFC7605,
August 2015, <https://ww.rfc-editor.org/info/rfc7605>.

Barnes, R, Schneier, B., Jennings, C, Hardie, T.,
Tramel |, B., Huitema, C., and D. Borkmann,
"Confidentiality in the Face of Pervasive Surveillance: A
Threat Model and Probl em Statenent", RFC 7624,

DA 10. 17487/ RFC7624, August 2015,

<https://ww. rfc-editor.org/info/rfc7624>.

Morton, A., "Active and Passive Metrics and Methods (with
Hybrid Types | n-Between)", RFC 7799, DO 10.17487/ RFC7799,
May 2016, <https://www.rfc-editor.org/info/rfc7799>.

Gont, F., Linkova, J., Chown, T., and W Liu,
"(Observations on the Dropping of Packets with |IPv6



[ RFC7928]

[ RFC7983]

[ RFC8033]

[ RFC8084]

[ RFC8085]

[ RFC3086]

[ RFC8087]

[ RFC3095]

[ RFC8200]

[ RFC8250]

[ RFC8289]

[ RFC8290]

[ RFC8404]

Ext ensi on Headers in the Real World", RFC 7872,
DO 10.17487/ RFC7872, June 2016,
<https://www. rfc-editor.org/info/rfc7872>.

Kuhn, N., Ed., Natarajan, P., Ed., Khadem , N., Ed., and
D. Ros, "Characterization Quidelines for Active Queue
Managenment (AQVW", RFC 7928, DO 10.17487/RFC7928, July
2016, <https://ww.rfc-editor.org/info/rfc7928>.

Petit-Huguenin, M and G Sal gueiro, "Miltiplexing Schene
Updates for Secure Real -tine Transport Protocol (SRTP)

Ext ensi on for Datagram Transport Layer Security (DTLS)",
RFC 7983, DO 10. 17487/ RFC7983, Septenber 2016,
<https://www.rfc-editor.org/info/rfc7983>.

Pan, R, Natarajan, P., Baker, F., and G Wite,
"Proportional Integral Controller Enhanced (PIE): A

Li ght wei ght Control Scheme to Address the Bufferbl oat
Probl ent, RFC 8033, DO 10.17487/RFC8033, February 2017,
<https://ww.rfc-editor.org/info/rfc8033>.

Fairhurst, G, "Network Transport Circuit Breakers",
BCP 208, RFC 8084, DO 10.17487/ RFC8084, March 2017,
<https://ww.rfc-editor.org/info/rfc8084>.

Eggert, L., Fairhurst, G, and G Shepherd, "UDP Usage
Gui del i nes", BCP 145, RFC 8085, DO 10.17487/ RFC8085,
March 2017, <https://ww. rfc-editor.org/info/rfc8085>.

Yong, L., Ed., Crabbe, E., Xu, X., and T. Herbert, "CRE-
i n-UDP Encapsul ation", RFC 8086, DO 10.17487/ RFC8086,
March 2017, <https://ww.rfc-editor.org/info/rfc8086>.

Fairhurst, G and M Wel zl, "The Benefits of Using
Explicit Congestion Notification (ECN)", RFC 8087,
DO 10. 17487/ RFC8087, March 2017,

<https://www. rfc-editor.org/info/rfc8087>.

Fairhurst, G, Ed., Trammell, B., Ed., and M Kuehl ew nd,
Ed., "Services Provided by | ETF Transport Protocols and
Congestion Control Mechani sns", RFC 8095,

DA 10.17487/ RFC8095, March 2017,
<https://www.rfc-editor.org/info/rfc8095>.

Deering, S. and R Hi nden, "Internet Protocol, Version 6
(I Pv6) Specification", STD 86, RFC 8200,

DO 10.17487/ RFC8200, July 2017,
<https://ww.rfc-editor.org/info/rfc8200>.

El kins, N., Hamlton, R, and M Ackermann, "|Pv6
Performance and Di agnostic Metrics (PDV Destination
Option", RFC 8250, DO 10.17487/ RFC8250, Septenber 2017,
<https://ww.rfc-editor.org/info/rfc8250>.

Ni chol s, K., Jacobson, V., MGegor, A, Ed., and J.
lyengar, Ed., "Controlled Delay Active Queue Managenent",
RFC 8289, DO 10.17487/ RFC8289, January 2018,
<https://ww. rfc-editor.org/info/rfc8289>.

Hoei | and- Joergensen, T., MKenney, P., Taht, D., Cettys,
J., and E. Dumazet, "The Fl ow Queue CoDel Packet Schedul er
and Active Queue Managenent Al gorithnt, RFC 8290,

DA 10. 17487/ RFC8290, January 2018,

<https://ww. rfc-editor.org/info/rfc8290>.

Moriarty, K, Ed. and A. Mrton, Ed., "Effects of



[ RFC8446]

[ RFC8462]

[ RFC8517]

[ RFC8546]

[ RFC8548]

[ RFC8558]

[ RFC3684]

[ RFC8701]

[ RFC8724]

[ RFC8837]

[ RFC3866]

[ RFC8922]

[ RFC9000]

Pervasi ve Encryption on Qperators”, RFC 8404,
DO 10.17487/ RFC8404, July 2018,
<https://www. rfc-editor.org/info/rfc8404>.

Rescorla, E., "The Transport Layer Security (TLS) Protocol
Version 1.3", RFC 8446, DO 10.17487/ RFC8446, August 2018,
<https://www.rfc-editor.org/info/rfc8446>.

Rooney, N. and S. Dawkins, Ed., "Report fromthe | AB

Wor kshop on Managi ng Radi o Networks in an Encrypted Wirld
(MaRNEW ", RFC 8462, DO 10.17487/ RFC8462, OCctober 2018,
<https://ww.rfc-editor.org/info/rfc8462>.

Dol son, D., Ed., Snellman, J., Boucadair, M, Ed., and C
Jacquenet, "An Inventory of Transport-Centric Functions
Provi ded by M ddl eboxes: An Operator Perspective",

RFC 8517, DO 10.17487/ RFC8517, February 2019,
<https://www.rfc-editor.org/info/rfc8517>.

Trammel |, B. and M Kuehl ewi nd, "The Wre |Inmage of a
Net wor k Protocol ", RFC 8546, DO 10.17487/ RFC8546, April
2019, <https://ww. rfc-editor.org/info/rfc8546>.

Bittau, A, Gffin, D, Handley, M, Mazieres, D., Sl ack,
Q, and E. Smth, "Cryptographic Protection of TCP Streans
(tcpcrypt)", RFC 8548, DO 10.17487/ RFC8548, May 2019,
<https://www. rfc-editor.org/info/rfc8548>.

Hardie, T., Ed., "Transport Protocol Path Signals",
RFC 8558, DA 10.17487/ RFC8558, April 2019,
<https://www.rfc-editor.org/info/rfc8558>.

Ford, A, Raiciu, C, Handley, M, Bonaventure, O, and C
Paasch, "TCP Extensions for Miltipath Operation with

Miul tiple Addresses”, RFC 8684, DA 10.17487/ RFC8684, March
2020, <https://www rfc-editor.org/info/rfc8684>.

Benjam n, D., "Applying Generate Random Extensi ons And
Sustain Extensibility (GREASE) to TLS Extensibility",
RFC 8701, DO 10.17487/ RFC8701, January 2020,
<https://ww. rfc-editor.org/info/rfc8701>.

M naburo, A., Toutain, L., Gomez, C., Barthel, D., and JC
Ziga, "SCHC. Ceneric Franmework for Static Context Header
Conpressi on and Fragnentation", RFC 8724,

DA 10.17487/ RFC8724, April 2020,

<https://ww. rfc-editor.org/info/rfc8724>.

Jones, P., Dhesikan, S., Jennings, C., and D. Druta,
"Differentiated Services Code Point (DSCP) Packet Markings
for WbRTC @S", RFC 8837, DO 10.17487/ RFC8837, January
2021, <https://ww.rfc-editor.org/info/rfc8837>.

Begen, A., Kyzivat, P., Perkins, C., and M Handl ey, "SDP:
Sessi on Description Protocol", RFC 8866,

DO 10.17487/ RFC8866, January 2021,

<https://www. rfc-editor.org/info/rfc8866>.

Enghardt, T., Pauly, T., Perkins, C., Rose, K, and C
Whod, "A Survey of the Interaction between Security
Protocol s and Transport Services", RFC 8922,

DO 10.17487/ RFC8922, Cctober 2020,

<https://www. rfc-editor.org/info/rfc8922>.

lyengar, J., Ed. and M Thonmson, Ed., "QUI C. A UDP-Based
Mul ti pl exed and Secure Transport", RFC 9000,



DO 10. 17487/ RFC9000, May 2021,
<https://ww.rfc-editor.org/info/rfc9000>

Acknowl edgenent s

The authors would like to thank Mohamed Boucadair, Spencer Dawkins,
Tom Herbert, Jana lyengar, Mrja Khlew nd, Kyle Rose, Kathleen
Moriarty, Al Mrton, Chris Seal, Joe Touch, Brian Trammel |, Chris
Wyod, Thomas Fossati, Mhamed Boucadair, Mrtin Thonson, David Bl ack,
Martin Duke, Joel Hal pern, and nenbers of TSVWG for their conments
and feedback.

This work has received funding fromthe European Union’s Horizon 2020
research and i nnovation programme under grant agreenent No 688421 and
the EU Stand ICT Call 4. The opinions expressed and argunents

enpl oyed reflect only the authors’ views. The European Commission is
not responsible for any use that m ght be nmade of that information.

This work has received funding fromthe UK Engi neeri ng and Physi ca
Sci ences Research Council under grant EP/ R04144X/ 1

Aut hors’ Addr esses

Godr ed Fai rhur st

Uni versity of Aberdeen
Depart nment of Engi neering
Fraser Nobl e Buil ding
Aber deen, Scotl and

AB24 3UE

Unit ed Ki ngdom

Enmai | : gorry@rg. abdn. ac. uk
URI : http://ww. erg. abdn. ac. uk/

Col i n Perkins

Uni versity of G asgow
School of Conputing Science
d asgow, Scotl and

Gl2 8QQ

Uni ted Ki ngdom

Emai | : csp@sperkins.org
URI : https://csperkins. org/



