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1. Introduction

The TCP/IP protocol suite used on today’ s Internet has over 30 years
of accumul ated research and engi neering into the provisioning of QS
machi nery, enployed with varying success in different environnents.

I CN protocols like NDN [ NDN] and CCNx [ RFC8569] [ RFC8609] have an
accunul ated ten years of research and very little deploynment. W
therefore have the opportunity to either recapitul ate the approaches
taken with TCP/IP (e.g., Intserv [RFC2998] and Diffserv [ RFC2474]) or
design a new architecture and associ ated nmechani sns aligned with the
properties of ICN protocols, which differ substantially fromthose of
TCP/1P. This position paper advocates the latter approach and
conprises the author’s personal views on how QoS capabilities ought
to be accomodated in ICN protocols |like CCNx or NDN. Specifically,
these protocols differ in fundamental ways from TCP/IP. The
important differences are sunmarized in Table 1:

| TCP/ I P | CCNx or NDN |
| St at el ess forwardi ng | Stateful forwarding |
oo e e e e e e e e oo - - o e m e e e e e e e e e e +
| Si npl e packets | Object nodel with optional caching
o mm e e e e e e e i o m e e e e e e e e ee e +
| Pur e dat agram nodel | Request - r esponse nodel |
o e e e e e e e ememao - o e e e e e e e e e e e e e e e e e o +
| Asymmretric routing | Synmetric routing |
oo e e e e e e e e oo - - o e m e e e e e e e e e e +
| I'ndependent flow directions | Fl ow bal ance (see note bel ow) |
o mm e e e e e e e i o m e e e e e e e e ee e +
| Flows grouped by IP prefix | Fl ows grouped by name prefix |
and port | |
o e e e e e e e e m o o e e e e e e e e e e e e e e +
| End-t o-end congestion | Hop- by- hop congestion control |
| control | |
o mm e e e e e e e i o m e e e e e e e e ee e +

Table 1. Differences between IP and ICN Relevant to QoS Architecture



| Note: Flow balance is a property of NDN and CCNx that ensures
| one Interest packet provokes a response of no nore than one

| Data packet. Further discussion of the relevance of this to
| QoS can be found in [ FLONBALANCE]

Thi s docunent proposes specific design patterns to achieve both flow
classification and differentiated QS treatnent for ICN on both a

fl ow and aggregate basis. It also considers the effect of caches in
addition to nmenory, CPU, and link bandw dth as resources that should
be subject to explicitly unfair resource allocation. The proposed
met hods are intended to operate purely at the network | ayer,
providing the primtives needed to achi eve both transport and hi gher-
| ayer QoS objectives. 1t does not propose detail ed protoco

machi nery to achieve these goals; it |eaves these to suppl enentary
specifications, such as [ FLOMCLASS] and [DNC-QOS-1CN]. It explicitly
excl udes any di scussion of QoE, which can only be assessed and
controlled at the application | ayer or above.

Much of this docunent is derived from presentations the author has
given at | CNRG neetings over the last few years that are avail able
through the | ETF datatracker (see, for exanple, [Oran2018QoSslides]).

1.1. Applicability Assessnent by | CNRG Chairs

Q@S inICNis an inportant topic with a huge design space. |CNRG has
been di scussing different specific protocol mechanisns as well as
conceptual approaches. This docunment presents architectura
considerations for QoS, |leveraging ICN properties instead of nerely
appl yi ng | P-QS mechani sms, without defining a specific architecture
or specific protocol mechanisnms yet. However, there is consensus in
I CNRG that this docunent, clarifying the author’s views, could

i nspire such work and shoul d hence be published as a position paper

2. Requirenents Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capital s, as shown here

3. Background on Quality of Service in Network Protocols

Much of this background material is tutorial and can be sinply

ski pped by readers familiar with the long and checkered history of
quality of service in packet networks. Oher parts of it are
pol em cal yet serve to illumnate the author’s personal biases and
techni cal views.

Al'l networking systens provide sone degree of "quality of service" in
that they exhibit nonzero utility when offered traffic to carry. In
ot her words, the network is totally useless if it never delivers any
of the traffic injected by applications. The term QS is therefore
more correctly applied in a nore restricted sense to describe systens
that control the allocation of various resources in order to achieve
_managed unfairness . Absent explicit nechanisns to deci de which
traffic to treat unfairly, nost systens try to achieve sonme form of
"fairness" in the allocation of resources, optimzing the overal
utility delivered to all traffic under the constraint of available
resources. Fromthis, it should be obvious that you cannot use QoS
mechani sns to create or otherw se increase resource capacity! In
fact, all known QoS schenes have nonzero overhead and hence nmay
(albeit slightly) decrease the total resources available to carry
user traffic.



Further, accunul ated experience seens to indicate that QS is hel pfu
in a fairly narrow range of network conditions:

* |f your resources are lightly | oaded, you don't need it, as
nei t her congestive |oss nor substantial queuing delay occurs.

* |f your resources are heavily oversubscribed, it doesn’'t save you
So many users will be unhappy that you are probably not delivering
a viable service

* Failures can rapidly shift your state fromthe first above to the
second, in which case either:

- Your QS machinery cannot respond quickly enough to maintain
the advertised service quality continuously, or

- Resource allocations are sufficiently conservative to result in
substantial wasted capacity under non-failure conditions.

Nevert hel ess, though not universally depl oyed, QS is advantageous at
| east for sone applications and sonme network environnments. Sone
exanpl es i ncl ude:

* Applications with steep utility functions [ Shenker2006], such as
real-tinme multinedi a

* Applications with safety-critical operational constraints, such as
avioni cs or industrial automation

* Dedicated or tightly nanaged networks whose econom cs depend on
strict adherence to challenging service | evel agreenents (SLAs)

Anot her factor in the design and depl oynent of QS is the scalability
and scope over which the desired service can be achieved. Here there
are two mmj or considerations, one technical, the other econonmic/
political

* Sone signal ed QoS schenes, such as the Resource reSerVation
Protocol (RSVP) [RFC2205], nmmintain state in routers for each
flow, which scales linearly with the nunber of flows. For core
routers through which pass millions to billions of flows, the
menory required is infeasible to provide

* The Internet is conprised of many minimally cooperating autononous
systens [AS]. There are practically no successful exanples of QS
depl oynents crossing the AS boundaries of multiple service
providers. In alnost all cases, this linmts the applicability of
QoS capabilities to be intra-domain.

Thi s docunent adopts a narrow definition of QS as _nmnaged
unfairness_ (see note below). However, much of the networking
literature uses the termnore colloquially, applying it to any
mechani smthat inproves overall performance. One could use a
different, broader definition of QS that enconpasses optim zing the
al | ocati on of network resources across all offered traffic w thout
considering individual users’ traffic. A consequence would be the
need to cover whether (and how) ICN nmight result in better overal
performance than | P under constant resource conditions, which is a
much broader goal than that attenpted here. The chosen narrower
scope conports with the commonly understood meaning of "QoS" in the
research comunity. Under this scope, and under constant resource
constraints, the only way to provide traffic discrimnation is in
fact to sacrifice fairness. Readers assuming the broader context
will find a large class of proven techniques to be ignored. This is
intentional. Anpbng these are seanm ess producer mobility schenmes |ike
MAP- Me [ Auge2018] and network coding of I CN data as discussed in



[ N\C- CCN- REQS] .

| Note: The term _mamnaged unfairness_used to explain QS is

| generally ascribed to Van Jacobson, who in talks in the late
| 1990s said, "[The problemwe are solving is to] Gve ’'better
| service to some at the expense of giving worse service to

| others. QoS fantasies to the contrary, it’'s a zero-sum gane.
I

In other words, QoS is _managed unfairness._.

Finally, the relationship between QS and either accounting or
billing is nurky. Some schemes can accurately account for resource
consunption and ascertain to which user to allocate the usage.

O hers cannot. Wiile the choice of nechani sm may have i nportant
practical econonmic and political consequences for cost and workabl e
busi ness nodel s, this docunment considers none of those things and
di scusses Q@S only in the context of providi ng managed unfai rness.

For those unfamiliar with ICN protocols, a brief description of how
NDN and CCNx operate as a packet network is in Section 3.1. Sone
further background on congestion control for ICN follows in

Section 3. 2.

.1. Basics on How | CN Protocols |ike NDN and CCNx Work

The foll owi ng summari zes the salient features of the NDN and CCNx | CN
protocols relevant to congestion control and QS. Quite extensive
tutorial information may be found in a nunber of places, including
material available from [NDNTutorial s].

In NDN and CCNx, all protocol interactions operate as a two-way
handshake. Named content is requested by a _consunmer_ via an
_Interest nessage_that is routed hop-by-hop through a series of
_forwarders_ until it reaches a node that stores the requested data.
This can be either the _producer_of the data or a forwarder hol ding
a cached copy of the requested data. The content matching the name
in the Interest nmessage is returned to the requester over the
_inverse_ of the path traversed by the correspondi ng Interest.

Forwarding in CCNx and NDN is _per-packet stateful . Routing
informati on to select next hop(s) for an Interest is obtained froma
_Forwarding Information Base (FIB)_, which is simlar in function to
the FIBin an IP router except that it holds nane prefixes rather
than I P address prefixes. Conventionally, a _Longest Name Prefix
Match (LNPM _ is used for |ookup, although other algorithns are
possi bl e, including controlled flooding and adaptive | earni ng based
on prior history.

Each Interest nmessage |leaves a trail of "breadcrunbs" as state in
each forwarder. This state, held in a data structure known as a
_Pending Interest Table (PIT) , is used to forward the returning Data
message to the consuner. Since the PIT constitutes per-packet state,
it is therefore a |arge consunmer of menory resources, especially in
forwarders carrying high traffic | oads over |ong Round-Trip Tine
(RTT) paths, and hence plays a substantial role as a QoS-controll abl e
resource in ICN forwarders.

In addition to its role in forwarding |Interest nessages and returning
the correspondi ng Data nmessages, an | CN forwarder can al so operate as
a cache, optionally storing a copy of any Data nmessages it has seen
in a local data structure known as a _Content Store (CS)_. Data in
the CS may be returned in response to a matching Interest rather than
forwarding the Interest further through the network to the origina
Producer. Both CCNx and NDN have a variety of ways to configure
cachi ng, including nechanisns to avoid both cache pollution and cache
poi soning (these are clearly beyond the scope of this brief

i ntroduction).



.2. Congestion Control Basics Relevant to ICN

In any packet network that nultiplexes traffic anmong nmultiple sources
and destinations, congestion control is necessary in order to:

1. Prevent collapse of utility due to overload, where the total
of fered service declines as |oad increases, perhaps
preci pitously, rather than increasing or remaining flat.

2. Avoid starvation of some traffic due to excessive demand by ot her
traffic.

3. Beyond the basic protections agai nst starvation, achieve
"fairness" anobng conpeting traffic. Two conmon objective
functions are max-mn fairness [ nm nmaxfairness] and proportiona
fai rness [proportional fairness], both of which have been
i mpl ement ed and depl oyed successfully on packet networks for many
years.

Before noving on to QS, it is useful to consider how congestion
control works in NDN or CCNx. Unlike the IP protocol fanmily, which
relies exclusively on end-to-end congestion control (e.g., TCP

[ RFC0793], DCCP [ RFC4340], SCTP [ RFC4960], and QUI C [ RFC9000]), CCNx
and NDN can enpl oy hop-by-hop congestion control. There is per-
Interest/Data state at every hop of the path, and therefore
outstanding Interests provide information that can be used to
optinize resource allocation for data returning on the inverse path,
such as bandwi dth sharing, prioritization, and overload control. In
current designs, this allocation is often done using Interest
counting. By accepting one Interest packet from a downstream node,
this inplicitly provides a guarantee (either hard or soft) that there
is sufficient bandwi dth on the inverse direction of the link to send
back one Data packet. A nunber of congestion control schenmes have
been devel oped for ICN that operate in this fashion, for exanple,

[ Wang2013], [ Mahdi an2016], [Song2018], and [Carofiglio02012]. O her
schenes, |ike [Schneider2016], neither count nor police Interests but
i nstead nonitor queues using AQM (active queue nmanagenent) to mark
returning Data packets that have experienced congestion. This later
class of schenes is simlar to those used on IP in the sense that
they depend on consuners adequately reducing their rate of Interest
injection to avoi d Data packet drops due to buffer overflow in
forwarders. The former class of schenes is (arguably) nore robust
agai nst m sbehavi or by consuners.

G ven the stochastic nature of RTTs, and the ubiquity of wireless

I 'inks and encapsul ation tunnels with variabl e bandwi dth, a sinple
schene that admits Interests only based on a tinme-invariant estinmate
of the returning |ink bandwi dth will perform poorly. However, two
characteristics of NDN and CCNx-1li ke protocols can help substantially
to inprove the accuracy and responsiveness of the bandw dth

al | ocati on:

1. RITT is bounded by the inclusion of an _Interest Lifetinme_ in each
I nterest nmessage, which puts an upper bound on the RTT
uncertainty for any given Interest/Data exchange. |If Interest
Lifetimes are kept reasonably short (a few RTTs), the allocation
of local forwarder resources do not have to deal with an
arbitrarily long tail. One could in fact do a deterministic
all ocation on this basis, but the result would be highly
pessim stic. Nevertheless, having a cutoff does inprove the
performance of an optim stic allocation schene.

2. A congestion marking scheme |ike that used in Explicit Congestion
Notification (ECN) can be used to mark returning Data packets if
the inverse link starts experiencing | ong queue occupancy or



ot her congestion indication. Unlike TCP/IP, where the rate

adj ustnment can only be done end-to-end, this feedback is usable

i medi ately by the downstream | CN forwarder, and the |nterest
shaping rate is lowered after a single link RTT. This may all ow
rate adjustnment schenes that are | ess pessimistic than the
Additive Increase, Multiplicative Decrease (AIMD) scheme with .5
multiplier that is commonly used on TCP/IP networks. 1t also
allows the rate adjustnents to be spread nore accurately anong
the Interest/Data flows traversing a |ink sending congestion

si gnal s.

A useful discussion of these properties and how t hey denonstrate the
advant ages of | CN approaches to congestion control can be found in
[ Carofiglio2016].

What Can We Control to Achieve QS in | CN?

QS is achieved through managed unfairness in the allocation of
resources in network elenments, particularly in the routers that
forward I CN packets. Hence, the first-order questions are the

foll owi ng: Wich resources need to be allocated? How do you
ascertain which traffic gets those allocations? |In the case of CCNx
or NDN, the inmportant network el ement resources are given in Table 2

[ ooy oo e e
| Resource | 1CN Usage |
[ s s s e e e e e s e s s s s e e s s s s s s s s s s s
| Communication link capacity | buffering for queued packets |
Fom e e e e i o m m e e e e e e e e e e e eo oo s +
| CS capacity | to hold cached data |
o e e e e e e e e m o o e e e e e e e e e e e e e o m o +
| Forwarder nenory | for the PIT |
o m e e e e e iee i o m e e e e e e e e mee oo s +
| Compute capacity | for forwarding packets, including

| | the cost of FIB | ookups |
o e e e e e e e ememao - o e e e e e e e e e e mmmemao - +

Tabl e 2: ICN-Rel ated Network El ement Resources
For these resources, any QS schene has to specify two things:

1. How do you create _equival ence classes_ (a.k.a. flows) of traffic
to which different QoS treatnents are applied?

2. \Wiat are the possible treatments and how are those nmapped to the
resource allocation algorithms?

Two critical facts of life come into play when designing a QS
schene. First, the nunber of equival ence cl asses that can be

simul taneously tracked in a network el enent is bounded by both nenory
and processing capacity to do the necessary | ookups. One can allow
very fine-grained equival ence classes but not be able to enploy them
gl obal | y because of scaling limts of core routers. That neans it is
wise to either restrict the range of equival ence classes or allow
themto be _aggregated , trading off accuracy in policing traffic
against ability to scale.

Second, the flexibility of expressible treatments can be tightly
constrai ned by both protocol encoding and algorithmic [imtations.
The ability to encode the treatment requests in the protocol can be
limted -- as it is for IP where there are only six of the Type of
Service (TOS) bits available for Diffserv treatnents. However, an
equal or nore inportant issue is whether there are practical traffic
pol i ci ng, queuing, and pacing algorithns that can be conbined to
support a rich set of QoS treatnents.



The two consi derations above in conbination can easily be
substantially nore expressive than what can be achieved in practice
with the avail abl e nunber of queues on real network interfaces or the
anount of per-packet conputation needed to enqueue or dequeue a
packet .

How Does This Relate to QS in TCP/IP?

TCP/ 1 P has fewer resource types to nanage than ICN, and in sone
cases, the allocation nethods are sinpler, as shown in Table 3:

| Resource | I'P Relevant | TCP/IP Usage |
[ s sy sy oo
| Comuni cation | YES | buffering for queued packets

| link capacity | | I
oo R o m e e e e e e e e e e aa oo +
| CS capacity | NO | no CSinlIP |
T S o e e e e e e e e e e e o m o +
| Forwarder | MAYBE | not needed for output-buffered

| nenory | | designs (see note bel ow) |
o S o m e e e e e e i e e ee oo +
| Compute | YES | for forwarding packets, but |
| capacity | | arguably much cheaper than |ICN
T S o e e e e e e e e e e e o m o +

Table 3: | P-Rel ated Network El ement Resources

Note: In an output-buffered design, all packet buffering
resources are associated with the output interfaces, and
neither the receiver interface nor the internal forwarding
buffers can be over-subscribed. Qutput-buffered switches or
routers are comopn but not universal, as they generally require
an internal speedup factor where forwarding capacity is greater
than the sum of the input capacity of the interfaces.

For these resources, |IP has specified three fundanental things, as
shown in Table 4:

| What | How |
| Equival ence | subset+prefix match on I P 5-tuple {SA DA, SP, DP, PT} |
| cl asses | SA=Source Address |
| | DA=Destination Address |
| | SP=Source Port |
| | DP=Destination Port |
| | PT=IP Protocol Type |
S T +
| Diffserv | (very) small nunber of globally-agreed traffic |
| treatnments | classes |
S e m m e e e e e e e e e e e e e e e e e e e e e e e eeao o +
| I ntserv | per-flow paraneterized _Controlled Load_ and |
| treatnments | _Quaranteed_ service cl asses |
S T +

Tabl e 4. Fundanental Protocol Elenents to Achieve QS for TCP/IP

Equi val ence cl asses for | P can be pairw se, by natching agai nst both
source and destination address+port, pure group using only
destination address+port, or source-specific nmulticast with source
address+port and destination multicast address+port.

Wth Intserv, RSVP [ RFC2205] carries two data structures: the Fl ow
Speci fier (FLOAMSPEC) and the Traffic Specifier (TSPEC). The former
fulfills the requirement to identify the equival ence class to which



the QoS being signaled applies. The latter conprises the desired QS
treatment along with a description of the dynanmic character of the
traffic (e.g., average bandw dth and del ay, peak bandwi dth, etc.).
Bot h of these encounter substantial scaling limts, which has neant
that Intserv has historically been Iinted to confined topol ogies,
and/ or high-val ue usages, like traffic engineering.

Wth Diffserv, the protocol encoding (six bits in the TOS field of
the I P header) artificially limts the nunber of classes one can
specify. These are docunented in [ RFC4594]. Nonet hel ess, when used
with fine-grained equival ence classes, one still runs into limts on
the nunber of queues required.

6. Wiy Is ICND fferent? Can W Do Better?

Whi | e one coul d adopt an approach to QoS that mirrors the extensive
experience with TCP/IP, this would, in the author’s view, be a

m stake. The inplenentation and depl oynent of QS in I P networks has
been spotty at best. There are, of course, econonic and politica
reasons as well as technical reasons for these m xed results, but
there are several architectural choices in ICN that make it a
potentially nmuch better protocol base to enhance with QoS machinery.
Thi s section discusses those differences and their consequences.

6.1. Equival ence Cl ass Capabilities

First and forenost, hierarchical names are a nmuch richer basis for
speci fyi ng equi val ence cl asses than IP 5-tuples. The IP address (or
prefix) can only separate traffic by topology to the granularity of
hosts and cannot express actual conputational instances nor sets of
data. Ports give sonme degree of per-instance denultiplexing, but
this tends to be both coarse and epheneral, while confounding the
demul tiplexing function with the assignment of QoS treatnents to
particul ar subsets of the data. Sone degree of finer granularity is
possible with |Pv6 by exploiting the ability to use up to 64 bits of
address for classifying traffic. |In fact, the Hybrid Information-
Centric Networking (hICN) project [H CN], while adopting the request-
response nodel of CCNx, uses |Pv6 addresses as the avail able
nanespace, and | Pv6 packets (plus "fake" TCP headers) as the wire
format.

Nonet hel ess, the flexibility of tokenized (i.e., strings treated as
opaque tokens), variable Iength, hierarchical nanes allows one to
directly associate classes of traffic for QS purposes with the
structure of an application nanespace. The classification can be as
coarse or fine-grained as desired by the application. Wile not
_always_ the case, there is typically a straightforward associ ation
bet ween how obj ects are nanmed and how they are grouped together for
common treatnment. Exanpl es abound; a nunber can be conveniently
found in [ FLOANCLASS] .

6.2. Topology Interactions with QS

In ICN, QoS is not pre-bound to network topol ogy since nanes are non-
topol ogi cal, unlike unicast |IP addresses. This allows QS to be
applied to nulti-destination and nultipath environnents in a
straightforward manner, rather than requiring either nulticast with
coarse cl ass-based scheduling or conplex signaling Iike that in RSVP
Traffic Engineering (RSVP-TE) [ RFC3209] that is needed to nake point-
to-mul tipoint Multiprotocol Label Sw tching (MPLS) work.

Because of I P's stateless forwardi ng nodel, conplicated by the

ubi quity of asynmmetric routes, any flow based QoS requires state that
i s decoupled fromthe actual arrival of traffic and hence nmust be

mai ntai ned, at |east as soft state, even during quiescent periods.
Intserv, for exanple, requires flow signaling on the order of



Q nunber of flows). [ICN, even worst case, requires order of Q(number
of active Interest/Data exchanges), since state can be instantiated
on arrival of an Interest and renoved (perhaps lazily) once the data
has been returned.

.3. Specification of QS Treatnents

Unlike Intserv, Diffserv eschews signaling in favor of class-based
configuration of resources and queues in network el enments. However,
Diffserv limts traffic treatments to a few bits taken fromthe TGOS
field of IP. No such wire encoding limtations exist for NDN or
CCNx, as the protocol is conpletely TLV (Type-Length-Val ue) based,
and one (or even nore than one) new field can be easily defined to
carry QoS treatnment infornmation.

Therefore, there are greenfield possibilities for nore powerful QS
treatment options in ICN. For exanple, IP has no way to express a
QS treatnent like "try hard to deliver reliably, even at the expense
of delay or bandwi dth". Such a QoS treatment for ICN coul d i nvoke
native | CN nmechani snms, none of which are present in IP, such as the
fol | owi ng:

* Retransmitting in-network in response to hop-by-hop errors
returned from upstream forwarders

* Trying multiple paths to nmultiple content sources either in
parall el or serially

* Assi gni ng higher precedence for short-termcaching to recover from
downstream (see note below) errors

* Coordinating cache utilization with forwardi ng resources

| Note: Downstream refers to the direction Data nessages flow
| toward the consuner (the issuer of Interests). Conversely,

| _Upstream refers to the direction Interests flow toward the

| producer of data.

Such mechani sns are typically described in NDN and CCNx as
_forwarding strategies_. However, there is little or no guidance for
whi ch application actions or protocol machinery a forwarder should
use to select the appropriate forwarding strategy for arriving

I nterest nmessages. See [BenAbrahan?018] for an investigation of
these issues. Associating forwarding strategies with the equival ence
classes and QoS treatnments directly can nake them nore accessible and
useful to inplenent and depl oy.

Statel ess forwardi ng and asynmetric routing in IP linits available

state/ feedback to manage |ink resources. |In contrast, NDN or CCNx
forwarding allows all link resource allocation to occur as part of
Interest forwarding, potentially sinplifying things considerably. In

particular, with symmetric routing, producers have no control over
the paths their Data packets traverse; hence, any QoS treatnents
intended to influence routing paths from producer to consumer wl |
have no effect.

One conplication in the handling of ICN QS treatnents is not present
in |P and hence worth nentioning. CCNx and NDN both perform
_Interest aggregation_ (see Section 2.4.2 of [RFC8569]). If an
Interest arrives matching an existing PIT entry, but with a different
QS treatnment froman Interest already forwarded, it can be tricky to
deci de whether to aggregate the Interest or forward it, and how to
keep track of the differing QoS treatnents for the two Interests.

Expl oration of the details surrounding these situations is beyond the
scope of this docunent; further discussion can be found for the
general case of flow bal ance and congestion control in [ FLOABALANCE]



and specifically for QoS treatnents in [ DNCG QOS-1CN].
6.4. |ICN Forwarding Semantics Effect on QS

I P has three forwarding semantics, with different QoS needs (Unicast,
Anycast, Multicast). |1CN has the single forwarding semantic, so any
QS machi nery can be uniformy applied across any request/response

i nvocation. This applies whether the forwarder enploys dynamc
destination routing, multi-destination forwarding with next hops
tried serially, nmulti-destination with next hops used in parallel, or
even | ocalized flooding (e.g., directly on Layer 2 multicast

mechani sms). Additionally, the pull-based nodel of |ICN avoids a
nunber of thorny nulticast QoS problens that I P has (see [Wang2000],
[ RFC3170], and [ Tseng2003]).

The Multi-destination/nultipath forwardi ng nodel in |ICN changes
resource allocation needs in a fairly deep way. |P treats al
endpoi nts as open-1oop packet sources, whereas NDN and CCNx have
strong asymmetry between producers and consuners as packet sources.

6.5. QS Interactions with Caching

I P has no caching in routers, whereas |CN needs ways to allocate
cache resources. Treatments to control caching operation are
unlikely to |l ook nuch like the treatnents used to control |ink
resources. NDN and CCNx al ready have useful cache control directives
associated with Data nessages. The CCNx controls include the
fol |l owi ng:

ExpiryTinme: tine after which a cached Content Object is considered
expi red and MJUST no | onger be used to respond to an Interest from
a cache

Recommended Cache Tine: tine after which the publisher considers the
Content nject to be of |ow value to cache.

See [ RFC8569] for the formal definitions.

ICN flow classifiers, such as those in [ FLONCLASS] can be used to
achi eve soft or hard partitioning (see note below) of cache resources
in the CS of an ICN forwarder. For exanple, cached content for a

gi ven equi val ence cl ass can be considered _fate shared_ in a cache
wher eby objects fromthe sane equival ence class can be purged as a
group rather than individually. This can recover cache space nore
qui ckly and at | ower overhead than pure per-object replacenent when a
cache is under extreme pressure and in danger of thrashing. In
addition, since the forwarder renenbers the QS treatnent for each
pending Interest inits PIT, the above cache controls can be
augnmented by policy to prefer retention of cached content for sone
equi val ence cl asses as part of the cache replacenent al gorithm

| Note: Wth hard partitioning, there are dedi cated cache

| resources for each equival ence class (or enunerated |ist of

| equivalence classes). Wth soft partitioning, resources are at
| least partly shared among the (sets of) equival ence cl asses of
| traffic.

7. Strawman Principles for an ICN QoS Architecture

Based on the observations nade in the earlier sections, this sunmary
section captures the author’s ideas for clear and actionable
architectural principles for incorporating QS machinery into I CN
protocols |ike NDN and CCNx. Hopefully, they can guide further work
and focus effort on portions of the giant design space for QS that
have the best trade-offs in terns of flexibility, sinplicity, and
depl oyability.



*Defi ne equi val ence cl asses using the nane hierarchy rather than
creating an independent traffic class definition*. This directly
associ ates the specification of equival ence classes of traffic with
the structure of the application namespace. It can allow

hi er archi cal deconposition of equival ence classes in a natural way
because of the way hierarchical ICN nanes are constructed. Two
practical nmechanisns are presented in [ FLOMCLASS] with different
trade-of fs between security and the ability to aggregate fl ows.

Ei ther the prefix-based nmechani sm (the equival ence cl ass conmponent
count (EC3) schene) or the explicit nane conponent-based mechani sm
(the equival ence cl ass nane conponent type (ECNCT) schene), or both,
coul d be adopted as the part of the QoS architecture for defining
equi val ence cl asses.

*Put consunmers in control of link and forwarding resource

al l ocation*. Base all link buffering and forwarding (both nenory and
CPU) resource allocations on Interest arrivals. This is attractive
because it provides early congestion feedback to consuners and al |l ows
scheduling the reverse link direction for carrying the matching data
in advance. It nmakes enforcenent of QoS treatnents a single-ended
(i.e., at the consuner) rather than a doubl e-ended probl em and can
avoi d wasting resources on fetching data that will be dropped when it
arrives at a bottleneck |ink

*Al |l ow producers to influence the allocation of cache resources*.
Producers want to affect caching decisions in order to do the
fol |l owi ng:

* Shed | oad by having Interests served by CSes in forwarders before
they reach the producer itself

* Survive transient producer reachability or link outages close to
t he producer

For caching to be effective, individual Data objects in an
equi val ence class need to have simlar treatment; otherw se, well-
known cache-thrashi ng pat hol ogi es due to self-interference energe.
Producers have the nost direct control over caching policies through
the caching directives in Data nessages. It therefore nmakes sense to
put the producer, rather than the consumer or network operator, in
charge of specifying these equival ence cl asses.

See [ FLONCLASS] for specific nechanisns to achieve this.

*Al'l ow consuners to influence the allocation of cache resources*.
Consuners want to affect caching decisions in order to do the
fol | owi ng:

* Reduce latency for retrieving data

* Survive transient outages of either a producer or links close to
t he consumer

Consuners can have indirect control over caching by specifying QS
treatnments in their Interests. Consider the follow ng potential QS
treatnents by consuners that can drive caching policies

* A QoS treatnent requesting better robustness agai nst transient
di sconnection can be used by a forwarder close to the consuner (or
downstream of an unreliable Iink) to preferentially cache the
correspondi ng dat a.

* Conversely, a QoS treatnent together with, or in addition to, a
request for short latency indicating that the forwarder shoul d
only pay attention to the caching preferences of the producer



because caching requested data would be ineffective (i.e., new
data will be requested shortly).

* A QoS treatnent indicating that a nobile consuner will likely
incur a mobility event within an RTT (or a few RTTs). Such a
treatment would allow a nobile network operator to preferentially
cache the data at a forwarder positioned at a _join point_ or
_rendezvous point_ of their topol ogy.

*G ve network operators the ability to match custonmer SLAs to cache
resource availability*. Network operators, whether closely tied

adm nistratively to producer or consumer, or constituting an

i ndependent transit adm nistration, provide the storage resources in
the ICN forwarders. Therefore, they are the ultimate arbiters of how
the cache resources are nanaged. In addition to any |ocal policies
they may enforce, the cache behavior fromthe QS standpoint emerges
from the nmapping of producer-specified equival ence cl asses onto cache
space availability, including whether cache entries are treated
individually or fate-shared. Forwarders also determ ne the mapping
of consuner-specified QoS treatnents to the precedence used for
retaining Data objects in the cache.

Besides utilizing cache resources to neet the QS goals of individua
producers and consumers, network operators al so want to nanage their
cache resources in order to do the foll ow ng:

* Aneliorate congestion hotspots by reducing | oad convergi ng on
producers they host on their network

* Improve Interest satisfaction rates by utilizing caches as short-
termretransm ssion buffers to recover fromtransi ent producer
reachability problens, link errors, or |ink outages

* |Inprove both latency and reliability in environments when
consuners are nobile in the operator’s topol ogy

*Ret hi nk how to specify traffic treatnents -- don’t just copy
Diffserv*. Sone of the Diffserv classes may forma good starting
poi nt, as their mappings onto queuing al gorithns for managi ng |ink
buffering are well understood. However, Diffserv al one does not
capture nore conplex QoS treatnents, such as:

* Trading off |latency against reliability

* Trading off resource usage agai nst delivery probability through
controlled flooding or other forwarding mechani sns

* Allocating resources based on rich TSPEC-like traffic descriptions
that appear in signaled QoS schenes like Intserv

Here are sone exanpl es

* A "burst" treatment, where an initial Interest gives an aggregate
data size to request allocation of link capacity for a |arge burst
of Interest/Data exchanges. The Interest can be rejected at any
hop if the resources are not available. Such a treatnent can al so
acconmodat e Data i npl osi on produced by the di scovery procedures of
management protocols |ike [ CCNI NFQ .

* A '"reliable" treatnent, which affects preference for allocation of
PIT space for the Interest and CS space for the Data in order to
i nprove the robustness of 10T data delivery in a constrained
environment, as is described in [1OTQOS].

* A "search" treatnent, which, within the specified Interest
Lifetime, tries many paths either in parallel or serially to
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potentially many content sources, to maximize the probability that
the requested itemw |l be found. This is done at the expense of
the extra bandwi dth of both forwarding Interests and receiving
mul ti pl e responses upstream of an aggregati on point. The
treatment can encode a val ue expressing trade-offs |ike breadth-
first versus depth-first search, and bounds on the total resource
expenditure. Such a treatnment would be useful for instrumentation
protocols |ike [l CNTRACEROUTE] .

| As an aside, |oose latency control (on the order of seconds or

| tens of milliseconds as opposed milliseconds or m croseconds)

| can be achieved by bounding Interest Lifetime as long as this

| lifetime machinery is not also used as an applicati on nechani sm
| to provide subscriptions or to establish path traces for

| producer mobility. See [Krol2018] for a discussion of the

| network versus application tinmescale issues in |ICN protocols.

Can Intserv-Like Traffic Control in ICN Provide R cher QoS
Semantics?

Basi ¢ QoS treatnents such as those summari zed above nay not be
adequate to cover the whole range of application utility functions
and depl oynent environnents we expect for ICN. Wiile it is true that
one does not necessarily need a separate signaling protocol |ike RSVP
given the state carried in the I1CN data plane by forwarders, sinple
QoS treatnents applied per Interest/Data exchanges | ack sone
potentially inportant capabilities. Intserv’'s richer QS
capabilities may be of value, especially if they can be provided in
ICN at | ower conplexity and protocol overhead than Intserv plus RSVP

There are three key capabilities mssing fromDi ffserv-like QS
treatnments, no matter how sophisticated they nay be in describing the
desired treatnment for a given equival ence class of traffic. Intserv-
i ke QoS provides all of these:

1. The ability to *describe traffic flows* in a mathematically
meani ngful way. This is done through paraneters |ike average
rate, peak rate, and maxi num burst size. The paraneters are
encapsul ated in a data structure called a "TSPEC', which can be
pl aced in whatever protocol needs the information (in the case of
TCP/IP Intserv, this is RSVP).

2. The ability to perform *adm ssion control*, where the el enent
requesting the QoS treatnent can know _before_ introducing
traffic whether the network el ements have agreed to provide the
requested traffic treatnent. An inportant side effect of
providing this assurance is that the network el ements instal
state that allows the forwardi ng and queui ng machi nery to police
and shape the traffic in a way that provides a sufficient degree
of _isolation_ fromthe dynam c behavior of other traffic.
Dependi ng on the adm ssion-control nmechanism it may or may not
be possible to explicitly release that state when the application
no | onger needs the QoS treatnent.

3. The ability to specify the perm ssible *degree of divergence* in
the actual traffic handling fromthe requested handling. Intserv
provi des two choices here: the controlled |oad_ service and the
_guaranteed_ service. The former allows stochastic deviation
equi val ent to what one woul d experience on an unl oaded path of a
packet network. The latter conforms to the TSPEC
determnistically, at the obvious expense of demandi ng extrenely
conservative resource allocation.

Gven the limted applicability of these capabilities in today's
Internet, the author does not take any position as to whether any of
these Intserv-like capabilities are needed for ICN to be successful



However, a few things seeminportant to consider. The follow ng
par agr aphs specul at e about the consequences of incorporating these
features into the CCNx or NDN protocol architectures.

Superficially, it would be quite straightforward to accommodate
Intserv-equivalent traffic descriptions in CCNx or NDN. One could
define a new TLV for the Interest nmessage to carry a TSPEC. A
forwarder encountering this, together with a QoS treatnent request
(e.g., as proposed in Section 6.3), could associate the traffic
specification with the correspondi ng equi val ence cl ass derived from
the name in the Interest. This would allow the forwarder to create
state that not only would apply to the returning Data for that

I nterest when bei ng queued on the downstreaminterface but al so be
mai ntai ned as soft state across multiple Interest/Data exchanges to
drive policing and shaping algorithns at per-flow granularity. The
cost in Interest nessage overhead woul d be nodest; however, the
conplications associated with nanaging different traffic
specifications in different Interests for the sane equival ence cl ass
m ght be substantial. O course, all the scalability considerations
with maintaining per-flow state al so cone into play.

Simlarly, it would be equally straightforward to have a way to
express the degree of divergence capability that Intserv provides
through its controlled | oad and guaranteed service definitions. This
coul d either be packaged with the traffic specification or encoded
separately.

In contrast to the above, perform ng adm ssion control for ICN flows
is likely to be just as heavyweight as it is with | P using RSVP. The
dynanmic multipath, nulti-destination forwardi ng nodel of |CN nakes
perform ng adm ssion control particularly tricky. Just to
illustrate:

* Forwardi ng next-hop selection is not confined to single paths (or
a few ECWP equivalent paths) as it is with IP, making it difficult
to know where to install state in advance of the arrival of an
Interest to forward.

* As with point-to-multipoint conplexities when using RSVP for MPLS-
TE, state has to be installed to nmultiple producers over nultiple
pat hs before an admi ssion-control algorithmcan commt the
resources and say "yes" to a consumer needi ng adm ssion-contro
capabilities.

* Knowi ng when to renpove admi ssion-control state is difficult in the
absence of a heavywei ght resource reservation protocol. Soft
state timeout may or may not be an adequate answer.

Despite the chal |l enges above, it may be possible to craft an

adm ssion-control schene for ICN that achi eves the desired QS goals
of applications without the invention and depl oynent of a conpl ex,
separate adm ssion-control signaling protocol. There have been
designs in earlier network architectures that were capabl e of
perform ng adm ssion control piggybacked on packet transm ssion

| The earliest exanple the author is aware of is [Autonet].

Such a schene might have the foll owing general shape (*warning:*
serious hand-waving foll ows!):

* |In addition to a QoS treatnment and a traffic specification, an
I nterest requesting admi ssion for the correspondi ng equival ence
class would indicate this via a new TLV. It would also need to do
the following: (a) indicate an expiration tine after which any
reserved resources can be released, and (b) indicate that caches
be bypassed, so that the adm ssion-control request arrives at a
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bona fide producer.

Each forwarder processing the Interest would check for resource

availability. |If the resources are not available, or the
requested service is not feasible, the forwarder would reject the
Interest with an admi ssion-control failure. |If resources are

avail abl e, the forwarder would record the traffic specification as
descri bed above and forward the Interest.

If the Interest successfully arrives at a producer, the producer
woul d return the requested Data.

Upon receiving the matching Data nmessage and if the resources are
still avail able, each on-path forwarder woul d all ocate resources
and woul d mark the adm ssion control TLV as "provisionally
approved". Conversely, if the resource reservation fails, the
admi ssion control would be narked "failed", although the Data
woul d still be passed downstream

Upon the Data nessage arrival, the consuner would know if

adm ssi on succeeded or not, and subsequent Interests could rely on
the QoS state being in place until either sone failure occurs, or
a topol ogy or other forwarding change alters the forwarding path.
To deal with this, additional nmachinery is needed to ensure
subsequent Interests for an adnmitted flow either follow that path
or an error is reported. One possibility (also useful in many
other contexts), is to enploy a Path Steering_nechanism such as
the one described in [ M seenko2017].

| ANA Consi der ati ons

Thi s docunent has no | ANA acti ons.

Security Considerations

There are a few ways in which QS for ICNinteracts with security and
privacy issues. Since QS addresses relationships among traffic
rather than the inherent characteristics of traffic, it neither
enhances nor degrades the security and privacy properties of the data
being carried, as long as the nmachi nery does not alter or otherw se
conmprom se the basic security properties of the associated protocols.
The QoS approaches advocated here for ICN can serve to anplify
existing threats to network traffic. However

*

1.

An attacker able to manipulate the QoS treatnents of traffic can
mount a nore focused (and potentially nore effective) denial-of-
service attack by suppressing performance on traffic the attacker
is targeting. Since the architecture here assumes QoS treatments
are mani pul at abl e hop- by-hop, any on-path adversary can w eak
havoc. Note, however, that in basic ICN, an on-path attacker can
do this and nore by dropping, delaying, or msrouting traffic

i ndependent of any particular QS machinery in use.

When equi val ence cl asses of traffic are explicitly reveal ed via
either nanes or other fields in packets, an attacker has yet one
nmore handle to use to discover linkability of nmultiple requests.

Ref er ences

Nor mat i ve Ref erences

[ RFC2119] Bradner, S., "Key words for use in RFCs to Indicate

Requi renment Level s", BCP 14, RFC 2119,
DA 10.17487/ RFC2119, March 1997,
<https://ww. rfc-editor.org/info/rfc2119>



10.

[ RFC8174]

[ RFC8569]

[ RFC8609]

Lei ba, B., "Anbiguity of Uppercase vs Lowercase in RFC
2119 Key Words", BCP 14, RFC 8174, DO 10.17487/ RFC8174,
May 2017, <https://ww.rfc-editor.org/info/rfc8174>.

Mosko, M, Solis, I., and C. Wod, "Content-Centric
Net wor ki ng (CCNx) Semantics", RFC 8569,

DA 10.17487/ RFC8569, July 2019,
<https://ww.rfc-editor.org/info/rfc8569>.

Mosko, M, Solis, |I., and C. Wod, "Content-Centric
Net wor ki ng (CCNx) Messages in TLV Format", RFC 8609,
DO 10.17487/ RFC8609, July 2019,
<https://www.rfc-editor.org/info/rfc8609>.

2. Informative References

[ AS]

[ Auge2018]

[ Aut onet ]

W ki pedi a, "Autonomous system (Internet)", My 2021,
<https://en.w ki pedi a. org/ w i ndex. php?titl e=Aut ononous_sys
tem (I nternet) &ol di d=1025244754>.

Aug, J., Carofiglio, G, Gassi, G, Miscariello, L.,
Pau, G, and X Zeng, "MAP-Me: Mnagi ng Anchor-Less
Producer Mobility in Content-Centric Networks", in | EEE
Transactions on Network and Servi ce Managenent, Vol. 15,
No. 2, DO 10.1109/ TNSM 2018. 2796720, June 2018,
<https://ieeexplore.ieee.org/docunent/8267132>.

Schroeder, M, Birrell, A, Burrows, M, Mrray, H,
Needham R, Rodeheffer, T., Satterthwaite, E., and C
Thacker, "Autonet: a Hi gh-speed, Self-configuring Local
Area Network Using Point-to-point Links", in |IEEE Journal
on Sel ected Areas in Communi cations, Vol. 9, No. 8,

DO 10.1109/49.105178, Cctober 1991,

<https://ww. hpl . hp. com t echr eport s/ Conpaq- DEC/ SRC- RR-
59. pdf >.

[ BenAbr ahan?018]

Ben Abraham H., Parwatikar, J., DeHart, J., Dresher, A,
and P. Crow ey, "Decoupling Information and Connectivity
via Information-Centric Transport", in ICN ' 18:

Proceedi ngs of the 5th ACM Conference on I nformation-
Centric Networking, Boston, M\ USA,

DA 10. 1145/ 3267955. 3267963, Sept enber 2018,
<https://conferences. si gcomm org/acmicn/ 2018/ pr oceedi ngs/
i cn18-final 31. pdf >.

[Carofiglio2012]

Carofiglio, G, @Gllo, M, and L. Muscariello, "Joint Hop-
by-hop and Receiver-Driven Interest Control Protocol for
Content-Centric Networks", in ACM SI GCOVM Conput er

Comuni cation Review, DO 10.1145/2377677.2377772,

Sept enber 2012,

<http://conferences. si gconm or g/ si gconm 2012/ paper/icn/
p37. pdf >.

[ Carofiglio2016]

[ CCNI NFO

Carofiglio, G, @Gllo, M, and L. Muscariello, "Optinal
mul ti path congestion control and request forwarding in
i nformati on-centric networks: Protocol design and
experinentation”, in Conmputer Networks, Vol. 110,

DA 10.1016/j.comet. 2016.09. 012, Decenber 2016,
<https://doi.org/10.1016/j.comet. 2016. 09. 012>.

Asaeda, H., Ooka, A, and X Shao, "CCNi nfo: Discovering
Content and Network Information in Content-Centric
Net wor ks", Work in Progress, Internet-Draft, draft-irtf-



i cnrg-ccni nfo-06, 9 March 2021,
<https://datatracker.ietf.org/doc/htm/draft-irtf-icnrg-
ccni nf o- 06>.

[ DNC- QOS- | CN]

Jangam A., Ed., Suthar, P., and M Stolic, "QS
Treatnments in | CN using Di saggregated Nane Conponents"”,

Work in Progress, Internet-Draft, draft-anilj-icnrg-dnc-
gos-icn-02, 9 March 2020,
<https://datatracker.ietf.org/doc/htm/draft-anilj-icnrg-

dnc- qos-icn-02>.

[ FLONBALANCE]

[ FLOWCLASS]

[HCN]

Oran, D., "Maintaining CCNx or NDN fl ow bal ance with
hi ghly vari abl e data object sizes", Wrk in Progress,
Internet-Draft, draft-oran-icnrg-flowbal ance-05, 14
February 2021, <https://datatracker.ietf.org/doc/htm/
draft-oran-icnrg-fl owbal ance- 05>.

Moi seenko, |. and D. Oran, "Flow Classification in

I nformation Centric Networking", Work in Progress,
Internet-Draft, draft-noi seenko-icnrg-flowlass-07, 13
January 2021, <https://datatracker.ietf.org/doc/htm/
draft - noi seenko-icnrg-fl owcl ass-07>.

Muscariello, L., Carofiglio, G, Aug, J., Papalini, M,
and M Sardara, "Hybrid Information-Centric Networking",
Work in Progress, Internet-Draft, draft-nuscariello-

i ntarea-hicn-04, 20 May 2020,
<https://datatracker.ietf.org/doc/htm/draft-nuscariello-
i ntarea-hicn-04>.

[ | CNTRACEROUTE]

[ 1 OTQCS]

[ Krol 2018]

Mastorakis, S., G bson, J., Miseenko, I., Drons, R, and
D. R Oan, "ICN Traceroute Protocol Specification", Wrk
in Progress, Internet-Draft, draft-irtf-icnrg-
icntraceroute-02, 11 April 2021,
<https://datatracker.ietf.org/doc/htm/draft-irtf-icnrg-
i cntraceroute-02>.

@undogan, C., Schmdt, T. C., Waehlisch, M, Frey, M,
Shzu-Juraschek, F., and J. Pfender, "Quality of Service
for ICNin the IoT", Wirk in Progress, Internet-Draft,
draft-gundogan-icnrg-iotqos-01, 8 July 2019,
<https://datatracker.ietf.org/doc/htm/draft-gundogan-

i cnrg-iotqgos-01>.

Krl, M, Habak, K, Oran, D., Kutscher, D., and I.

Psaras, "RICE: Renmote Method Invocation in ICN', in ICN
"18: Proceedings of the 5th ACM Conference on Infornmation-
Centric Networking, Boston, M\ USA,

DO 10.1145/3267955. 3267956, Sept enber 2018,
<https://conferences. si gcomm org/ acmicn/ 2018/ pr oceedi ngs/
i cnl8-final 9. pdf >.

[ Mahdi an2016]

Mahdi an, M, Arianfar, S., Gbson, J., and D. Oran,

"M RCC. Multipath-aware | CN Rate-based Congestion
Control", in ACMICN '16: Proceedings of the 3rd ACM
Conference on Information-Centric Networking,

DO 10.1145/2984356. 2984365, Septenber 2016,
<http://conferences2. si gcomm org/acmicn/ 2016/ proceedi ngs/
pl- mahdi an. pdf >.

[ m nmexf ai r ness]



W ki pedia, "Max-m n fairness”, June 2021,
<https://en.w ki pedi a. org/ w i ndex. php?titl| e=Max-
m n_fairness&ol di d=1028246910>.

[ Mbi seenko02017]

[ NDN]

Moi seenko, |. and D. Oran, "Path Switching in Content
Centric and Nanmed Data Networks", in ICN ' 17: Proceedi ngs
of the 4th ACM Conference on Information-Centric

Net wor ki ng, DO 10.1145/3125719. 3125721, Septenber 2017,
<https://conferences. si gcomm org/acmicn/ 2017/ proceedi ngs/
icnl7-2. pdf >.

"Named Data Networ ki ng: Executive Summary",
<htt ps:// naned- dat a. net/ proj ect/ execsumary/ >.

[ NDNTut ori al s]

"NDN Tutorial s",
<htt ps:// named- dat a. net/ publications/tutorial s/>.

[ NWC- CCN- REQS]

Mat suzono, K., Asaeda, H., and C. Westphal, "Network
Coding for Content-Centric Networking / Naned Data

Net wor ki ng: Consi derations and Chall enges", Wirk in
Progress, Internet-Draft, draft-irtf-nwrg-nwe-ccn-reqgs-
05, 22 January 2021,
<https://datatracker.ietf.org/doc/htm/draft-irtf-nwcrg-
nwec-ccn-reqs- 05>,

[ Oran2018QoSsl i des]

Oran, D., "Thoughts on Quality of Service for NDN CCN-
style ICN protocol architectures”, presented at | CNRG
Interim Meeting, Canbridge, M\, 24 Septenber 2018,
<https://datatracker.ietf.org/ neeting/interim2018-icnrg-
03/ material s/slides-interim2018-icnrg-03-sessa-thoughts-
on- qos-for-ndnccn-styl e-icn-protocol -architectures>.

[ proportional fairness]

[ RFC0793]

[ RFC2205]

[ RFC2474]

[ RFC2998]

[ RFC3170]

W ki pedi a, "Proportional-fair scheduling", June 2021,
<https://en.w ki pedi a. org/ w i ndex. php?titl e=Proportional -
fair_schedul i ng&ol di d=1027073289>.

Postel, J., "Transm ssion Control Protocol", STD 7,
RFC 793, DO 10. 17487/ RFC0793, Septenber 1981,
<https://ww. rfc-editor.org/info/rfc793>.

Braden, R, Ed., Zhang, L., Berson, S., Herzog, S., and S
Jam n, "Resource ReSerVation Protocol (RSVP) -- Version 1
Functional Specification", RFC 2205, DO 10.17487/ RFC2205,
Sept ember 1997, <https://ww.rfc-editor.org/info/rfc2205>.

Ni chols, K., Blake, S., Baker, F., and D. Bl ack,
"Definition of the Differentiated Services Field (DS
Field) in the IPv4 and | Pv6 Headers", RFC 2474,

DO 10.17487/ RFC2474, Decenber 1998,

<https://www. rfc-editor.org/infol/rfc2474>.

Bernet, Y., Ford, P., Yavatkar, R, Baker, F., Zhang, L.,
Speer, M, Braden, R, Davie, B., Woclawski, J., and E
Fel staine, "A Framework for Integrated Services Operation
over Diffserv Networks", RFC 2998, DO 10.17487/ RFC2998,
Novenber 2000, <https://ww.rfc-editor.org/info/rfc2998>.

Quinn, B. and K Alneroth, "IP Milticast Applications:
Chal | enges and Sol utions", RFC 3170, DO 10.17487/ RFC3170,
Sept enber 2001, <https://ww. rfc-editor.org/info/rfc3170>.



[ RFC3209] Awduche, D., Berger, L., Gan, D., Li, T., Srinivasan, V.,
and G Swal |l ow, "RSVP-TE: Extensions to RSVP for LSP
Tunnel s", RFC 3209, DA 10.17487/ RFC3209, Decenber 2001,
<https://ww. rfc-editor.org/info/rfc3209>.

[ RFC4340] Kohler, E., Handley, M, and S. Floyd, "Datagram
Congestion Control Protocol (DCCP)", RFC 4340,
DO 10.17487/ RFC4340, March 2006,
<https://www. rfc-editor.org/info/rfc4340>.

[ RFC4594] Babiarz, J., Chan, K., and F. Baker, "Configuration
Quidelines for DiffServ Service Casses", RFC 4594,
DA 10.17487/ RFC4594, August 2006,
<https://ww.rfc-editor.org/info/rfc4594>.

[ RFC4960] Stewart, R, Ed., "Stream Control Transm ssion Protocol",
RFC 4960, DO 10. 17487/ RFC4960, Septenber 2007,
<https://ww.rfc-editor.org/info/rfc4960>.

[ RFC9000] lyengar, J., Ed. and M Thonmson, Ed., "QU C. A UDP-Based
Mul tipl exed and Secure Transport", RFC 9000,
DA 10.17487/ RFC9000, May 2021,
<https://ww.rfc-editor.org/info/rfc9000>.

[ Schnei der 2016]
Schneider, K., Yi, C, Zhang, B., and L. Zhang, "A
Practical Congestion Control Schene for Named Data
Net wor ki ng", in ACMICN '16: Proceedings of the 3rd ACM
Conference on Information-Centric NetworKking,
DA 10.1145/2984356. 2984369, Septenber 2016,
<http://conferences2. si gcomm org/acmicn/ 2016/ pr oceedi ngs/
p21- schnei der . pdf >.

[ Shenker 2006]
Shenker, S., "Fundanmental design issues for the future
Internet”, in | EEE Journal on Selected Areas in
Communi cations, Vol. 13, No. 7, DO 10.1109/49. 414637,
Sept enber 2006,
<https://dl.acmorg/doi/10.1109/49. 414637>.

[ Song2018] Song, J., Lee, M, and T. Kwon, "SM C. Subfl ow I evel
Multi-path Interest Control for Information Centric
Net wor ki ng”", I CN " 18: Proceedings of the 5th ACM
Conference on Information-Centric Networking,
DA 10. 1145/ 3267955. 3267971, Septenber 2018,
<https://conferences. si gcomm org/acmicn/ 2018/ pr oceedi ngs/
i cnl8-final 62. pdf >.

[ Tseng2003]
Tseng, C.-J. and C -H Chen, "The performance of QS-aware
IP multicast routing protocols”, in Networks, Vol. 42,
DA 10. 1002/ net. 10084, Septenber 2003,
<https://onlinelibrary.w | ey.coni doi/abs/10.1002/
net. 10084>.

[ Wang2000] Wang, B. and J. C. Hou, "Milticast routing and its QS
ext ension: problens, algorithnms, and protocols", in | EEE
Net work, Vol. 14, Issue 1, DO 10.1109/65.819168, January
2000, <https://ieeexplore.ieee.org/ docunment/819168>.

[ WVang2013] Wang, Y., Rozhnova, N., Narayanan, A., Oan, D., and I.
Rhee, "An inproved Hop-by-hop |Interest Shaper for
Congestion Control in Nanmed Data Networking", in ACM
SI GCOWM Conput er Communi cati on Revi ew,
DO 10. 1145/ 2534169. 2491233, August 2013,
<https://conferences. si gcomm or g/ si gconi 2013/ papers/icn/



p55. pdf >.
Aut hor’ s Addr ess

Dave Oran

Net wor k Syst ens Research and Desi gn
4 Shady Hill Square

Canbri dge, MA 02138

United States of Anerica

Emmi | : daveor an@r andom net



