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1. Introduction

Thi s docunent specifies the requirenents and defines a reference
framework for Ethernet VPN (EVPN) Operations, Adm nistration, and
Mai nt enance (OAM [ RFC6291]. |In this context, we use the term "EVPN
OAM' to loosely refer to the OAM functions required for and/or
applicable to [ RFC7432] and [ RFC7623].

EVPN is a Layer 2 VPN (L2VPN) solution for rmultipoint Ethernet
services with advanced nulti hom ng capabilities that uses BGP for
distributing Custoner/Cient Media Access Control (C MAC) address
reachability information over the core MPLS/IP networKk.

PBB- EVPN comnbi nes Provi der Backbone Bridging (PBB) [|EEE-802.1Q wth
EVPN in order to reduce the nunber of BGP MAC advertisenent routes;
provide client MAC address mohility using C MAC [ RFC7623] aggregation
and Backbone MAC (B-MAC) [ RFC7623] sub-netting; confine the scope of
C-MAC learning to only active flows; offer per-site policies; and
avoi d C-MAC address flushing on topol ogy changes.

Thi s docunent focuses on the fault nanagenent and perfornance
managenent aspects of EVPN OAM It defines the | ayered OAM nodel
enconpassi ng the EVPN service | ayer, network |ayer, underlying Packet
Switched Network (PSN) transport |ayer, and link |ayer but focuses on
the service and network | ayers.

1.1. Relationship to O her OAM Work

Thi s docunent | everages concepts and draws upon el enents defined
and/or used in the foll ow ng docunments:

[ RFC6136] specifies the requirenents and a reference nodel for OAM as
it relates to L2VPN services, pseudow res, and associ ated Packet

Swi tched Network (PSN) tunnels. This docunent focuses on Virtual
Private LAN Service (VPLS) and Virtual Private Wre Service (VPWE)
sol utions and services.

[ RFC8029] defines nechanisns for detecting data plane failures in



MPLS Label Switched Paths (LSPs), including procedures to check the
correct operation of the data plane as well as nmechanisns to verify
the data pl ane agai nst the control plane.

[ 1 EEE-802.1Q specifies the Ethernet Connectivity Fault Managenent
(CFM protocol, which defines the concepts of Mintenance Domains,
Mai nt enance Associ ations, Mintenance End Poi nts, and Mi ntenance
I nt ermedi at e Poi nts.

[Y.1731] extends Connectivity Fault Managenment in the follow ng
areas: it defines fault notification and al arm suppression functions
for Ethernet and specifies nechani sns for Ethernet performance
managenent, including loss, delay, jitter, and throughput

nmeasur enent .

1.2. Specification of Requirenents

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [ RFCB174] when, and only when, they appear in all
capitals, as shown here.

1.3. Term nol ogy

Thi s docunment uses the follow ng term nol ogy, nuch of which is
defined in [ RFC6136]:

CE Cust onmer Edge device; for exanple, a host, router, or
swi t ch.

CFM Connectivity Fault Managenent [I|EEE-802.1Q

DF Desi gnat ed Forwarder [ RFC7432]

Down MEP A MEP that originates traffic away fromand term nates

traffic towards the core of the device in whose port it
is logically | ocated.

EVI An EVPN instance spanning the Provider Edge (PE) devices
participating in that EVPN [ RFC7432] .

L2VPN Layer 2 VPN

LCC Loss of continuity

VA Mai nt enance Associ ation; a set of MEPs belonging to the

same Mai ntenance Domain (MD) established to verify the
integrity of a single service instance [|EEE-802.1(Q .

VD Mai nt enance Donmi n; an OAM Donmain that represents a
regi on over which OAM franes can operate unobstructed
[ 1 EEE-802. 1Q .

VEP Mai nt enance End Point; it is responsible for origination
and term nation of OAMfranes for a given VA, A MEP is
logically located in a device' s port [I|EEE-802.1Q.

M P Mai nt enance Intermediate Point; it is |ocated between
peer MEPs and can process and respond to certain OAM
frames but does not initiate them A MPis logically
| ocated in a device's port [|EEE-802.1Q.

MP2P Mul ti point to Point

NVS Net wor k Management Station [ RFC6632]



P Provi der network interior (non-edge) node

P2\VP Point to Miltipoint

PBB Provi der Backbone Bridge [ RFC7623]

PE Provi der Edge network device

Up MEP A MEP that originates traffic towards and term nates

traffic fromthe core of the device in whose port it is
| ogi cally | ocat ed.

VPN Virtual Private Network
2. EVPN OAM Fr anewor k
2.1. QAM Layering

Multiple layers cone into play for inplenmenting an L2VPN service
using the EVPN fam |y of solutions as |isted below. The focus of
this docunent is the service and network | ayers.

* The service layer runs end to end between the sites or Ethernet
segnents that are being interconnected by the EVPN sol ution

*  The network | ayer extends between the EVPN PE (Provider Edge)
nodes and is nostly transparent to the P (provider network
interior) nodes (except where flow entropy conmes into play). It
| everages MPLS for service (i.e., EVI) multiplexing and split-
hori zon functi ons.

* The transport layer is dictated by the networking technol ogy of
the PSN. It may be based on either MPLS LSPs or |P

* The link layer is dependent upon the physical technol ogy used.
Et hernet is a popular choice for this layer, but other
alternatives are deployed (e.g., Packet over SONET (POCS), Dense
Wavel ength Division Miultiplexing (DWDM, etc.).

This layering extends to the set of OAM protocols that are invol ved
in the ongoi ng mai ntenance and di agnosti cs of EVPN networks.

Figure 1 bel ow depicts the QAM | ayeri ng and shows whi ch devi ces have
visibility into what OAM | ayer (s).

+---+ +---+
+- -+ | | +---+ +---+ +---+ | | +- -+
| CE] -~~~ PE |----] P|----] P|----] P|----|PE |----|CE|
+- -+ | | +---+ +---+ +---+ | | +- -+
+---+ +---+
0------- O----------- Service OAM ----------- 0------- o]
O----------- Network OAM ----------- 0
O---=----- O---=----- O---=----- O---=----- o Transport CAM
0----0 0----0 0----0 O0----0 O0----0 O0----0 Link CAM

Figure 1: OAM Layering

Servi ce OAM and Network QOAM nechani sns only have visibility to the PE
nodes but not the P nodes. As such, they can be used to deduce
whether the fault is in the custoner’s own network, the |ocal CE-PE
segment, the PE-PE segnent, or the renote CE-PE segment(s). EVPN
Transport OAM nechani sns can be used for fault isolation between the



PEs and P nodes.

Fi gure 2 bel ow shows an exanpl e network where Et hernet donains are
i nterconnected via EVPN using MPLS, and it shows the OAM nechani sns
that are applicable at each layer. The details of the layers are
described in the sections bel ow

+---+ +---+
+- -+ | +---+ +---+ +---+ | | +- -+
| CE| -~~~ |PE |----] P|----] P|----] P|----|PE |----|CE|
+- -+ | | +---+ +---+ +---+ | | +- -+
+---+ +---+
0----0---------- CFM (Service CAM) ---------- 0----0
0-------- EVPN Network OAM --------- o]
O-------- O-------- O-------- O-------- o MPLS CAM
0----0 0----0 0----0 0----0 0----0 0----0 802.3 CAM

[ | EEE- 802. 3]
Fi gure 2: EVPN OAM Exanpl e
.2. EVPN Service OAM

The EVPN Service OAM protocol depends on what service-|ayer

technol ogy is being interconnected by the EVPN solution. In the case
of [RFC7432] and [RFC7623], the service layer is Ethernet; hence, the
correspondi ng Service OAM protocol is Ethernet CFM [| EEE-802. 1(Q .

EVPN Service OAMis visible to the CEs and EVPN PEs but not to the P
nodes. This is because the PEs operate at the Ethernet MAC | ayer in
[ RFC7432] and [ RFC7623], whereas the P nodes do not.

The EVPN PE MUST support M P functions in the applicable Service OQAM
protocol (for exanple, Ethernet CFM. The EVPN PE SHOULD support MEP
functions in the applicable Service OAM protocol. This includes both
Up and Down MEP functi ons.

As shown in Figure 3, the MP and MEP functions being referred to are
logically located within the device’s port operating at the customer
|l evel. (There could be MEPs/M Ps within PE ports facing the provider
networ k, but they would not be relevant to EVPN Service OAM as the
traffic passing through themw Il be encapsul ated/tunnel ed, so any
custoner-|evel OAM nessages will just be treated as data.) Down MEP
functions are away fromthe core of the device while Up MEP functions
are towards the core of the device (towards the PE forwarding
mechanismin the case of a PE). QOAM nessages between the PE Up MEPs
shown are a type of EVPN Network OAM whil e such nessages between the
CEs or froma PEto its local CE or to the renote CE are Service
OAMS.

S + oo + oo + S +
| +----- +| I +| I +| | +----- +|
[l cEI] I PE || [ PE || |l CE |
| +--+--+| R +- +| | +-4-------- +- - -+ | +--+--+|
I I I I I [ || I I I I I
| +--+--+ | +---+----- + | | +----- +- - -+ | +--+--+
|| MEP || [ | | Up 7| I I | Up 7| [ | || MEP ||
| | DownV] | || MP| MEP | I I | MEP | M P | | | DownV] |
| +--+--+ || | DownV]| I I | DownVv] || | +--+-- 4
I I I | === + | | +----- +- - - I I I
- -+ R | --+ R I |----+ - -+
I I I I I I
T + +- - - ---+ T +



Figure 3: CFM Detail s

The EVPN PE MUST, by default, learn the MAC address of locally
attached CE MEPs by snooping on CFM franmes and advertising themto
renote PEs as a MAC/I P Advertisenment route. Some nmeans to limt the
nunber of MAC addresses that a PE will | earn SHOULD be i npl ement ed.

The EVPN PE SHOULD advertise any MEP/M P local to the PE as a MAC/ I P
Advertisenent route. Since these are not subject to nobility, they
SHOULD be advertised with the static (sticky) bit set (see

Section 15.2 of [RFC7432]).

.3.  EVPN Network OAM

EVPN Network OAM is visible to the PE nodes only. This OAM | ayer is
anal ogous to Virtual Circuit Connectivity Verification (VCCV)

[ RFC5085] in the case of VPLS/VPWS. It provides nechanisns to check
the correct operation of the data plane as well as a nmechanismto
verify the data pl ane agai nst the control plane. This includes the
ability to performfault detection and diagnostics on:

* the MP2P tunnels used for the transport of unicast traffic between
PEs. EVPN allows for three different nodels of unicast |abe
assignnent: |abel per EVI, |abel per <ESI, Ethernet Tag>, and
| abel per MAC address. 1In all three nodels, the label is bound to
an EVPN Uni cast Forwardi ng Equi val ence O ass (FEC). EVPN Network
OAM MUST provi de nmechani snms to check the operation of the data
pl ane and verify that operation against the control plane view

* the MP2P tunnels used for aliasing unicast traffic destined to a
mul ti honed Ethernet segnent. The three | abel assignnment nodels,
di scussed above, apply here as well. 1In all three nodels, the
| abel is bound to an EVPN Aliasing FEC. EVPN Network OAM MJST
provi de mechani sms to check the operation of the data pl ane and
verify that operation against the control plane view.

* the multicast tunnels (either MP2P or P2MP) used for the transport
of broadcast, unknown unicast, and multicast traffic between PEs.
In the case of ingress replication, a label is allocated per EVI
or per <EVI, Ethernet Tag> and is bound to an EVPN Milticast FEC
In the case of Label Switched Miulticast (LSM and, nore
specifically, aggregate inclusive trees, again, a |abel may be
al | ocated per EVI or per <EVI, Ethernet Tag> and is bound to the
tunnel FEC.

* the correct operation of the Ethernet Segment Identifier (ESI)
split-horizon filtering function. In EVPN, a label is allocated
per nmulti homed Ethernet segnment for the purpose of performing the
access split-horizon enforcenent. The |label is bound to an EVPN
Et her net segnent.

* the correct operation of the Designated Forwarder (DF) [RFC7432]
filtering function. EVPN Network OAM MJST provi de mechani sns to
check the operation of the data plane and verify that operation
agai nst the control plane view for the DF filtering function

EVPN Net wor k OAM nechani sms MUST provi de i n-band nonitoring
capabilities. It is desirable, to the extent practical, for OAMtest
messages to share fate with data nessages. Details of how to achi eve
this are beyond the scope of this docunent.

EVPN Net wor k OAM SHOULD provi de both proactive and on-denmand
mechani snms of nonitoring the data pl ane operation and data pl ane
conformance to the state of the control plane.
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4. Transport QAM for EVPN

The Transport OAM protocol depends on the nature of the underlying
transport technology in the PSN. MPLS OAM nechani sns [ RFC8029]

[ RFC6425] as well as I CWP [ RFCO792] and | CMPv6 [ RFC4443] are
appl i cabl e, dependi ng on whether the PSN enpl oys MPLS or |IP
transport, respectively. Furthernore, Bidirectional Forwarding

Det ecti on (BFD) mechani sns per [ RFC5880], [RFC5881], [RFC5883], and

[ RFC5884] apply. Also, the BFD nechani sns pertaining to MPLS-TP LSPs
per [RFC6428] are applicable.

5. Link OCAM

Li nk OAM depends on the data-link technol ogy being used between the
PE and P nodes. For exanple, if Ethernet |inks are enployed, then
Et hernet Link OAM ([ | EEE-802. 3], C ause 57) may be used.

6. QAM I nt er wor ki ng

When i nterworking two networking domains, such as actual Ethernet and
EVPN to provide an end-to-end enul ated service, there is a need to
identify the failure domain and | ocation, even when a PE supports
both the Service OAM nechani snms and the EVPN Net wor k OAM nechani sns.
In addition, scalability constraints may not allow the running of
proactive nonitoring, such as Ethernet Continuity Check Messages
(CCVvs) [IEEE-802.1Q, at a PE to detect the failure of an EVI across
the EVPN donain. Thus, the mapping of alarns generated upon failure
detection in one donmain (e.g., actual Ethernet or EVPN network
domain) to the other domain is needed. There are also cases where a
PE may not be able to process Service OAM nessages received froma
renote PE over the PSN even when such nessages are defined, as in the
Et hernet case, thereby necessitating support for fault notification
message nmappi ng between the EVPN Network domain and the Service
domai n.

OAM interworking is not limted, though, to scenarios involving

di sparate network domains. It is possible to perform OQAM
interworking across different layers in the sane network domain. In
general, alarnms generated within an OAM | ayer, as a result of
proactive fault detection nmechanisns, may be injected into its
client-layer OAM nmechani sms. This allows the client-layer OAMto
trigger event-driven (i.e., asynchronous) fault notifications. For
exanpl e, alarms generated by the Link OAM nmechani sns nmay be injected
into the Transport OAM | ayer, and al arns generated by the Transport
OAM nechani sm may be injected into the Network OAM nechani sm and so
on.

EVPN OAM MUST support interworking between the Network OAM and
Servi ce OAM nechani sns. EVPN OQAM MAY support interworking anong
ot her OAM | ayers.

EVPN OAM Requi renent s

Thi s section discusses the EVPN OAM requi renents pertaining to fault
managenent and performance managenent.

1. Fault Managenent Requirenents

1.1. Proactive Fault Managerment Functions

The network operator configures proactive fault nanagement functions
to run periodically. Certain actions (for exanple, protection

swi tchover or alarmindication signaling) can be associated with
specific events, such as entering or clearing fault states.

1.1.1. Fault Detection (Continuity Check)



Proactive fault detection is perforned by periodically nonitoring the
reachability between service end points, i.e., MEPs in a given M

t hrough the exchange of CCMs [| EEE-802.1Q . The reachability between
any two arbitrary MEPs may be nonitored for:

* in-band, per-flow nonitoring. This enables per-flow nonitoring
bet ween MEPs. EVPN Network OAM MUST support fault detection with
per-user flow granularity. EVPN Service OAM MAY support fault
detection with per-user flow granularity.

* arepresentative path. This enables a |iveness check of the nodes
hosting the MEPs, assuming that the |oss of continuity (LOC) to
the MEP is interpreted as a failure of the hosting node. This,
however, does not conclusively indicate |iveness of the path(s)
taken by user data traffic. This enables node failure detection
but not path failure detection through the use of a test flow.
EVPN Net work OAM and Service OAM MJUST support fault detection
using test flows.

* all paths. For MPLS/IP networks with ECVP, the nonitoring of al
uni cast pat hs between MEPs (on non-adjacent nodes) nay not be
possi bl e since the per-hop ECW hashi ng behavior may yield
situations where it is inpossible for a MEP to pick flow entropy
characteristics that result in exercising the exhaustive set of
ECMP paths. The nonitoring of all ECMP paths between MEPs (on
non- adj acent nodes) is not a requirenent for EVPN OAM

The fact that MPLS/I P networks do not enforce congruency between

uni cast and nulticast paths neans that the proactive fault detection
mechani sms for EVPN networks MJST provide procedures to nonitor the
uni cast paths independently of the nulticast paths. This applies to
EVPN Servi ce OAM and Net work OAM

3.1.1.2. Defect Indication

Def ect indications can be categorized into tw types: forward and
reverse, as described below. EVPN Service OAM MJST support at |east
one of these types of event-driven defect indications upon the
detection of a connectivity defect.

3.1.1.2.1. Forward Defect Indication (FDI)

FDI is used to signal a failure that is detected by a | ower-layer OAM
mechanism A server MEP (i.e., an actual or virtual MEP) transnmits a
forward defect indication in a direction away fromthe direction of
the failure (refer to Figure 4 bel ow).

Fail ure
|
fom - + fom - + V4o + fom - +
| A [ | B [--X0¢-| C eveees | D |
fom - + fom - + fom - + fom - +
<:::::::::::| |::::::::::::>

Forward Forward

Def ect Def ect

I ndi cation I ndi cation

Figure 4: Forward Defect I|ndication

Forward defect indication may be used for al arm suppressi on and/ or
for the purpose of interworking with other |ayer OAM protocol s.

Al arm suppression is useful when a transport-Ilevel or network-I|evel
fault translates to multiple service- or flowlevel faults. 1In such
a scenario, it is enough to alert a network managenent station (NMVS)



of the single transport-level or network-level fault in |lieu of
flooding that NMS with a nultitude of Service or Flow granularity
al arns. EVPN PEs SHOULD support forward defect indication in the
Servi ce OAM nechani sns.

3.1.1.2.2. Reverse Defect Indication (RD)
RDI is used to signal that the advertising MEP has detected a LOC

defect. RDI is transmitted in the direction of the failure (refer to
Fi gure 5).

Fai l ure
|
+----- + +----- + Vv +----- + +----- +
I | B [--XXX-| C |------ | D |
R + R + R + R +
| —=—====—===> <::::::::::::|

Rever se Rever se

Def ect Def ect

I ndi cati on I ndi cati on

Fi gure 5: Reverse Defect Indication

RDI al |l ows singl e-si ded managenent, where the network operator can
exam ne the state of a single MEP and deduce the overall health of a
moni tored service. EVPN PEs SHOULD support reverse defect indication
in the Service OAM nechani sms. This includes both the ability to
signal a LOC defect to a remote MEP as well as the ability to
recognize RDI froma renote MEP. Note that, in a multipoint MA, RDI
is not a useful indicator of unidirectional fault. This is because
RDI carries no indication of the affected MEP(s) with which the
sender had detected a LOC defect.

3.1.2. On-Demand Fault Managenent Functions

On-demand fault managenment functions are initiated manually by the
networ k operator and continue for a bounded tine period. These
functions enable the operator to run diagnostics to investigate a
def ect condition.

3.1.2.1. Connectivity Verification

EVPN Net wor k OAM MUST support on-denmand connectivity verification
mechani sns for unicast and nmulticast destinations. The connectivity
verification nechani sns SHOULD provi de a neans for specifying and
carrying the followi ng in the nessages:

* variabl e-1ength payl oad/ padding to test connectivity probl ens
related to the Maxi mum Transni ssion Unit (MrU)

* test frane formats as defined in Appendi x C of [RFC2544] to detect
potential packet corruption

EVPN Net wor k OAM MUST support connectivity verification at per-flow
granularity. This includes both user flows (to test a specific path
between PEs) as well as test flows (to test a representative path
bet ween PEs).

EVPN Servi ce OAM MUST support connectivity verification on test flows
and MAY support connectivity verification on user flows.

For multicast connectivity verification, EVPN Network QAM MJST
support reporting on:

* the DF filtering status of a specific port(s) or all the ports in



a given bridge domain.

* the split-horizon filtering status of a specific port(s) or al
the ports in a given bridge donain.

3.1.2.2. Fault |sol ation

EVPN OAM MUST support an on-dermand fault |ocalization function. This
i nvol ves the capability to narrow down the locality of a fault to a
particular port, link, or node. The characteristic of forward/
reverse path asymmetry in MPLS/IP makes fault isolation a direction-
sensitive operation. That is, given two PEs A and B, |ocalization of
continuity failures between themrequires running fault-isolation
procedures fromPE Ato PEB as well as fromPE B to PE A

EVPN Servi ce OAM nechani snms only have visibility to the PEs but not
the MPLS or I P P nodes. As such, they can be used to deduce whether
the fault is in the customer’s own network, the |ocal CE-PE segnent,
or a rempote CE-PE segnent(s). EVPN Network and Transport QAM
mechani sms can be used for fault isolation between the PEs and P
nodes.

3.2. Performance Managenent

Per f or mance managenent functions can be performed both proactively
and on denand. Proactive nmanagenent involves a recurring function
where t he perfornmance managenent probes are run continuously w thout
a trigger. W cover both proactive and on-denmand functions in this
section.

3.2.1. Packet Loss

EVPN Net wor k OAM SHOULD provi de nmechani sns for neasuring packet |oss
for a given service -- for exanmple, [RFC7680] and [ RFC6673].

G ven that EVPN provides inherent support for nultipoint-to-
mul ti poi nt connectivity, packet |oss cannot be accurately neasured by
means of counting user data packets. This is because user packets
can be delivered to nore PEs or nore ports than are necessary (e.g.,
due to broadcast, unpruned multicast, or unknown unicast fl ooding).
As such, a statistical means of approxi mating the packet loss rate is
required. This can be achi eved by sending "synthetic" OAM packets
that are counted only by those ports (MEPs) that are required to
receive them This provides a statistical approxinmation of the
nunber of data frames lost, even with nultipoint-to-nmnultipoint
connectivity.

3.2.2. Packet Delay and Jitter

EVPN Servi ce OAM SHOULD support neasurenent of one-way and two-way
packet delay and delay variation (jitter) across the EVPN networKk.
Measur ement of one-way delay requires clock synchronization between
the probe source and target devices. Mechanisns for clock
synchroni zati on are outside the scope of this docunment. Note that
Servi ce OAM performance managenent mechani sns defined in [Y.1731] can
be used. See also [RFC7679], [RFC2681], and [ RFC3393].

EVPN Net wor k OAM MAY support neasurenent of one-way and two-way
packet delay and delay variation (jitter) across the EVPN networKk.

4. Security Considerations

EVPN OAM MUST prevent OAM packets from | eaki ng outsi de of the EVPN
network or outside their correspondi ng Maintenance Dormain. This can
be done for CFM for exanple, by having MEPs inplenment a filtering
function based on the Miintenance Level associated with received OAM



packets.

EVPN OAM SHOULD provi de mechani sns for inplenentation and opti onal
use to:

* prevent denial-of-service attacks caused by exploitation of the
OAM nessage channel (for exanple, by forging nessages to exceed a
Mai nt enance End Point’'s capacity to maintain state).

* authenticate conmmunicating end points (for exanple, MEPs and
M Ps) .

5. |1 ANA Consi derations

Thi s docunment has no | ANA acti ons.
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