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Abst ract

Thi s docunent describes how to provide | Psec-based fl ow protection
(integrity and confidentiality) by nmeans of an Interface to Network
Security Function (I12NSF) Controller. 1t considers two main well -
known scenarios in | Psec: gateway-to-gateway and host-to-host. The
servi ce described in this docunent allows the configuration and
moni toring of | Psec Security Associations (IPsec SAs) from an | 2NSF
Controller to one or several flow based Network Security Functions
(NSFs) that rely on IPsec to protect data traffic.

Thi s docunent focuses on the | 2NSF NSF-Faci ng I nterface by providing
YANG data nodel s for configuring the | Psec databases, nanely Security
Pol i cy Database (SPD), Security Associati on Database (SAD), Peer

Aut hori zati on Dat abase (PAD), and Internet Key Exchange Version 2
(IKEv2). This allows IPsec SA establishment with mninmal
intervention by the network adm nistrator. This docunent defines
three YANG nodul es, but it does not define any new protocol
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I ntroduction

Sof t war e- Defi ned Networking (SDN) is an architecture that enables
adm nistrators to directly program orchestrate, control, and manage
networ k resources through software. The SDN paradi gmrel ocates the
control of network resources to a centralized entity, nanely the SDN
Controller. SDN Controllers configure and manage di stri buted network
resources and provi de an abstracted view of the network resources to
SDN applications. SDN applications can custonize and automate the
operations (including nmanagenment) of the abstracted network resources
in a programmuabl e manner via this interface [ RFC7149] [ITU T.Y. 3300]

[ ONF- SDN- Ar chi t ecture] [ ONF- OpenFl ow] .

Recently, several network scenarios now demand a centralized way of
managi ng different security aspects, for exanple, Software-Defined
WANs (SD-WANs). SD-WANs are SDN extensions providing software
abstractions to create secure network overlays over traditional WAN
and branch networks. SD-WANs utilize |Psec [RFC4301] as an
underlying security protocol. The goal of SD-WANs is to provide
flexi ble and automat ed depl oynent froma centralized point to enable
on-demand network security services, such as |Psec Security

Associ ation (I Psec SA) managenent. Additionally, Section 4.3.3



("Cient-Specific Security Policy in Coud VPNs") of [RFC3192]
descri bes another exanple use case for a cloud data center scenario.
The use case in [RFC8192] states that "dynam c key nanagenent is
critical for securing the VPN and the distribution of policies"
These VPNs can be established using | Psec. The nanagenment of |Psec
SAs in data centers using a centralized entity is a scenario where
the current specification my be applicable.

Therefore, with the growmh of SDN based scenari os where network
resources are deployed in an autononous manner, a nmechanismto nmanage
I Psec SAs froma centralized entity becomes nore relevant in the

i ndustry.

In response to this need, the Interface to Network Security Functions
(I 2NSF) charter states that the goal of this working group is "to
define a set of software interfaces and data nodels for controlling
and nonitoring aspects of physical and virtual NSFs". As defined in
[ RFC8192], a Network Security Function (NSF) is "a function that is
used to ensure integrity, confidentiality, or availability of network
conmmuni cation; to detect unwanted network activity; or to block, or
at least nitigate, the effects of unwanted activity". This docunent
pays special attention to flow based NSFs that ensure integrity and
confidentiality by nmeans of | Psec.

In fact, Section 3.1.9 of [RFC8192] states that "there is a need for
a controller to create, nmanage, and distribute various keys to

di stributed NSFs"; however, "there is a lack of a standard interface
to provision and manage security associations". |Inspired by the SDN
paradi gm the | 2NSF franmework [ RFC8329] defines a centralized entity,
the 12NSF Controll er, which manages one or mnultiple NSFs through an

| 2NSF NSF- Facing Interface. 1In this docunent, an architecture is
defined for allowing the I12NSF Controller to carry out the key
managenent procedures. More specifically, three YANG data nodels are
defined for the | 2NSF NSF-Facing Interface, which allows the | 2NSF
Controller to configure and nonitor |Psec-enabled, flow based NSFs.

The 1 Psec architecture [RFC4301] defines a clear separation between
the processing to provide security services to | P packets and the key
managenment procedures to establish the I Psec SAs, which allows
centralizing the key managenent procedures in the |2NSF Controller
Thi s docunent considers two typical scenarios to autononously nmanage
| Psec SAs: gateway-to-gateway and host-to-host [RFC6071]. |In these
cases, hosts, gateways, or both may act as NSFs. Due to its

conpl exity, consideration for the host-to-gateway scenario is out of
scope. The source of this conplexity cones fromthe fact that, in
this scenario, the host nay not be under the control of the |2NSF
Controller and, therefore, it is not configurable. Nevertheless, the
| 2NSF interfaces defined in this docunment can be considered as a
starting point to analyze and provide a solution for the host-to-

gat eway scenari o.

For the definition of the YANG data nodels for the |2NSF NSF-Faci ng
Interface, this docunent considers two general cases, nanely:

1. |IKE case. The NSF inplenents the Internet Key Exchange Version 2
(I KEv2) protocol and the | Psec databases: the Security Policy
Dat abase (SPD), the Security Association Database (SAD), and the
Peer Authorization Database (PAD). The |2NSF Controller is in
charge of provisioning the NSF with the required information in
the SPD and PAD (e.g., IKE credentials) and the | KE protocol
itself (e.g., paraneters for the IKE_SA INIT negotiation).

2. |IKE-less case. The NSF only inplenents the | Psec databases (no
| KE i mpl ementation). The |2NSF Controller will provide the
required parameters to create valid entries in the SPD and the
SAD of the NSF. Therefore, the NSF will only have support for



| Psec whereas key management functionality is noved to the | 2NSF
Control ler.

In both cases, a YANG data nodel for the | 2NSF NSF-Facing Interface
is required to carry out this provisioning in a secure nmanner between
the 12NSF Controller and the NSF. Using YANG data mnodel i ng | anguage
version 1.1 [RFC7950] and based on YANG data nodel s defined in

[ netconf-vpn] and [ TRAN- |1 PSECVE- YANG and the data structures defined
in [RFC4301] and [ RFC7296], this docunent defines the required
interfaces with a YANG data nodel for configuration and state data
for IKE, PAD, SPD, and SAD (see Sections 5.1, 5.2, and 5.3). The
proposed YANG data nodel conforms to the Network Management Datastore
Architecture (NVDA) defined in [RFC8342]. Exanples of the usage of
these data nodels can be found in Appendices A B, and C

In summary, the objectives of this document are:

* To describe the architecture for |2NSF-based | Psec managenent,
which allows for the establishment and managenent of |Psec
Security Associations fromthe |I12NSF Controller in order to
protect specific data flows between two fl ow based NSFs
i mpl ementing | Psec.

* To map this architecture to the |I2NSF framework.

* To define the interfaces required to nmanage and nonitor the | Psec
SAs in the NSF froman |2NSF Controller. YANG data nodels are
defined for configuration and state data for |Psec and | KEv2
managenment through the | 2NSF NSF- Faci ng I nterface. The YANG data
model s can be used via existing protocols, such as the Network
Configuration Protocol (NETCONF) [ RFC6241] or RESTCONF [ RFC8040].
Thus, this docunment defines three YANG nodul es (see Section 5) but
does not define any new protocol.

Ter mi nol ogy

Thi s docunent uses the term nol ogy described in [ITUT.Y.3300],
[ RFC8192], [RFC4301], [RFC6437], [RFC7296], [RFC6241], and [ RFC8329].

The following termis defined in [ITUT.Y.3300]:
*  Sof t war e- Defi ned Net wor ki ng ( SDN)

The following terns are defined in [ RFC8192]:

*  Network Security Function (NSF)

*  fl ow based NSF

The following terns are defined in [ RFC4301]:

* Peer Authorization Database (PAD)

* Security Association Database (SAD)

* Security Policy Database (SPD)

The following two terns are related or have identical definition/
usage in [ RFC6437]:

* |l ow
* traffic flow

The following termis defined in [ RFC7296]:



* Internet Key Exchange Version 2 (IKEv2)
The following terns are defined in [ RFC6241]:
* configuration data

* configuration datastore

* state data

* startup configuration datastore

* running configuration datastore

.1. Requirenents Language

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capitals, as shown here

SDN- Based | Psec Managenent Descri ption

As nentioned in Section 1, two cases are considered, depending on
whet her the NSF i nplenents I KEv2 or not: the | KE case and the | KE-
| ess case.

.1. | KE Case: |KEv2/1Psec in the NSF

In this case, the NSF inplenments IPsec with | KEv2 support. The |2NSF
Controller is in charge of managi ng and appl ying | Psec connection

i nformati on (determ ning which nodes need to start an | KEv2/ | Psec
session, identifying the type of traffic to be protected, and
deriving and delivering | KEv2 credentials, such as a pre-shared key
(PSK), certificates, etc.) and applying other | KEv2 configuration
paraneters (e.g., cryptographic algorithms for establishing an | KEv2
SA) to the NSF necessary for the | KEv2 negoti ation

Wth these entries, the KEv2 inplenmentation can operate to establish
the I Psec SAs. The |2NSF User establishes the | Psec requirenents and
i nformati on about the endpoints (through the |I2NSF Consuner-Faci ng
Interface [ RFC8329]), and the |I2NSF Controller transl ates these
requirenents into I KEv2, SPD, and PAD entries that will be installed
into the NSF (through the | 2NSF NSF-Facing Interface). Wth that
informati on, the NSF can just run IKEv2 to establish the required

| Psec SA (when the traffic flow needs protection). Figure 1 shows
the different |ayers and corresponding functionality.

| Psec Managenent System | I 2NSF User

| 12NSF Consuner - Faci ng
| Interface

| I'KEv2 Configuration, PAD and SPD Entries | |2NSF
| Di stri bution | Controller

| I2NSF NSF- Faci ng
| Interface

| | KEv2 | | Psec( PAD, SPD) | Network
I e | Security



| | Psec Data Protection and Forwardi ng | Function

Figure 1: | KE Case: |IKE/IPsec in the NSF

| 2NSF- based | Psec fl ow protection services provide dynani c and

fl exi bl e managenent of IPsec SAs in flow based NSFs. |In order to
support this capability in the I KE case, a YANG data nodel for |KEv2,
SPD, and PAD configuration data and for |KEv2 state data needs to be
defined for the | 2NSF NSF- Facing Interface (see Section 5).

.2. |IKE-less Case: IPsec (No I KEv2) in the NSF

In this case, the NSF does not deploy IKEv2 and, therefore, the |2NSF
Controller has to performthe | KEv2 security functions and nanagenent
of I Psec SAs by popul ati ng and nmanagi ng the SPD and the SAD.

As shown in Figure 2, when an |2NSF User enforces fl ow based
protection policies through the Consumner-Facing Interface, the |I2NSF
Controller translates these requirenments into SPD and SAD entri es,
which are installed in the NSF. PAD entries are not required, since
there is no IKEv2 in the NSF.

| SPD and SAD Entries | 1 2NSF
| Distribution | Controller

T +
| | Psec (SPD, SAD) | Network

R R | Security
| | Psec Data Protection and Forwarding | Function
o e e e e e e e e e e e e e e e e e e e e memao o +

Figure 2: IKE-1ess Case: IPsec (No IKEv2) in the NSF
In order to support the | KE-less case, a YANG data nodel for SPD and
SAD configuration data and SAD state data MJST be defined for the
NSF- Faci ng I nterface (see Section 5).
Specifically, the IKE-1ess case assunes that the | 2NSF Control |l er has
to perform sone security functions that | KEv2 typically does, nanely
(non-exhaustive list):
* Initialization Vector (V) generation
* prevention of counter resets for the sane key

* generation of pseudorandom cryptographi c keys for the | Psec SAs

* generation of the | Psec SAs when required based on notifications
(i.e., sadb-acquire) fromthe NSF

* rekey of the |IPsec SAs based on notifications fromthe NSF (i.e.,
expire)

* NAT traversal discovery and managenent



Additionally to these functions, another set of tasks nust be
performed by the | 2NSF Control |l er (non-exhaustive list):

* | Psec SA's Security Parameter |Index (SPl) random generation
* cryptographic algorithmsel ection
* usage of extended sequence nunbers
* establishment of proper Traffic Sel ectors
| KE Case vs. | KE-less Case

In principle, the IKE case is easier to deploy than the |IKE-|ess case
because current flow based NSFs (either hosts or gateways) have
access to | KEv2 inplenentations. Wile gateways typically deploy an
| KEv2/ 1 Psec inplenmentation, hosts can easily install it. As a
downsi de, the NSF needs nore resources to use |KEv2, such as nenory
for the I KEv2 inpl enentati on and conputation, since each |Psec
Security Association rekeying MAY involve a Diffie-Hellman (DH)
exchange.

Alternatively, the | KE-1ess case benefits the deploynment in resource-
constrai ned NSFs. Mreover, |KEv2 does not need to be perforned in
gat eway-to-gateway and host-to-host scenarios under the sane | 2NSF
Controller (see Appendix D.1). On the contrary, the conplexity of
creating and managing | Psec SAs is shifted to the | 2NSF Controll er
since IKEv2 is not in the NSF. As a consequence, this may result in
a nmore conplex inplenmentation in the controller side in conparison
with the I KE case. For exanple, the |I2NSF Controller has to dea
with the latency existing in the path between the | 2NSF Controll er
and the NSF (in order to solve tasks, such as rekey) or creation and
installation of new | Psec SAs. However, this is not specific to this
contribution but a general aspect in any SDN-based network. In
summary, this conplexity may create sone scal ability and performance
i ssues when the nunber of NSFs is high

Nevert hel ess, literature around SDN based network nanagenent using a
centralized controller (like the 2NSF Controller) is aware of

scal ability and perfornmance issues, and sol uti ons have been al ready
provi ded and di scussed (e.g., hierarchical controllers, having
multiple replicated controllers, dedicated high-speed nanagenent
networks, etc.). In the context of |2NSF-based | Psec nanagenent, one
way to reduce the latency and all eviate sone performance i ssues can
be to install the IPsec policies and | Psec SAs at the sane tine
(proactive node, as described in Appendi x D.1) instead of waiting for
notifications (e.g., a sadb-acquire notification received froman NSF
requiring a new | Psec SA) to proceed with the I Psec SA installation
(reactive node). Another way to reduce the overhead and the
potential scalability and performance issues in the |I2NSF Controll er
is to apply the I KE case described in this docunent since the |Psec
SAs are managed between NSFs wit hout the invol venment of the |2NSF
Controller at all, except by the initial configuration (i.e., |KEv2,
PAD, and SPD entries) provided by the I12NSF Controller. O her
solutions, such as Controller-1KE [| PSECME- CONTROLLER- | KE], have
proposed that NSFs provide their DH public keys to the | 2NSF
Controller so that the |1 2NSF Controller distributes all public keys
to all peers. Al peers can calculate a uni que pairw se secret for
each other peer, and there is no inter-NSF nessages. A rekey
mechanismis further described in [| PSECVE- CONTROLLER- | KE] .

In terms of security, the | KE case provides better security
properties than the | KE-1ess case, as discussed in Section 7. The
mai n reason is that the NSFs generate the session keys and not the
| 2NSF Control |l er.



4.

4.

1. Rekeying Process

Performng a rekey for IPsec SAs is an inportant operation during the
| Psec SAs nmanagenent. Wth the YANG data nodels defined in this
docunent the |2NSF Controller can configure paraneters of the rekey
process (I KE case) or conduct the rekey process (I KE-1ess case).

I ndeed, depending on the case, the rekey process is different.

For the I KE case, the rekeying process is carried out by | KEv2,
following the information defined in the SPD and SAD (i.e., based on
the IPsec SAlifetine established by the |1 2NSF Controller using the
YANG dat a nodel defined in this docunment). Therefore, |Psec
connections will live unless sonething different is required by the
I 2NSF User or the | 2NSF Control |l er detects sonething w ong.

For the I KE-less case, the | 2NSF Controller MIST take care of the
rekeyi ng process. Wen the IPsec SAis going to expire (e.g., |Psec
SA soft lifetinme), it MJST create a new | Psec SA and it MAY renove
the old one (e.g., when the lifetine of the old I Psec SA has not been
defined). This rekeying process starts when the |2NSF Controll er
receives a sadb-expire notification or, on the |I2NSF Controller’s
initiative, based on lifetine state data obtained fromthe NSF. How
the 1 2NSF Controller inplenents an algorithmfor the rekey process is
out of the scope of this docunment. Nevertheless, an exanple of how
this rekey could be perforned is described in Appendi x D. 2.

2. NSF State Loss

If one of the NSF restarts, it will lose the I Psec state (affected
NSF). By default, the |I2NSF Controller can assume that all the state
has been lost and, therefore, it will have to send | KEv2, SPD, and

PAD i nformation to the NSF in the | KE case and SPD and SAD
information in the | KE-|l ess case.

In both cases, the I2NSF Controller is aware of the affected NSF
(e.g., the NETCONF/ TCP connection is broken with the affected NSF
the 12NSF Controller is receiving a sadb-bad-spi notification froma
particular NSF, etc.). Moreover, the |2NSF Controller keeps a list
of NSFs that have I Psec SAs with the affected NSF. Therefore, it
knows the affected | Psec SAs.

In the IKE case, the I12NSF Controller may need to configure the
affected NSF with the new | KEv2, SPD, and PAD information.

Al ternatively, I KEv2 configuration MAY be nade pernanent between NSF
reboots w thout conprom sing security by neans of the startup
configuration datastore in the NSF. This way, each tine an NSF
reboots, it will use that configuration for each rebooting. It would
i mply avoiding contact with the 12NSF Controller. Finally, the |2NSF
Controller may al so need to send new paraneters (e.g., a new fresh
PSK for authentication) to the NSFs that had | KEv2 SAs and | Psec SAs
with the affected NSF.

In the I KE-1ess case, the |1 2NSF Control |l er SHOULD delete the old

I Psec SAs in the non-failed nodes established with the affected NSF.
Once the affected node restarts, the | 2NSF Control |l er MJST take the
necessary actions to reestablish | Psec-protected comruni cation
between the failed node and those others having | Psec SAs with the
affected NSF. How the |I2NSF Controller inplenents an algorithmfor
managi ng a potential NSF state loss is out of the scope of this
docunent. Neverthel ess, an exanple of how this could be perfornmed is
described in Appendix D. 3

4.3. NAT Traversa

In the I KE case, | KEv2 already provides a nechanismto detect whether



some of the peers or both are |ocated behind a NAT. |In this case,
UDP or TCP encapsul ation for Encapsul ating Security Payl oad (ESP)
packets [ RFC3948] [RFC8229] is required. Note that |Psec transport
nmode MUST NOT be used in this specification when NAT is required.

In the | KE-l ess case, the NSF does not have the assistance of the

| KEv2 inplementation to detect if it is |located behind a NAT. If the
NSF does not have any other nechanismto detect this situation, the

| 2NSF Control | er SHOULD i npl ement a nechanismto detect that case.
The SDN paradi gm general |y assunmes the | 2NSF Controller has a vi ew of
the network under its control. This viewis built either by
requesting information fromthe NSFs under its control or information
pushed fromthe NSFs to the | 2NSF Controller. Based on this
information, the | 2NSF Controller MAY guess if there is a NAT
configured between two hosts and apply the required policies to both
NSFs besi des activating the usage of UDP or TCP encapsul ati on of ESP
packets [RFC3948] [RFC8229]. The interface for discovering if the
NSF is behind a NAT is out of scope of this docunent.

If the | 2NSF Control |l er does not have any mechani smto know whether a
host is behind a NAT or not, then the | KE case MJST be used and not
the | KE-| ess case.

4.4. NSF Registration and Di scovery

NSF registration refers to the process of providing the | 2NSF
Control ler information about a valid NSF, such as certificate, IP
address, etc. This information is incorporated in a list of NSFs
under its control

The assunption in this docunent is that, for both cases, before an
NSF can operate in this system it MJST be registered in the | 2NSF
Controller. In this way, when the NSF starts and establishes a
connection to the 1 2NSF Controller, it knows that the NSF is valid
for joining the system

Either during this registration process or when the NSF connects with
the I 2NSF Controller, the I12NSF Controller MJST di scover certain
capabilities of this NSF, such as what are the cryptographic suites
supported, the authentication nethod, the support of the |IKE case
and/ or the I KE-|1ess case, etc.

The registration and di scovery processes are out of the scope of this
docunent .

5. YANG Configuration Data Models

In order to support the IKE and | KE-|ess cases, nodels are provided
for the different parameters and val ues that nust be configured to
manage | Psec SAs. Specifically, the I KE case requires nodeling | KEv2
configuration paraneters, SPD and PAD, while the | KE-| ess case
requires configuration YANG data nodels for the SPD and SAD. Three
nmodul es have been defined: ietf-i2nsf-ikec (Section 5.1, conmon to
both cases), ietf-i2nsf-ike (Section 5.2, |IKE case), and ietf-i2nsf-
i kel ess (Section 5.3, IKE-less case). Since the nodule ietf-i2nsf-

i kec has only typedef and groupi ngs comon to the other nodules, a
simplified view of the ietf-i2nsf-ike and ietf-i2nsf-ikel ess nodul es
i s shown.

5.1. The "ietf-i2nsf-ikec’ Mdule
5.1.1. Data Mdel Overview

The nodul e ietf-i2nsf-ikec only has definitions of data types
(typedef) and groupings that are comon to the other nodul es.



5.1.2. YANG Modul e

Thi s nodul e has normative references to [ RFC3947], [ RFC4301],

[ RFC4303], [RFC8174], [RFCB221], [RFC3948], [RFC8229], [RFC6991],
[ 1 ANA- Pr ot ocol s- Nunber], [I|KEv2-Paraneters],

[ 1 KEv2- Transf orm Type-1], and [I| KEv2- Transform Type- 3] .

<CODE BEG NS> file "ietf-i2nsf-ikec@021-07-14.yang"
nmodul e ietf-i2nsf-ikec {
yang-version 1.1;
namespace "urn:ietf:paramnms: xm:ns:yang:ietf-i2nsf-ikec";
prefix nsfikec;

inmport ietf-inet-types {
prefix inet;
ref erence
"RFC 6991: Common YANG Data Types.";

}

organi zati on
"I ETF | 2NSF Wor ki ng Group";

cont act
"WG Web: <https://datatracker.ietf.org/wy/i2nsf/>
WG List: <mailto:i2nsf@etf.org>

Aut hor: Rafael Marin-Lopez
<mai |l to: raf a@m es>

Aut hor: GCabriel Lopez-MIlan
<mai | t 0: gabi | m@im es>

Aut hor: Fernando Pereni guez- Garci a
<mai | t o: f er nando. per eni guez@ud. upct . es>
description
"Common data nodel for the I KE and | KE-1ess cases
defined by the SDN- based | Psec flow protection service.

The key words ' MUST', ' MUST NOT', 'REQUI RED , 'SHALL’,
"SHALL NOT’, ’SHOULD , ' SHOULD NOT’, ' RECOMVENDED ,
"NOT RECOMMENDED , ' MAY', and 'OPTIONAL' in this
docunent are to be interpreted as described in BCP 14
(RFC 2119) (RFC 8174) when, and only when, they appear
in all capitals, as shown here.

Copyright (c) 2021 | ETF Trust and the persons
identified as authors of the code. All rights reserved.

Redi stribution and use in source and binary forns, with or

wi thout nodification, is permtted pursuant to, and subject
to the license ternms contained in, the Sinplified BSD License
set forth in Section 4.c of the |ETF Trust’s Legal Provisions
Rel ating to | ETF Documents
(https://trustee.ietf.org/license-info).

This version of this YANG nodule is part of RFC 9061; see
the RFC itself for full legal notices.";

revision 2021-07-14 {
description
"Initial version.";
ref erence
"RFC 9061: A YANG Data Model for |Psec Flow Protection
Based on Sof t war e- Defi ned Networking (SDN).";



typedef encr-alg-t {
type uint 16;
description
"The encryption algorithmis specified with a 16-bit
nunber extracted fromthe 1ANA registry. The acceptable
val ues MJUST follow the requirement |evels for
encryption algorithns for ESP and | KEv2.";
reference
"I ANA: Internet Key Exchange Version 2 (I KEv2) Paraneters,
| KEv2 Transform Attribute Types, Transform Type 1 -
Encryption Al gorithm Transform I Ds
RFC 8221: Cryptographic Al gorithm I npl enentation
Requi rements and Usage CGui dance for Encapsul ating
Security Payl oad (ESP) and Aut hentication Header
(AH)
RFC 8247: Al gorithm I npl ementation Requirenments and Usage
Qui dance for the Internet Key Exchange Protocol
Version 2 (I KEv2).";

}

typedef intr-alg-t {
type uint 16;
description
"The integrity algorithmis specified with a 16-bit
nunber extracted fromthe 1 ANA registry.
The acceptabl e val ues MUST fol |l ow t he requirenent
|l evels for integrity algorithnms for ESP and | KEv2.";
ref erence
"I ANA: Internet Key Exchange Version 2 (|IKEv2) Paraneters,
| KEv2 Transform Attri bute Types, Transform Type 3 -
Integrity Al gorithm Transform | Ds
RFC 8221: Cryptographic Al gorithm I npl enentation
Requi renments and Usage Qui dance for Encapsul ating
Security Payl oad (ESP) and Aut hentication Header
(AH)
RFC 8247: Al gorithm I npl ementati on Requirenents and Usage
Gui dance for the Internet Key Exchange Prot ocol
Version 2 (I KEv2).";

}

typedef ipsec-node {
type enuneration {
enum transport {
description
"I Psec transport node. No Network Address
Transl ation (NAT) support.”;

enum tunnel {
description
"I Psec tunnel node.";
}
}

description
"Type definition of |IPsec node: transport or
tunnel . ";
ref erence
"RFC 4301: Security Architecture for the Internet Protocol,
Section 3.2.";

}

typedef esp-encap {
type enuneration {
enum espintcp {
description
"ESP in TCP encapsul ation.";
reference



"RFC 8229: TCP Encapsul ation of |KE and
| Psec Packets.";
}
enum espi hudp {
description
"ESP in UDP encapsul ation.";
ref erence
"RFC 3948: UDP Encapsul ation of |Psec ESP
Packets.";
}
enum none {
description
"No ESP encapsul ation.";
}
}

description
"Types of ESP encapsul ati on when Networ k Address
Transl ation (NAT) may be present between two NSFs.";
ref erence
"RFC 8229: TCP Encapsul ation of I KE and | Psec Packets
RFC 3948: UDP Encapsul ati on of | Psec ESP Packets.";
}

typedef ipsec-protocol -parans {
type enuneration {
enum esp {
description
"I Psec ESP protocol.";
}
}

description
"Only the Encapsul ation Security Protocol (ESP) is
supported, but it could be extended in the future.";
ref erence
"RFC 4303: | P Encapsul ating Security Payload (ESP).";
}

typedef lifetime-action {
type enuneration {
enum termnate-clear {
description
"Term nates the I Psec SA and allows the
packets through.";
}
enum term nate-hold {
description
"Ternminates the | Psec SA and drops the
packets.";
}
enum repl ace {
description
"Repl aces the I Psec SA with a new one:
rekey.";
}
}
description
"When the lifetime of an I Psec SA expires, an action
needs to be perfornmed for the | Psec SA that
reached the lifetime. There are three possible
options: terninate-clear, termnate-hold, and
repl ace.”;
ref erence
"RFC 4301: Security Architecture for the Internet Protocol,
Section 4.5.";



typedef ipsec-traffic-direction {
type enuneration {
enum i nbound {
description
"l nbound traffic.";
}

enum out bound {
description
"Qutbound traffic.";
}
}

description
"I Psec traffic direction is defined in
two directions: inbound and out bound.
From an NSF perspective, inbound and
out bound are defined as nmentioned
in Section 3.1 in RFC 4301.";
ref erence
"RFC 4301: Security Architecture for the Internet Protocol
Section 3.1.";
}

typedef ipsec-spd-action {
type enuneration {
enum protect {
description
"PROTECT the traffic with I Psec.";
}
enum bypass {
description
"BYPASS the traffic. The packet is forwarded
wi t hout | Psec protection.”;
}
enum di scard {
description
"DI SCARD the traffic. The IP packet is
di scarded. ";
}
}
description
"The action when traffic matches an | Psec security
policy. According to RFC 4301, there are three
possi bl e val ues: BYPASS, PROTECT, and DI SCARD.";
ref erence
"RFC 4301: Security Architecture for the Internet Protocol,
Section 4.4.1.";
}

typedef ipsec-inner-protocol {
type union {
type uint8;
type enuneration {
enum any {
val ue 256;
description
"Any | P protocol nunber value.";
}

}

default "any";

description
"I Psec protection can be applied to specific IP
traffic and Layer 4 traffic (TCP, UDP, SCTP, etc.)
or ANY protocol in the |IP packet payl oad.
The | P protocol nunber is specified with a uint8
or ANY defining an enunerate with value 256 to



i ndi cate the protocol nunber. Note that in case
of IPv6, the protocol in the |IP packet payl oad
is indicated in the Next Header field of the |Pv6
packet.";
reference
"RFC 4301: Security Architecture for the Internet Protocol
Section 4.4.1.1
I ANA: Protocol Numbers.";

}

groupi hg encap {
description
"This group of nodes all ows defining of the type of
encapsul ation in case NAT traversal is
required and includes port information.";
| eaf espencap {
type esp-encap;
default "none";
description
"ESP in TCP, ESP in UDP, or ESP in TLS.";
}

| eaf sport {
type inet: port-nunber;
default "4500";
description
"Encapsul ati on source port.";

}
| eaf dport {
type inet: port-nunber;
default "4500";
description
"Encapsul ati on destination port.";

| eaf-1ist oaddr {
type inet:ip-address;
description
"If required, this is the original address that
was used before NAT was applied over the packet.";
}
ref erence
"RFC 3947: Negotiation of NAT-Traversal in the |IKE
RFC 8229: TCP Encapsul ation of I KE and | Psec Packets.";

}

grouping lifetime {
description
"Different lifetine values limted to an I Psec SA.";
leaf tine {

type uint32;
units "seconds";
default "0";

description
"Time in seconds since the |IPsec SA was added.
For exanple, if this value is 180 seconds, it
means the I Psec SA expires in 180 seconds since
it was added. The value O inplies infinite.";
}
| eaf bytes {
type uint64;
default "0";
description
"If the I Psec SA processes the nunber of bytes
expressed in this leaf, the | Psec SA expires and
SHOULD be rekeyed. The value 0 inplies
infinite.";



| eaf packets {

type uint32;

default "0";

description
"If the I Psec SA processes the nunmber of packets
expressed in this leaf, the I Psec SA expires and
SHOULD be rekeyed. The value O inplies
infinite.";

}
leaf idle {
type uint32;
units "seconds";
default "0";
description
"When an NSF stores an |Psec SA it
consunmes systemresources. For an idle |Psec SA this
is a waste of resources. |If the IPsec SAis idle
during this nunber of seconds, the I Psec SA
SHOULD be renoved. The value O inplies
infinite.";
}
ref erence
"RFC 4301: Security Architecture for the Internet Protocol
Section 4.4.2.1.";

}

groupi ng port-range {
description
"Thi s groupi ng defines a port range, such as that
expressed in RFC 4301, for exanple, 1500 (Start
Port Number)-1600 (End Port Number).
A port range is used in the Traffic Selector.";
| eaf start {
type inet: port-nunber;
description
"Start port nunber.";

| eaf end {
type inet: port-nunber;
must '. >= ../start’ {

error-nessage
"The end port number MJST be equal or greater
than the start port nunber.";
}
description
"End port nunber. To express a single port, set
the same value as start and end.";
}
ref erence
"RFC 4301: Security Architecture for the Internet Protocol
Section 4.4.1.2.";
}

groupi ng tunnel - groupi ng {
description
"The paraneters required to define the I P tunne
endpoi nts when | Psec SA requires tunnel node. The
tunnel is defined by two endpoints: the local IP
address and the renote | P address.";
| eaf local {
type inet:ip-address;
mandat ory true;
description
"Local |P address’ tunnel endpoint.";

| eaf renote {



type inet:ip-address;
mandat ory true;
description
"Renmote | P address’ tunnel endpoint.";

}
| eaf df-bit {
type enuneration {
enum cl ear {
description
"Di sable the Don’t Fragnment (DF) bit
in the outer header. This is the
default value.";
}
enum set {
description
"Enable the DF bit in the outer header.";
}

enum copy {
description
"Copy the DF bit to the outer header.";

default "clear";
description
"All ow configuring the DF bit when encapsul ati ng
tunnel node | Psec traffic. RFC 4301 descri bes
three options to handle the DF bit during
tunnel encapsul ation: clear, set, and copy from
the inner | P header. This MJST be ignored or
has no meani ng when the | ocal/renote
| P addresses are | Pv6 addresses.”;
ref erence
"RFC 4301: Security Architecture for the Internet Protocol,
Section 8.1.";
}
| eaf bypass-dscp {
type bool ean;
default "true";
description
"If true, to copy the Differentiated Services Code
Poi nt (DSCP) val ue frominner header to outer header.
If false, to nap DSCP val ues
froman inner header to values in an outer header
followi ng ../dscp-mapping.";
ref erence
"RFC 4301: Security Architecture for the Internet Protocol,
Section 4.4.1.2.";

l'ist dscp-mappi ng {
must ' ../bypass-dscp = "fal se"’
key "id";
or der ed- by user;
leaf id {
type uint8;
description
"The index of list with the
di fferent mappings.";
}
| eaf inner-dscp {
type inet:dscp;
description
"The DSCP val ue of the inner IP packet. |If this
leaf is not defined, it means ANY inner DSCP val ue.";
}
| eaf outer-dscp {
type inet:dscp;



}
}

}

default "0";
description
"The DSCP val ue of the outer |P packet.";

description

"Alist that represents an array with the mapping fromthe
i nner DSCP val ue to outer DSCP val ue when bypass-dscp is
false. To express a default mapping in the list where any
ot her inner dscp value is not natching a node in the |ist,
a new node has to be included at the end of the list where
the |l eaf inner-dscp is not defined (ANY) and the | eaf
outer-dscp includes the value of the mapping. |If there is
no value set in the |eaf outer-dscp, the default value for
this leaf is 0.";

ref erence

"RFC 4301: Security Architecture for the Internet Protocol,
Section 4.4.1.2 and Appendix C. ";

groupi ng sel ector-groupi ng {
description
"Thi s grouping contains the definition of a Traffic

}

| eaf

}

| eaf

|ist

}

|ist

}

Sel ector, which is used in the |IPsec policies and
| Psec SAs.";
| eaf

| ocal -prefix {

type inet:ip-prefix;
mandat ory true;
description

"Local | P address prefix.";

renote-prefix {

type inet:ip-prefix;
mandat ory true;
description

"Remote | P address prefix.";

i nner-protocol {

type ipsec-inner-protocol;
default "any";
description

"I nner protocol that is going to be
protected with | Psec.";

| ocal -ports {

key "start end";
uses port-range;
description

"List of local ports. Wen the inner
protocol is ICVMP, this 16-bit val ue
represents code and type.

If this list is not defined,
it is assuned that start and
end are 0 by default (any port).";

renote-ports {

key "start end";
uses port-range;
description

"List of renote ports. Wen the upper |ayer
protocol is ICWP, this 16-bit val ue represents
code and type. |If this list is not defined,
it is assuned that start and end are 0 by
default (any port).";

ref erence



"RFC 4301: Security Architecture for the Internet Protocol
Section 4.4.1.2.";

}

groupi ng i psec-policy-grouping {
description
"Hol ds configuration information for an | Psec SPD

entry.";

| eaf anti-repl ay-w ndowsize {
type uint32;
default "64";

description
"To set the anti-replay w ndow size.
The default value is set
to 64, follow ng the recommendation in RFC 4303.";
ref erence
"RFC 4303: | P Encapsul ating Security Payl oad (ESP)
Section 3.4.3.";
}
container traffic-selector {
description
"Packets are selected for
processi ng actions based on Traffic Sel ector
val ues, which refer to I P and i nner protoco
header information.";
uses sel ector-grouping;
ref erence
"RFC 4301: Security Architecture for the Internet Protocol,
Section 4.4.4.1.";
}
cont ai ner processing-info {
description
"SPD processing. |f the required processing
action is protect, it contains the required
informati on to process the packet.";
| eaf action {
type ipsec-spd-action;
default "discard";
description
"If bypass or discard, container
i psec-sa-cfg is enpty.";
}
cont ai ner ipsec-sa-cfg {
when "../action = "protect’";
description
"I Psec SA configuration included in the SPD
entry.";
| eaf pfp-flag {
type bool ean;
default "fal se";
description
"Each sel ector has a Popul ate From
Packet (PFP) flag. |If asserted for a
given selector X, the flag indicates
that the IPsec SA to be created should
take its value (local |IP address,
renote | P address, Next Layer
Protocol, etc.) for X fromthe val ue
in the packet. Oherw se, the | Psec SA
shoul d take its value(s) for X from
the value(s) in the SPD entry.";

| eaf ext-seq-num{
type bool ean;
default "false";
description



"True if this IPsec SA is using extended
sequence nunbers. If true, the 64-bit
ext ended sequence nunber counter is used;
if false, the normal 32-bit sequence
number counter is used.";

}

| eaf seq-overflow {
type bool ean;
default "false";
description

"The flag indicating whether
overfl ow of the sequence nunber
counter should prevent transm ssion
of additional packets on the |Psec
SA (false) and, therefore, needs to
be rekeyed or whether rollover is
permitted (true). |f Authenticated
Encryption with Associ ated Data
(AEAD) is used (| eaf
esp-al gorithns/encryption/algorithmtype),
this flag MUST be false. Setting this
flag to true is strongly di scouraged.";

| eaf stateful -frag-check {
type bool ean;
default "false";
description
"Indi cates whether (true) or not (false)
stateful fragment checking applies to
the I Psec SAto be created."”;

| eaf node {
type i psec- node;
default "transport";
description
"I Psec SA has to be processed in
transport or tunnel node.";
}
| eaf protocol -paraneters {
type i psec-protocol - parans;
default "esp";
description
"Security protocol of the |IPsec SA
Only ESP is supported, but it could be
extended in the future.";
}
cont ai ner esp-al gorithns {
when "../protocol -parameters = 'esp’";
description
"Configuration of Encapsul ating
Security Payl oad (ESP) paraneters and
algorithms.";
leaf-l1ist integrity {
type intr-alg-t;
default "0";
or der ed- by user;
description
"Configuration of ESP authentication
based on the specified integrity
algorithm Wth AEAD encryption
algorithms, the integrity node is
not used.";
reference
"RFC 4303: | P Encapsul ating Security Payl oad (ESP)
Section 3.2.";
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list encryption {
key "id";
order ed- by user;
leaf id {
type uint 16;
description
"An identifier that unequivocally identifies each
entry of the list, i.e., an encryption algorithm
and its key length (if required).";
}
| eaf algorithmtype {
type encr-al g-t;
default "20";
description
"Default value 20 (ENCR_AES GCM 16).";

}
| eaf key-length {
type uint 16;
default "128";
description
"By default, key length is 128
bits.";
}
description
"Encryption or AEAD algorithm for the
| Psec SAs. This list is ordered
following fromthe higher priority to
| ower priority. First node of the
list will be the algorithmwth
hi gher priority. In case the list
is enpty, then no encryption algorithm
is applied (NULL).";
ref erence
"RFC 4303: | P Encapsul ating Security Payl oad (ESP)
Section 3.2.";

}
| eaf tfc-pad {
type bool ean;
default "fal se";
description
"If Traffic Flow Confidentiality
(TFC) padding for ESP encryption
can be used (true) or not (false).";

ref erence
"RFC 4303: | P Encapsul ating Security Payl oad (ESP)
Section 2.7.";
}
ref erence
"RFC 4303: | P Encapsul ating Security Payl oad (ESP).";
}
contai ner tunnel {
when "../npbde = "tunnel'";

uses tunnel - gr oupi ng;
description
"I Psec tunnel endpoints definition.";

}
}
ref erence
"RFC 4301: Security Architecture for the Internet Protocol
Section 4.4.1.2.";
}
}
}
<CODE ENDS>

The 'ietf-i2nsf-ike Mdule



In this section, the YANG nodule for the | KE case is descri bed.
5.2.1. Data Mdel Overview

The nodel related to | KEv2 has been extracted fromreading the | KEv2
standard in [ RFC7296] and observi ng sonme open source inplenentations,
such as strongSwan [strongswan] or Libreswan [|ibreswan].

The definition of the PAD nodel has been extracted fromthe
specification in Section 4.4.3 of [RFC4301]. (Note that many

i mpl ement ations integrate PAD configuration as part of the | KEv2
configuration.)

The definition of the SPD nodel has been mainly extracted fromthe
specification in Section 4.4.1 and Appendi x D of [ RFC4301].

The YANG data nodel for the IKE case is defined by the nodule "ietf-
i2nsf-ike". Its structure is depicted in the follow ng diagram
using the notation syntax for YANG tree diagrans [ RFC8340].

nmodul e: ietf-i2nsf-ike
+--rw ipsec-ike

+--rw pad
| +--rw pad-entry* [nane]
+--rw nane string

+--rw (identity)
+--: (i pv4- addr ess)

| +--rwipv4-address? i net:ipv4-address
+--:(i pv6- address)

| +--rwipv6-address? i net:ipv6-address
+--:(fqgdn-string)

| +--rw fqdn-string? i net: donai n- nane

I
I
I
|
|
| +--:(rfc822-address-string)

| | +--rwrfc822-address-string? string
I

|

I

I

I

I

I

|

+--:(dnx509)

| +--rw dnx509? bi nary

+--:(gnx509)

| +--rw gnx509? bi nary

+--: (i d-key)

|  +--rwid-key? bi nary

+--:(id-null)

+--rwid-null? enpty

+--rw peer-aut hentication

+--rw aut h- met hod? aut h- et hod-t ype

+--rw eap- net hod
| +--rw eap-type ui nt 64
+--rw pre-shared
| +--rw secret? yang: hex-string
+--rw digital -signature
+--rw ds-al gorithn? uint8
+--rw (public-key)?
|  +--:(raw public-key)
| | +--rw raw public-key? bi nary

I
I
I
I
I
|
I
I
I
I
I
|
I
I
I
I
I
|
| +--rw aut h- prot ocol ? aut h- prot ocol -type
I
I
I
I
|
I
I
I
I
I
|
| | +--:(cert-data)
I
I
I
I
|
I

| +--rw cert-data? bi nary
+--rw private-key? bi nary
+--rw ca-dat a* bi nary
+--rw crl -data? bi nary
+--rwerl-uri? inet:uri
+--rw oscp-uri? inet:uri
+--rw conn-entry* [ nane]
| +--rw nane string
| +--rw autostartup? aut ostartup-type
I

+--rwinitial-contact? bool ean



+--rw version? aut h- prot ocol -type
+--rw fragmentation
| +--rw enabl ed? bool ean

|  +--rw ntu? ui nt 16
+--rwike-sa-lifetine-soft
|  +--rw rekey-tinme? ui nt 32

| +--rwreauth-tine? ui nt 32
+--rwike-sa-lifetine-hard

|  +--rw over-tine? ui nt 32
+--rwike-sa-intr-alg* nsfikec:intr-alg-t
+--rw ike-sa-encr-alg* [id]

| +--rwid uint16

| +--rwalgorithmtype? nsfikec: encr-al g-t

| +--rw key-1ength? uintl6

+--rw dh- group? fs-group
+--rw hal f - open-i ke-sa-timer? ui nt 32

+--rw hal f - open-i ke-sa- cooki e-t hreshol d? ui nt 32
+--rw | ocal

| +--rw local-pad-entry-name string
+--rw renote
| +--rw renote-pad-entry-nane string

+--rw encapsul ati on-type
| +--rw espencap? esp-encap

| +--rw sport? i net: port-nunber
| +--rw dport? i net: port-nunber
| +--rw oaddr* i net:ip-address
+--rw spd
| +--rw spd-entry* [nane]
+--rw name string

+--rw i psec-policy-config
+--rw anti-repl ay-w ndow si ze? ui nt 32
+--rw traffic-selector

| +--rwlocal-prefix inet:ip-prefix
| +--rwrenote-prefix inet:ip-prefix
| +--rwinner-protocol? i psec-i nner-protocol
| +--rwlocal-ports* [start end]
| | +--rwstart i net: port-nunber
| | +--rwend i net: port - nunber
| +--rwrenpte-ports* [start end]
| +--rw start i net: port-nunber
| +--rw end i net: port-nunber
+--rw processing-info
+--rw action? i psec-spd-action
+--rw i psec-sa-cfg
+--rw pfp-flag? bool ean
+--rw ext-seq- nunf? bool ean
+--rw seqg-overfl ow? bool ean
+--rw node? i psec- node

+--rw protocol -paraneters? ipsec-protocol -parans
+--rw esp-al gorithns

| +--rwintegrity* intr-al g-t
| +--rwencryption* [id]
| | +--rwid uint16
| | +--rwalgorithmtype? encr-al g-t
| | +--rw key-length? ui nt 16
|  +--rw tfc-pad? bool ean
+--rw tunnel
+--rw | ocal i net:ip-address
+--rw renote i net:ip-address
+--rw df-bit? enumer ati on
+--rw bypass-dscp? bool ean
+--rw dscp- mappi ng* [id]
+--rwid uint8
+--rw i nner-dscp? i net:dscp

I
I
|
I
I
I
I
I
|
I
I
I
I
I
|
I
I
I
I
| +--rw stateful -frag-check? bool ean
|
I
I
I
I
I
|
I
I
I
I
I
|
I
I
I
I
I

+--rw out er-dscp? i net:dscp



+--rw child-sa-info

+--ro0 encapsul ati on-type
| +--ro espencap? esp-encap

I
| | +--rw fs-groups* fs-group
| | +--rwchild-sa-lifetinme-soft
| | | +--rwtine? ui nt 32
| | | +--rwbytes? yang: count er 64
| | | +--rw packets? ui nt 32
| | | +--rwidle? ui nt 32
| | | +--rwaction? nsfikec:lifetime-action
| | +--rwchild-sa-lifetine-hard
| ] +--rw time? ui nt 32
| ] +--rw bytes? yang: count er 64
| +--rw packets? ui nt 32
| +--rwidle? ui nt 32
| +--ro state
| +--ro initiator? bool ean
| +--ro initiator-ikesa-spi? i ke-sp
| +--ro responder-ikesa-spi ? i ke-sp
| +--ro nat-local? bool ean
| +--ro0 nat-renote? bool ean
I
I
| | +--ro sport? i net: port-nunber

| | +--ro dport? i net: port-nunber

| | +--ro oaddr* i net:ip-address

| +--ro established? ui nt 64

| +--ro current-rekey-tinme? ui nt 64

I

+--ro current-reauth-tine? ui nt 64
+--ro nunber-ike-sas

+--ro total ? yang: gauge64
+--ro hal f-open? yang: gauge64
+--ro hal f-open-cooki es? yang: gauge64

The YANG data nodel consists of a unique "ipsec-ike" container
defined as follows. Firstly, it contains a "pad" container that
serves to configure the Peer Authentication Database with

aut henti cation informati on about | ocal and renote peers (NSFs). NMore
precisely, it consists of a list of entries, each one indicating the
identity, authentication nethod, and credentials that a particul ar
peer (local or renote) will use. Therefore, each entry contains
identity, authentication information, and credentials of either the
| ocal NSF or the renote NSF. As a consequence, the |2NF Controller
can store identity, authentication information, and credentials for
the | ocal NSF and the renote NSF.

Next, a list "conn-entry" is defined with infornmation about the
different | KE connections a peer can naintain with others. Each
connection entry is conposed of a wi de nunmber of paraneters to
configure different aspects of a particular |IKE connection between
two peers: local and renpote peer authentication information, |IKE SA
configuration (soft and hard lifetines, cryptographic algorithns,
etc.), alist of IPsec policies describing the type of network
traffic to be secured (local/renote subnet and ports, etc.) and how
it must be protected (ESP, tunnel/transport, cryptographic
algorithms, etc.), Child SA configuration (soft and hard lifetines),
and state information of the | KE connection (SPls, usage of NAT,
current expiration tines, etc.).

Lastly, the "ipsec-ike" container declares a "nunber-ike-sas"
container to specify state information reported by the | KE software
related to the anpbunt of | KE connections establi shed.

.2.2. Exanple Usage
Appendi x A shows an exanpl e of |KE case configuration for an NSF, in

tunnel node (gateway-to-gateway), w th NSF authentication based on
X. 509 certificates.
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3. YANG Modul e

Thi s YANG nodul e has normati ve references to [ RFC5280], [ RFC4301],

[ RFC5915], [RFC6991], [RFC7296], [RFC7383], [RFC7427], [RFC7619],

[ RFC8017], [ITUT. X 690], [RFC5322], [RFC8229], [RFCB174], [RFC6960],
[ 1 KEv2- Aut h- Met hod], [I KEv2- Transform Type-4], [|KEv2-Paraneters],
and [ | ANA- Met hod- Type] .

<CODE BEG NS> file "ietf-i2nsf-ike@021-07-14.yang"
nmodul e ietf-i2nsf-ike {
yang-version 1.1;
nanespace "urn:ietf:paranms: xm :ns:yang:ietf-i2nsf-ike";
prefix nsfike;

inmport ietf-inet-types {
prefix inet;
reference
"RFC 6991: Common YANG Data Types.";

}
import ietf-yang-types {
prefix yang;
reference
"RFC 6991: Common YANG Data Types.";
}

inmport ietf-i2nsf-ikec {
prefix nsfikec;
ref erence
"RFC 9061: A YANG Data Mddel for |IPsec Flow Protection
Based on Software-Defined Networking (SDN).";
}
import ietf-netconf-acm {
prefix nacm
ref erence
"RFC 8341: Network Configuration Access Contro
Model . ";

}

organi zati on
"I ETF | 2NSF Wor ki ng G- oup";

cont act
"WG Web: <https://datatracker.ietf.org/wg/i2nsf/>
WG List: <mailto:i2nsf@etf.org>

Aut hor: Rafael Marin-Lopez
<mai | to: raf a@m es>

Aut hor: Gabriel Lopez-MIIan
<mai | t 0: gabi | m@m es>

Aut hor: Fernando Pereni guez-Garci a
<mai | t o: f er nando. per eni guez@ud. upct . es>
description
"This nodul e contains the | Psec | KE case nodel for the SDN based
| Psec flow protection service.

The key words 'MJST', ' MJST NOT', 'REQUI RED , ' SHALL',
"SHALL NOT', 'SHOULD , ' SHOULD NOT', ' RECOMVENDED |,
"NOT RECOMMENDED , ' MAY', and 'OPTIONAL' in this
docunent are to be interpreted as described in BCP 14
(RFC 2119) (RFC 8174) when, and only when, they appear
in all capitals, as shown here.

Copyright (c) 2021 | ETF Trust and the persons identified as
authors of the code. All rights reserved.



Redi stribution and use in source and binary forns, with or

wi thout nodification, is pernmitted pursuant to, and subject
to the license terms contained in, the Sinplified BSD License
set forth in Section 4.c of the | ETF Trust’s Legal Provisions
Rel ating to | ETF Docunents
(http://trustee.ietf.org/license-info).

This version of this YANG nodule is part of RFC 9061; see
the RFC itself for full legal notices.";

revision 2021-07-14 {
description
"Initial version.";
ref erence
"RFC 9061: A YANG Data Model for |Psec Flow Protection
Based on Sof t war e- Defi ned Networking (SDN).";

}

typedef ike-spi {
type uint64 {
range "0..max";
}
description
"Security Paraneter Index (SPl)’s IKE SA. ";
ref erence
"RFC 7296: Internet Key Exchange Protocol Version 2
(IKEv2), Section 2.6.";

}

typedef autostartup-type {
type enuneration {
enum add {
description
"I KE/ | Psec configuration is only |loaded into
| KE i npl ementation, but IKE/IPsec SA is not
started.”;
}
enum on-demand {
description
"I KE/ | Psec configuration is |oaded
into I KE i npl ementation. The |IPsec policies
are transferred to the NSF, but the
| Psec SAs are not established i mediately.
The I KE inplenentation will negotiate the
| Psec SAs when they are required
(i.e., through an ACQUI RE notification).";

enum start {
description
"I KE/ | Psec configuration is |oaded
and transferred to the NSF' s kernel, and the
| KEv2-based | Psec SAs are established
i medi ately without waiting for any packet.";

}
}

description
"Different policies to set |IPsec SA configuration
into NSF's kernel when | KEv2 inplenmentation has
started.”;

}

typedef fs-group {
type uint 16;
description
"DH groups for IKE and | Psec SA rekey.";



ref erence
"I ANA: Internet Key Exchange Version 2 (I KEv2) Paraneters,
| KEv2 Transform Attribute Types, Transform Type 4 -
Diffie-Hell man Group Transform | Ds
RFC 7296: Internet Key Exchange Protocol Version 2
(IKEv2), Section 3.3.2.";

}

typedef aut h-protocol -type {
type enuneration {
enum i kev2 {

val ue 2;

description
"I KEv2 aut hentication protocol. It is the
only one defined right now An enumis

used for further extensibility.";

}
}

description
"I KE aut hentication protocol version specified in the
Peer Authorization Database (PAD). It is defined as
enunerated to allow new | KE versions in the
future.";

reference
"RFC 7296: Internet Key Exchange Protocol Version 2

(I KEv2).";
}

typedef aut h-net hod-type {
type enuneration {
enum pre-shared {
description
"Sel ect pre-shared key as the
aut henti cation nethod.";

reference
"RFC 7296: Internet Key Exchange Protocol Version 2
(I KEV2).";
}
enum eap {

description
"Sel ect the Extensible Authentication Protocol (EAP) as
the aut hentication nethod.";
ref erence
"RFC 7296: Internet Key Exchange Protocol Version 2
(IKEV2).";
}
enum di gi tal -signature {
description
"Sel ect digital signature as the authentication nethod.";
ref erence
"RFC 7296: Internet Key Exchange Protocol Version 2
(1 KEv2)
RFC 7427: Signature Authentication in the Internet Key
Exchange Version 2 (IKEv2).";

enum nul | {
description
"Nul | authentication.";
ref erence
"RFC 7619: The NULL Authentication Method in the Internet
Key Exchange Protocol Version 2 (IKEv2).";
}
}
description
"Peer authentication method specified in the Peer
Aut hori zati on Dat abase (PAD).";



}

contai ner ipsec-ike {
description
"I KE configuration for an NSF. It includes PAD
paraneters, |KE connection information, and state
data.";
contai ner pad {
description
"Configuration of the Peer Authorization Database
(PAD). Each entry of PAD contains authentication
informati on of either the | ocal peer or the renote peer.
Therefore, the 12NSF Controller stores authentication
informati on (and credentials) not only for the renpote NSF
but also for the local NSF. The |ocal NSF MAY use the
same identity for different types of authentication
and credentials. Pointing to the entry for a | ocal NSF
(e.g., A and the entry for renote NSF (e.g., B)
is possible to specify all the required information to
carry out the authentication between A and B (see
../conn-entry/local and ../conn-entry/renote).";
list pad-entry {
key "nane";
or der ed- by user;
description
"Peer Authorization Database (PAD) entry. It
is alist of PAD entries ordered by the
| 2NSF Controller, and each entry is
unequi vocal ly identified by a nane.";
| eaf nane {
type string;
description
"PAD- uni que nane to identify this
entry.";
}
choice identity {
mandat ory true;
description
"A particular | KE peer will be
identified by one of these identities.
This peer can be a renote peer or |oca
peer (this NSF).";
ref erence
"RFC 4301: Security Architecture for the Internet
Protocol, Section 4.4.3.1.";
case ipv4-address {
| eaf ipv4-address {
type inet:ipv4-address;
description
"Specifies the identity as
a single 4-octet |1Pv4 address."”;
}
}
case ipv6-address {
| eaf ipv6-address {
type inet:ipv6-address;
description
"Specifies the identity as a
single 16-octet |Pv6
address. An exanple is
2001: db8: : 8: 800: 200c: 417a.";

}

case fqdn-string {
| eaf fqdn-string {
type inet:domai n- nane;



description
"Specifies the identity as a
Fully Qualified Donmain Nane
(FQDN) string. An exanple is
exanmpl e.com The string MJST
NOT contain any term nators
(e.g., NULL, Carriage Return
(CR), etc.).";
}

case rfc822-address-string {
| eaf rfc822-address-string {
type string;
description
"Specifies the identity as a
fully qualified email address
string (RFC 5322). An exanple is
jsmth@xanple.com The string
MJUST NOT contai n any
termnators (e.g., NULL, CR
etc.).";
ref erence
"RFC 5322: Internet Message Format.";

}

}
case dnx509 {
| eaf dnx509 {
type binary;
description
"The binary
Di sti ngui shed Encodi ng Rul es (DER)
encodi ng of an ASN. 1 X. 500
Di stingui shed Nane, as specified in I KEv2.";
ref erence
"RFC 5280: Internet X 509 Public Key Infrastructure
Certificate and Certificate Revocation
List (CRL) Profile
RFC 7296: Internet Key Exchange Protocol Version 2
(IKEv2), Section 3.5.";

}

case gnhx509 {
| eaf gnx509 {
type binary;
description
"ASN. 1 X. 509 Ceneral Nane structure,
as specified in RFC 5280, encoded
usi ng ASN. 1 Di sti ngui shed Encodi ng Rul es
(DER), as specified in ITUT X 690.";
ref erence
"RFC 5280: Internet X 509 Public Key Infrastructure
Certificate and Certificate Revocation
List (CRL) Profile.";
}

case id-key {
| eaf id-key {
type binary;
description
"Opaque octet streamthat may be
used to pass vendor-specific
information for proprietary
types of identification.";
ref erence
"RFC 7296: Internet Key Exchange Protocol Version 2
(IKEv2), Section 3.5.";



}

case id-null {
leaf id-null {
type enpty;
description
"The ID NULL identification is used
when the I KE identification payl oad
i s not used.";
reference
"RFC 7619: The NULL Authentication Method in the
I nternet Key Exchange Protocol Version 2
(I KEv2).";
}
}

| eaf auth-protocol {
type aut h-protocol -type;
default "ikev2";
description
"Only IKEv2 is supported right now, but
ot her authentication protocols nmay be
supported in the future.";

cont ai ner peer-authentication {
description
"This container allows the security
controller to configure the
aut henti cati on met hod (pre-shared key,
eap, digital-signature, null) that
will be used with a particular peer and
the credentials to use, which wll
depend on the sel ected authentication
met hod. *;
| eaf auth-nethod {
type aut h- et hod-type;
default "pre-shared”;
description
"Type of authentication nethod
(pre-shared key, eap, digital signature,
null1).";
ref erence
"RFC 7296: Internet Key Exchange Protocol Version 2
(I KEv2), Section 2.15.";
}
cont ai ner eap-nethod {
when "../auth-nmethod = "eap’";
| eaf eap-type {
type uint32 {
range "1 .. 4294967295";

mandat ory true;
description
"EAP net hod type specified with
a val ue extracted fromthe
| ANA registry. This
i nformati on provides the
particul ar EAP nethod to be
used. Depending on the EAP
met hod, pre-shared keys or
certificates may be used.";
}
description
"EAP net hod description used when
aut hentication nmethod is 'eap’ .";
ref erence



"I ANA: Extensible Authentication Protocol (EAP)
Regi stry, Method Types
RFC 7296: Internet Key Exchange Protocol Version 2
(IKEv2), Section 2.16.";

}
cont ai ner pre-shared {
when "../aut h-met hod[. =" pre-shared’ or
.=eap’]";
| eaf secret {
nacm def aul t - deny- al |
type yang: hex-stri ng;
description
"Pre-shared secret value. The
NSF has to prevent read access
to this value for security
reasons. This value MJST be
set if the EAP method uses a
pre-shared key or pre-shared
aut henti cati on has been chosen.";
}

description
"Shared secret value for PSK or
EAP net hod aut henticati on based on
PSK. ";
}
container digital-signature {
when "../auth-nmethod[.="digital -signature
or .='eap’']";
| eaf ds-al gorithm {
type uint8;
defaul t "14";
description
"The digital signature
algorithmis specified with a
val ue extracted fromthe | ANA
registry. Default is the generic
digital signature nmethod. Depending
on the algorithm the followi ng |l eafs
MUST contain information. For
exanple, if digital signature or the
EAP net hod involves a certificate,
then | eaves 'cert-data’ and ’'private-key’
will contain this information.";
ref erence
"I ANA: Internet Key Exchange Version 2 (IKEv2)
Paranmeters, | KEv2 Authentication Method.";

}
choi ce public-key {
| eaf raw public-key {
type binary;
description
"A binary that contains the
val ue of the public key. The
interpretation of the content
is defined by the digita
signature algorithm For
exanpl e, an RSA key is
represented as RSAPublicKey, as
defined in RFC 8017, and an
Elliptic Curve Cryptography
(ECC) key is represented
usi ng the ' publicKey’
descri bed in RFC 5915.";
ref erence
"RFC 5915: Elliptic Curve Private Key
Structure



RFC 8017: PKCS #1: RSA Cryptography
Specifications Version 2.2.";
}
| eaf cert-data {
type binary;
description
"X. 509 certificate data in DER

format. If raw public-key is
defined, this leaf is enpty.";
ref erence

"RFC 5280: Internet X 509 Public Key
Infrastructure Certificate
and Certificate Revocation
List (CRL) Profile.";

}
description
"If the I2NSF Controller
knows that the NSF
al ready owns a private key
associated to this public key
(e.g., the NSF generated the pair
public key/private key out of
band), it will only configure
one of the |leaves of this
choi ce but not the | eaf
private-key. The NSF, based on
the public key val ue, can know
the private key to be used.";
}
| eaf private-key {
nacm def aul t - deny- al |
type binary;
description
"A binary that contains the
val ue of the private key. The
interpretation of the content
is defined by the digita
signature algorithm For
exanpl e, an RSA key is
represented as RSAPrivat eKey, as
defined in RFC 8017, and an
Elliptic Curve Cryptography
(ECC) key is represented as
ECPri vat eKey, as defined in RFC
5915. This value is set
if public key is defined and the
| 2NSF Controller is in charge
of configuring the
private key. Oherwise, it is
not set and the value is
kept in secret.";
ref erence
"RFC 5915: Elliptic Curve Private Key
Structure
RFC 8017: PKCS #1: RSA Cryptography
Specifications Version 2.2.";
}
| eaf-1ist ca-data {
type binary;
description
"List of trusted Certification
Authorities (CAs) certificates
encoded usi ng ASN. 1
Di stingui shed Encodi ng Rul es
(DER). If it is not defined,
the default value is enpty.";



| eaf crl-data {
type binary;
description
"A CertificateList structure, as
specified in RFC 5280,
encoded using ASN. 1
Di stingui shed Encodi ng Rul es
(DER), as specified in ITUT
X.690. If it is not defined,
the default value is empty.";
ref erence
"RFC 5280: Internet X 509 Public Key Infrastructure
Certificate and Certificate Revocation
List (CRL) Profile.";

leaf crl-uri {
type inet:uri;
description
"X.509 Certificate Revocation List
(CRL) certificate URI.
If it is not defined,
the default value is empty.";
ref erence
"RFC 5280: Internet X 509 Public Key Infrastructure
Certificate and Certificate Revocation
List (CRL) Profile.";
}
| eaf oscp-uri {
type inet:uri;
description
"Online Certificate Status Protoco

(OCCSP) URI. If it is not defined,
the default value is empty.";
reference

"RFC 6960: X.509 Internet Public Key Infrastructure
Online Certificate Status Protocol - OCSP
RFC 5280: Internet X. 509 Public Key Infrastructure
Certificate and Certificate Revocation
List (CRL) Profile.";
}
description
"digital -signature container.";
} /*container digital-signature*/
} /*contai ner peer-authentication*/

}

}

list conn-entry {
key "nane";

description
"I KE peer connection information. This |ist
contains the | KE connection for this peer
with other peers. This will create, in
real tinme, IKE Security Associations
established with these nodes.";
| eaf nane {
type string;
description
"lIdentifier for this connection
entry.";

| eaf autostartup {
type autostartup-type;
default "add";
description
"By default, only add configuration



}

| eaf

wi thout starting the security
association.";

initial-contact {

type bool ean;
default "fal se";
description

}

| eaf

"The goal of this value is to deactivate the
usage of I NI TI AL_CONTACT notification
(true). If this flag remains set to false, it
means the usage of the I N TI AL_CONTACT
notification will depend on the | KEv2
i npl ement ation.";

version {

type aut h-protocol -type;
default "ikev2";
description

}

cont

"I KE version. Only version 2 is supported.”;

ai ner fragnmentation {

| eaf enabl ed {

type bool ean;
default "fal se";
description
"Whet her or not to enable | KEv2
fragnmentation (true or false).";
ref erence

"RFC 7383: Internet Key Exchange Protocol Version 2

(I KEv2) Message Fragnentation.”;

|l eaf mu {

}

when "../enabled="true";
type uintl1l6 {
range "68..65535";
}
description
"MIU that | KEv2 can use
for IKEv2 fragnentation.";
ref erence

"RFC 7383: Internet Key Exchange Protocol Version 2

(I KEv2) Message Fragnentation.”;

description

}

cont

"I KEv2 fragnentation, as per RFC 7383. |If the
| KEv2 fragmentation is enabled, it is possible
to specify the MIu. ";

ai ner ike-sa-lifetinme-soft {

description

"IKE SA lifetine soft. Two lifetine val ues
can be configured: either rekey tine of the
IKE SA or reauth time of the I KE SA. Wen
the rekey lifetine expires, a rekey of the
I KE SA starts. Wen reauth lifetine
expires, an I KE SA reauthentication starts.";

| eaf rekey-time {

}

type uint32;
units "seconds";
default "0";
description
"Time in seconds between each | KE SA
rekey. The value O neans infinite.";

| eaf reauth-time {

type uint32;



units "seconds";
default "0";
description
"Time in seconds between each | KE SA
reaut hentication. The value 0 neans
infinite.";
}
ref erence
"RFC 7296: Internet Key Exchange Protocol Version 2
(IKEv2), Section 2.8.";
}
container ike-sa-lifetime-hard {
description
"Hard |KE SA lifetime. Wen this
time is reached, the IKE SA is renpved.";
| eaf over-tine {

type uint32;
units "seconds";
default "0";

description
"Time in seconds before the IKE SAis
renoved. The value O neans infinite.";
}
reference
"RFC 7296: Internet Key Exchange Protocol Version 2
(IKEV2).";

leaf-list ike-sa-intr-alg {
type nsfikec:intr-alg-t;
default "12";
or der ed- by user;
description
"Integrity algorithmfor establishing
the IKE SA. This list is ordered follow ng
fromthe higher priority to |lower priority.
The first node of the list will be the
algorithmw th higher priority.
Default value 12 (AUTH HVAC SHA2 256_128)."

}
list ike-sa-encr-alg {
key "id";
m n-el enents 1;
or der ed- by user;
leaf id {
type uint 16;
description
"An identifier that unequivocally
identifies each entry of the list,
i.e., an encryption algorithm and
its key length (if required).";
| eaf algorithmtype {
type nsfikec:encr-alg-t;
default "12";
description
"Default value 12 (ENCR_AES CBC).";
}
| eaf key-length {
type uint 16;
default "128";
description
"By default, key length is 128 hits.";
}

description
"Encryption or AEAD al gorithmfor the I KE
SAs. This list is ordered foll ow ng



fromthe higher priority to |lower priority.
The first node of the list will be the
algorithmw th higher priority.";

}
| eaf dh-group {

type fs-group

default "14";

description

"Group nunber for Diffie-Hellman
Exponenti ation used during IKESAINT
for the I KE SA key exchange.";

| eaf hal f-open-ike-sa-tinmer {

type uint32;
units "seconds";
default "0";

description
"Set the hal f-open | KE SA timeout
duration. The value O inplies infinite.";
ref erence
"RFC 7296: Internet Key Exchange Protocol Version 2
(IKEV2), Section 2.";

| eaf hal f-open-ike-sa-cookie-threshold {
type uint32;
default "0";
description
"Nunmber of hal f-open IKE SAs that activate
the cooki e nechanism The value 0 inplies
infinite.";
ref erence
"RFC 7296: Internet Key Exchange Protocol Version 2
(IKEv2), Section 2.6.";
}
cont ai ner local {
| eaf | ocal -pad-entry-nane {
type string;
mandat ory true;
description
"Local peer authentication information.
This node points to a specific entry in
the PAD where the authorization
i nformati on about this particular |oca
peer is stored. It MJUST match a
pad-entry-nane.";
}
description
"Local peer authentication informtion.";
}

contai ner renote {
| eaf renote-pad-entry-nanme {
type string;
mandat ory true;
description
"Renpt e peer authentication information
This node points to a specific entry in
t he PAD where the authorization
i nformati on about this particular
renote peer is stored. It MJIST match a
pad-entry-nane.";
}
description
"Renote peer authentication information.";
}
cont ai ner encapsul ati on-type {
uses nsfikec: encap;



description
"This container carries configuration
i nformati on about the source and destination
ports of encapsulation that |KE should use
and the type of encapsul ation that
shoul d be used when NAT traversal is required.
However, this is just a best effort since
the I KE i npl enentation may need to use a
di fferent encapsul ation, as described in
RFC 8229.";
reference
"RFC 8229: TCP Encapsul ation of IKE and | Psec
Packets.";
}
contai ner spd {
description
"Configuration of the Security Policy
Dat abase (SPD). This main information is
pl aced in the grouping
i psec-policy-grouping.";
list spd-entry {
key "nane";
order ed- by user;
| eaf nane {
type string;
description
"SPD-entry-uni que nanme to identify
the I Psec policy.";
}
cont ai ner ipsec-policy-config {
description
"This container carries the
configuration of an | Psec policy.";
uses nsfikec:ipsec-policy-grouping;
}
description
"List of entries that will constitute
the representation of the SPD. In this
case, since the NSF inplenents IKE, it
isonly required to send an | Psec policy
fromthis NSF where 'local’ is this NSF
and 'renote’ the other NSF. The I KE
implementation will install |Psec
policies in the NSF's kernel in both
directions (inbound and outbound) and
their corresponding | Psec SAs based on
the information in this SPD entry.";
}
ref erence
"RFC 7296: Internet Key Exchange Protocol Version 2
(IKEv2), Section 2.9.";
}
contai ner child-sa-info {
leaf-1ist fs-groups {
type fs-group
default "O0";
order ed- by user;
description
"If non-zero, forward secrecy is
required when a new I Psec SA i s being
created, the (non-zero) val ue indicates
the group nunber to use for the key
exchange process used to achieve forward
secrecy.
This list is ordered following fromthe
hi gher priority to lower priority. The



first node of the list will be the
algorithmw th higher priority.";
}
contai ner child-sa-lifetine-soft {
description
"Soft I Psec SA lifetine.
After the lifetine, the action is
defined in this container
in the leaf action.";
uses nsfikec:lifetine;
| eaf action {
type nsfikec:lifetine-action;
default "replace”;
description
"When the lifetime of an I Psec SA
expires, an action needs to be
performed over the |Psec SA that
reached the lifetine. There are
three possi bl e options:
term nate-clear, termnate-hold, and
repl ace.";
ref erence
"RFC 4301: Security Architecture for the Internet
Protocol, Section 4.5
RFC 7296: Internet Key Exchange Protocol Version 2
(I KEv2), Section 2.8.";

}
}
contai ner child-sa-lifetine-hard {
description
"IPsec SA lifetime hard. The action wll
be to terminate the I Psec SA. ";
uses nsfikec:lifetine;
ref erence
"RFC 7296: Internet Key Exchange Protocol Version 2
(IKEv2), Section 2.8.";
}
description
"Specific information for |Psec SAs.
It includes the Perfect Forward Secrecy (PFS)
group and | Psec SAs rekey lifetines.";

contai ner state {
config fal se;
| eaf initiator {
type bool ean;
description
"It is acting as an initiator for this
connection.”;
}
| eaf initiator-ikesa-spi {
type ike-spi
description
"Initiator’s IKE SA SPI . "
}

| eaf responder-ikesa-spi {
type ike-spi
description
"Responder’s | KE SA SPI.";
}

| eaf nat-local ({
type bool ean;
description
"True if local endpoint is behind a
NAT. ";



| eaf nat-renote {
type bool ean;
description
"True if renote endpoint is behind
a NAT.";
}
cont ai ner encapsul ati on-type {
uses nsfikec: encap;
description
"Thi s container provides infornmation
about the source and destination
ports of encapsulation that IKE is
using and the type of encapsul ation
when NAT traversal is required.”;
ref erence
"RFC 8229: TCP Encapsul ation of I KE and | Psec Packets.";
}

| eaf established {
type uint 64;
units "seconds";
description
"Seconds since this | KE SA has been
establ i shed. ";
}
| eaf current-rekey-time {
type ui nt 64;
units "seconds";
description
"Seconds before IKE SA is rekeyed.";
}

| eaf current-reauth-tinme {
type ui nt 64;
units "seconds";
description
"Seconds before IKE SA is
reaut henticated.";
}
description
"I KE state data for a particular
connection.";
} /* ike-sa-state */
} /* ike-conn-entries */
cont ai ner nunber-i ke-sas {
config fal se;
| eaf total {
type yang: gauge64;
description
"Total nunber of active IKE SAs.";

| eaf hal f-open {
type yang: gauge64;
description
"Nurmber of hal f-open active | KE SAs.";

| eaf hal f-open-cookies {
type yang: gauge64,
description
"Number of hal f-open active |KE SAs with
cooki e activated.";
}
description
"CGeneral information about the IKE SAs. In
particular, it provides the current nunber of
| KE SAs. ";

} /* container ipsec-ike */



LCCDE ENDS>
5.3. The 'ietf-i2nsf-ikeless’ Mdule

In this section, the YANG nodule for the I KE-less case is descri bed.
5.3.1. Data Mddel Overview

For this case, the definition of the SPD nodel has been mainly
extracted fromthe specification in Section 4.4.1 and Appendix D in
[ RFC4301], though with some changes, nanely:

* For sinplicity, each IPsec policy (spd-entry) contains one Traffic
Sel ector, instead of a list of them The reason is that actua
kernel inplenentations only adnmt a single Traffic Sel ector per
| Psec policy.

* Each I Psec policy contains an identifier (reqid) to relate the
policy with the IPsec SA. This is commpn in Linux-based systens.

* Each | Psec policy has only one nane and not a list of names.

*  Conbi ned al gorithnms have been renpbved because encryption
al gorithms MAY include Authenticated Encryption with Associ ated
Dat a ( AEAD) .

* Tunnel information has been extended with informati on about DSCP
mappi ng. The reason is that certain kernel inplenentations accept
configuration of these val ues.

The definition of the SAD nodel has been mainly extracted fromthe
specification in Section 4.4.2 of [RFC4301], though with sone
changes, namely:

* For simplicity, each IPsec SA (sad-entry) contains one Traffic
Selector, instead of a list of them The reason is that actua
kernel inplenentations only admt a single Traffic Sel ector per
| Psec SA

* Each I Psec SA contains an identifier (reqgid) to relate the |Psec
SA with the I Psec policy. The reason is that real kerne
i npl ementations allow this value to be included.

* Each IPsec SAis also naned in the sane way as | Psec policies.

* The nodel allows specifying the algorithmfor encryption. This
can be Authenticated Encryption with Associ ated Data (AEAD) or
non- AEAD. |If an AEAD algorithmis specified, the integrity
algorithmis not required. |If a non-AEAD algorithmis specified,
the integrity algorithmis required [ RFC8221].

* Tunnel information has been extended with information about
Differentiated Services Code Point (DSCP) mapping. It is assuned
that NSFs involved in this docunment provide ECN full functionality
to prevent discarding of ECN congestion indications [ RFC6040].

* The lifetime of the IPsec SAs also includes idle tine and the
nunber of | P packets as a threshold to trigger the lifetine. The
reason is that actual kernel inplementations allow for setting
these types of lifetines.

* |Information to configure the type of encapsul ation (encapsul ation-
type) for |Psec ESP packets in UDP [ RFC3948] or TCP [ RFC8229] has
been i ncl uded.



The notifications nodel has been defined using, as reference, the
PF_KEYv2 specification in [ RFC2367].

The YANG data nodel for the IKE-l1ess case is defined by the nodul e
"ietf-i2nsf-ikeless". |Its structure is depicted in the follow ng
di agram using the notation syntax for YANG tree di agrams [ RFC8340].

nmodul e: ietf-i2nsf-ikeless
+--rw i psec-ikel ess
+--rw spd
| +--rw spd-entry* [nane]
+--rw name string
+--rw direction nsfikec:ipsec-traffic-direction
+--rw reqi d? uint64
+--rw i psec-policy-config
+--rw anti-repl ay- wi ndow si ze? ui nt 32
+--rw traffic-sel ector

| +--rwlocal-prefix inet:ip-prefix
| +--rwrenmote-prefix inet:ip-prefix
| +--rwinner-protocol? i psec-i nner - protocol
| +--rwlocal-ports* [start end]
| | +--rwstart i net: port-nunber
| | +--rwend i net: port-nunber
| +--rwrempte-ports* [start end]
| +--rw start i net: port-nunber
| +--rw end i net: port - nunber
+--rw processing-info
+--rw action? i psec-spd-action
+--rw i psec-sa-cfg
+--rw pfp-flag? bool ean
+--rw ext -seq- nunf? bool ean
+--rw stateful -frag-check? bool ean
+--rw node? i psec- node

+--rw protocol - paraneters? i psec-protocol -parans

I
|
I
I
I
I
I
|
I
I
I
I
I
|
I
I
I
I
I
|
| +--rw seqg-overfl ow? bool ean
I
I
I
| +--rw esp-al gorithns
|
I
I
I
I
I
|
I
I
I
I
I
|
I
I

| +--rwintegrity* intr-alg-t
| +--rwencryption* [id]
| | +--rwid uintl6
| | +--rwalgorithmtype? encr-al g-t
| | +--rw key-length? ui nt 16
|  +--rwtfc-pad? bool ean
+--rw tunnel
+--rw | ocal i net:ip-address
+--rw renote i net:ip-address
+--rw df-bit? enumer ation
+--rw bypass-dscp? bool ean
+--rw dscp- mappi ng* [id]
+--rwid uint8
+--rw i nner-dscp? i net:dscp
+--rw out er-dscp? i net:dscp
+--rw sad
+--rw sad-entry* [nane]
+--rw name string
+--rw reqi d? ui nt 64
+--rw i psec-sa-config
+--rw spi ui nt 32
+--rw ext-seq- nunf? bool ean
+--rw seqg-overfl ow? bool ean

I
I
I
| +--rw anti-replay-w ndow si ze? ui nt 32
| +--rwtraffic-selector

| | +--rwlocal-prefix inet:ip-prefix
I

I

I

I

+--rw renot e-prefix inet:ip-prefix
+--rw i nner-protocol ? i psec-i nner - protocol

I

I

| +--rwlocal-ports* [start end]

| | +--rwstart i net: port-nunber
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| +--rwend i net: port-nunber
+--rw renpte-ports* [start end]

—

+--rw start i net: port-nunber
+--rw end i net: port-nunber

--rw protocol - paraneters? nsfikec:ipsec-protocol -parans
+--rw node? nsfikec: i psec-node
+--rw esp-sa
| +--rw encryption
| | +--rw encryption-algorithn® nsfikec: encr-al g-t
| | +--rw key? yang: hex-string
| | +--rwiv? yang: hex-string
| +--rwintegrity
| +--rw integrity-al gorithnf nsfikec:intr-alg-t
| +--rw key? yang: hex-string
+--rw sa-lifetine-hard
| +--rwtinme? ui nt 32
| +--rw bytes? yang: count er 64
| +--rw packets? ui nt 32
|  +--rwidle? ui nt 32
+--rw sa-lifetine-soft
| +--rwtinme? ui nt 32
| +--rw bytes? yang: count er 64
| +--rw packets? ui nt 32
|  +--rwidle? ui nt 32
| +--rw action? nsfikec:1ifetime-action
+--rw tunne
| +--rwlocal i net:ip-address
| +--rwrenote i net:ip-address
| +--rwdf-bit? enumrer ation
| +--rw bypass-dscp? bool ean
| +--rw dscp-mappi ng* [id]
| | +-rwid uint8
| | +--rwinner-dscp? i net:dscp
| | +--rw outer-dscp? i net:dscp
| +--rw dscp-val ues* i net:dscp
+--rw encapsul ati on-type

+--rw espencap?  esp-encap

+--rw sport? i net: port-nunber

+--rw dport? i net: port-nunber

+--rw oaddr* i net:ip-address

ro i psec-sa-state
+--ro sa-lifetine-current

| +--ro time? ui nt 32
| +--ro bytes? yang: count er 64
| +--ro packets? ui nt 32
| +--ro idle? ui nt 32

+--ro replay-stats

+--ro repl ay-w ndow

| +--ro w? ui nt 32

| +--rot? ui nt 64

| +--ro b? ui nt 64

+--ro packet-dropped? yang: count er 64
+--ro failed? yang: count er 64
+--r0 seq- nunber-counter? ui nt 64

notifications:
+---n sadb-acquire {ikeless-notification}?

| +--ro ipsec-policy-nanme string

| +--ro traffic-selector

| +--ro local -prefix inet:ip-prefix

| +--ro0 renote-prefix inet:ip-prefix

| +--1r0 inner-protocol? i psec-inner-protoco
| +--ro0 local -ports* [start end]

| | +--ro start i net: port-nunber

| | +--ro end i net: port-nunber

I

+--ro0 renmpte-ports* [start end]



| +--ro0 start i net: port-nunber

+--ro end i net: port-nunber
+---n sadb-expire {ikeless-notification}?
+--ro ipsec-sa-nane string

I

| +--ro soft-lifetine-expire? bool ean

| +--ro lifetine-current

| +--ro time? ui nt 32

| +--ro0 bytes? yang: count er 64

| +--ro0 packets? ui nt 32

| +--ro idle? ui nt 32

+---n sadb-seqg-overflow {i kel ess-notification}?

| +--ro ipsec-sa-nane string

+---n sadb-bad-spi {ikeless-notification}?
+--ro0 spi ui nt 32

The YANG data nodel consists of a unique "ipsec-ikel ess" container,
which, in turn, is conposed of two additional containers: "spd" and
"sad". The "spd" container consists of a list of entries that form
the Security Policy Database. Conpared to the |IKE case YANG data
nodel, this part specifies a few additional paraneters necessary due
to the absence of an IKE software in the NSF: traffic direction to
apply the I Psec policy and a "reqid" value to link an IPsec policy
with its associated |Psec SAs since it is otherwise a little hard to
find by searching. The "sad" container is a list of entries that
formthe Security Association Database. |n general, each entry
al | ows specifying both configuration information (SPI, Traffic

Sel ectors, tunnel/transport node, cryptographic algorithns and keying
material, soft/hard lifetimes, etc.) as well as stating information
(time to expire, replay statistics, etc.) of a concrete | Psec SA

In addition, the nodul e defines a set of notifications to allow the
NSF to informthe |I12NSF Controll er about rel evant events, such as

| Psec SA expiration, sequence nunber overflow, or bad SPI in a
recei ved packet.

5.3.2. Exanpl e Usage

Appendi x B shows an exanple of an I KE-|1ess case configuration for an
NSF in transport node (host-to-host). Additionally, Appendix C shows
exanpl es of | Psec SA expire, acquire, sequence nunber overflow, and
bad SPI notifications.

5.3.3.  YANG Modul e

Thi s YANG nodul e has normati ve references to [ RFC4301], [ RFC4303],
[ RFC6991], [ RFC8174] and [ RFC8341].

<CODE BEG NS> file "ietf-i2nsf-ikel ess@021-07-14.yang"
modul e ietf-i2nsf-ikeless {
yang-version 1.1;
nanespace "urn:ietf:parans:xm:ns:yang:ietf-i2nsf-ikeless";
prefix nsfikels;

inmport ietf-inet-types {
prefix inet;
ref erence
"RFC 6991: Common YANG Data Types.";

}
import ietf-yang-types {
prefi x yang;
ref erence
"RFC 6991: Common YANG Data Types.";
}

import ietf-i2nsf-ikec {
prefix nsfikec;
ref erence



}

"RFC 9061: A YANG Data Model for |Psec Flow Protection
Based on Software-Defined Networking (SDN).";

i mport ietf-netconf-acm {

}

prefix nacm
ref erence
"RFC 8341: Network Configuration Access Control
Model . ";

organi zati on

"I ETF | 2NSF Wor ki ng G oup”;

cont act

"WG Web: <https://datatracker.ietf.org/wy/i2nsf/>
WG List: <mailto:i2nsf@etf.org>

Aut hor: Rafael Marin-Lopez
<mai | to: raf a@m es>

Aut hor: Gabriel Lopez-MIIan
<mai | t 0: gabi | m@m es>

Aut hor: Fernando Pereni guez- Garci a
<mai | t o: f er nando. per eni guez@ud. upct . es>

description

"Data nodel for IKE-|less case in the SDN-based | Psec fl ow
protection service.

The key words 'MUST', 'MUST NOT', ' REQUIRED , 'SHALL’,
"SHALL NOT', 'SHOULD , ’'SHOULD NOT', ' RECOMVENDED ,

" NOT RECOMVENDED , 'MAY’', and "OPTIONAL' in this
docunent are to be interpreted as described in BCP 14
(RFC 2119) (RFC 8174) when, and only when, they appear
in all capitals, as shown here.

Copyright (c) 2021 | ETF Trust and the persons
identified as authors of the code. All rights reserved.

Redi stribution and use in source and binary forms, with or

wi t hout nodification, is pernmitted pursuant to, and subject
to the license terms contained in, the Sinplified BSD License
set forth in Section 4.c of the | ETF Trust’s Legal Provisions
Rel ating to | ETF Docunents
(https://trustee.ietf.org/license-info).

This version of this YANG nodule is part of RFC 9061; see
the RFC itself for full legal notices.";

revision 2021-07-14 {

}

description
"Initial version.";
reference
"RFC 9061: A YANG Data Model for |Psec Flow Protection
Based on Software-Defined Networking (SDN).";

feature ikeless-notification {

description
"This feature indicates that the server supports
generating notifications in the ikel ess nodul e.

To ensure broader applicability of this nodul e,
the notifications are marked as a feature.

For the inplenentation of the | KE-|ess case,
the NSF is expected to inplenment this



feature.";

}

contai ner ipsec-ikeless {
description
"Cont ai ner for configuration of the IKE-|ess
case. The container contains tw additiona
containers: 'spd’ and 'sad’. The first allows the
| 2NSF Controller to configure |Psec policies in
the Security Policy Database (SPD), and the second
all ows the I 2NSF Controller to configure |Psec
Security Associations (IPsec SAs) in the Security
Associ ati on Dat abase (SAD).";
ref erence
"RFC 4301: Security Architecture for the Internet Protocol.";
contai ner spd {
description
"Configuration of the Security Policy Database
(SPD).";
ref erence
"RFC 4301: Security Architecture for the Internet Protocol,
Section 4.4.1.2.";
list spd-entry {
key "nane";
or der ed- by user;
| eaf nane {
type string;
description
"SPD-entry-uni que name to identify this
entry.";

| eaf direction {

type nsfikec:ipsec-traffic-direction;

mandat ory true;

description

"I nbound traffic or outbound

traffic. In the IKE-less case, the
| 2NSF Controller needs to
specify the policy direction to be
applied in the NSF. In the | KE case,
this direction does not need to be
speci fied, since |IKE
will determine the direction that the
I Psec policy will require.";

}
| eaf reqid {
type uint 64;
default "0";
description
"This value allows linking this
| Psec policy with IPsec SAs with the
sane reqgid. It is only required in
the I KE-1ess nodel since, in the IKE
case, this link is handled internally
by IKE ";
}
contai ner ipsec-policy-config {
description
"This container carries the
configuration of an |IPsec policy.";
uses nsfikec:ipsec-policy-grouping;
}
description
"The SPD is represented as a list of SPD
entries, where each SPD entry represents an
| Psec policy.";



} /*list spd-entry*/
} /*contai ner spd*/
contai ner sad {
description
"Configuration of the |IPsec Security Association
Dat abase (SAD).";
ref erence
"RFC 4301: Security Architecture for the Internet Protocol
Section 4.4.2.1.";
list sad-entry {
key "nane";
or der ed- by user;
| eaf nane {
type string;
description
"SAD-entry-uni que name to identify this
entry.";

}
| eaf reqid {
type ui nt 64;
default "0";
description
"This value allows linking this
IPsec SAwith an | Psec policy with
the same reqid."”;
}
contai ner ipsec-sa-config {
description
"Thi s container allows configuring
details of an IPsec SA. ";
| eaf spi {
type uint32 {
range "0..max";

mandat ory true;
description
"I Psec SA of Security Paranmeter Index (SPI).";
}

| eaf ext-seqg-num{
type bool ean;
default "true";
description
"True if this IPsec SA is using extended
sequence nunbers. |If true, the 64-bit
ext ended sequence nunber counter is used;
if false, the normal 32-bit sequence
nunmber counter is used.";
}
| eaf seq-overflow {
type bool ean;
default "false";
description
"The flag indicating whether
overfl ow of the sequence nunber
counter should prevent transm ssion
of additional packets on the |Psec
SA (false) and, therefore, needs to
be rekeyed or whether rollover is
permitted (true). |If Authenticated
Encryption with Associ ated Data
(AEAD) is used (| eaf
esp-al gorithns/encryption/al gorithmtype),
this flag MUST BE fal se. Setting this
flag to true is strongly discouraged.";

| eaf anti-repl ay-w ndowsize {



type uint32;
default "64";
description
"To set the anti-replay w ndow size.
The default value is set to 64,
foll owi ng the recomendation in RFC 4303.";
ref erence
"RFC 4303: | P Encapsul ating Security Payl oad (ESP),
Section 3.4.3.";
}
container traffic-selector {
uses nsfikec: sel ect or-groupi ng;
description
"The | Psec SA Traffic Selector.";

| eaf protocol -paraneters {
type nsfikec:ipsec-protocol -parans;
default "esp";
description
"Security protocol of IPsec SA only
ESP so far.";

| eaf node {
type nsfikec:ipsec-node;
default "transport”;
description
"Tunnel or transport node.";
}

cont ai ner esp-sa {
when "../protocol -parameters = 'esp’";
description
"I'n case the IPsec SAis an
Encapsul ati on Security Payl oad
(ESP), it is required to specify
encryption and integrity
al gorithms and key materials.”;
cont ai ner encryption {
description
"Configuration of encryption or
AEAD al gorithmfor | Psec
Encapsul ati on Security Payl oad
(ESP).";
| eaf encryption-al gorithm {
type nsfikec:encr-alg-t;
default "12";
description
"Configuration of ESP
encryption. Wth AEAD
al gorithms, the integrity-algorithm
| eaf is not used.";

}
| eaf key {
nacm def aul t - deny- al |
type yang: hex-stri ng;
description
"ESP encryption key val ue.
If this leaf is not defined,
the key is not defined
(e.g., encryption is NULL).
The key length is
determ ned by the
| ength of the key set in
this leaf. By default, it is
128 bits.";

leaf iv {



nacm def aul t - deny- al |
type yang: hex-string;
description
"ESP encryption |V value. |If
this leaf is not defined, the
IVis not defined (e.g.,
encryption is NULL).";
}
}
container integrity {
description
"Configuration of integrity for
| Psec Encapsul ation Security
Payl oad (ESP). This contai ner
all ows configuration of integrity
al gorithms when no AEAD
al gorithnms are used and
integrity is required.”;
| eaf integrity-algorithm/{
type nsfikec:intr-alg-t;
default "12";
description
"Message Aut hentication Code
(MAC) algorithmto provide
integrity in ESP (default
AUTH_HMAC_SHA2_256_128).
Wth AEAD al gorithms,
the integrity leaf is not
used.";

}
| eaf key {
nacm def aul t - deny- al |
type yang: hex-string;
description
"ESP integrity key val ue.
If this leaf is not defined,
the key is not defined (e.g.,
AEAD al gorithmis chosen and
integrity algorithmis not
required). The key length is
determined by the length of
the key configured.";

}

} /*contai ner esp-sa*/
contai ner sa-lifetine-hard {
description
"I Psec SA hard lifetinme. The action
associated is termnate and hold.";
uses nsfikec:lifetine;
}
contai ner sa-lifetinme-soft {
description
"I Psec SA soft lifetinme.";
uses nsfikec:lifetine;
| eaf action {
type nsfikec:lifetine-action;
description
"Action lifetine: term nate-clear,
term nate-hold, or replace.";

}
}
contai ner tunnel {
when "../nmode = 'tunnel’";

uses nsfi kec: tunnel - gr oupi ng;
| eaf-1ist dscp-val ues {



type inet:dscp;
description
"DSCP val ues al |l owed for
over this IPsec SA. |If
DSCP-specific filtering
../ bypass-dscp is fal se
defi ned,

i ngress packets carried
no val ues are specified,
is applied. When

and a dscp-mapping is

no

each val ue here would be the sane as the

"inner’ DSCP val ue for the DSCP mapping (Ilist

dscp- mappi ng) . ";
ref erence

"RFC 4301: Security Architecture for the Internet

Protocol, Section 4.4.2.1.";

}
description
"Endpoints of the | Psec tunnel.";
}
cont ai ner encapsul ati on-type {
uses nsfikec: encap;
description
"Thi s container carries
configuration informtion about
the source and destination ports
that will be used for ESP
encapsul ati on of ESP packets and
the type of encapsul ati on when NAT
traversal is in place.";

} /*ipsec-sa-config*/
contai ner ipsec-sa-state {
config fal se;
description
"Cont ai ner describing I Psec SA state
data.";
container sa-lifetine-current {
uses nsfikec:lifetine;
description
"SAD lifetinme current."”;
}
contai ner replay-stats {
description
"State data about the anti-replay
wi ndow. ";
cont ai ner replay-w ndow {
| eaf w {
type uint32;
description
"Size of the replay w ndow. ";

leaf t {
type ui nt 64;
description
"Hi ghest sequence nunber
aut henti cated so far,
upper bound of w ndow. ";

}
leaf b {
type uint 64;
description
"Lower bound of w ndow. ";
}

description
"Thi s container contains three
paraneters that define the state
of the replay wi ndow. w ndow size (w),
hi ghest sequence number authenticated (t),
and | ower bound of the w ndow (b),

accor di ng



to Appendix A2.1 in RFC 4303 (w=1t - b + 1).";
ref erence
"RFC 4303: | P Encapsul ating Security Payl oad (ESP)
Appendi x A.";

}
| eaf packet -dropped {
type yang: count er 64;
description
"Packet s dropped
because they are
replay packets.";

| eaf failed {
type yang: count er 64;
description
"Nurmber of packets detected out
of the replay w ndow. ";
}
| eaf seq-nunber-counter {
type ui nt 64;
description
"A 64-bit counter when this
| Psec SA is using Extended
Sequence Number or 32-bit
counter when it is not.
Current val ue of sequence
nunber.";
}
} /* container replay-stats*/
} /*ipsec-sa-state*/
description
"List of SAD entries that formthe SAD. ";
} /*list sad-entry*/
} /*contai ner sad*/
} /*container ipsec-ikel ess*/

/* Notifications */

notification sadb-acquire {
if-feature "i kel ess-notification";
description
"The NSF detects and notifies that
an | Psec SAis required for an
out bound | P packet that has matched an SPD entry.
The traffic-selector container in this
notification contains informati on about
the I P packet that triggered this
notification.";
| eaf ipsec-policy-nane {
type string;
mandat ory true;
description
"I't contains the SPD entry name (unique) of
the I Psec policy that hits the |P-packet-required
IPsec SA. It is assuned the
| 2NSF Controller will have a copy of the
information of this policy so it can
extract all the information with this
uni que identifier. The type of IPsec SAis
defined in the policy so the security
controll er can al so know the type of I|Psec
SA that MJST be generated.”;
}
container traffic-selector {
description
"The | P packet that triggered the acquire



and requires an I Psec SA. Specifically, it
will contain the IP source/mask and I P
desti nation/ mask, protocol (udp, tcp
etc.), and source and destination
ports.";
uses nsfikec: sel ect or-groupi ng;
}
}

notification sadb-expire {
if-feature "i kel ess-notification";
description
"An | Psec SA expiration (soft or hard).";
| eaf ipsec-sa-nanme {
type string;
mandat ory true;
description
"It contains the SAD entry name (uni que) of

the I Psec SA that is about to expire. It is assuned

the 12NSF Controller will have a copy of the
| Psec SA information (except the cryptographic
material and state data) indexed by this nane
(unique identifier) so it can know all the
information (crypto al gorithns, etc.) about
the I Psec SA that has expired in order to
performa rekey (soft lifetine) or delete it
(hard lifetine) with this unique identifier.";
}
| eaf soft-lifetime-expire {
type bool ean;
default "true";
description
"If this value is true, the lifetinme expired is
soft. If it is false, the lifetine is hard.";
}
container lifetime-current {
description
"I'Psec SA current lifetinme. |If
soft-lifetine-expired is true,
this container is set with the
lifetime information about current
soft lifetine.
It can help the NSF Controller
to know which of the (soft) lifetine
limts raised the event: tine, bytes,
packets, or idle.";
uses nsfikec:lifetinme;
}
}

notification sadb-seq-overflow {
if-feature "i kel ess-notification";
description
"Sequence overflow notification.";
| eaf ipsec-sa-name {
type string;
mandat ory true;
description
"I't contains the SAD entry name (unique) of
the I Psec SA that is about to have a sequence
nunber overflow, and rollover is not permtted.
When the NSF issues this event before reaching
a sequence nunber, overflow is inplenmentation
specific and out of scope of this specification
It is assuned the |2NSF Controller will have a
copy of the IPsec SA information (except the



7

cryptographic material and state data) indexed

by this nanme (unique identifier) so it can
know all the information (crypto algorithns
etc.) about the IPsec SA in

order to performa rekey of the I Psec SA ";

}
}

notification sadb-bad-spi {
if-feature "i kel ess-notification";
description
"Notify when the NSF receives a packet with an

incorrect SPI (i.e., not present in the SAD).";

| eaf spi {
type uint32 {
range "0..max";
}

mandat ory true;
description
"SPlI nunber contained in the erroneous |Psec
packet.";
}
}

}
<CCDE ENDS>
| ANA Consi der ati ons

| ANA has registered the foll owi ng nanespaces in the
within the "I ETF XM. Regi stry" [ RFC3688]:

URI: wurn:ietf:parans:xm:ns:yang:ietf-i2nsf-ikec
Regi strant Contact: The |ESG
XM: N A, the requested URI is an XM. nanmespace

URI: wurn:ietf:params:xm:ns:yang:ietf-i2nsf-ike
Regi strant Contact: The |ESG
XM.: NA the requested URI is an XM. nanespace

URI: urn:ietf:params:xm:ns:yang:ietf-i2nsf-ikeless
Regi strant Contact: The |ESG
XM.: N A the requested URI is an XM. nanespace

ns

subregistry

I ANA has registered the followi ng YANG nodul es in the "YANG Mdul e

Nanes" registry [ RFC6020]:

Nanme: ietf-i2nsf-ikec

Mai nt ai ned by | ANA: N

Nanespace: urn:ietf:paranms: xm :ns:yang:ietf-i2nsf-ikec
Prefix: nsfi kec

Ref er ence: RFC 9061

Nanme: ietf-i2nsf-ike

Mai nt ai ned by | ANA: N

Nanespace: urn:ietf:params: xm:ns:yang:ietf-i2nsf-ike
Prefix: nsfi ke

Ref er ence: RFC 9061

Nane: ietf-i2nsf-ikeless

Mai nt ai ned by | ANA: N

Nanespace: urn:ietf:params: xm :ns:yang:ietf-i2nsf-ikeless
Prefix: nsfikel s

Ref er ence: RFC 9061

Security Considerations



First of all, this docunent shares all the security issues of SDN
that are specified in the Security Considerations sections of
[ TUT.Y.3300] and [ RFC7426] .

On the one hand, it is inportant to note that there MJST exist a
security association between the |12NSF Controller and the NSFs to
protect the critical information (cryptographic keys, configuration
paraneter, etc.) exchanged between these entities. The nature of and
means to create that security association is out of the scope of this
docunent (i.e., it is part of device provisioning or onboarding).

On the other hand, if encryption is mandatory for all traffic of an
NSF, its default policy MIST be to drop (DI SCARD) packets to prevent
cleartext packet |eaks. This default policy MJST be preconfigured in
the startup configuration datastore in the NSF before the NSF
contacts the I 2NSF Controller. Moreover, the startup configuration
datastore MJST be al so preconfigured with the required ALLOW poli cies
that allow the NSF to conmunicate with the |12NSF Control |l er once the
NSF is deployed. This preconfiguration step is not carried out by
the 12NSF Controller but by sone other entity before the NSF

depl oynent. In this manner, when the NSF starts/reboots, it will

al ways first apply the configuration in the startup configuration
before contacting the | 2NSF Control |l er

Finally, this section is divided in two parts in order to analyze
different security considerations for both cases: NSF with I KEv2 (IKE
case) and NSF without I KEv2 (I KE-less case). |In general, the |2NSF
Controller, as typically in the SDN paradigm is a target for
different type of attacks; see [SDNSecServ] and [ SDNSecurity]. Thus,
the 12NSF Controller is a key entity in the infrastructure and MJST
be protected accordingly. |In particular, the |I2NSF Controller wll
handl e cryptographic material; thus, the attacker may try to access
this information. The inpact is different depending on the | KE case
or the I KE-1ess case.

1. | KE Case

In the KE case, the I12NSF Controller sends | KEv2 credentials (PSK
public/private keys, certificates, etc.) to the NSFs using the
security association between the |12NSF Controller and NSFs. The

I 2NSF Controller MUST NOT store the | KEv2 credentials after
distributing them Moreover, the NSFs MJST NOT all ow the readi ng of
these val ues once they have been applied by the | 2NSF Controll er
(i.e., wite-only operations). One option is to always return the
same value (i.e., all 0s) if a read operation is carried out.

If the attacker has access to the |2NSF Controller during the period
of time that key material is generated, it m ght have access to the
key material. Since these values are used during NSF authentication
in IKEv2, it may inpersonate the affected NSFs. Severa
recomendati ons are inportant.

* | KEv2 configurations SHOULD adhere to the recomendati ons in
[ RFC8247] .

* |f PSK authentication is used in | KEv2, the | 2NSF Controller MJST
renove the PSK i medi ately after generating and distributing it.

*  \When public/private keys are used, the |2NSF Controller MAY
generate both public key and private key. 1In such a case, the
I 2NSF Control |l er MUST renove the associated private key
imediately after distributing themto the NSFs. Alternatively,
the NSF MAY generate the private key and export only the public
key to the I2NSF Controller. How the NSF generates these
cryptographic materials (public key/ private keys) and exports the
public key is out of scope of this docunent.
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* |f certificates are used, the NSF MAY generate the private key and
export the public key for certification to the | 2NSF Control | er
How t he NSF generates these cryptographic nmaterial (public key/
private keys) and exports the public key is out of scope of this
docunent .

| KE-|1 ess Case

In the IKE-1ess case, the | 2NSF Controller sends the |IPsec SA
information to the NSF s SAD that includes the private session keys
required for integrity and encryption. The |I2NSF Controller MJST NOT
store the keys after distributing them Moreover, the NSFs receiving
private key material MJST NOT allow the readi ng of these val ues by
any other entity (including the |2NSF Controller itself) once they
have been applied (i.e., wite-only operations) into the NSFs.
Nevertheless, if the attacker has access to the |I2NSF Controller
during the period of time that key material is generated, it may
obtain these values. In other words, the attacker m ght be able to
observe the IPsec traffic and decrypt, or even nodify and re-encrypt,
the traffic between peers.

Finally, the security association between the |2NSF Controller and
the NSFs MJST provide, at |east, the same degree of protection as the
one achi eved by the I Psec SAs configured in the NSFs. In particular,
the security association between the |2NSF Controller and the NSFs
MUST provide forward secrecy if this property is to be achieved in
the I'Psec SAs that the |2NSF Controller configures in the NSFs.
Similarly, the encryption algorithns used in the security association
between the | 2NSF Controller and the NSF MUST have, at |east, the
same strength (mninumstrength of a 128-bit key) as the algorithns
used to establish the | Psec SAs.

YANG Modul es

The YANG nodul es specified in this docunment define a schema for data
that is designed to be accessed via network managenent protocols such
as NETCONF [ RFC6241] or RESTCONF [ RFC8040]. The | owest NETCONF | ayer
is the secure transport |ayer, and the mandatory-to-inpl enment secure
transport is Secure Shell (SSH) [ RFC6242]. The | owest RESTCONF | ayer
is HITPS, and the mandatory-to-inpl enent secure transport is TLS

[ RFCB8446] .

The Network Configuration Access Control Model (NACM [RFC8341]
provides the nmeans to restrict access for particular NETCONF or
RESTCONF users to a preconfigured subset of all avail abl e NETCONF or
RESTCONF protocol operations and content.

There are a nunber of data nodes defined in these YANG nodul es that
are writable/creatable/deletable (i.e., config true, which is the
default). These data nodes nmay be considered sensitive or vul nerable
in some network environnents. Wite operations (e.g., edit-config)
to these data nodes w thout proper protection can have a negative
effect on network operations. These are the subtrees and data nodes
and their sensitivity/vulnerability:

For the I KE case (ietf-i2nsf-ike):

lipsec-ike: The entire container in this module is sensitive to
wite operations. An attacker may add/ nodify the credentials
to be used for the authentication (e.g., to inpersonate an
NSF), for the trust root (e.g., changing the trusted CA
certificates), for the cryptographic algorithns (allowi ng a
downgradi ng attack), for the IPsec policies (e.g., by allow ng
| eaki ng of data traffic by changing to an allow policy), and in
general, changing the I KE SA conditions and credential s between
any NSF.
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For the I KE-1ess case (ietf-i2nsf-ikeless):

/i psec-ikeless: The entire container in this nodule is sensitive
to wite operations. An attacker nmay add/ nodify/del ete any
| Psec policies (e.g., by allowing | eaking of data traffic by
changing to an allow policy) in the /ipsec-ikel ess/spd
contai ner, add/nodify/delete any | Psec SAs between two NSF by
means of /ipsec-ikel ess/sad container, and, in general, change
any | Psec SAs and | Psec policies between any NSF.

Sone of the readabl e data nodes in these YANG nodul es may be

consi dered sensitive or vulnerable in some network environnents. |t
is thus inportant to control read access (e.g., via get, get-config,
or notification) to these data nodes. These are the subtrees and
data nodes and their sensitivity/vulnerability:

For the I KE case (ietf-i2nsf-ike):

/i psec-ikel/pad: This container includes sensitive information to
read operations. This information MJST NOT be returned to a
client. For exanple, cryptographic material configured in the
NSFs (peer-authentication/pre-shared/secret and peer-
aut hentication/digital-signature/private-key) are already
protected by the NACM extension "default-deny-all" in this
docunent .

For the I KE-1ess case (ietf-i2nsf-ikeless):

/i psec-i kel ess/sad/ sad-entry/ipsec-sa-config/esp-sa: This
contai ner includes symetric keys for the |Psec SAs. For
exanmpl e, encryption/key contains an ESP encryption key val ue
and encryption/iv contains an Initialization Vector val ue.
Simlarly, integrity/key has an ESP integrity key value. Those
val ues MJUST NOT be read by anyone and are protected by the NACM
extension "default-deny-all" in this docunent.
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Appendi x A, XM. Configuration Exanple for | KE Case (Gateway-to-Gat eway)

Thi s exanpl e shows an XM. configuration file sent by the | 2NSF
Controller to establish an | Psec SA between two NSFs (see Figure 3)
in tunnel node (gateway-to-gateway) with ESP, with authentication
based on X. 509 certificates (sinplified for brevity with
"base64encodedval ue==") and applyi ng the | KE case.

o e e e e oo oo +
| 12NSF Controller |
+
I 2NSF NSF- Faci ng |
Interface |



/ \
T I ST + dommmea - +  H----4
| hl |--|] nsf_hl |== 1Psec_ESP_Tunnel _node == nsf_h2 |--| h2 |
R I + e - +  H----4
01 1100 1200 01
(2001: db8: 1:/ 64) (2001: db8: 123:/ 64) (2001: db8: 2: / 64)

Figure 3: | KE Case, Tunnel Mde, X 509 Certificate Authentication

<i psec-i ke xm ns="urn:ietf:parans: xm:ns:yang:ietf-i2nsf-ike"
xm ns: nc="urn:ietf:parans: xn : ns: net conf : base: 1. 0" >
<pad>
<pad-entry>
<nane>nsf_h1l_pad</ name>
<i pv6- addr ess>2001: db8: 123: : 100</i pv6- addr ess>
<peer - aut henti cati on>
<aut h- met hod>di gi t al - si gnat ur e</ aut h- et hod>
<di gi tal -si gnature>
<cert - dat a>base64encodedval ue==</cert - dat a>
<privat e- key>base64encodedval ue==</ pri vat e- key>
<ca- dat a>base64encodedval ue==</ ca- dat a>
</ digital -signature>
</ peer - aut henti cati on>
</ pad-entry>
<pad-entry>
<nane>nsf_h2_pad</ name>
<i pv6- addr ess>2001: db8: 123: : 200</i pv6- addr ess>
<aut h- pr ot ocol >i kev2</ aut h- pr ot ocol >
<peer - aut henti cati on>
<aut h- met hod>di gi t al - si gnat ur e</ aut h- net hod>
<di gi tal - si gnat ure>
<l-- RSA Digital Signature -->
<ds-al gorit hmpl</ds-al gorithme
<cert - dat a>base64encodedval ue==</cert - dat a>
<ca- dat a>base64encodedval ue==</ ca- dat a>
</ di gital -si gnature>
</ peer - aut henti cati on>
</ pad-entry>
</ pad>
<conn-entry>
<nane>nsf _hl-nsf_h2</name>
<aut ostartup>start</autostartup>
<ver si on>i kev2</versi on>
<initial-contact>fal se</initial-contact>
<f ragnent at i on><enabl ed>f al se</ enabl ed></fragnent ati on>
<i ke-sa-lifetine-soft>
<rekey-ti me>60</rekey-ti me>
<reaut h-ti me>120</reaut h-ti me>
</ike-sa-lifetine-soft>
<i ke-sa-lifetine-hard>
<over-time>3600</over-ti me>
</ike-sa-lifetine-hard>
<!--AUTH HVAC SHA2 512 256-->
<i ke-sa-intr-al g>14</ike-sa-intr-al g>
<! --ENCR_AES CBC - 128 bits-->
<i ke-sa-encr-al g>
<id>1</id>
</i ke-sa-encr-al g>
<!--8192-bit MODP G oup-->
<dh- gr oup>18</ dh- gr oup>
<hal f - open-i ke-sa-ti ner>30</ hal f - open-i ke-sa-ti nmer>
<hal f - open-i ke- sa- cooki e-t hr eshol d>
15
</ hal f - open-i ke- sa- cooki e-t hr eshol d>



<l ocal >
<l ocal - pad- entry-nane>nsf _hl pad</| ocal - pad- entry-nane>
</l ocal >
<r enot e>
<r enot e- pad- entry- nane>nsf _h2_pad</r enot e- pad- entry- nane>
</ renot e>
<spd>
<spd-entry>
<nanme>nsf_hl-nsf h2</nane>
<i psec- policy-config>
<anti -repl ay-w ndow si ze>64</ anti - r epl ay- w ndow- si ze>
<traffic-sel ector>
<l ocal - prefix>2001: db8: 1: : 0/ 64</| ocal - prefi x>
<r enot e- prefi x>2001: db8: 2: : 0/ 64</ r enpt e- prefi x>
<i nner - pr ot ocol >any</i nner - pr ot ocol >
</traffic-sel ector>
<processi ng-i nf o>
<acti on>protect</action>
<i psec-sa-cfg>
<pf p-fl ag>f al se</ pfp-fl ag>
<ext - seq- nunpt r ue</ ext - seq- nune
<seq-overfl ow>f al se</ seq- overfl ow>
<st atef ul - frag-check>f al se</ st at ef ul -frag-check>
<nmode>t unnel </ node>
<pr ot ocol - par anet er s>esp</ pr ot ocol - par anet er s>
<esp-al gorithnme>
<!-- AUTH HWVAC SHA1 96 -->
<integrity>2</integrity>
<encryption>
<!-- ENCR _AES CBC -->
<id>1</id>
<algorithmtype>12</al gorithmtype>
<key- | engt h>128</ key- | engt h>
</ encryption>
<encryption>
<!-- ENCR _3DES-->
<i d>2</id>
<al gorithmtype>3</al gorithmtype>
</ encryption>
<t f c- pad>f al se</tfc-pad>
</ esp-al gorithms>
<t unnel >
<l ocal >2001: db8: 123: : 100</ | ocal >
<r enot e>2001: db8: 123: : 200</ r enot e>
<df -bit>cl ear</df-bit>
<bypass-dscp>t rue</ bypass-dscp>
</ tunnel >
</i psec-sa-cfg>
</ pr ocessi ng-i nf o>
</i psec-policy-config>
</ spd-entry>
</ spd>
<chi | d- sa-i nf o>
<!--8192-bit MODP Goup -->
<f s- groups>18</fs-groups>
<child-sa-lifetime-soft>
<byt es>1000000</ byt es>
<packet s>1000</ packet s>
<ti me>30</ti me>
<i dl e>60</i dl e>
<acti on>r epl ace</ acti on>
</child-sa-lifetinme-soft>
<chil d-sa-lifetimne-hard>
<byt es>2000000</ byt es>
<packet s>2000</ packet s>
<ti me>60</tinme>



<i dl e>120</i dl e>
</child-sa-lifetine-hard>
</ chil d-sa-inf o>
</conn-entry>
</ipsec-ike>

Appendi x B. XM Configuration Exanple for |KE-|less Case (Host-to-Host)
Thi s exanpl e shows an XM. configuration file sent by the | 2NSF

Controller to establish an | Psec SA between two NSFs (see Figure 4)
in transport node (host-to-host) with ESP in the | KE-1ess case.

o e e e e oo oo +
| I2NSF Controller |
Fom e +
I 2NSF NSF- Faci ng
Interface
R R A \
/ \
/ \
S + S +
| nsf_hl | ===== | Psec_ESP_Transport_node =====| nsf_h2 |
Fomm e - o - + Fomm e - o - +
: 100 (2001: db8: 123:/64) : 200

Figure 4. | KE-1ess Case, Transport Mode

<i psec-i kel ess
xm ns="urn:ietf:paranms: xm :ns:yang:ietf-i2nsf-ikel ess"
xm ns: nc="urn:ietf:parans: xn : ns: net conf : base: 1. 0" >
<spd>
<spd-entry>
<nane>
in/trans/2001: db8: 123: : 200/ 2001: db8: 123:: 100
</ nanme>
<di recti on>i nbound</ di recti on>
<reqi d>1</reqi d>
<i psec-policy-config>
<traffic-selector>
<l ocal - prefix>2001: db8: 123: : 200/ 128</| ocal - prefi x>
<renot e- prefix>2001: db8: 123: : 100/ 128</ renot e- prefi x>
<i nner - pr ot ocol >any</i nner - pr ot ocol >
</traffic-sel ector>
<processi ng-i nf o>
<acti on>protect</action>
<i psec-sa-cfg>
<ext - seq- nunmt r ue</ ext - seq- nune
<seg- over fl ow>f al se</ seq- overfl ow>
<node>t r ansport </ node>
<pr ot ocol - par anet er s>esp</ pr ot ocol - par anet er s>
<esp-al gorithnms>
<!-- AUTH HMAC SHA1l 96-->
<integrity>2</integrity>
<!--ENCR_AES_CBC -->
<encryption>
<i d>1</id>
<al gorithmtype>12</al gorithmtype>
<key- 1| engt h>128</ key- | engt h>
</ encryption>
<encrypti on>
<i d>2</id>
<al gorithmtype>3</al gorithmtype>
</ encryption>
</ esp-al gorithms>
</i psec-sa-cfg>



</ pr ocessi ng-i nf o>
</i psec-policy-config>
</ spd-entry>
<spd-entry>
<nane>out/trans/2001: db8: 123:: 100/ 2001: db8: 123: : 200</ nane>
<di recti on>out bound</ di recti on>
<regi d>1</reqi d>
<i psec-policy-config>
<traffic-selector>
<l ocal - prefix>2001: db8: 123: : 100/ 128</| ocal - prefi x>
<r envot e- prefi x>2001: db8: 123: : 200/ 128</ r enot e- prefi x>
<i nner - pr ot ocol >any</i nner - pr ot ocol >
</traffic-selector>
<processi ng-i nf o>
<action>protect</action>
<i psec-sa-cfg>
<ext - seq- nunpt r ue</ ext - seq- nunv
<seg- over f | ow>f al se</ seq- overfl ow>
<nmode>t r ansport </ node>
<pr ot ocol - par anet er s>esp</ pr ot ocol - par anet er s>
<esp-al gorithnme>
<!-- AUTH HVAC SHA1 96 -->
<integrity>2</integrity>
<!-- ENCR _AES CBC -->
<encrypti on>
<id>1</id>
<al gorithmtype>12</al gorithmtype>
<key-1| engt h>128</ key- | engt h>
</ encryption>
<encrypti on>
<i d>2</id>
<al gorithmtype>3</al gorithmtype>
</ encryption>
</ esp-al gorithnms>
</i psec-sa-cfg>
</ processi ng-i nf o>
</i psec-policy-config>
</ spd-entry>
</ spd>
<sad>
<sad-entry>
<name>out/trans/2001: db8: 123:: 100/ 2001: db8: 123: : 200</ name>
<regi d>1</reqi d>
<i psec-sa-config>
<spi >34501</ spi >
<ext - seq- nunt r ue</ ext - seq- nune
<seg-overfl ow>f al se</ seq- overfl ow>
<anti-repl ay-w ndow si ze>64</ anti -r epl ay- wi ndow- si ze>
<traffic-sel ector>
<l ocal - prefi x>2001: db8: 123:: 100/ 128</| ocal - prefi x>
<r enot e- prefi x>2001: db8: 123: : 200/ 128</ r enot e- pr ef i x>
<i nner - pr ot ocol >any</i nner - pr ot ocol >
</traffic-sel ector>
<pr ot ocol - par anmet er s>esp</ pr ot ocol - par anet er s>
<nmode>t r ansport </ node>
<esp-sa>
<encryption>
<!-- [/ENCR_AES CBC -->
<encryption-al gorithm12</encryption-al gorithne
<key>01: 23: 45: 67: 89: AB: CE: DF</ key>
<i v>01: 23: 45: 67: 89: AB: CE: DF</ i v>
</ encryption>
<integrity>
<!-- //AUTH HVAC SHA1l 96 -->
<integrity-algorithnme2</integrity-algorithme
<key>01: 23: 45: 67: 89: AB: CE: DF</ key>



<lintegrity>
</ esp-sa>
</i psec-sa-config>
</ sad-entry>
<sad-entry>
<name>i n/trans/ 2001: db8: 123: : 200/ 2001: db8: 123: : 100</ nane>
<regi d>1</reqi d>
<i psec-sa-config>
<spi >34502</ spi >
<ext - seq- nunt r ue</ ext - seq- nunv
<seg-overfl ow>f al se</seq- overfl ow>
<anti-repl ay-w ndow si ze>64</ anti -r epl ay-wi ndow- si ze>
<traffic-sel ector>
<l ocal - prefi x>2001: db8: 123:: 200/ 128</| ocal - prefi x>
<r enot e- prefi x>2001: db8: 123: : 100/ 128</ r enot e- pr ef i x>
<i nner - pr ot ocol >any</i nner - pr ot ocol >
</traffic-sel ector>
<pr ot ocol - par anmet er s>esp</ pr ot ocol - par anet er s>
<nmode>t r ansport </ node>
<esp-sa>
<encryption>
<!-- [/ENCR_AES CBC -->
<encryption-al gorithm12</encryption-al gorithne
<key>01: 23: 45: 67: 89: AB: CE: DF</ key>
<i v>01: 23: 45: 67: 89: AB: CE: DF</i v>
</ encryption>
<integrity>
<!-- //AUTH HVAC SHAl 96 -->
<integrity-algorithnme2</integrity-algorithme
<key>01: 23: 45: 67: 89: AB: CE: DF</ key>
<lintegrity>
</ esp-sa>
<sa-lifetine-hard>
<byt es>2000000</ byt es>
<packet s>2000</ packet s>
<time>60</tinme>
<idl e>120</i dl e>
</sa-lifetine-hard>
<sa-lifetine-soft>
<byt es>1000000</ byt es>
<packet s>1000</ packet s>
<tinme>30</tinme>
<i dl e>60</i dl e>
<acti on>r epl ace</ acti on>
</sa-lifetine-soft>
</i psec-sa-config>
</ sad-entry>
</ sad>
</ipsec-i kel ess>

Appendi x C. XM Notification Exanples

In the follow ng, several XM files are shown to illustrate different
types of notifications defined in the I KE-less YANG data nodel, which
are sent by the NSF to the |I2NSF Controller. The notifications
happen in the | KE-| ess case.

<sadb-expire xm ns="urn:ietf:paranms:xm :ns:yang:ietf-i2nsf-ikeless">
<i psec- sa- name>i n/ trans/ 2001: db8: 123: : 200/ 2001: db8: 123: : 100
</i psec-sa- name>
<soft-lifetine-expire>true</soft-lifetime-expire>
<lifetime-current>
<byt es>1000000</ byt es>
<packet s>1000</ packet s>
<ti me>30</ti me>
<i dl e>60</i dl e>



</lifetinme-current>
</ sadb- expi re>

Fi gure 5: Exanmple of the sadb-expire Notification

<sadb-acquire xm ns="urn:ietf:params:xm :ns:yang:ietf-i2nsf-ikeless">
<i psec- pol i cy-name>i n/trans/ 2001: db8: 123: : 200/ 2001: db8: 123:: 100
</i psec-policy-nane>
<traffic-sel ector>
<l ocal - prefix>2001: db8: 123: : 200/ 128</| ocal - prefi x>
<r enot e- prefi x>2001: db8: 123: : 100/ 128</ r enot e- prefi x>
<i nner - pr ot ocol >any</i nner - pr ot ocol >
<l ocal - port s>
<start>0</start>
<end>0</ end>
</l ocal -ports>
<r enot e- port s>
<start>0</start>
<end>0</ end>
</ renvot e- port s>
</traffic-sel ector>
</ sadb- acqui re>

Figure 6: Exanple of the sadb-acquire Notification

<sadb- seqg- overfl ow
xm ns="urn:ietf:parans: xm :ns:yang:ietf-i2nsf-ikel ess">
<i psec- sa- name>i n/ trans/ 2001: db8: 123: : 200/ 2001: db8: 123: : 100
</i psec-sa- name>
</ sadb- seq-overfl ow>

Figure 7: Exanple of the sadb-seqg-overflow Notification

<sadb- bad- spi
xm ns="urn:ietf:paranms:xm :ns:yang:ietf-i2nsf-ikeless">
<spi >666</ spi >

</ sadb- bad- spi >

Fi gure 8: Exanple of the sadb-bad-spi Notification
Appendi x D. Operational Use Case Exanpl es
D.1. Exanple of |IPsec SA Establishnent

Thi s appendi x exenplifies the applicability of the I KE case and | KE-
| ess case to traditional |Psec configurations, that is, host-to-host
and gateway-to-gateway. The followi ng exanpl es assunme the existence
of two NSFs needing to establish an end-to-end | Psec SA to protect
their conmmuni cations. Both NSFs could be two hosts that exchange
traffic (host-to-host) or gateways (gateway-to-gateway), for exanple,
within an enterprise that needs to protect the traffic between the
net works of two branch offices.

Applicability of these configurations appear in current and new
net wor ki ng scenarios. For exanple, SD-WAN technol ogi es are providing
dynanm ¢ and on-denmand VPN connecti ons between branch offices or

bet ween branches and Software as a Service (SaaS) cloud services.

Besi des, Infrastructure as a Service (laaS) services providing
virtualization environments are depl oynents that often rely on | Psec
to provide secure channel s between virtual instances (host-to-host)
and providing VPN solutions for virtualized networks (gateway-to-

gat eway) .

As can be observed in the follow ng, the |I2NSF-based | Psec managenent
system (for I KE and | KE-1ess cases) exhibits various advant ages:



D. 1.

1.

It allows creating | Psec SAs anong two NSFs, based only on the
application of general flow based protection policies at the

| 2NSF User. Thus, administrators can nmanage all security
associations in a centralized point with an abstracted vi ew of
t he networ k.

Any NSF depl oyed in the system does not need nanual
configuration, therefore, allowing its deploynent in an autonated
manner .

| KE Case

I
(1) Fl ow based I 2NSF Consurner - Faci ng
Protection Policy Interface

+
| Transl ate into|--->| NETCONF/ |
| I Psec Policies| | RESTCONF |

+

NSF A | NSF B

Figure 9: Host-to-Host/ Gateway-to-Gateway for the | KE Case

Figure 9 describes the application of the | KE case when a data packet
needs to be protected in the path between NSF A and NSF B:

1.

The |1 2NSF User defines a general flow based protection policy
(e.g., protect data traffic between NSF A and B). The |2NSF
Controller |1 ooks for the NSFs involved (NSF A and NSF B).

The 1 2NSF Control |l er generates | KEv2 credentials for them and
translates the policies into SPD and PAD entri es.

The 1 2NSF Controller inserts an | KEv2 configuration that includes
the SPD and PAD entries in both NSF A and NSF B. If sone of
operations with NSF A and NSF B fail, the 12NSF Controller wll
stop the process and performa roll back operation by deleting any
| KEv2, SPD, and PAD configuration that had been successfully
installed in NSF A or B.

If the previous steps are successful, the flowis protected by neans
of the I Psec SA established with I KEv2 between NSF A and NSF B.

D 1.

2.

| KE-| ess Case

| T2NSF User (IPsec Management Systen) |



(1) Fl ow based I 2NSF Consuner - Faci ng
Protection Policy Interface

I I
I I
I \Y I
[ R + (2) +--mmemmaa oo + |
| |Translate into|---->| NETCONF/ | |
| |I1Psec Policies| | RESTCONF | |
| R + R + |
I I I I
e | ----- |-------- +

|- + -~
\Y \Y
o a o + o a o +
NSF A | | NSF B
| 1 Psec(SPD SAD) | | 1 Psec(SPD SAD) |
oo o - + oo o - +

Figure 10: Host-to-Host/ Gateway-to-Gateway for the | KE-|I ess Case

Fi gure 10 describes the application of the | KE-|Iess case when a data
packet needs to be protected in the path between NSF A and NSF B:

1.

The |1 2NSF User establishes a general flow based protection
policy, and the |I2NSF Controller |ooks for the involved NSFs.

The 1 2NSF Controller translates the fl ow based security policies
into I Psec SPD and SAD entri es.

The | 2NSF Controller inserts these entries in both NSF A and NSF
B | Psec databases (i.e., SPD and SAD). The follow ng text
descri bes how this woul d happen:

* The | 2NSF Controll er chooses two random values as SPls, for
exanple, SPlal for the inbound IPsec SAin NSF A and SPI bl for
the inbound I Psec SAin NSF B. The value of the SPlal MJST
NOT be the sane as any inbound SPI in A In the same way, the
val ue of the SPI bl MUST NOT be the sane as any inbound SPlI in
B. Mreover, the SPlal MJST be used in B for the outbound
I Psec SAto A while SPIbl MIST be used in A for the outbound
IPsec SAto B. It also generates fresh cryptographic materia
for the new i nbound/out bound | Psec SAs and their paraneters.

* After that, the | 2NSF Controll er sinultaneously sends the new
i nbound I Psec SA with SPlal and new outbound I Psec SAwith
SPIbl to NSF A and the new i nbound | Psec SA with SPlI bl and new
out bound I Psec SAwith SPlal to B, together with the
correspondi ng | Psec policies.

* Once the I 2NSF Controller receives confirmation from NSF A and
NSF B, it knows that the |Psec SAs are correctly installed and
ready.

Anot her alternative to this operation is the |I2NSF Controller
first sends the I Psec policies and new i nbound I Psec SAs to A and
B. Once it obtains a successful confirnation of these operations
fromNSF A and NSF B, it proceeds with installing the new

out bound | Psec SAs. Even though this procedure nay increase the
|l atency to conmplete the process, no traffic is sent over the



network until the IPsec SAs are conmpletely operative. |In any
case, other alternatives MAY be possible to inplenent step 3.

4. |f sone of the operations described above fail (e.g., NSF A
reports an error when the | 2NSF Controller is trying to instal
the SPD entry, the new i nbound or outbound |IPsec SAs), the |2NSF
Control |l er MUST performroll back operations by del eting any new
i nbound or outbound | Psec SA and SPD entry that had been
successfully installed in any of the NSFs (e.g., NSF B) and stop
the process. Note that the |2NSF Controller MAY retry severa
times before giving up.

5. Oherwise, if the steps 1 to 3 are successful, the flow between
NSF A and NSF B is protected by nmeans of the |IPsec SAs
established by the I 2NSF Controller. 1t is worth nmentioning that
the 12NSF Controller associates a lifetinme to the new | Psec SAs.
When this lifetime expires, the NSF will send a sadb-expire
notification to the I2NSF Controller in order to start the
rekeyi ng process.

Instead of installing |Psec policies (in the SPD) and | Psec SAs (in
the SAD) in step 3 (proactive nmode), it is also possible that the

I 2NSF Controller only installs the SPD entries in step 3 (reactive
mode). I n such a case, when a data packet requires to be protected
with I Psec, the NSF that first saw the data packet will send a sadb-
acquire notification that inforns the |12NSF Controller that needs SAD
entries with the I Psec SAs to process the data packet. Again, if
sonme of the operations installing the new i nbound/ outbound |IPsec SAs
fail, the 2NSF Controller stops the process and perforns a roll back
operation by del eting any new i nbound/ out bound SAs that had been
successfully install ed.

D.2. Exanple of the Rekeying Process in | KE-|1ess Case

To explain an exanpl e of the rekeying process between two | Psec NSFs,
A and B, assune that SPlal identifies the inbound I Psec SA in A and
SPIbl identifies the inbound IPsec SAin B. The rekeying process
will take the foll ow ng steps:

1. The | 2NSF Controller chooses two random val ues as SPI for the new
i nbound | Psec SAs, for exanple, SPla2 for the inbound I Psec SA in
A and SPI b2 for the inbound IPsec SA in B. The value of the
SPlal MUST NOT be the sane as any inbound SPI in A In the sane
way, the value of the SPIbl MUST NOT be the sane as any i nbound
SPI in B. Then, the I12NSF Controller creates an inbound |Psec SA
with SPla2 in A and another inbound IPsec SAin Bwith SPIb2. It
can send this information sinultaneously to A and B

2. Once the 12NSF Controller receives confirmation fromA and B, the
controller knows that the inbound | Psec SAs are correctly
installed. Then, it proceeds to send, in parallel to A and B
the out bound | Psec SAs: the outbound IPsec SAto Awth SPIb2 and
the outbound IPsec SAto Bwith SPla2. At this point, the new
| Psec SAs are ready.

3. Once the I12NSF Controller receives confirmation fromA and B t hat
t he out bound | Psec SAs have been installed, the | 2NSF Control |l er,
in parallel, deletes the old | Psec SAs from A (inbound SPlal and
out bound SPI bl) and B (out bound SPlal and i nbound SPI bl).

If sone of the operations in step 1 fail (e.g., NSF A reports an
error when the I12NSF Controller is trying to install a new i nbound
| Psec SA), the I 2NSF Controller MJST performroll back operations by
renovi ng any new i nbound SA that had been successfully installed
during step 1.



If step 1 is successful but some of the operations in step 2 fai
(e.g., NSF Areports an error when the |12NSF Controller is trying to
install the new outbound | Psec SA), the | 2NSF Controller MJST perform
a roll back operation by deleting any new out bound SA that had been
successfully installed during step 2 and by del eting the i nbound SAs
created in step 1, in that order.

If the steps 1 and 2 are successful but the step 3 fails, the | 2NSF
Controller will avoid any rollback of the operations carried out in
steps 1 and 2, since new and valid | Psec SAs were created and are
functional. The |I2NSF Controller MAY reattenpt to renove the old
i nbound and out bound I Psec SAs in NSF A and NSF B several times unti

it receives a success or it gives up. 1In the |ast case, the old
I Psec SAs will be renoved when their corresponding hard lifetine is
reached.

D.3. Example of Managing NSF State Loss in the |IKE-|Iess Case

In the |KE-less case, if the |2NSF Control |l er detects that an NSF has
|l ost the IPsec state, it could follow the next steps:

1. The I2NSF Controller SHOULD delete the old | Psec SAs on the non-
fail ed nodes, established with the failed node. This prevents
the non-failed nodes from| eaking plaintext.

2. If the affected node restarts, the |12NSF Controller configures
the new i nbound | Psec SAs between the affected node and all the
nodes it was talking to.

3. After these inbound | Psec SAs have been established, the |I2NSF
Controll er configures the outbound IPsec SAs in parallel

Steps 2 and 3 can be perforned at the sane tinme at the cost of a
potential packet loss. |If this is not critical, then it is an
optinization since the nunber of exchanges between the | 2NSF
Controller and NSFs is | ower.
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