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Abst r act

The Secure Tel ephone lIdentity Revisited (STIR) certificate profile
provides a way to attest authority over tel ephone nunbers and rel ated
identifiers for the purpose of preventing tel ephone nunber spoofing.
This specification details how that authority can be del egated froma
parent certificate to a subordinate certificate. This supports a
nunber of use cases, including those where service providers grant
credentials to enterprises or other custonmers capabl e of signing
calls with STIR
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I nt roducti on

The STIR problem statenent [ RFC7340] reviews the difficulties facing
the tel ephone network that are enabl ed by inpersonation, including
various forns of robocalling, voicenmail hacking, and swatting

[ RFC7375]. One of the nobst inportant conmponents of a systemto
prevent inpersonation is the inplementation of credentials that
identify the parties who control tel ephone nunbers. The STIR
certificate specification [ RFC8226] describes a credential system
based on version 3 certificates [X 509] in accordance with [ RFC5280]
for that purpose. Those credentials can then be used by STIR

aut henti cation services [ RFC8224] to sign PASSporT objects [ RFC8225]
carried in SIP [ RFC3261] requests.

[ RFC8226] specifies an extension to X. 509 that defines a Tel ephony
Nunmber (TN) Authorization List that may be included by certification
authorities (CAs) in certificates. This extension provides
additional information that relying parties can use when validating
transactions with the certificate. Wen a SIP request, for exanple,
arrives at a termnating adm nistrative domain, the calling numnber
attested by the SIP request can be conpared to the TN Aut horization
List of the certificate that signed the PASSporT to determne if the
caller is authorized to use that calling nunber.

Initial deploynent of [RFC8226] has focused on the use of Service
Provi der Codes (SPCs) to attest to the scope of authority of a
certificate. Typically, these codes are internal tel ephone network
identifiers such as the Qperating Conpany Nunbers (OCNs) assigned to
carriers in the United States. However, these network identifiers
are effectively unavailable to non-carrier entities, and this has
rai sed questions about how such entities might best participate in
STI R when needed. Additionally, a carrier may sonetimes operate
nunbers that are formally assigned to another carrier. [RFC3226]
gives an overview of a certificate enroll ment nodel based on

"del egation", whereby the holder of a certificate mght allocate a
subset of that certificate' s authority to another party. This
specification details how del egati on of authority works for STIR
certificates.

Ter mi nol ogy

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB8174] when, and only when, they appear in all
capitals, as shown here

This specification also uses the follow ng terns:

del egation: The concept of STIR certificate delegation and its terns
are defined in [ RFC8226].

| egitimate spoofing: The practice of selecting an alternative
presentation nunber for a tel ephone caller legitimtely.

Mot i vati on



4.

1.

The nost pressing need for delegation in STIR arises in a set of use
cases where callers want to use a particular calling nunber, but for
what ever reason, their outbound calls will not pass through the

aut henti cation service of the service provider that controls that
nunbering resource

One exanple woul d be an enterprise that places outbound calls through
a set of service providers; for each call, a provider is chosen based
on a |least-cost routing algorithmor simlar |local policy. The
enterprise was assigned a calling nunber by a particul ar service
provi der, but some calls originating fromthat nunber will go out

t hrough ot her service providers.

A user might also roamfromtheir usual service provider to a
different network or administrative donmain for various reasons. Most
"l egitimate spoofing" exanples are of this form where a user wants
to be able to use the main call back nunber for their business as a
calling party number, even when the user is away fromthe business.

These sorts of use cases could be addressed if the carrier who
controls the nunbering resource were able to del egate a credentia
that could be used to sign calls regardl ess of which network or

adm ni strative domai n handl es the outbound routing for the call. In
the absence of something |like a del egati on mechani sm out bound
carriers nmay be forced to sign calls with credentials that do not
cover the originating nunber in question. Unfortunately, that
practice woul d be difficult to distinguish frommalicious spoofing,
and if it becones w despread, it could erode trust in STIR overall

Del egation of STIR Certificates

STIR del egate certificates are certificates containing a TNAut hLi st
obj ect that have been signed with the private key of a parent
certificate that itself contains a TNAut hLi st object (either by val ue
or by reference; see Section 4.1). The parent certificate needs to
contain a basic constraints extension with the cA bool ean set to
"true" [RFC5280], indicating that the subject can sign certificates.
Every STIR del egate certificate identifies its parent certificate
with a standard Authority Key ldentifier extension [RFC5280].

The authority bestowed on the hol der of the del egate certificate by
the parent certificate is recorded in the delegate certificate' s
TNAut hLi st. Because STIR certificates use the TNAut hLi st obj ect

rat her than the Subject Name for indicating the scope of their
authority, traditional name constraints [ RFC5280] are not directly
applicable to STIR In a manner sinilar to the Resource Public Key
Infrastructure (RPKI) [RFC6480] "enconpassing" semantics, each

del egate certificate MIUST have a TNAut hLi st scope that is equal to or
a subset of its parent certificate's scope: it nmust be "enconpassed".
For exanple, a parent certificate with a TNAuthLi st that attested
authority for the nunbering range +1-212-555-1000 t hrough 1999 could
issue a certificate to one delegate attesting authority for the range
+1-212-555-1500 t hrough 1599 and, to another del egate, a certificate
for the individual nunber +1-212-555-1824.

Del egate certificates MAY al so contain a basic constraints extension
with the cA boolean set to "true", indicating that they can sign
subordinate certificates for further delegates. As only end-entity
certificates can actually sign PASSporTs, the holder of a STIR
certificate with a "true" cA boolean may create a separate end-entity
certificate with either an identical TNAuthList to its parent or a
subset of the parent’s authority, which would be used to sign
PASSpor Ts.

Scope of Del egation



The TNAuthList of a STIR certificate may contain one or nore SPCs,
one or nore tel ephone nunber ranges, or even a mx of SPCs and

t el ephone nunber ranges. Wen delegating froma STIR certificate, a
child certificate may inherit fromits parent either or both of the
above, and this specification explicitly permts SPC only parent
certificates to del egate individual tel ephone nunbers or ranges to a
child certificate, as this will be necessary in sone operating
environnments. Depending on the sort of nunbering resources that a
del egat e has been assigned, various syntaxes can be used to capture
the del egated resource

Sone non-carrier entities may be assigned |arge and conpl ex

al | ocati ons of tel ephone nunbers, which nmay be only partially
contiguous or entirely disparate. Allocations may al so change
frequently in mnor or significant ways. These resources nay be so
compl ex, dynamic, or extensive that listing themin a certificate is
prohibitively difficult. Section 10.1 of [RFC8226] describes one
potential way to address this: including the TNAut hList (specified in
[ RFC8226]) in the certificate by reference rather than by val ue,
where a URL in the certificate points to a secure, dynanmically
updated list of the tel ephone nunbers in the scope of authority of a
certificate. For entities that are carriers in all but nane, another
alternative is the allocation of an SPC, this yields nuch the sane
property, as the SPC is effectively a pointer to an external database
that dynamcally tracks the nunbers associated with the SPC. Either
of these approaches may make sense for a given depl oynent.
Certification path construction as detail ed below treats by-reference
TNAut hLists in a certificate as if they had been included by val ue.

O her non-carrier entities may have strai ghtforward tel ephone nunber
assi gnnents, such as enterprises receiving a set of a thousand bl ocks
froma carrier that may be kept for years or decades. Particular
freephone nunbers may al so have a | ong-term association with an
enterprise and its brand. For these sorts of assignments, assigning
an SPC may seemlike overkill, and using the TN ranges of the

TNAut hLi st (by value) is sufficient.

Wi chever approach is taken to represent the del egated resource,
there are fundanental trade-offs regardi ng when and where in the
architecture a delegation is validated -- that is, when the del egated
TNAut hLi st is checked and determined to be "enconpassed" by the

TNAut hLi st of its parent. This mght be performed at the tinme the
del egate certificate is issued, at the tinme that a verification
service receives an inbound call, or potentially both. It is
generally desirable to offload as nuch of this as possible to the
certification process as verification occurs during call setup; thus,
addi tional network dips could | ead to perceptible delay, whereas
certification happens outside of call processing as a largely

adm nistrative function. ldeally, if a delegate certificate can
supply a by-value TN range, then a verification service could
ascertain that an attested calling party nunber is within the scope
of the provided certificate without requiring any additiona
transactions with a service. |In practice, verification services my
al ready incorporate network queries into their processing (for
exanple, to dereference the "x5u" field of a PASSporT) that could

pi ggyback any additional information needed by the verification

servi ce.

Note that the perm ssion semantics of the TNAuthLi st [ RFC8226] are
additive: that is, the scope of a certificate is the superset of all
of the SPCs and tel ephone nunber ranges enunerated in the TNAuthLi st.
As SPCs thenselves are effectively pointers to a set of tel ephone
nunber ranges, and a tel ephone nunber nmay belong to nore than one
SPC, this may introduce some redundancy to the set of tel ephone
nunbers specified as the scope of a certificate. The presence of one



or more SPCs and one or nore sets of tel ephone nunber ranges are
simlarly treated additively, even if the tel ephone nunber ranges
turn out to be redundant to the scope of an SPC

Aut hentication Service Signing with Del egate Certificates

Aut henti cation service behavior varies from[RFC3224] as foll ows,

al though the same checks are perforned by the authentication service
when conparing the calling party nunber attested in call signaling
with the scope of the authority of the signing certificate.

Aut henti cation services SHOULD NOT use a del egate certificate without
validating that its scope of authority is enconpassed by that of its
parent certificate, and if that certificate has its own parent, the
entire certification path SHOULD be validated

This del egation architecture does not require that a non-carrier
entity act as its own authentication service. That function may be
performed by any authentication service that holds the private key
corresponding to the del egate certificate, including one run by an
out bound service provider, a third party in an enterprise’s outbound
call path, or in the SIP User Agent itself.

Note that authentication services creating a PASSporT for a cal

signed with a delegate certificate MJST provide an "x5u" link
corresponding to the entire certification path rather than just the
del egate certificate used to sign the call, as described in

Section 7.

Verification Service Behavior for Delegate Certificate Signatures

The responsibility of a verification service validating PASSporTs
signed with delegate certificates, while largely foll ow ng baseline
speci fications [ RFC8224] and [ RFC8225], requires sone additiona
procedures. Wen the verification service dereferences the "x5u"
paraneter, it will acquire a certificate list rather than a single
certificate. It MJST then validate all of the credentials in the
list, identifying the parent certificate for each del egate through
its Authority Key ldentifier extension

Wiile relying parties ordinarily have significant latitude in
certification path construction when validating a certification path,
STIR assunes a nore rigid hierarchical subordination nodel rather
than one where relying parties my want to derive their own
certification path to particular trust anchors. |If the certificates
acquired fromthe "x5u" elenent of a PASSporT do not |ead to an
anchor that the verification service trusts, it treats the validation
no differently than it would when a non-del egated certificate was

i ssued by an untrusted root; in SIP, it MAY return a 437 "Unsupported
Credential" response if the call should be failed for |ack of a valid
Identity header.

Acquiring Multiple Certificates in STIR

PASSpor T [ RFC8225] uses the "x5u" el enent to convey the URL where
verification services can acquire the certificate used to sign a
PASSpor T. This value is mrrored by the "info" paraneter of the
Identity header when a PASSporT is conveyed via SIP. Commonly, this
is an HTTPS URI.

When a STIR delegate certificate is used to sign a PASSporT, the
"x5u" elenent in the PASSporT will contain a URl indicating where a
certificate list is available. Wile the baseline JSON Wb Signature
(JWB) al so supports an "x5c" elenment specifically for certificate
chains, in operational practice, certification paths are already
being delivered in the STIR environnent via the "x5u" el ement, so
this specificati on RECOWENDS that inplenentations continue to use



"x5u". "x5c" is OPTIONAL for environments where it is known to be
supported. That list will be a concatenation of certificates encoded
with Privacy Enhanced Mail (PEM of the type "application/pem
certificate-chain" defined in [ RFC8555]. The certificate path

[ RFC5280] ordering MJST be ordered fromthe signer to the trust
anchor. The list begins with the certificate used to sign the
PASSpor T, followed by its parent, and then any subsequent
grandparents, great-grandparents, and so on. The key identifier in
the Authority Key ldentifier extension in the first certificate MJST
appear in the Subject Key ldentifier extension in the second
certificate. The key identifier pairing MIJST match in this way
throughout the entire chain of certificates. Note that Automatic
Certificate Managenment Environnent (ACME) [RFC8555] requires the
first element in a pemcertificate-chain to be an end-entity
certificate.

Certification Authorities and Service Providers

Once a tel ephone service provider has received a CA certificate
attesting to their nunbering resources, they may del egate resources
fromit as they see fit. Note that the allocation to a service
provider of a certificate with a basic constraints extension with the
cA bool ean set to "true" does not require that a service provider act
as a certification authority itself; serving as a certification
authority is a function requiring specialized expertise and
infrastructure. Certification authorities are, for exanple,
responsible for maintaining certificate revocation lists and rel ated
functions as well as publishing certification practice statenents. A
third-party certification authority, including the sane one that

i ssued the service provider its parent certificate, could act as the
CA that issues delegate certificates for the service provider if the
necessary business relationships pernmit it. A service provider mght
in this case act as a Token Authority (see Section 8.1) granting its
custoners permissions to receive certificates fromthe CA

Note that if the same CA that issued the parent certificate is also
i ssuing a delegate certificate, it my be possible to shorten the
certification path, which reduces the work required of verification
services. The trade-off here is that if the CA sinply issued a non-
del egate certificate (whose parent is the CA's trust anchor) with the
proper TNAut hLi st value, relying parties night not be able to
ascertai n which service provider owned those tel ephone nunbers,
informati on that m ght be used to make an authorizati on deci sion on
the termnating side. However, sone additional object in the
certificate outside of the TNAuthLi st coul d preserve that
information; this is a potential area for future work, and | onger
certification paths are the only mechani smcurrently defined.

Al CAs nust detail in their practices and policies a requirenent to
val idate that the "enconpassing" of a delegate certificate is done by
its parent. Note that this requires that CAs have access to the
necessary industry databases to ascertain whether, for exanple, a
particul ar tel ephone nunber is enconpassed by an SPC. Alternatively,
a CA may acquire an Authority Token (see Section 8.1) that affirns
that a delegation is in the proper scope. Exactly what operationa
practices this entails may vary in different national telephone

adm nistrations and are thus left to the Certificate Policy /
Certification Practice Statement (CP/CPS) [ RFC3647].

.1. ACME and Del egati on

STI R depl oynents comonly use ACME [ RFC8555] for certificate
acquisition, and it is anticipated that delegate certificates wll

al so be acquired through an ACME interface. An entity can acquire a
certificate froma particular CA by requesting an Authority Token

[ ACME-CHAL] fromthe parent with the desired TNAut hLi st [ ACME- TOKEN]



object. Note that if the client intends to do further subdel egation
of its own, it should request a token with the "ca" Authority Token
flag set.

The entity then presents that Authority Token to a CAto acquire a
STIR del egate certificate. ACME returns an "application/pem
certificate-chain" object, and that object would be suitable for
publication as an HTTPS resource for retrieval with the PASSporT
"x5u" nmechani smas discussed in Section 7. If the Certificate

Si gni ng Request (CSR) presented to the ACME server is for a
certificate with the cA boolean set to "true", then the ACMVE server
makes a policy decision to determ ne whether or not it is appropriate
to issue that certificate to the requesting entity. That policy
decision will be reflected by the "ca" flag in the Authority Token

Service providers that want the capability to rapidly age out

del egated certificates can rely on the ACME Short-Term Automatically
Renewed (STAR) [ RFC8739] mechanismto automate the process of short-
termcertificate expiry.

8.2. Handling Multiple Certificates

In some deploynents, non-carrier entities may receive tel ephone
nunbers from several different carriers. This could lead to
enterprises needing to maintain a sort of STIR keyring, with
different certificates delegated to themfromdifferent providers.
These certificates are potentially issued by different CAs, which
enterprises choose between when signing a call. This could be the
case regardl ess of which syntax is used in the TNAuthList to
represent the scope of the del egation (see Section 4.1). As noted in
Section 8, if the parent certs use the sane CA it may be possible to
shorten the certification path.

For non-carrier entities handling a snmall nunber of certificates,
this is probably not a significant burden. For cases where it
becones burdensome, a few potential approaches exist. A delegate
certificate could be cross-certified with another del egate
certificate via an Authority Information Access (AlA) field
containing the URL of a Certificate Authority Issuer so that a signer
woul d only need to sign with a single certificate to inherit the
privileges of the other certificate(s) with which it has cross-
certified. 1In very conplex del egation cases, it mght make nore
sense to establish a bridge CA that cross-certifies with all of the
certificates held by the enterprise rather than requiring a nmesh of
cross-certification between a | arge nunber of certificates. Again,
this bridge CA function would likely be perfornmed by sone existing CA
in the STIR ecosystem These procedures woul d, however, conplicate
the fairly straightforward certification path reconstructi on approach
described in Section 7 and would require further specification

9. Alternative Sol utions

At the time this specification was witten, STIR was only starting to
see deployment. 1In sone future environment, the policies that govern
CAs may not permit themto issue internediate certificates with a
TNAut hLi st object and a cA boolean set to "true" in the basic
constraints certificate extension [RFC5280]. Sinilar problens in the
web PKI space notivated the devel opment of TLS subcerts [TLS-CRED],
whi ch substitutes a signed "del egated credential" token for a
certificate for such environments. A conparable mechani smcoul d be
devel oped for the STIR space, which would allow STIR certificates to
sign a data object that contains effectively the sane data as the

del egate certificate specified here, including a public key that
coul d sign PASSporTs. The TLS subcerts system has further explored

| everaging ACME to issue short-lived certificates for tenmporary

del egati on as a means of obviating the need for revocation.



10.

11.

12.

13.

13.

Speci fication of a mechanismsimlar to TLS subcerts for STIR s
future work and will be undertaken only if the market requires it.

| ANA Consi der ati ons
Thi s docunent has no | ANA acti ons.
Privacy Consi derations

Any STIR certificate that identifies a narrow range of tel ephone
nunbers potentially exposes information about the entities that are
placing calls. As such a tel ephone nunber range is a necessary
superset of the calling party nunber that is openly signaled during
call setup, the privacy risks associated with this mechani smare not
substantially greater than baseline STIR  See [ RFC8224] for gui dance
on the use of anonym zation nmechanisns in STIR

Security Considerations

This docunent is entirely about security. As delegation can allow
signing-in scenarios where unauthenticated "legitimte" spoofing
woul d ot herwi se be used, the hope is that delegation will inprove the
overall security of the STIR ecosystem For further information on
certificate security and practices, see [ RFC5280], particularly its
security considerations. Al so see the security considerations of

[ RFC8226] for general guidance on the inplications of the use of
certificates in STIR and [ RFC7375] for the STIR threat nodel.

Much of the security of del egati on depends on the inpl enentation of
the enconpassi ng semantics described in Section 4. \When del egating
froman SPC-based TNAuthList to a set of tel ephone nunber ranges,
under st andi ng t he enconpassi ng senantics nay require access to

i ndustry databases that track the nunbering assets of service

provi ders associated with a given SPC. |n sonme operating

envi ronnments, such databases m ght not exist. How enconpassing is
policed is therefore a matter outside the scope of this document and
specific to operational profiles of STIR

The use of by-reference TNAuthLi sts as described in Section 4 neans
that the TNAut hLi st associated with a certificate can change over
time; see the security considerations of [RFC3986] for nore on the
inmplications of this property. It is considered a useful feature
here due to the potential dynam smof large |lists of tel ephone
nunbers, but this dynam sm neans that a relying party m ght at one
poi nt accept that a particul ar tel ephone nunber is associated with a
certificate but later reject it for the same certificate as the
dynanic list changes. Also note that if the HITTPS service housing
the by-reference tel ephone nunber list is inproperly secured, that
too can lead to vulnerabilities. Utimtely, the CA that issued a
del egated certificate populates the URL in the AIAfield and is
responsi ble for making a secure selection. Service providers acting
as CAs are directed to the cautionary words about running a CAin
Section 8 regarding the obligations this entails for certificate
revocation and so on.
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