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I nt roducti on

Determ nistic Networking (DetNet) is a service that can be offered by
a network to DetNet flows. DetNet provides a capability for the
delivery of data flows with extrenely | ow packet |oss rates and
bounded end-to-end delivery |atency. General background and concepts
of DetNet can be found in the DetNet architecture [ RFC8655].

Thi s docunent specifies use of the I P DetNet encapsul ati on over an
MPLS network. It nmaps the I P data plane encapsul ati on described in
[ RFC8939] to the DetNet MPLS data plane defined in [ RFC8964].
Ter mi nol ogy
1. Ternms Used in This Docunent
Thi s docunent uses the term nology and concepts established in the
Det Net architecture [ RFC8655] and in [RFC8938]. The reader is
assunmed to be faniliar with these docunents and their term nol ogy.
2. Abbreviations
Thi s docunment uses the abbreviations defined in the Det Net

architecture [ RFC8655] and in [RFC8938]. This docunent uses the
foll owi ng abbrevi ati ons:

CE Cust omer Edge (equi pnent)

d- cw Det Net Control Word

Det Net Det ermi ni sti c Networki ng

DF Det Net Fl ow

DN Det Net

L2 Layer 2

LSP Label - Swi t ched Pat h

MPLS Mul tiprotocol Label Switching
PEF Packet Elimination Function
PRF Packet Replication Function
PREOF Packet Replication, Elimnation, and O dering Functions
POF Packet Ordering Function

PW Pseudowi re

S- Label Det Net "service" Label

S-PE Swi t chi ng Provi der Edge



T- PE Term nating Provider Edge
TE Traffic Engi neering

TSN Ti me-Sensitive Networking; TSN is a Task G oup of the
| EEE 802.1 Wbrki ng G oup

2.3. Requirenents Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capitals, as shown here.

3. DetNet |P Data Pl ane Overvi ew

Figure 1 illustrates an I P DetNet with an MPLS-based Det Net network
as a sub-network between the relay nodes. An IP flowis mapped to
one or nore PW and MPLS (TE) LSPs. The end systens still originate
| P-encapsul ated traffic, identified as DetNet flows. The relay nodes
foll ow procedures defined in Section 4 to map each DetNet flow to
MPLS LSPs. While not shown, relay nodes can provide service sub-

| ayer functions such as PRECF using Det Net over MPLS, and this is
indicated by the solid Iine for the MPLS-facing portion of the
Service conponent. Note that the Transit node is MPLS (TE) LSP aware
and perforns swi tching based on MPLS | abels; it need not have any
speci fic know edge of the DetNet service or the correspondi ng Det Net
flow identification. See Section 4 for details on the mapping of IP
flows to MPLS, and [ RFC8964] for general support of DetNet services
usi ng MPLS.

Det Net |IP Rel ay Transit Rel ay Det Net |IP
End System Node Node Node End System
Fomm oo - + Fomm oo - +
| Appl | <----ommem---- End to End Service ---------- > Appl |
L + - + Fom--- L L +
| Service |<--: Service |--DetNet flow ---| Service :-->| Service |
| | : | <-DN MPLS fl ow ->| : | |
S R R S SRR R e +
| Forwar di ng| | Fwd| | Fwd| | Forwar di ng| | Fwd| | Fwd]| | Forwar di ng|
+------- . --+ +- .-+ +-, -+ i T +- .-+ +-, -+ +--- - +

: Link [ ----- N : Link : [ ----- N

oo + +-[ Sub ]-+ +...... + +-[ Sub ]-+

[ Net wor K] [ Net wor K]
| <---- DetNet MPLS ----3|
I DetNet IP -------cmmomann >|

Figure 1: Architecture: DetNet |IP over DetNet MPLS Network
4. DetNet |IP over DetNet MPLS
This section defines how | P-encapsul ated flows are carried over a
Det Net MPLS data plane as defined in [RFC8964]. Since both non-
Det Net and Det Net | P packets are identical on the wire, this section
is applicable to any node that supports |IP over DetNet MPLS, and this
section refers to both cases as DetNet | P over DetNet MPLS.
4.1. DetNet IP over DetNet MPLS Data Pl ane Scenari os
An exampl e use of DetNet | P over DetNet MPLS is presented here.

Figure 1 illustrates | P DetNet-enabled End Systenms (hosts) connected



to Det Net-enabled IP networks (DN I P), operating over a Det Net-aware
MPLS network. In this figure, we have a case where the relay nodes
act as T-PEs and sit at the boundary of the MPLS donain since the
non- MPLS donain is DetNet aware. This case is very simlar to the
Det Net MPLS Network (Figure 2 in [RFC8964]). However, in Figure 2 of
[ RFC8964], the T-PEs are located at the end system and MPLS spans the
whol e Det Net service. The primary difference in this docunent is
that the relay nodes are at the edges of the MPLS domain and
therefore function as T-PEs, and that MPLS service sub-|ayer
functions are not provided over the DetNet |IP network. The transit
node functions shown above are identical to those described in

[ RFC8964] .

Figure 2 illustrates how rel ay nodes can provi de service protection
over an MPLS domain. In this case, CEl and CE2 are | P DetNet end
systens that are interconnected via an MPLS domain such as that
described in [RFC8964]. Note that Rl and R3 sit at the edges of an
MPLS domain and therefore are simlar to T-PEs, while R2 sits in the
m ddl e of the domain and is therefore simlar to an S PE

Det Net Det Net
I P Servi ce Transit Transit Service |P
Det Net | <-Tnl ->| | <-Tnl ->| Det Net
End | \Y 1 \Y \Y 2 \Y | End
System | AR + AR + AR + | System
+-- -+ | | R1 | :::::::l R2 | :::::::l R3 | | +-- -+
| |------- |.. . X....]..DFL..|.__ . DR3L s X - | |
| CE1| I I \ I X I I / I I | CE2|
| | | | \ . |..DF2..|._/ \_.|..DF4..|._/ | | | |
- - -+ | | :::::::l | :::::::l | - - -+
A Fomm oo + Fomm oo + Fomm oo + A
| Rel ay Node Rel ay Node Rel ay Node |
| (T-PE) (S-PE) (T-PE) |
I I
| <-DN I P-> <-------- Det Net MPLS --------ccomo-- > <-DN | P->|
I I
| <-----mmmmam-- - End to End Det Net Service --------------- >|
—————————————————————————— Data Flow ------------------------->
X = Service protection (PRF, PREOF, PEF/ POF)
DFx = Det Net nenmber flow x over a TE LSP

Figure 2: Service Protection over DetNet MPLS Network for DetNet |IP

Figure 1 illustrates DetNet-enabl ed end systens connected to Det Net-
enabled (DN) MPLS networks. A simlar situation occurs when end
systens are not DetNet aware. |In this case, edge nodes sit at the
boundary of the MPLS domain since it is also a DetNet domain
boundary. The edge nodes provi de Det Net service proxies for the end
applications by initiating and term nating Det Net service for the
application's IP flows. Wile the node types differ, there is
essentially no difference in data plane processi ng between rel ays and
edges. There are likely to be differences in Controller Plane
operation, particularly when distributed control plane protocols are
used.

It is still possible to provide DetNet service protection for non-
Det Net - aware end systens. This case is basically the same as
Figure 2, with the exception that CE1 and CE2 are non- Det Net - awar e
end systens and Rl and R3 becone edge nodes.

4.2. DetNet |P over DetNet MPLS Encapsul ation

The basi c encapsul ati on approach is to treat a DetNet IP flow as an
App-flow fromthe Det Net MPLS perspective. The correspondi ng exanpl e



Det Net Sub-network format is shown in Figure 3.

/-> S RS +  ------ +  ------ + A
I [ X | | X | | X [|<- App-flow
| +o-o - - + oo -- + oo -- + Do
App-fl ow <-+ | NP’roto| |NProto| | NProto Di(1)
for MPLS | +o-- - - - S S S S + Do
| | P | | 1P | | P | Y
\ -> F- - - === - === - ===t - - - -+ .
Det Net - MPLS | d-CwW| | d-CW]| | d-CW| :
S + o H------ + o H------ + 1 (2)
| Label s| | Label s| | Label s] %
+- - - 4======+- - +======+- - +======+- - - - - +
Li nk/ Sub- net wor k | L2 | | TSN | | UDP |
R + oo + oo +
| 1P |
Fome o m - +
| L2 |
Fomm oo - +

(1) DetNet IP Flow (or sinply IP flow)
(2) DetNet MPLS Fl ow

Fi gure 3: Example DetNet |P over MPLS Sub-network Formats

In Figure 3, "App-flow' indicates the payload carried by the Det Net
I P data plane. "IP" and "NProto" indicate the fields described in
Sections 5.1.1 (I P Header Information) and 5.1.2 (Qher Protocol
Header Information) of [RFC8939], respectively. "App-flow for MPLS"
i ndicates that an individual DetNet IP flowis the payload fromthe
perspective of the DetNet MPLS data plane defined in [ RFC3964].

Per Section 5.1 of [RFC8964], the DetNet MPLS data plane uses a
single S-Label to support a single App-flow. DetNet |IP Flow
Identification Procedures in Section 5.1 of [ RFC8939] states that a
single DetNet flowis identified based on I P- and next-level protocol
header information. Section 4.4 of [RFC3939] (DetNet Flow
Aggregation) defines the ways in which aggregation is supported
through the use of prefixes, wildcards, lists, and port ranges.
Collectively, this results in the fairly straightforward procedures
defined in the next section.

As shown in Figure 2, DetNet relay nodes are responsible for the
mappi ng of a DetNet flow, at the service sub-layer, fromthe IP to
MPLS Det Net data planes and back again. Their related DetNet |P over
Det Net MPLS data pl ane operation is conprised of two sets of
procedures: the mapping of flow identifiers and ensuring proper
traffic treatnent.

Mapping of 1P to DetNet MPLS is simlar for DetNet IP flows and IP
flows. The six-tuple of IPis mapped to the S-Label in both cases.
The various fields nmay be mapped or ignored when going fromIP to
MPLS.

5. Det Net | P over Det Net MPLS Procedures

The main differences of mapping IP to DetNet MPLS (conpared to plain
MPLS) are that (1) there is a mandatory flow identification to nmake
the forwarding decision (i.e., forwarding is not based on FEC), (2)
the d-CW (DetNet Control Word) is mandatory for the MPLS

encapsul ati on, and (3) during forwardi ng over the Det Net MPLS
network, treatment specific to DetNet flows is needed.

5.1. DetNet |IP over DetNet MPLS Flow Identification and Aggregation
Pr ocedur es

A DetNet relay node (ingress T-PE) that sends a DetNet IP flow over a



Det Net MPLS network MJUST map a DetNet IP flow, as identified in

[ RFC8939], into a single MPLS DetNet flow and MJUST process it in
accordance to the procedures defined in [ RFC8964]. PRF MAY be
supported at the MPLS |evel for DetNet IP flows sent over a Det Net
MPLS network. Aggregation MAY be supported as defined in Section 4.4
of [RFCB964]. Aggregation considerations in [ RFC8939] MAY be used to
identify an individual DetNet IP flow. The provisioning of the

mappi ng of DetNet IP flows to Det Net MPLS flows MJUST be supported via
configuration, e.g., via the Controller Plane.

A DetNet relay node (egress T-PE) MAY be provisioned to handl e
packets received via the Det Net MPLS data plane as DetNet |P fl ows.
A single incom ng Det Net MPLS fl ow MAY be treated as a single Det Net
IP flow, w thout exami nation of |IP headers. Alternatively, packets
received via the Det Net MPLS data plane MAY foll ow the nornmal Det Net
IP flow identification procedures defined in Section 5.1 of

[ RFC8939] .

An i nmpl enent ati on MJST support the provisioning for handling any
packet flows received via the DetNet MPLS data plane as DetNet |IP
flows via configuration. Note that such configurati on MAY include
support from PRECF on the incom ng Det Net MPLS fl ow.

| Note: Using Layer 4 (L4) transport protocols (e.g., for
| multipath) are out of scope of this document both for a single
| flow and aggregate fl ows.

.2. DetNet |IP over DetNet MPLS Traffic Treatnent Procedures

The traffic treatnent required for a particular DetNet IP flowis
provi sioned via configuration or the Controller Plane. When a Det Net
IP flowis sent over DetNet MPLS, a DetNet relay node MJUST ensure
that the provisioned DetNet IP traffic treatnment is provided at the
forwardi ng sub-layer as described in Section 5.2 of [RFC8964]. Note
that PRF MAY be utilized when sending | P over MPLS.

Traffic treatment for DetNet I P flows received over the Det Net MPLS
data plane MUST follow Section 5.3 of [RFC8939] (DetNet IP Traffic
Treat nent Procedures).

Managenent and Control |nformation Summary

The foll owi ng summari zes the set of information that is needed to
support DetNet | P over DetNet MPLS at the MPLS ingress node:

* Each MPLS App-Flow is selected fromthe incomng IP traffic using
the IP flow identification information defined in [ RFC8939]. This
information is summarized in Section 5.1 of that document and
includes all wldcards, port ranges, and the ability to ignore
specific IP fields.

* The Det Net MPLS service that is to be used to send the matching IP
traffic. This matching information is provided in Section 5.1 of
[ RFC8964] and includes both service and traffic delivery
i nformation.

The foll owing sumari zes the set of information that is needed to
support DetNet | P over DetNet MPLS at the MPLS egress node:

* The S-Label value that identifies the encapsul ated App-fl ow
traffic.

* For each S-Label, how the received traffic is to be handled. The
traffic may be processed as any other DetNet IP traffic as defined
in this docunent or in [RFC8939], or the traffic nay be directly
treated as an MPLS App-flow for additional processing according to
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[ RFC8964] .

It is the responsibility of the DetNet Controller Plane to properly
provi sion both flow identification information and the flow specific
resources needed to provide the traffic treatnment to neet each flow s
service requirements. This applies for aggregated and indivi dua
flows.

Security Considerations

General security considerations for DetNet are described in detail in
[ RFC9055]. DetNet MPLS and DetNet | P security considerations equally
apply to this docunment and are described in [ RFC8964] and [ RFC8939].

Security aspects that are unique to DetNet are those whose aimis to
protect the support of specific quality-of-service aspects of DetNet,
which are primarily to deliver data flows with extrenely | ow packet

| oss rates and bounded end-to-end delivery |atency.

The primary considerations for the data plane are to nmaintain
integrity of data and delivery of the associ ated Det Net service
traversing the DetNet network. Application flows can be protected

t hrough what ever means is provided by the underlying technol ogy. For
exanpl e, encryption may be used, such as that provided by |Psec

[ RFC4301] for IP flows and/or by an underlying sub-net using MACsec
[ EEE802. 1AE-2018] for |P-over-Ethernet (Layer 2) flows.

From a data pl ane perspective, this docunent does not add or nodify
any header information.

At the managenent and control level, DetNet flows are identified on a
per-fl ow basis, which may provide Controller Plane attackers with
additional information about the data fl ows (when conpared to
Controll er Planes that do not include per-flow identification). This
is an inherent property of DetNet, which has security inplications
that shoul d be considered when determining if DetNet is a suitable
technol ogy for any given use case.

To provide uninterrupted availability of the DetNet service,

provi sions can be nmade agai nst DoS attacks and delay attacks. To
protect agai nst DoS attacks, excess traffic due to nalicious or

mal functi oni ng devi ces can be prevented or mitigated, for exanple,
through the use of existing mechani sms such as policing and shapi ng
applied at the input of a DetNet donmain. To prevent Det Net packets
frombeing del ayed by an entity external to a DetNet donmain, DetNet
technol ogy definitions can allow for the mitigation of man-in-the-
m ddl e attacks (for exanple, through use of authentication and

aut hori zati on of devices within the Det Net domain).

I ANA Consi derations
Thi s docunent has no | ANA acti ons.
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