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I ntroduction

A deternministic IP network ("Determninistic Networking Architecture"
[ RFC8655]) can carry data flows for real-time applications with
extrenely | ow data | oss rates and bounded | atency. The bounds on

| at ency defined by DetNet (as described in [ RFC9016]) i nclude both
wor st -case | atency (Maxi num Latency, Section 5.9.2 of [RFC9016]) and
wor st-case jitter (Maximum Latency Variation, Section 5.9.3 of

[ RFC9016]). Data flows with deternministic properties are well
established for Ethernet networks (see Time-Sensitive Networking
(TSN), [1EEE802.1BA]); DetNet brings these capabilities to the IP
net wor k.

Deterministic | P networks have been successfully deployed in real -
time Operational Technology (OT) applications for some years;
however, such networks are typically isolated from external access,
and thus the security threat fromexternal attackers is low. An
exanpl e of such an isolated network is a network deployed within an
aircraft, which is "air gapped" fromthe outside world. DetNet
specifies a set of technologies that enable creation of determnistic
flows on | P-based networks of a potentially wide area (on the scale
of a corporate network), potentially merging OT traffic w th best-
effort Informati on Technology (I T) traffic, and placing OT network
conponents into contact with I T network conponents, thereby exposing
the OT traffic and conponents to security threats that were not
present in an isolated OT network.

These Det Net (OT-type) technol ogi es may not have previously been



depl oyed on a wi de area | P-based network that also carries IT
traffic, and thus they can present security considerations that may
be new to | P-based wi de area network designers; this docunent

provi des insight into such systemlevel security considerations. In
addi tion, designers of DetNet conponents (such as routers) face new
security-related chall enges in providing Det Net services, for
exanple, maintaining reliable isolation between traffic flows in an
environment where IT traffic co-mngles with critical reserved-
bandwi dth OT traffic; this docunent al so exani nes security
inplications internal to DetNet components.

Security is of particularly high inmportance in DetNet because nany of
the use cases that are enabl ed by Det Net [ RFC8578] include control of
physi cal devices (power grid devices, industrial controls, building
controls, etc.) that can have high operational costs for failure and
present potentially attractive targets for cyber attackers.

This situation is even nore acute given that one of the goals of
DetNet is to provide a "converged network”, i.e., one that includes
both IT traffic and OT traffic, thus exposing potentially sensitive
Ol devices to attack in ways that were not previously comon (usually
because they were under a separate control system or otherw se
isolated fromthe IT network, for exanple [ARI NC664P7]). Security
considerations for OT networks are not a new area, and there are many
Ol networks today that are connected to wi de area networks or the
Internet; this docunent focuses on the issues that are specific to
the Det Net technol ogi es and use cases.

G ven the above considerations, securing a DetNet starts with a
scrupul ously wel | -desi gned and wel | - managed engi neered net work
followi ng industry best practices for security at both the data pl ane
and controller plane, as well as for any Operations, Administration,
and Mai ntenance (OAM inplenentation; this is the assuned starting
point for the considerations discussed herein. Such assunptions also
depend on the network conponents thensel ves uphol ding the security-
rel ated properties that are to be assuned by DetNet system|eve
designers; for exanple, the assunption that network traffic
associated with a given flow can never affect traffic associated with
a different flowis only true if the underlying conmponents nake it

so. Such properties, which may represent new chal |l enges to conponent
designers, are al so considered herein.

Starting with a "wel | -managed network"”, as noted above, enables us to
excl ude sone of the nore powerful adversary capabilities fromthe

I nternet Threat Mddel of [BCP72], such as the ability to arbitrarily
drop or delay any or all traffic. Gven this reduced attacker
capability, we can present security considerations based on attacker
capabilities that are nore directly relevant to a Det Net.

In this context, we view the "conventional" (i.e., non-tine-
sensitive) network design and nanagenent aspects of network security
as being primarily concerned with preventing denial of service, i.e.,
they nmust ensure that DetNet traffic goes where it’'s supposed to and
that an external attacker can't inject traffic that disrupts the
delivery timng assurance of the DetNet. The tine-specific aspects
of DetNet security presented here take up where those "conventional"
desi gn and nanagenent aspects | eave off.

However, note that "conventional" nmethods for nitigating (anong all
the others) denial -of-service attacks (such as throttling) can only
be effectively used in a Det Net when their use does not conprom se
the required tinme-sensitive or behavioral properties required for the
Or flows on the network. For exanple, a "retry" protocol is
typically not going to be conpatible with a | owl atency (worst-case
maxi mum | at ency) requirement; however, if in a specific use case and
i mpl ementation such a retry protocol is able to meet the timng



constraints, then it may well be used in that context. Simlarly, if
common security protocols such as TLS/ DILS or |Psec are to be used,
it must be verified that their inplenmentations are able to neet the
tim ng and behavioral requirenents of the tine-sensitive network as

i mpl emented for the given use case. An exanple of "behaviora
properties"” m ght be that dropping of nore than a specific number of
packets in a rowis not acceptable according to the service |evel

agr eenent .

The exact security requirenments for any given DetNet are necessarily
specific to the use cases handl ed by that network. Thus, the reader
is assuned to be famliar with the specific security requirements of
their use cases, for exanple, those outlined in the Det Net Use Cases
[ RFC8578] and the Security Considerations sections of the Det Net
docunents applicable to the network technol ogies in use, for exanple,
[ RFC8939] for an | P data plane and [ RFC8964] for an MPLS data pl ane.
Readers can find a general introduction to the DetNet Architecture in
[ RFC8655], the DetNet Data Plane in [ RFC8938], and the Fl ow

I nformati on Mbdel in [ RFC9016].

The Det Net technol ogi es include ways to:

* Assign data plane resources for DetNet flows in sone or all of the
i ntermedi ate nodes (routers) along the path of the flow

* Provide explicit routes for DetNet flows that do not dynamically
change with the network topology in ways that affect the quality
of service received by the affected fl ows)

* Distribute data from Det Net fl ow packets over time and/or space to
ensure delivery of the data in each packet in spite of the |oss of
a path

Thi s docunent includes sections considering DetNet conponent design
as well as systemdesign. The latter includes a taxonony and

anal ysis of threats, threat inpacts and mtigations, and an

associ ation of attacks with use cases (based on Section 11 of

[ RFC8578]).

Thi s docunent is based on the prem se that there will be a very broad
range of DetNet applications and use cases, ranging in size and scope
fromindividual industrial machines to networks that span an entire
country [RFC8578]. Thus, no single set of prescriptions (such as
exactly which mtigation should be applied to which segnent of a

Det Net) can be applicable to all of them and indeed any single one
that we m ght prescribe would inevitably prove inpractical for sone
use case, perhaps one that does not even exist at the tine of this
witing. Thus, we are not prescriptive here; we are stating the
desired end result, with the understanding that nost Det Net use cases
will necessarily differ fromeach other, and there is no "one size
fits all".

Abbr evi ati ons and Ter m nol ogy

Informati on Technology (1 T): The application of conputers to store,
study, retrieve, transnmt, and nmani pulate data or information,
often in the context of a business or other enterprise [|T-DEF].

Qperational Technology (OT): The hardware and software dedicated to
detecting or causing changes in physical processes through direct
moni toring and/ or control of physical devices such as val ves,
punps, etc. [OT-DEF].

Conponent: A conponent of a DetNet system-- used here to refer to
any hardware or software elenent of a DetNet that inplements
Det Net - specific functionality, for exanple, all or part of a



router, switch, or end system

Device: Used here to refer to a physical entity controlled by the
Det Net, for exanple, a notor.

Resource Segnmentation: Used as a nore general formfor Network
Segnmentation (the act or practice of splitting a conputer network
i nto sub-networks, each being a network segment [NS-DEF]).

Controller Plane: |In DetNet, the Controller Plane corresponds to the
aggregation of the Control and Managenent Pl anes (see [ RFC8655],
Section 4.4.2).

3. Security Considerations for Det Net Conponent Design

Thi s section provides guidance for inplenenters of conponents to be
used in a Det Net.

As noted above, DetNet provides resource allocation, explicit routes,
and redundant path support. Each of these has associated security

i mplications, which are discussed in this section, in the context of
conmponent design. Detection, reporting and appropriate action in the
case of packet arrival-tine violations are al so di scussed.

3. 1. Resource All ocation
3.1.1. Inviolable Flows

A Det Net system security designer relies on the prenise that any
resources allocated to a resource-reserved (OI-type) flow are
inviolable; in other words, there is no physical possibility within a
Det Net conponent that resources allocated to a given DetNet flow can
be conpromi sed by any type of traffic in the network. This includes
malicious traffic as well as inadvertent traffic such as night be
produced by a mal functioning conponent, or due to interactions

bet ween conponents that were not sufficiently tested for
interoperability. Froma security standpoint, this is a critica
assunption, for exanple, when designing against DoS attacks. In
other words, with correctly desi gned conponents and security

mechani snms, one can prevent nalicious activities frominpacting other
resour ces

However, achieving the goal of absolutely inviolable flows may not be
technically or econonically feasible for any given use case, given
the broad range of possible use cases (e.g., [RFC8578]) and their
associ ated security considerations as outlined in this docunment. It
can be viewed as a continuum of security requirenents, fromisol ated
ultra-low | atency systens that may have little security vulnerability
(such as an industrial machine) to broadly distributed systems with
many possi ble attack vectors and OT security concerns (such as a
utility network). Gven this continuum the design principle

enpl oyed in this docunent is to specify the desired end results,

wi t hout being overly prescriptive in howthe results are achieved,
reflecting the understanding that no individual inplementation is
likely to be appropriate for every DetNet use case.

3.1.2. Design Trade-Of Considerations in the Use Cases Continuum

For any given DetNet use case and its associated security
requirenents, it is inmportant for the Det Net system designer to
understand the interaction and design trade-offs that inevitably need
to be reconcil ed between the desired end results and the Det Net
protocols, as well as the DetNet system and conponent design

For any given conponent, as designed for any given use case (or scope
of use cases), it is the responsibility of the conmponent designer to



ensure that the prem se of inviolable flows is supported to the
extent that they deem necessary to support their target use cases.

For exanpl e, the component may include traffic shaping and policing
at the ingress to prevent corrupted, malicious, or excessive packets
fromentering the network, thereby decreasing the |ikelihood that any
traffic will interfere with any DetNet OT flow The conponent nay
include integrity protection for sone or all of the header fields
such as those used for flow I D, thereby decreasing the likelihood
that a packet whose flow I D has been conprom sed mi ght be directed
into a different flow path. The conponent may verify every single
packet header at every forwarding | ocation, or only at certain
points. In any of these cases, the conponent nmay use dynanmic
performance anal ytics (Section 7.7) to cause action to be initiated
to address the situation in an appropriate and tinely nmanner, either
at the data plane or controller plane, or both in concert. The
component’s software and hardware may include neasures to ensure the
integrity of the resource allocation/deallocation process. O her
desi gn aspects of the conponent may hel p ensure that the adverse
effects of malicious traffic are nore limted, for exanple, by
protecting network control interfaces or mnimzing cascade fail ures.
The conponent may include features specific to a given use case, such
as configuration of the response to a given sequential packet |oss
count.

Utimately, due to cost and conplexity factors, the security
properties of a conponent designed for | ow cost systens nmay be (by
design) far inferior to a conmponent with sinmlar intended
functionality, but designed for highly secure or otherwise critica
applications, perhaps at substantially higher cost. Any given
component is designed for some set of use cases and accordingly wll
have certain limtations on its security properties and
vulnerabilities. It is thus the responsibility of the system
designer to assure thenselves that the conponents they use in their
design are capable of satisfying their overall system security
requirenents

.1.3. Docunmenting the Security Properties of a Conponent

In order for the system designer to adequately understand the
security-rel ated behavior of a given conmponent, the designer of any
component intended for use with Det Net needs to clearly document the
security properties of that conponent. For exanple, to address the
case where a corrupted packet in which the flow identification
information is conpromi sed and thus nay incidentally match the fl ow
I D of another ("victim') DetNet flow, resulting in additiona

unaut hori zed traffic on the victim the docunentation m ght state
that the conponent enploys integrity protection on the flow
identification fields.

.1.4. Fail-Safe Conponent Behavi or

Even when the security properties of a conponent are understood and
wel | specified, if the component mal functions, for exanple, due to
physi cal circunmstances unpredi cted by the conponent designer, it may
be difficult or inpossible to fully prevent mal function of the
network. The degree to which a conponent is hardened agai nst various
types of failures is a distinguishing feature of the conponent and
its design, and the overall system design can only be as strong as
its weakest |ink.

However, all networks are subject to this level of uncertainty; it is
not unique to DetNet. Having said that, DetNet raises the bar by
changi ng many added | atency scenarios fromtol erabl e annoyances to
unaccept abl e service violations. That in turn underscores the

i nportance of systemintegrity, as well as correct and stable



configuration of the network and its nodes, as discussed in
Section 1.

3.1.5. Flow Aggregation Exanpl e

As anot her exanpl e regardi ng resource allocation inplenmentation,
consider the inplenmentation of Fl ow Aggregation for DetNet flows (as
di scussed in [RFC8938]). |In this exanple, say there are N flows that
are to be aggregated; thus, the bandw dth resources of the aggregate
flow nust be sufficient to contain the sum of the bandw dth
reservation for the N flows. However, if one of those flows were to
consurme nore than its individually allocated bandwi dth, this could
cause starvation of the other flows. Thus, sinply providing and
enforcing the cal cul ated aggregate bandwi dth may not be a conpl ete
solution; the bandwi dth for each individual flow nust still be
guaranteed, for exanple, via ingress policing of each flow (i.e.,
before it is aggregated). Alternatively, if by some other neans each
flow to be aggregated can be trusted not to exceed its allocated
bandwi dt h, the sane goal can be achi eved.

3.2. Explicit Routes

The Det Net - specific purpose for constraining the ability of the
DetNet to reroute OT traffic is to maintain the specified service
paraneters (such as upper and | ower |atency boundaries) for a given
flow For example, if the network were to reroute a flow (or sone
part of a flow) based exclusively on statistical path usage netrics,
or due to nmalicious activity, it is possible that the new path woul d
have a latency that is outside the required | atency bounds that were
designed into the original TE-designed path, thereby violating the
quality of service for the affected flow (or part of that flow).

However, it is acceptable for the network to reroute OT traffic in
such a way as to naintain the specified | atency bounds (and any other
specified service properties) for any reason, for exanple, in
response to a runtime conponent or path failure.

So froma DetNet security standpoint, the DetNet system designer can
expect that any conponent designed for use in a DetNet will deliver
the packets within the agreed-upon service paraneters. For the
component designer, this nmeans that in order for a conponent to

achi eve that expectation, any conponent that is involved in
controlling or inplementing any change of the initially TE-configured
flow routes nust prevent rerouting of OT flows (whether malicious or
accidental) that night adversely affect delivering the traffic within
the specified service paraneters

3.3. Redundant Path Support

The Det Net provision for redundant paths (i.e., PREOF, or "Packet
Replication, Elimnation, and Ordering Functions"), as defined in the
Det Net Architecture [ RFC8655], provides the foundation for high
reliability of a DetNet by virtually elimninating packet loss (i.e.,
to a degree that is inplenmentati on dependent) through hitless
redundant packet delivery.

| Note: At the tine of this witing, PREOF is not defined for the
| 1P data plane.

It is the responsibility of the system designer to determ ne the

Il evel of reliability required by their use case and to specify
redundant paths sufficient to provide the desired |evel of
reliability (in as much as that reliability can be provided through
the use of redundant paths). It is the responsibility of the
component designer to ensure that the rel evant PRECF operations are
executed reliably and securely to avoid potentially catastrophic



situations for the operational technology relying on them

However, note that not all PRECF operations are necessarily
implemented in every network; for exanple, a packet reordering
function may not be necessary if the packets are either not required
to be in order or if the ordering is performed in sone other part of
t he networ k.

Ideal |y, a redundant path for a flow could be specified fromend to
end; however, given that this is not always possible (as described in
[ RFC8655]), the system designer will need to consider the resulting
end-to-end reliability and security resulting fromany given
arrangement of network segnents al ong the path, each of which
provides its individual PRECF i npl enmentation and thus its individua

| evel of reliability and security.

At the data plane, the inplenmentation of PRECF depends on the correct
assignnent and interpretation of packet sequence nunbers, as well as
the actions taken based on them such as elimnation (including
elimnation of packets with spurious sequence nunbers). Thus, the
integrity of these val ues nmust be mmintained by the conponent as they
are assigned by the Det Net Data Plane Service sub-layer and
transported by the Forwardi ng sub-layer. This is no different than
the integrity of the values in any header used by the DetNet (or any
other) data plane and is not unique to redundant paths. The
integrity protection of header values is technol ogy dependent; for
exanple, in Layer 2 networks, the integrity of the header fields can
be protected by using MACsec [I| EEE802. 1AE-2018]. Simlarly, fromthe
sequence nunber injection perspective, it is no different from any
other protocols that use sequence numbers; for particul ars of
integrity protection via | Psec Authentication Headers, usefu

insights are provided by Section 3 of [RFC4302].

3.4. Tinming (or Gher) Violation Reporting

A task of the DetNet systemdesigner is to create a network such that
for any incom ng packet that arrives with any timng or bandwi dth
viol ation, an appropriate action can be taken in order to prevent
damage to the system The reporting step may be acconplished through
dynani ¢ performance analysis (see Section 7.7) or by any other neans
as inplenmented in one or nore conponents. The action to be taken for
any given circunstance within any given application will depend on
the use case. The action may involve intervention fromthe
controller plane, or it may be taken "i mediatel y" by an individua
conponent, for exanple, if a very fast response is required.

The definitions and selections of the actions that can be taken are
properties of the conponents. The conponent designer inplenents
these options according to their expected use cases, which may vary
wi dely from conponent to conponent. Cearly, selecting an

i nappropriate response to a given condition nmay cause nore problens
than it is intending to nitigate; for exanple, a naive approach mnight
be to have the conponent shut down the link if a packet arrives
outside of its prescribed time w ndow. However, such a sinplistic
action may serve the attacker better than it serves the network.
Simlarly, sinmple |ogging of such issues nay not be adequate since a
delay in response could result in material damage, for exanple, to
mechani cal devices controlled by the network. Thus, a breadth of
possi bl e and effective security-related actions and their
configuration is a positive attribute for a DetNet conponent.

Sone possible violations that warrant detection include cases where a
packet arrives:

* Qutside of its prescribed tine w ndow



* Wthin its time window but with a conprom sed tinestanp that nakes
it appear that it is not within its w ndow

* Exceeding the reserved fl ow bandwi dth

Sone possible direct actions that may be taken at the data pl ane
include traffic policing and shaping functions (e.g., those described
in [RFC2475]), separating flows into per-flowrate-linmted queues,
and potentially applying active queue nmanagenent [RFC7567]. However,
if those (or any other) actions are to be taken, the system designer
must ensure that the results of such actions do not conpromnise the
continued safe operation of the system For exanple, the network
(i.e., the controller plane and data pl ane worki ng together) nust
mtigate in a tinely fashion any potential adverse effect on
mechani cal devices controlled by the network

Det Net Security Considerations Conpared with Diffserv Security
Consi derati ons

Det Net is designed to be conpatible with Diffserv [ RFC2474] as
applied to IT traffic in the DetNet. DetNet also incorporates the
use of the 6-bit value of the Differentiated Services Code Point
(DsSCP) field of the Type of Service (I1Pv4) and Traffic O ass (1Pv6)
bytes for flowidentification. However, the DetNet interpretation of
the DSCP value for OT traffic is not equivalent to the per-hop
behavi or (PHB) sel ecti on behavior as defined by Diffserv.

Thus, security considerations for DetNet have sone aspects in conmon
with Diffserv, in fact overlapping 100%with respect to IPIT
traffic. Security considerations for these aspects are part of the
existing literature on I P network security, specifically the Security
Consi derations sections of [RFC2474] and [ RFC2475]. However, Det Net
al so introduces tinmng and other considerations that are not present
in Diffserv, so the Diffserv security considerations are a subset of
the Det Net security considerations.

In the case of DetNet OT traffic, the DSCP value is interpreted
differently than in Diffserv and contributes to determ nation of the
service provided to the packet. 1In DetNet, there are simlar
consequences to Diffserv for |ack of detection of, or incorrect
handl i ng of, packets with ni smarked DSCP val ues, and many of the
points nade in the Diffserv Security discussions (Section 6.1 of

[ RFC2475], Section 7 of [RFC2474], and Section 3.3.2.1 of [RFC6274])
are also relevant to DetNet OT traffic though perhaps in nodified
form For exanple, in DetNet, the effect of an undetected or
incorrectly handled naliciously msmarked DSCP field in an OT packet
is not identical to affecting the PHB of that packet, since DetNet
does not use the PHB concept for O traffic. Nonetheless, the
service provided to the packet could be affected, so mtigation
measur es anal ogous to those prescribed by D ffserv would be
appropriate for DetNet. For exanple, msmarked DSCP val ues shoul d
not cause failure of network nodes. The remarks in [RFC2474]
regardi ng I Psec and Tunneling Interactions are also relevant (though
this is not to say that other sections are | ess rel evant).

In this discussion, interpretation (and any possible intentional re-
mar ki ng) of the DSCP val ues of packets destined for DetNet OT flows
is expected to occur at the ingress to the Det Net dommin; once inside
the domain, maintaining the integrity of the DSCP val ues i s subject
to the same handling considerations as any other field in the packet.

Security Threats
Thi s section presents a taxonony of threats and anal yzes the possible

threats in a DetNet-enabled network. The threats considered in this
section are independent of any specific technol ogies used to
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i mpl ement the DetNet; Section 10 considers attacks that are
associated with the Det Net technol ogi es enconpassed by [ RFC8938].

We di stinguish controller plane threats fromdata plane threats. The
attack surface may be the same, but the types of attacks, as well as
the motivation behind them are different. For exanple, a Delay
attack is nore relevant to the data plane than to the controller
plane. There is also a difference in terns of security solutions;
the way you secure the data plane is often different than the way you
secure the controller plane.

Thr eat Taxonony

Thi s docunent enpl oys organi zati onal elenents of the threat nodel s of
[ RFC7384] and [RFC7835]. This npdel classifies attackers based on
two criteria:

Internal vs. external
Internal attackers either have access to a trusted segnment of the
network or possess the encryption or authentication keys.
External attackers, on the other hand, do not have the keys and
have access only to the encrypted or authenticated traffic.

On-path vs. off-path:
On-path attackers are located in a position that allows
interception, nodification, or dropping of in-flight protoco
packets, whereas off-path attackers can only attack by generating
prot ocol packets.

Regardi ng the boundary between internal vs. external attackers as
defined above, note that in this docunent we do not make concrete
recomendat i ons regardi ng which specific segnments of the network are
to be protected in any specific way, for exanple, via encryption or
authentication. As a result, the boundary as defined above is not
unequi vocal |y specified here. G ven that constraint, the reader can
view an internal attacker as one who can operate within the perineter
defined by the Det Net Edge Nodes (as defined in the Det Net
Architecture [ RFC8655]), allowing that the specifics of what is
encrypted or authenticated within this perineter will vary dependi ng
on the inplenentation.

Care has al so been taken to adhere to Section 5 of [ RFC3552], both
with respect to which attacks are considered out of scope for this
docunent, and al so which are considered to be the nbst comon threats
(explored further in Section 5.2). Mst of the direct threats to

Det Net are active attacks (i.e., attacks that nodify DetNet traffic),
but it is highly suggested that DetNet application devel opers take
appropri ate neasures to protect the content of the DetNet flows from
passive attacks (i.e., attacks that observe but do not nodify Det Net
traffic), for exanple, through the use of TLS or DILS

Det Net - Servi ce, one of the service scenarios described in

[ DETNET- SERVI CE- MODEL], is the case where a service connects Det Net
islands, i.e., two or nore otherw se i ndependent DetNets are
connected via a link that is not intrinsically part of either

network. This inplies that there could be DetNet traffic flow ng
over a non-DetNet link, which nmay provide an attacker with an

advant ageous opportunity to tanper with DetNet traffic. The security
properties of non-DetNet |inks are outside of the scope of DetNet
Security, but it should be noted that use of non-DetNet services to

i nterconnect DetNets merits security analysis to ensure the integrity
of the networks invol ved.

Threat Anal ysis

1. Delay



An attacker can naliciously delay DetNet data flow traffic. By
del aying the traffic, the attacker can conprom se the service of
applications that are sensitive to high delays or to high del ay
variation. The delay may be constant or nodul at ed.

5.2.2. DetNet Flow Mdification or Spoofing

An attacker can nodify sonme header fields of en route packets in a
way that causes the DetNet flow identification nechanisns to

m sclassify the flow Alternatively, the attacker can inject traffic
that is tailored to appear as if it belongs to a legiti mte Det Net
flow The potential consequence is that the DetNet flow resource

al | ocati on cannot guarantee the performance that is expected when the
flowidentification works correctly.

5.2.3. Resource Segnentation (lnter-segnent Attack) Vulnerability

Det Net conponents are expected to split their resources between

Det Net flows in a way that prevents traffic fromone DetNet flow from
af fecting the performance of other DetNet flows and al so prevents
non-Det Net traffic fromaffecting DetNet flows. However, perhaps due
to inplementation constraints, sone resources may be partially

shared, and an attacker may try to exploit this property. For
exanpl e, an attacker can inject traffic in order to exhaust network
resources such that Det Net packets that share resources with the
injected traffic nmay be dropped or delayed. Such injected traffic
may be part of DetNet flows or non-DetNet traffic.

Anot her exanpl e of a Resource Segnentation attack is the case in

whi ch an attacker is able to overload the exception path queue on the
router, i.e., a "slow path" typically taken by control or OAM packets
that are diverted fromthe data plane because they require processing
by a CPU. DetNet OT flows are typically configured to take the "fast
pat h" through the data plane to mininize |atency. However, if there
is only one queue fromthe forwardi ng Application-Specific Integrated
Crcuit (ASIC) to the exception path, and for sonme reason the system
is configured such that any Det Net packets nust be handled on this
exception path, then saturating the exception path could result in
the del ayi ng or dropping of DetNet packets.

5.2.4. Packet Replication and Elimnation
5.2.4.1. Replication: Increased Attack Surface

Redundancy is intended to increase the robustness and survivability
of DetNet flows, and replication over nultiple paths can potentially
mtigate an attack that is limted to a single path. However, the
fact that packets are replicated over multiple paths increases the
attack surface of the network, i.e., there are nore points in the
network that may be subject to attacks.

5.2.4.2. Replication-Related Header Manipul ation

An attacker can manipul ate the replication-rel ated header fields.
This capability opens the door for various types of attacks. For
exanpl e:

Forward both replicas:
Mal i ci ous change of a packet SN (Sequence Nunber) can cause both
replicas of the packet to be forwarded. Note that this attack has
a simlar outcone to a replay attack

Eliminate both replicas:
SN mani pul ati on can be used to cause both replicas to be
elimnated. In this case, an attacker that has access to a single



pat h can cause packets from other paths to be dropped, thus
conprom sing sone of the advantage of path redundancy.

FI ow hi j acki ng:
An attacker can hijack a DetNet flow with access to a single path
by systematically replacing the SNs on the given path w th higher
SN val ues. For exanple, an attacker can replace every SN value S
with a higher value S+C, where Cis a constant integer. Thus, the
attacker creates a false illusion that the attacked path has the
| owest del ay, causing all packets fromother paths to be
elimnated in favor of the attacked path. Once the flow fromthe
comprom sed path is favored by the elinminating bridge, the flow
has effectively been hijacked by the attacker. It is now possible
for the attacker to either replace en route packets with malicious
packets, or to sinply inject errors into the packets, causing the
packets to be dropped at their destination.

Amplification
An attacker who injects packets into a flowthat is to be
replicated will have their attack anplified through the
replication process. This is no different than any attacker who
i njects packets that are delivered through nmulticast, broadcast,
or other point-to-nulti-point nechanisns.

5.2.5. Controller Plane
5.2.5.1. Path Choice Manipulation
5.2.5.1.1. Control or Signaling Packet Mbodification

An attacker can maliciously nodify en route control packets in order
to disrupt or manipul ate the Det Net path/resource allocation

5.2.5.1.2. Control or Signaling Packet Injection

An attacker can nmaliciously inject control packets in order to
di srupt or manipul ate the DetNet path/resource allocation

5.2.5.1.3. Increased Attack Surface

One of the possible consequences of a Path Mnipulation attack is an
i ncreased attack surface. Thus, when the attack described in the
previ ous subsection is inplenented, it may increase the potential of
other attacks to be perforned.

5.2.5.2. Conpromi sed Controller

An attacker can subvert a legitimate controller (or subvert another
component such that it represents itself as a legitimate controller)
with the result that the network nodes incorrectly believe it is

aut hori zed to instruct them

The presence of a conproni sed node or controller in a DetNet is not a
threat that arises as a result of determinismor time sensitivity;
the sanme techniques used to prevent or mitigate agai nst conpromn sed
nodes in any network are equally applicable in the Det Net case. The
act of conpromising a controller may not even be within the

capabilities of our defined attacker types -- in other words, it may
not be achi evabl e via packet traffic at all, whether internal or
external, on path or off path. It m ght be acconplished, for

exanpl e, by a human wi th physical access to the conponent, who could
upl oad bogus firmvare to it via a USB stick. Al of this underscores
the requirenent for careful overall systemsecurity design in a

Det Net, given that the effects of even one bad actor on the network
can be potentially catastrophic.



Security concerns specific to any given controller plane technol ogy
used in DetNet will be addressed by the Det Net docunents associ ated
with that technol ogy.

.2.6. Reconnai ssance

A passive eavesdropper can identify DetNet flows and then gather

i nformati on about en route DetNet flows, e.g., the nunber of Det Net
flows, their bandw dths, their schedul es, or other tenporal or
statistical properties. The gathered information can |ater be used
to invoke other attacks on sone or all of the flows.

Det Net flows are typically uniquely identified by their 6-tuple,

i.e., fields within the L3 or L4 header. However, in some

i npl ementations, the flow ID nmay al so be augnented by additional per-
flow attributes known to the system e.g., above L4. For the purpose
of this docunent, we assune any such additional fields used for flow
ID are encrypted and/or integrity protected from external attackers.
Not e however that existing OI protocols designed for use on dedicated
secure networks may not intrinsically provide such protection, in

whi ch case | Psec or transport-|layer security nechani sns may be
needed.

.2.7. Time-Synchronizati on Mechani sns

An attacker can use any of the attacks described in [ RFC7384] to
attack the synchronization protocol, thus affecting the Det Net
servi ce.

.3. Threat Summary

A summary of the attacks that were discussed in this section is
presented in Table 1. For each attack, the table specifies the type
of attackers that may invoke the attack. |In the context of this
summary, the distinction between internal and external attacks is
under the assunption that a correspondi ng security nechanismis being
used, and that the correspondi ng network equi pnent takes part in this
mechani sm

| At t ack | Attacker Type |
| B s s e e ©)
| | I nt ernal | Ext er nal |
| b by e pu e pety =l b gy e po b gt o}
| | On-Path | OFf-Path | On-Path | Of-Path |
F s sl oo e ey e e e =}
| Delay Attack | + | | + | |
o e e e e e e e oo B S Fomm e e e oo B S Fomm e e e oo +
| Det Net Fl ow | + | + | | |
| Modification or | | | | |
| Spoofing I I I I I
o e e e ee o aaaoo--- . Fommmme oo - . Fommmme oo - +
| Inter-segment Attack | + | + | + | + |
o e e e e e e e oo B S Fomm e e e oo B S Fomm e e e oo +
| Replication: | + | + | + | + |
| I'ncreased Attack | | | | |
| Surface | | | | |
o e e e ee o aaaoo--- . Fommmme oo - . Fommmme oo - +
| Replication-Related | + | | | |
| Header Manipul ation | | | | |
o e e e e o - - TS S TS S +
| Path Manipul ation | + | + | | |
o e e e e eeaoo oo e mmme oo Fommmme oo e mmme oo Fommmme oo +
Pat h Choi ce: + + + +

I I
| I'ncreased Attack |
| Surface |
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| Control or Signaling | + | | | |
| Packet Modification | | | | |
g S S S S +
| Control or Signaling | + | + | | |
| Packet I|njection | | | | |
T S R TS S R TS +
| Reconnai ssance | + | | + | |
g S S S S +
| Attacks on Tine- | + | + | + | + |

| Synchroni zation | | | | |
| Mechani sns | | | | |

Table 1. Threat Analysis Summary
Security Threat |npacts

When designing security for a DetNet, as with any network, it may be
prohi bitively expensive or technically infeasible to thoroughly
protect against every possible threat. Thus, the security designer
must be informed (for exanple, by an application domain expert such
as a product manager) regarding the relative significance of the
various threats and their inpact if a successful attack is carried
out. In this section, we present an exanple of a possible tenplate
for such a communication, culmnating in a table (Table 2) that lists
a set of threats under consideration, and sone val ues characterizing
their relative inpact in the context of a given industry. The
specific threats, industries, and inpact values in the table are
provided only as an exanple of this kind of assessment and its
communi cation; they are not intended to be taken literally.

Thi s section considers assessnent of the relative inpacts of the
attacks described in Section 5. 1In this section, the inpacts as
descri bed assune that the associated mitigation is not present or has
failed. Mtigations are discussed in Section 7

In conputer security, the inpact (or consequence) of an incident can
be neasured in loss of confidentiality, integrity, or availability of
information. |In the case of OT or tinme sensitive networks (though
not to the exclusion of IT or non-time-sensitive networks), the

i mpact of an exploit can also include failure or nmal function of
mechani cal and/ or ot her physical systens.

Det Net rai ses these stakes significantly for OI applications,
particularly those that may have been designed to run in an OT-only
envi ronnment and thus may not have been designed for security in an IT
environment with its associ ated conmponents, services, and protocols.

The extent of inpact of a successful vulnerability exploit varies
consi derably by use case and by industry; additional insight
regarding the individual use cases is available from"Determnistic
Net wor ki ng Use Cases" [RFC8578]. Each of those use cases is
represented in Table 2, including Pro Audio, Electrical Uilities,

I ndustrial MM (split into two areas: MM Data Gathering and MM
Control Loop), and others.

Aspects of Inpact (left colum) include Criticality of Failure,

Ef fects of Failure, Recovery, and Det Net Functional Dependence.
Criticality of failure summarizes the seriousness of the inpact. The
i mpact of a resulting failure can affect many different nmetrics that
vary greatly in scope and severity. 1In order to reduce the nunber of
vari ables, only the follow ng were included: Financial, Health and
Safety, Effect on a Single Oganization, and Effect on Miltiple
Organi zations. Recovery outlines howlong it would take for an

af fected use case to get back to its pre-failure state (Recovery Tinme



oj ective, RTO and how nuch of the original service would be lost in
between the tinme of service failure and recovery to original state
(Recovery Point bjective, RPO. DetNet dependence maps how nuch the
foll owi ng Det Net service objectives contribute to inpact of failure:
ti me dependency, data integrity, source node integrity, availability,
and latency/jitter.

The scal e of the Inpact mappings is |ow, medium and high. |In sone
use cases, there may be a multitude of specific applications in which
Det Net is used. For sinplicity, this section attenpts to average the
varied inpacts of different applications. This section does not
address the overall risk of a certain inpact that would require the
I'i kelihood of a failure happening.

In practice, any such ratings will vary fromcase to case; the
rati ngs shown here are given as exanpl es.

o= = s s s s === ===+
| | PRO| Uil | Bidg | Wreless | Cell | MM | MM |
I A I I I | Data | Crl |
B Tttty ety p—te——p—t— pljjt——t— e jp—p—t— ety p—t—tm—(—— jj—j—t———
| Criticality | Med | H | Low | Med | Med | Med | Med |
[ oo el Sl Cjm e pu e e pejep s fu s fej gl S pu gy Cjefapuj e p S pjep
| Effects |
B ety ety femsfemfems sy jemsfemfens sty Clemsfemsfens sl e femsfemfemsfefemegy {emsfemsfemfemsfemsfemely femsfemsfefems el o
| Financi al | Md | H | Med | Med | Low | Med | Med |
B I +----- +------ +------ I +------ +------ +------ +
| Heal th | Med | H | H | Md | Med | Med | Med |
| Safety I I I I I I I I
I i I e ] +----- +------ +------ I +------ +------ +------ +
| Affects 1 | H | H | Med | Hi | Med | Med | Med |
| org I I I I I I I I
B I +----- +------ +------ I +------ +------ +------ +
| Affects >1 | Med | Hi | Low | Med | Med | Med | Med |
| org I I I I I I I I
o= = s s s s === ===+
| Recovery |
‘-4 -4 -—-=————+4 -4 o= ——=+4--—=——=+4-=-=—=—=—=+4=-==—===+
| Recov Time | Med | H | Med | Hi | H | H | H |
| oj I I I I I I I I
Fomm e e e - +----- +------ +------ I +------ +------ +------ +
| Recov Point | Med | Hi | Low | Med | Low | Hi | Hi |
| oj I I I I I I I I
‘-4 -4 -—-=————+4 -4 o= ——=+4--—=——=+4-=-=—=—=—=+4=-==—===+
| Det Net Dependence |
[ oo el b Cj s pu e pe e peje e pejep s fu gl e p e e pje e p S poje e peep
| Tine | H | H | Low | Hi | Med | Low | H |
| Dependence | I I I I I I I
I ] +----- +------ +------ I +------ +------ +------ +
| Latency/ | H | H | Med | Med | Low | Low | Hi |
| Jitter I I I I I I I I
Fom e e m - - +----- +------ +------ I +------ +------ +------ +
| Data | H | H | Med | Hi | Low | H | H |
| Integrity I I I I I I I I
I ] +----- +------ +------ I +------ +------ +------ +
| Src Node | H | H | Med | Hi | Med | H | H |
| Integ I I I I I I I I
Fom e e m - - +----- +------ +------ I +------ +------ +------ +
| Availability | H | H | Md | Hi | Low | H | H |
I i I e ] +----- +------ +------ I +------ +------ +------ +

Table 2: Inpact of Attacks by Use Case |ndustry

The rest of this section will cover inpact of the different groups in
nore detail.
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1. Delay Attacks
1.1. Data Plane Delay Attacks

Note that "Delay attack"” also includes the possibility of a "negative
del ay" or early arrival of a packet, or possibly adversely changi ng
the tinmestanp val ue.

Del ayed nessages in a DetNet link can result in the sanme behavior as
dropped nessages in ordi nary networks, since the services attached to
the DetNet flow are likely to have strict delivery tine requirenments.

For a single-path scenario, disruption within the single flowis a
real possibility. In a nmultipath scenario, |arge delays or
instabilities in one DetNet flow can also |lead to increased buffer
and processor resource consunption at the elimnating router.

A data plane Delay attack on a systemcontrolling substantial noving
devi ces, for exanple, in industrial automation, can cause physica
damage. For exanple, if the network prom ses a bounded | atency of 2
ms for a flow, yet the nachine receives it with 5 ns |atency, the
control |oop of the machi ne may becone unstabl e.

1.2. Controller Plane Delay Attacks

In and of itself, this is not directly a threat to the Det Net
service, but the effects of delaying control nessages can have quite
adverse effects later.

* Del ayed teardown can |lead to resource | eakage, which in turn can
result in failure to allocate new DetNet flows, finally giving
rise to a denial-of-service attack

* Failure to deliver, or severely delaying, controller plane
messages addi ng an endpoint to a nulticast group will prevent the
new endpoi nt fromreceiving expected frames thus disrupting
expect ed behavi or

* Del ayi ng messages that renpve an endpoint froma group can lead to
| oss of privacy, as the endpoint will continue to receive nessages
even after it is supposedly renoved.

2. Flow Mdification and Spoofing
2.1. Flow Mdification

If the contents of a packet header or body can be nodified by the
attacker, this can cause the packet to be routed incorrectly or
dropped, or the payload to be corrupted or subtly nodified. Thus,
the potential inpact of a Mdification attack includes disrupting the
application as well as the network equipnent.

2.2. Spoofing

6.2.2.1. Data Plane Spoofing

Spoofing data plane nessages can result in increased resource
consunption on the routers throughout the network as it will increase
buf fer usage and processor utilization. This can |lead to resource
exhausti on and/or increased del ay.

If the attacker manages to create valid headers, the fal se nessages
can be forwarded t hrough the network, using part of the allocated
bandwi dth. This in turn can cause legitinate nessages to be dropped
when the resource budget has been exhaust ed.



Finally, the endpoint will have to deal with invalid nmessages being
delivered to the endpoint instead of (or in addition to) a valid
message

6.2.2.2. Controller Plane Spoofing
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A successful Controller Plane Spoofing attack will potentially have
adverse effects. It can do virtually anything from

* modi fying existing DetNet flows by changing the avail abl e
bandwi dt h

* adding or renoving endpoints froma DetNet flow

* dropping DetNet flows conpletely

* falsely creating new Det Net flows (exhausting the systens
resources or enabling DetNet flows that are outside the control of
the network engi neer)
Segnent ati on Attacks (Injection)

1. Data Plane Segnentation

Injection of false messages in a DetNet flow could | ead to exhaustion

of the available bandwidth for that flowif the routers attribute

these fal se nessages to the resource budget of that flow

In a nultipath scenario, injected nessages will cause increased

processor utilization in elimnation routers. |f enough paths are
subject to malicious injection, the legiti mte nmessages can be
dropped. Likewi se, it can cause an increase in buffer usage. In
total, it will consume nore resources in the routers than nornal,

giving rise to a resource-exhaustion attack on the routers.

If a DetNet flowis interrupted, the end application will be affected
by what is now a non-determnistic flow Note that there are many
possi bl e sources of flowinterruptions, for exanple, but not linmted
to, such physical-layer conditions as a broken wire or a radio |ink
that is conpronised by interference

2. Controller Plane Segmentation

In a successful Controller Plane Segnentation attack, contro
nmessages are acted on by nodes in the network, unbeknownst to the
central controller or the network engineer. This has the potenti al
to:

* create new Det Net flows (exhausting resources)

* drop existing DetNet flows (denial of service)

* add end stations to a multicast group (loss of privacy)

* renove end stations froma multicast group (reduction of service)
* nmodify the DetNet flow attributes (affecting avail abl e bandw dt h)
If an attacker can inject control nessages w thout the centra
control |l er knowi ng, then one or nore conmponents in the network may
get into a state that is not expected by the controller. At that
point, if the controller initiates a command, the effect of that
command may not be as expected, since the target of the command may
have started froma different initial state.

Replication and Elimnation



The Replication and Elimnation functions are relevant only to data
pl ane nessages as controller plane nessages are not subject to
mul ti path routing.

6.4.1. I ncreased Attack Surface

The inpact of an increased attack surface is that it increases the
probability that the network can be exposed to an attacker. This can
facilitate a wi de range of specific attacks, and their respective

i mpacts are discussed in other subsections of this section

6.4.2. Header Manipulation at Elimnation Routers

This attack can potentially cause DoS to the application that uses
the attacked DetNet flows or to the network equi prment that forwards
them Furthernore, it can allow an attacker to mani pul ate the
networ k pat hs and the behavi or of the network | ayer.

6.5. Control or Signaling Packet Modification

If control packets are subject to nanipul ati on undetected, the
network can be severely conprom sed

6.6. Control or Signaling Packet Injection

If an attacker can inject control packets undetected, the network can
be severely conproni sed

6.7. Reconnai ssance

O all the attacks, this is one of the nost difficult to detect and
counter.

An attacker can, at their |eisure, observe over tine various aspects
of the messaging and signaling, learning the intent and purpose of
the traffic flows. Then at some |ater date, possibly at an inportant
time in the operational context, they might launch an attack based on
t hat know edge.

The flow ID in the header of the data plane nessages gives an
attacker a very reliable identifier for DetNet traffic, and this
traffic has a high probability of going to lucrative targets.

Applications that are ported froma private OT network to the higher
visibility DetNet environment may need to be adapted to limt
distinctive flow properties that could make them susceptible to
reconnai ssance.

6.8. Attacks on Tinme-Synchronizati on Mechani sns
Det Net relies on an underlying time-synchronization nechani sm
therefore, a conproni sed synchroni zati on mechani sm may cause Det Net
nodes to mal function. Specifically, DetNet flows may fail to neet
their latency requirenents and determnistic behavior, thus causing
DoS to Det Net applications.

6.9. Attacks on Path Choice
This is covered in part in Section 6.3 (Segnentation Attacks
(I'njection)) and, as with Replication and Elimnation (see
Section 6.4), this is relevant for data pl ane nessages.

7. Security Threat Mtigation

This section describes a set of neasures that can be taken to
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mtigate the attacks described in Section 5. These nitigations
shoul d be viewed as a set of tools, any of which can be used
individually or in concert. The DetNet conponent and/or system and/
or application designer can apply these tools as necessary based on a
system speci fic threat analysis.

Sone of the technol ogy-specific security considerations and
mtigation approaches are further discussed in DetNet data pl ane
sol ution docunents, such as [RFC8938], [RFC8939], [RFC8964],

[ RFC9025], and [ RFC9056] .

Pat h Redundancy

Description: Path redundancy is a DetNet flow that can be forwarded
simul taneously over nultiple paths. Packet Replication and
Eli m nati on [ RFC8655] provide resiliency to dropped or del ayed
packets. This redundancy inproves the robustness to failures and
to on-path attacks.

| Note: At the time of this witing, PREO- is not defined for
| the IP data pl ane.

Rel ated attacks: Path redundancy can be used to mitigate various on-
pat h attacks, including attacks described in Sections 5.2.1,
5.2.2, 5.2.3, and 5.2.7. However, it is also possible that
multiple paths may make it nore difficult to locate the source of

an on-path attacker.

A Del ay Modul ation attack could result in extensively exercising

ot herwi se unused code paths to expose hidden flaws. Subtle race

conditions and menory allocation bugs in error-handling paths are
cl assi ¢ exanpl es of this.

Integrity Protection

Description: Integrity protection in the scope of DetNet is the
ability to detect if a packet header has been nodified
(maliciously or otherwise) and if so, take some appropriate action
(as discussed in Section 7.7). The decision on where in the
network to apply integrity protection is part of the DetNet system
design, and the inplenmentation of the protection nmethod itself is
a part of a DetNet component design

The nobst common techni que for detecting header nodification is the
use of a Message Authentication Code (MAC) (see Section 10 for
exanpl es). The MAC can be distributed either in line (included in
the sane packet) or via a side channel. O these, the in-line

met hod is generally preferred due to the low |l atency that may be
required on DetNet flows and the relative conplexity and
conput ati onal overhead of a sideband approach

There are different |evels of security available for integrity
protection, ranging fromthe basic ability to detect if a header
has been corrupted in transit (no malicious attack) to stopping a
skilled and deternmi ned attacker capable of both subtly nodifying
fields in the headers as well as updating an unkeyed checksum
Conmon for all are the 2 steps that need to be perfornmed in both
ends. The first is conputing the checksumor MAC. The
correspondi ng verification step nust performthe sane steps before
comparing the provided with the conputed value. Only then can the
recei ver be reasonably sure that the header is authentic.

The nopst basic protection nmechani smconsists of conputing a sinple
checksum of the header fields and providing it to the next entity
in the packets path for verification. Using a MAC conbined with a
secret key provides the best protection against Mdification and
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Replication attacks (see Sections 5.2.2 and 5.2.4). This MAC
usage needs to be part of a security association that is
establ i shed and managed by a security association protocol (such
as |KEv2 for |Psec security associations). Integrity protection
in the controller plane is discussed in Section 7.6. The secret
key, regardl ess of the MAC used, nust be protected fromfalling
into the hands of unauthorized users. Once key managenent becones
atopic, it is inportant to understand that this is a delicate
process and shoul d not be undertaken lightly. BCP 107 [BCP107]
provi des best practices in this regard.

Det Net system and/ or conponent designers need to be aware of these
di stinctions and enforce appropriate integrity-protection
mechani sne as needed based on a threat analysis. Note that adding
integrity-protection mechani sns nmay introduce |atency; thus, many
of the same considerations in Section 7.5.1 also apply here.

Packet Sequence Nunber Integrity Considerations: The use of PRECF in

Re

3.

a DetNet inplenentation inplies the use of a sequence nunber for
each packet. There is a trust relationship between the conponent
that adds the sequence nunber and the conponent that renbves the
sequence nunber. The sequence nunber nmay be end-to-end source to
destination, or it my be added/del eted by network edge
components. The adder and renover(s) have the trust relationship
because they are the ones that ensure that the sequence numnbers
are not nodifiable. Thus, sequence nunbers can be protected by
usi ng authenticated encryption or by a MAC without using
encryption. Between the adder and renover there nay or may not be
replication and elimnation functions. The elimination functions
must be able to see the sequence nunmbers. Therefore, if
encryption is done between adders and renovers, it nust not
obscure the sequence nunber. |If the sequence renovers and the
elimnators are in the sane physical conponent, it nay be possible
to obscure the sequence number; however, that is a layer violation
and is not recomrended practi ce.

| Note: At the tine of this witing, PRECF is not defined for
| the IP data plane.

ated attacks: Integrity protection nmitigates attacks related to
modi fi cation and tanpering, including the attacks described in
Sections 5.2.2 and 5. 2. 4.

Det Net Node Aut hentication

Description: Authentication verifies the identity of DetNet nodes

Re

4.

(including DetNet Controller Plane nodes), and this enables
mtigation of Spoofing attacks. Wile integrity protection
(Section 7.2) prevents internediate nodes from nodifying

i nformation, authentication can provide traffic origin

verification, i.e., to verify that each packet in a DetNet flowis
froma known source. Although node authentication and integrity
protection are two different goals of a security protocol, in nopst

cases, a common protocol (such as |Psec [ RFC4301] or MACsec
[ 1 EEE802. 1AE-2018]) is used for achieving both purposes.

ated attacks: DetNet node authentication is used to mitigate
attacks related to spoofing, including the attacks of Sections
5.2.2 and 5. 2. 4.

Synthetic Traffic Insertion

Description: Wth sone queui ng nmet hods such as [| EEE802. 1Qch-2017],

it is possible to introduce synthetic traffic in order to
regul ari ze the timng of packet transmi ssion. (Synthetic traffic
typically consists of randomy generated packets injected in the



network to mask observabl e transm ssion patterns in the flows,
which may allow an attacker to gain insight into the content of
the flows). This can subsequently reduce the val ue of passive
monitoring frominternal threats (see Section 5) as it will be
much nmore difficult to associate discrete events with particul ar
net wor k packets.

Re

ated attacks: Renobving distinctive tenporal properties of

i ndi vi dual packets or flows can be used to mtigate against
reconnai ssance attacks (Section 5.2.6). For exanple, synthetic
traffic can be used to maintain constant traffic rate even when no
user data is transmtted, thus making it difficult to collect

i nformati on about the times at which users are active and the
times at which DetNet flows are added or renpved

Traffic Insertion Challenges: Once an attacker is able to nonitor
the frames traversing a network to such a degree that they can
differentiate between best-effort traffic and traffic belonging to
a specific DetNet flow, it becomes difficult to not reveal to the
attacker whether a given frame is valid traffic or an inserted
franme. Thus, having the Det Net conponents generate and renove the
synthetic traffic may or nay not be a viable option unless certain
chal | enges are solved; for exanple, but not limted to:

* Inserted traffic must be indistinguishable fromvalid stream
traffic fromthe viewoint of the attacker.

* DetNet conponents nmust be able to safely identify and renpve
all inserted traffic (and only inserted traffic).

* The controller plane nust manage where to insert and renove
synthetic traffic, but this informati on nust not be revealed to
an attacker.

An alternative design is to have the insertion and renoval of
synthetic traffic be perforned at the application |ayer rather
than by the DetNet itself. For example, the use of RTP paddi ng
to reduce information | eakage fromvariable-bit-rate audio
transm ssion via the Secure Real -time Transport Protocol (SRTP)
i s discussed in [ RFC6562] .

7.5. Encryption

Description: Reconnai ssance attacks (Section 5.2.6) can be mtigated
to sone extent through the use of encryption, thereby preventing
the attacker from accessing the packet header or contents.
Specific encryption protocols will depend on the | ower |ayers that
Det Net is forwarded over. For exanple, IP flows may be forwarded
over | Psec [ RFC4301], and Ethernet flows may be secured using
MACsec [| EEE802. 1AE-2018].

However, despite the use of encryption, a reconnai ssance attack
can provide the attacker with insight into the network, even
without visibility into the packet. For exanple, an attacker can
observe whi ch nodes are comunicating with which other nodes,

i ncludi ng when, how often, and with how nmuch data. |In addition,
the timng of packets may be correlated in time with externa
events such as action of an external device. Such information may
be used by the attacker, for example, in mapping out specific
targets for a different type of attack at a different tine.

Det Net nodes do not have any need to inspect the payload of any
Det Net packets, nmaking them data agnostic. This neans that end-
to-end encryption at the application |ayer is an acceptable way to
protect user data.
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Note that reconnaissance is a threat that is not specific to

Det Net flows; therefore, reconnai ssance mitigation will typically
be anal yzed and provided by a network operator regardl ess of

whet her Det Net flows are deployed. Thus, encryption requirenents
will typically not be defined in DetNet technol ogy-specific

speci fications, but considerations of using DetNet in encrypted
environments will be discussed in these specifications. For
exanple, Section 5.1.2.3 of [RFC8939] discusses flow
identification of DetNet flows running over |Psec.

Rel ated attacks: As noted above, encryption can be used to nitigate
reconnai ssance attacks (Section 5.2.6). However, for a DetNet to
provide differentiated quality of service on a flow by-flow basis,
the network nust be able to identify the flows individually. This
inplies that in a reconnai ssance attack, the attacker nmay al so be

able to track individual flows to |l earn nore about the system
1. Encryption Considerations for DetNet

Any conpute time that is required for encryption and decryption
processing ("crypto") nmust be included in the flow | atency

cal culations. Thus, cryptographic algorithns used in a DetNet nust
have bounded worst-case execution tines, and these val ues nust be
used in the | atency cal cul ations. Fortunately, encryption and
decryption operations typically are designed to have constant
execution times in order to avoid side channel |eakage.

Sone cryptographic algorithms are synmetric in encode/ decode tine
(such as AES), and others are asynmetric (such as public key
algorithms). There are advantages and di sadvantages to the use of
either type in a given DetNet context. The discussion in this
docunent relates to the timng inplications of crypto for DetNet; it
is assuned that integrity considerations are covered el sewhere in the
literature.

Asymretrical crypto is typically not used in netwdrks on a packet-by-
packet basis due to its conmputational cost. For exanple, if only
endpoi nt checks or checks at a small nunber of internediate points
are required, asynmetric crypto can be used to authenticate
distribution or exchange of a secret symetric crypto key; a
successful check based on that key will provide traffic origin
verification as long as the key is kept secret by the participants.
TLS (v1.3 [RFCB446], in particular, Section 4.1 ("Key Exchange
Messages")) and | KEv2 [ RFC6071] are exanples of this for endpoint
checks.

However, if secret synmetric keys are used for this purpose, the key
must be given to all relays, which increases the probability of a
secret key being | eaked. Also, if any relay is conpronised or
faulty, then it may inject traffic into the flow G oup key
managenent protocols can be used to automate nmanagenent of such
symretric keys; for an exanple in the context of |Psec, see

[ 1 PSECMVE- G | KEV2] .

Al ternatively, asymetric crypto can provide traffic origin
verification at every intermedi ate node. For exanple, a DetNet flow
can be associated with an (asynmetric) keypair, such that the private
key is available to the source of the flow and the public key is
distributed with the flow information, allowi ng verification at every
node for every packet. However, this is nore conputationally

expensi ve.

In either case, origin verification also requires replay detection as
part of the security protocol to prevent an attacker fromrecording
and resending traffic, e.g., as a denial-of-service attack on fl ow
forwardi ng resources.
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In the general case, cryptographic hygiene requires the generation of
new keys during the lifetime of an encrypted flow (e.g., see

Section 9 of [RFC4253]), and any such key generation (or key
exchange) requires additional conputing tine, which nust be accounted
for in the latency calculations for that flow For nodern ECDH
(Elliptical Curve Diffie-Hellman) key-exchange operations (such as
x25519 [ RFC7748]), these operations can be performed in constant
(predictable) tinme; however, this is not universally true (for
exanpl e, for |egacy RSA key exchange [ RFC4432]). Thus, inplenenters
shoul d be aware of the tinme properties of these algorithns and avoid
al gorithms that make constant-tinme inplenentation difficult or

i mpossi bl e.

Control and Signaling Message Protection

Description: Control and signaling nessages can be protected through
the use of any or all of encryption, authentication, and
integrity-protection mechanisnms. Conpared with data flows, the
timng constraints for controller and signaling nessages nmay be
| ess strict, and the nunber of such packets may be fewer. |If that
is the case in a given application, then it may enabl e the use of
asymmetric cryptography for the signing of both payl oad and
headers for such nmessages, as well as encrypting the payl oad.

G ven that a DetNet is managed by a central controller, the use of
a shared public key approach for these processes is well proven
This is further discussed in Section 7.5.1.

Rel ated attacks: These mechani snms can be used to nitigate various
attacks on the controller plane, as described in Sections 5.2.5,

5.2.7, and 5.2.5.1
Dynam ¢ Performance Anal ytics

Description: |Incorporating Dynam c Perfornance Anal ytics (DPA)
inmplies that the Det Net design includes a performance nonitoring
systemto validate that timng guarantees are being nmet and to
detect timng violations or other anomalies that may be the
synptom of a security attack or systemnmal function. |If this
nmonitoring system detects unexpected behavior, it nmust then cause
action to be initiated to address the situation in an appropriate
and tinely manner, either at the data plane or controller plane or
both in concert.

The overall DPA system can thus be deconposed into the "detection"
and "notification" functions. Al though the tine-specific DPA
performance indicators and their inplenentation will likely be
specific to a given DetNet, and as such are nascent technol ogy at
the time of this witing, DPA is comonly used in existing
networks so we can nmake sonme observations on how such a system

m ght be inplenmented for a DetNet given that it would need to be
adapted to address the time-specific perfornmance indicators.

Det ecti on Mechani sns: Measurenent of timng performance can be done
via "passive" or "active" nmonitoring, as discussed bel ow

Exanpl es of passive nmonitoring strategies include:

* Monitoring of queue and buffer levels, e.g., via active queue
managenent (e.g., [RFC7567]).

* NMbnitoring of per-flow counters.

*  ©Measurenent of link statistics such as traffic vol une,
bandwi dt h, and QoS.



* Detection of dropped packets.
* Use of commercially avail able Network Monitoring tools
Exanpl es of active nonitoring include:

* In-band timng nmeasurenments (such as packet arrival tines),
e.g., by tinestanping and packet inspection

* Use of OAM For Det Net-specific OAM consi derations, see
[ DETNET- | P-OAM and [ DETNET- MPLS-OAM . Note: At the tinme of
this witing, specifics of DPA have not been devel oped for the
Det Net OAM but coul d be a subject for future investigation

- For OAM for Ethernet specifically, see also Connectivity
Faul t Managenent (CFM [IEEE802.1Q ), which defines protocols
and practices for OAM for paths through 802.1 bridges and
LANs.

* Qut-of-band detection. Following the data path or parts of a
data path, for exanple, Bidirectional Forwardi ng Detection
(BFD, e.g., [RFC5880]).

Note that for some measurenents (e.g., packet delay), it may be
necessary to make and reconcil e nmeasurenments from nore than one
physical location (e.g., a source and destination), possibly in
both directions, in order to arrive at a given performance

i ndi cator val ue.

Notification Mechani sns: Maki ng DPA neasurenent results avail abl e at

Re

the right place(s) and time(s) to effect tinmely response can be
chal l enging. Two notification nechanisns that are in general use
are NETCONF/ YANG Notifications and the proprietary local telenetry
interfaces provided with conponents from sone vendors. The
Constrai ned Application Protocol (CoAP) Cbserve Option [ RFC7641]
could al so be relevant to such scenari os.

At the time of this witing, YANG Notifications are not addressed
by the Det Net YANG docunents; however, this may be a topic for
future work. It is possible that sone of the passive nmechani snms
coul d be covered by notifications fromnon-DetNet-specific YANG
modul es; for exanple, if there is OAM or other performance

moni toring that can nonitor delay bounds, then that could have its
own associ ated YANG data nodel, which could be relevant to DetNet,
for exanple, sone "threshol d" values for timng neasurenent
notifications.

At the time of this witing, there is an | ETF Wrking G oup for
net wor k/ per f ormance nonitoring (IP Performance Metrics (I PPM).
See al so previous work by the conpl eted Renpte Network Monitoring
Working G oup (RMONMB). See also "An Overview of the | ETF

Net wor k Managenent Standards", [ RFC6632].

Vendor-specific local telenmetry nay be avail abl e on some
comrerci ally avail abl e systenms, whereby the system can be
programed (via a proprietary dedicated port and API) to nonitor
and report on specific conditions, based on both passive and
active measurenents

ated attacks: Performance anal ytics can be used to detect various
attacks, including the ones described in Section 5.2.1 (Del ay
attack), Section 5.2.3 (Resource Segnentation attack), and

Section 5.2.7 (Tinme-Synchronization attack). Once detection and
notification have occurred, the appropriate action can be taken to
nmtigate the threat.



For exanple, in the case of data plane Del ay attacks, one possible
mtigation is to tinmestanp the data at the source and tinestanp it
again at the destination, and if the resulting | atency does not
meet the service agreenent, take appropriate action. Note that
Det Net specifies packet sequence nunbering; however, it does not
speci fy use of packet tinmestanps, although they nmay be used by the
underlying transport (for exanple, TSN [| EEE802.1BA]) to provide

t he service.

Mtigation Sunmary

The followi ng table maps the attacks of Section 5 (Security Threats)
to the inpacts of Section 6 (Security Threat Inpacts) and to the
mtigations of the current section. Each row specifies an attack,
the inpact of this attack if it is successfully inplenented, and
possi ble mitigation nethods.

| Attack | I npact | Mtigations |
[ sl s ool e sty o}
| Delay Attack | * Non-deternministic | * Path redundancy |
I I del ay I I
| | | * Performance |
| | * Data disruption | anal ytics |
| | | |
| | * Increased | |
| | resource | |
| | consunption | |
domemmemeeeemeaeeaaas T e meeeeemeaaeeaeas +
| Reconnai ssance | * Enabler for other | * Encryption |
| | att acks | |
| | | * Synthetic |
| | | traffic |
| | | i nsertion |
domemmemeeeemeaeeaaas domemmemeeeemeaeeaaas e meeeeemeaaeeaeas +

Det Net Fl ow * Increased * Path redundancy

Modi fication or resource

Spoofi ng consunption * Integrity

I I
| |
I I
| protection |
* Data disruption | |
| * DetNet Node |
| aut henti cati on |
| * Increased | * Path redundancy |
| resource | |
| consunption | * Performance |
| | anal ytics |
| * Data disruption | |

Replicati on:
I ncreased Attack

* Al inpacts of
ot her attacks

* Integrity
protection

I I I I
I I I I
| Resource | | |
| | | * DetNet Node |
| | | aut henti cati on |
| | | |
| | | * Encryption |
g g Fom e e e e e oo s +

Repl i cati on- Rel at ed * Non-determnistic * Integrity

Header Mani pul ati on del ay protection

*  Det Net Node
aut henti cati on

* Data disruption

| * Enabler for other | * Control and |
| att acks | signal i ng |
| | message |

Pat h Mani pul ati on
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| | | protection |

| Path Choice: | * Al inpacts of | * Control and |
| I'ncreased Attack | ot her attacks | signal i ng |
| Surface | | nmessage |
| | | protection |
T T o e e e e e oo - +

* Control and
si gnal i ng
nessage
protection

* | ncreased
resource
consunpti on

Control or Signaling
Packet Mbdification

del ay

I I
I I
I I
I I
| * Non-determnistic

I I
I I
I I

* Data disruption

*  Control and
si gnal i ng
nmessage

* | ncreased |
I
I
| protection
I
I
I
I

resource
consunption

Control or Signaling
Packet |njection

*  Non-determnistic

del ay
* Data disruption
T T o e e e e e oo - +
Attacks on Tine- * Non-determnistic * Path redundancy
Synchr oni zati on del ay

I I

I I
Mechani ss | | * Control and
| * Increased | si gnal i ng
| resource | message
I I
I I
I I
I I

consunption protection

*  Performance
anal ytics

* Data disruption

Table 3: Mapping Attacks to Inpact and Mtigations
Associ ation of Attacks to Use Cases

Different attacks can have different inpact and/or mitigation
dependi ng on the use case, so we would like to make this association
in our analysis. However, since there is a potentially unbounded
list of use cases, we categorize the attacks with respect to the
common thenes of the use cases as identified in Section 11 of

[ RFC8578] .

See also Table 2 for a mapping of the inpact of attacks per use case
by industry.

Associ ation of Attacks to Use Case Common Thenes

In this section, we review each thene and di scuss the attacks that
are applicable to that theme, as well as anything specific about the
impact and mitigations for that attack with respect to that thene.
Tabl e 5, Mappi ng between Thenes and Attacks, then provides a summary
of the attacks that are applicable to each thene.

1. Sub-network Layer

Det Net is expected to run over various transm ssion nediuns, wth

Et hernet being the first identified. Attacks such as Delay or
Reconnai ssance m ght be inplenented differently on a different
transm ssi on nedi um however, the inpact on the Det Net as a whol e
woul d be essentially the same. W thus conclude that all attacks and
i mpacts that would be applicable to DetNet over Ethernet (i.e., al



those naned in this docunent) would al so be applicable to Det Net over
ot her transm ssion medi uns.

Wth respect to mtigations, some nethods are specific to the

Et hernet medium for exanple, tine-aware scheduling using 802. 1Qbv

[ EEE802. 1Qbv-2015] can protect agai nst excessive use of bandw dth at
the ingress -- for other mediums, other mitigations would have to be
i npl emented to provide anal ogous protection.

8.1.2. Central Adm nistration

A Det Net network can be controlled by a centralized network
configuration and control system Such a systemmay be in a single
central location, or it may be distributed across nmultiple contro
entities that function together as a unified control systemfor the
net wor k.

Al attacks nanmed in this docunent that are relevant to controller

pl ane packets (and the controller itself) are relevant to this thene,
i ncludi ng Path Mani pul ation, Path Choice, Control Packet Modification
or Injection, Reconnai ssance, and Attacks on Ti me-Synchronization
Mechani sns.

8.1.3. Hot Swap

A DetNet network is not expected to be "plug and play"; it is
expected that there is sone centralized network configuration and
control system However, the ability to "hot swap" conponents (e.g.,
due to mal function) is similar enough to "plug and play" that this

ki nd of behavi or may be expected in Det Net networks, depending on the
i mpl ement at i on.

An attack surface related to hot swap is that the Det Net network nust
at | east consider input at runtine from conponents that were not part
of the initial configuration of the network. Even a "perfect" (or
"hitless") replacenment of a conponent at runtinme woul d not
necessarily be ideal, since presumably one would want to distinguish
it fromthe original for OAM purposes (e.g., to report hot swap of a
fail ed conponent).

This inplies that an attack such as Fl ow Modification, Spoofing, or
Inter-segment (which could introduce packets froma "new' conponent,
i.e., one heretofore unknown on the network) could be used to exploit
the need to consider such packets (as opposed to rejecting them out
of hand as one would do if one did not have to consider introduction
of a new component).

To mitigate this situation, deploynments should provide a method for
dynanmi ¢ and secure registration of new components, and (possibly
manual ) deregistration and re-keying of retired conponents. This
woul d avoid the situation in which the network nust accomuodat e
potentially insecure packet flows from unknown conponents.

Simlarly, if the network was designed to support runtime repl acenent
of a clock conmponent, then presence (or apparent presence) and thus
consi derati on of packets froma new such conponent could affect the
network, or the time synchronization of the network, for exanple, by
initiating a new Best Master C ock selection process. These types of
attacks shoul d therefore be consi dered when designi ng hot-swap-type
functionality (see [RFC7384]).

8.1.4. Data Flow Informati on Mdel s
Det Net specifies new YANG data nodel s [ DETNET- YANG that may present

new attack surfaces. Per |ETF guidelines, security considerations
for any YANG data nodel are expected to be part of the YANG data



nmodel specification, as described in [| ETF- YANG SEC] .
8.1.5. L2 and L3 Integration

A DetNet network integrates Layer 2 (bridged) networks (e.g., AVB/ TSN
LAN) and Layer 3 (routed) networks (e.g., IP) via the use of well-
known protocols such as I P, MPLS Pseudow re, and Ethernet. Various
Det Net documents address many specific aspects of Layer 2 and Layer 3
integration within a DetNet, and these are not individually
referenced here; security considerations for those aspects are
covered within those documents or within the rel ated subsections of
the present docunent.

Pl ease note that although there are no entries in the L2 and L3
Integration line of the Mappi ng between Thenes and Attacks table
(Table 5), this does not inply that there could be no rel evant
attacks related to L2-L3 integration.

8.1.6. End-to-End Delivery

Packets that are part of a resource-reserved DetNet flow are not to
be dropped by the Det Net due to congestion. Packets may however be
dropped for intended reasons, for exanple, security neasures. For
exanpl e, consider the case in which a packet becomes corrupted
(whether incidentally or maliciously) such that the resulting flow ID
incidentally matches the flow I D of another DetNet flow, potentially
resulting in additional unauthorized traffic on the latter. In such
a case, it my be a security requirenent that the systemreport and/
or take some defined action, perhaps when a packet drop count

t hreshol d has been reached (see also Section 7.7).

A data plane attack may force packets to be dropped, for exanple, as
a result of a Delay attack, Replication/Elimnation attack, or Flow
Modi fication attack.

The sane result mght be obtained by a Controller plane attack, e.g.,
Pat h Mani pul ati on or Signaling Packet Mbdification.

An attack may al so cause packets that should not be delivered to be
delivered, such as by forcing packets fromone (e.g., replicated)
path to be preferred over another path when they should not be
(Replication attack), or by Flow Mdification, or Path Choice or
Packet Injection. A Tine-Synchronization attack could cause a system
that was expecting certain packets at certain tines to accept
uni nt ended packets based on conpromni sed systemtine or tine w ndow ng
in the schedul er.

8.1.7. Replacement for Proprietary Fieldbuses and Et hernet-Based
Net wor ks

There are many proprietary "fiel dbuses" used in Industrial and other

i ndustries, as well as proprietary non-interoperable determnistic

Et her net - based networks. DetNet is intended to provide an open-

st andar ds- based alternative to such buses/networks. |n cases where a
Det Net intersects with such fiel dbuses/ networks or their protocols,
such as by protocol emulation or access via a gateway, new attack
surfaces can be opened.

For exanple, an Inter-segnment or Controller plane attack such as Path

Mani pul ation, Path Choice, or Control Packet Modification/lnjection

could be used to exploit commands specific to such a protocol or that

are interpreted differently by the different protocols or gateway.
8.1.8. Deternministic vs. Best-Effort Traffic

Most of the thenes described in this document address OT (reserved)



DetNet flows -- this itemis intended to address issues related to IT
traffic on a Det Net.

Det Net is intended to support coexistence of tinme-sensitive
operational (OT, deterministic) traffic and informational (1T, "best
effort”) traffic on the same ("unified") network.

Wth DetNet, this coexistence will beconme nore conmon, and
mtigations will need to be established. The fact that the IT
traffic on a DetNet is linmted to a corporate-controlled network
makes this a less difficult problemconpared to being exposed to the
open Internet; however, this aspect of DetNet security should not be
under est i mat ed.

An Inter-segnent attack can flood the network with IT-type traffic
with the intent of disrupting the handling of IT traffic and/or the
goal of interfering with OT traffic. Presumably, if the DetNet flow
reservation and isolation of the DetNet is well designed (better-
designed than the attack), then interference with O traffic should
not result froman attack that floods the network with IT traffic.

The handling of IT traffic (i.e., traffic that by definition is not
guaranteed any given determnistic service properties) by the Det Net
will by definition not be given the DetNet-specific protections
provided to Det Net (resource-reserved) flows. The inmplication is
that the IT traffic on the DetNet network will necessarily have its
own specific set of product (conponent or system requirenents for
protection agai nst attacks such as DoS; presumably they will be |ess
stringent than those for OT flows, but nonethel ess, conponent and
system desi gners nust enpl oy whatever nmitigations will meet the
specified security requirements for IT traffic for the given
conponent or Det Net.

The network design as a whole al so needs to consi der possible
application-level dependencies of OT-type applications on services
provided by the IT part of the network; for exanple, does the OT
application depend on IT network services such as DNS or QAM? | f
such dependenci es exist, how are malicious packet flows handl ed?
Such considerations are typically outside the scope of DetNet proper,
but nonet hel ess need to be addressed in the overall DetNet network
design for a given use case

8.1.9. Determ nistic Flows

Reserved bandwi dth data flows (determ nistic flows) nust provide the
al | ocat ed bandwi dt h and nust be isolated fromeach ot her

A Spoofing or Inter-segnment attack that adds packet traffic to a
bandwi dt h-reserved Det Net flow could cause that flow to occupy nore
bandwi dth than it was allocated, resulting in interference with other
Det Net fl ows.

A Flow Modi fication, Spoofing, Header Manipul ation, or Control Packet
Modi fication attack coul d cause packets fromone flow to be directed
to another flow, thus breaching isolation between the fl ows.

8.1.10. Unused Reserved Bandwi dth

If bandwi dth reservations are nmade for a DetNet flow but the

associ ated bandwidth is not used at any point in tinme, that bandw dth
is made avail able on the network for best-effort traffic. However,
note that security considerations for best-effort traffic on a Det Net
network is out of scope of the present docunent, provided that any
such attacks on best-effort traffic do not affect performance for

Det Net OT traffic.



8.1.11. Interoperability

The Det Net specifications as a whole are intended to enable an
ecosystemin which nultiple vendors can create interoperable
products, thus pronoting conponent diversity and potentially higher
nunbers of each component manufactured. Toward that end, the
security neasures and protocols discussed in this document are

i ntended to encourage interoperability.

G ven that the Det Net specifications are unanbiguously witten and
that the inplenentations are accurate, the property of
interoperability should not in and of itself cause security concerns;
however, flaws in interoperability between conmponents could result in
security weaknesses. The network operator, as well as system and
conponent designers, can all contribute to reducing such weaknesses
through interoperability testing.

8.1.12. Cost Reductions

The Det Net network specifications are intended to enabl e an ecosystem
in which nultiple vendors can create interoperable products, thus
pronoting hi gher nunbers of each conponent nanufactured, pronoting
cost reduction and cost conpetition anmong vendors.

Thi s envisioned breadth of DetNet-enabled products is in general a
positive factor; however, inplenentation flaws in any individua
conponent can present an attack surface. |In addition, inplenentation
di fferences between conponents fromdifferent vendors can result in
attack surfaces (resulting fromtheir interaction) that nay not exist
i n any individual conponent.

Net wor k operators can nmitigate such concerns through sufficient
product and interoperability testing.

8.1.13. Insufficiently Secure Conponents

The Det Net network specifications are intended to enabl e an ecosystem
in which nultiple vendors can create interoperable products, thus
pronoting conponent diversity and potentially higher nunbers of each
conmponent manufactured. However, this raises the possibility that a
vendor might repurpose for DetNet applications a hardware or software
component that was originally designed for operation in an isolated
Ol network and thus may not have been designed to be sufficiently
secure, or secure at all, against the sorts of attacks described in
this docunment. Deploynment of such a conponent on a DetNet network
that is intended to be highly secure nay present an attack surface;
thus, the DetNet network operator nmay need to take specific actions
to protect such conponents, for example, by inplenmenting a secure
interface (such as a firewall) to isolate the conmponent fromthe
threats that may be present in the greater network

8.1.14. DetNet Network Size

Det Net networks range in size fromvery small, e.g., inside a single
i ndustrial machine, to very large, e.g., a Uility Gid network
spanni ng a whol e country.

The size of the network might be related to how the attack is
introduced into the network. For exanple, if the entire network is
local, there is a threat that power can be cut to the entire network.
If the network is |arge, perhaps only a part of the network is

att acked.

A Delay attack might be as relevant to a snall network as to a | arge
net wor k, al though the anobunt of delay m ght be different.



Attacks sourced fromIT traffic mght be nore likely in large

net wor ks since nore people mght have access to the network,
presenting a |l arger attack surface. Sinmlarly, Path Mnipul ation,
Pat h Choi ce, and Ti ne-Synchroni zation attacks seemnore |ikely

rel evant to | arge networks.

8.1.15. Miltiple Hops

Large Det Net networks (e.g., a Uility Gid network) may invol ve nany
"hops" over various kinds of links, for exanple, radio repeaters,
m crowave |inks, fiber optic links, etc.

An attacker who has know edge of the operation of a component or
device's internal software (such as "device drivers") may be able to
take advantage of this know edge to design an attack that could
exploit flaws (or even the specifics of nornal operation) in the
conmuni cati on between the various I|inks.

It is also possible that a | arge-scal e Det Net topol ogy contai ni ng
various kinds of links may not be in as conmmopbn use as other nore
honogeneous topologies. This situation nmay present nore opportunity
for attackers to exploit software and/or protocol flaws in or between
t hese conponents because these conmponents or configurations may not
have been sufficiently tested for interoperability (in the way they
woul d be as a result of broad usage). This may be of particul ar
concern to early adopters of new Det Net conponents or technol ogies

O the attacks we have defined, the ones identified in Section 8.1.14
as gernmane to | arge networks are the nost rel evant.

8.1.16. Level of Service
A DetNet is expected to provide neans to configure the network that

i nclude querying network path | atency, requesting bounded | atency for
a given DetNet flow, requesting worst-case nmaxi mum and/ or m ni mum

| atency for a given path or DetNet flow, and so on. It is an
expected case that the network cannot provide a given requested
service level. In such cases, the network control system shoul d

reply that the requested service level is not available (as opposed
to accepting the paraneter but then not delivering the desired
behavi or).

Control l er plane attacks such as Signaling Packet Mdification and
Injection could be used to nodify or create control traffic that
could interfere with the process of a user requesting a | evel of
service and/or the reply fromthe network.

Reconnai ssance coul d be used to characterize flows and perhaps target
specific flows for attack via the controller plane as noted in
Section 6.7.

8.1.17. Bounded Latency

Det Net provi des the expectation of guaranteed bounded | atency.

Del ay attacks can cause packets to miss their agreed-upon | atency
boundari es.

Ti me- Synchroni zati on attacks can corrupt the time reference of the
system resulting in mssed | atency deadlines (with respect to the
"correct” tinme reference).

8.1.18. Low Latency

Applications may require "extrenely |low | atency"; however, depending
on the application, these may nean very different |atency val ues.



For exanple, "low |atency" across a Utility Gid network is on a
different time scale than "low latency"” in a notor control loop in a
smal | machine. The intent is that the nmechanisns for specifying
desired latency include wi de ranges, and that architecturally there
is nothing to prevent arbitrarily low | atencies from being

i mpl emented in a given network.

Attacks on the controller plane (as described in the Level of Service
thene; see Section 8.1.16) and Delay and Tinme attacks (as descri bed
in the Bounded Latency theme; see Section 8.1.17) both apply here.

8.1.19. Bounded Jitter (Latency Variation)

Det Net is expected to provide bounded jitter (packet-to-packet
| at ency variation).

Del ay attacks can cause packets to vary in their arrival tines,
resulting in packet-to-packet |atency variation, thereby violating
the jitter specification

8.1.20. Symmetrical Path Del ays

Sone applications would like to specify that the transit delay tine
val ues be equal for both the transmt and return paths.

Del ay attacks can cause path delays to materially differ between
pat hs.

Ti me- Synchroni zati on attacks can corrupt the time reference of the
system resulting in path delays that nmay be perceived to be
different (with respect to the "correct” tine reference) even if they
are not materially different.

8.1.21. Reliability and Availability

Det Net - based systens are expected to be inplemented with essentially
arbitrarily high availability (for exanple, 99.9999% up tine, or even
12 nines). The intent is that the DetNet designs should not nmake any
assunptions about the level of reliability and availability that may
be required of a given system and shoul d defi ne parameters for

communi cating these kinds of nmetrics within the network.

Any attack on the system of any type, can affect its overal
reliability and availability; thus, in the mapping table (Table 5),
we have nmarked every attack. Since every Det Net depends to a greater
or | esser degree on reliability and availability, this essentially
means that all networks have to mitigate all attacks, which to a
greater or |esser degree defeats the purpose of associating attacks
with use cases. It also underscores the difficulty of designing
"extrenely high reliability" networks.

In practice, network designers can adopt a risk-based approach in
which only those attacks are mtigated whose potential cost is higher
than the cost of mitigation.

8.1.22. Redundant Paths

Thi s docunent expects that each Det Net systemwi ||l be inplenented to
some essentially arbitrary level of reliability and/or availability,
dependi ng on the use case. A strategy used by DetNet for providing
extraordinarily high levels of reliability when justified is to
provi de redundant paths between which traffic can be seam essly
switched, all the while maintaining the required performance of that
system

Replication-rel ated attacks are by definition applicable here.



Controller plane attacks can also interfere with the configuration of
redundant paths.

8.1.23. Security Measures

If any of the security nechanisns that protect the DetNet are
attacked or subverted, this can result in malfunction of the network.
Thus, the security systens thensel ves need to be robust against

att acks.

The general topic of protection of security mechanisnms is not unique
to DetNet; it is identical to the case of securing any security
mechani sm for any network. This docunent addresses these concerns
only to the extent that they are unique to Det Net.

8.2. Summary of Attack Types per Use Case Commpn Thene

The List of Attacks table (Table 4) lists the attacks described in
Section 5, Security Threats, assigning a nunber to each type of
attack. That nunber is then used as a short formidentifier for the
attack in Table 5, Mpping between Themes and Attacks.

| | Attack |
[ gttt oo p—p—p—p—_—_———————————(————— L
| 1 | Delay Attack |
S +
| 2 | DetNet Flow Mdification or Spoofing |
I +
| 3 | Inter-segnment Attack |
o +
| 4 | Replication: Increased Attack Surface |
e +
| 5 | Replication-Rel ated Header Mani pul ation |
I e +
| 6 | Path Manipul ation |
o +
| 7 | Path Choice: Increased Attack Surface |
e +
| 8 | Control or Signaling Packet Modification |
I ST +
| 9 | Control or Signaling Packet I|njection |
o +
| 10 | Reconnai ssance |
e +
| 11 | Attacks on Ti ne-Synchronization Mechanisns |
I +

Tabl e 4: List of Attacks

The Mappi ng between Thenes and Attacks table (Table 5) maps the use
case thenmes of [RFC8578] (as also enunerated in this docunent) to the
attacks of Table 4. Each row specifies a thenme, and the attacks
relevant to this thene are marked with a "+". The row itens that
have no threats associated with themare included in the table for
conpl eteness of the list of Use Case Common Thenes and do not have
Det Net - specific threats associated with them

| Therne | At t ack |
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| | 11 2| 3] 4| 5] 6| 7] 8| 9] 10| 11 |
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Security Considerations for OAM Traffic
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This section considers DetNet-specific security considerations for
packet traffic that is generated and transnmitted over a DetNet as
part of OAM (Qperations, Adm nistration, and M ntenance). For the
pur poses of this discussion, OAMtraffic falls into one of two basic

types:

* OAMtraffic generated by the network itself. The additiona
bandwi dth required for such packets is added by the network
admi ni stration, presumably transparent to the custoner. Security
considerations for such traffic are not Det Net specific (apart
fromsuch traffic being subject to the same DetNet-specific
security considerations as any other DetNet data flow) and are
thus not covered in this docunent.

* OAMtraffic generated by the custonmer. Froma DetNet security
poi nt of view, DetNet security considerations for such traffic are
exactly the sane as for any other custonmer data flows.

Fromthe perspective of an attack, OAMtraffic is indistinguishable
fromDetNet traffic, and the network needs to be secure agai nst
injection, removal, or nodification of traffic of any kind, including
OAMtraffic. A DetNet is sensitive to any form of packet injection,
renoval , or manipulation, and in this respect DetNet CAMtraffic is
no different. Techniques for securing a Det Net against these threats
have been di scussed el sewhere in this docunent.

Det Net Technol ogy- Specific Threats

Section 5, Security Threats, describes threats that are independent
of a DetNet inplenentation. This section considers threats
specifically related to the IP- and MPLS-specific aspects of Det Net
i mpl ement ati ons.

The primary security considerations for the data plane specifically
are to maintain the integrity of the data and the delivery of the
associ ated Det Net service traversing the Det Net network.

The primary rel evant differences between I P and MPLS i npl enentati ons
are in flowidentificati on and OAM et hodol ogi es.

As noted in [RFC8655], DetNet operates at the IP layer [RFC3939] and
delivers service over sub-layer technol ogies such as MPLS [ RFC3964]
and | EEE 802.1 Tine-Sensitive Networking (TSN) [ RFC9023].

Application flows can be protected through whatever neans are
provided by the layer and sub-layer technol ogies. For exanple,
technol ogy-specific encryption may be used for IP flows (IPsec

[ RFC4301]). For |P-over-Ethernet (Layer 2) flows using an underlying
sub-net, MACsec [| EEE802. 1AE-2018] nmmy be appropriate. For sonme use
cases, packet integrity protection without encryption may be

suf ficient.

However, if the DetNet nodes cannot decrypt |Psec traffic, then

Det Net flow identification for encrypted IP traffic fl ows nust be
performed in a different way than it would be for unencrypted IP

Det Net flows. The DetNet |IP data plane identifies unencrypted flows
via a 6-tuple that consists of two | P addresses, the transport
protocol ID two transport protocol port nunbers, and the DSCP in the
| P header. \When |Psec is used, the transport header is encrypted and
the next protocol IDis an |IPsec protocol, usually Encapsul ating

Security Payload (ESP), and not a transport protocol, |eaving only
three conponents of the 6-tuple, which are the two | P addresses and
the DSCP. If the |Psec sessions are established by a controller,

then this controller could also transmt (in the clear) the Security
Paraneter Index (SPI) and thus the SPI could be used (in addition to
the pair of I P addresses) for flowidentification. |Identification of
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Det Net flows over I Psec is further discussed in Section 5.1.2.3 of
[ RFC8939] .

Sections bel ow di scuss threats specific to P and MPLS in nore
detail.

1. IP

IP has a long history of security considerations and architectural
protection nmechani sms. From a data plane perspective, DetNet does
not add or nodify any | P header information, so the carriage of

Det Net traffic over an | P data pl ane does not introduce any new
security issues that were not there before, apart fromthose already
described in the data-pl ane-i ndependent threats section (Section 5).

Thus, the security considerations for a DetNet based on an |IP data

pl ane are purely inherited fromthe rich I P security literature and
code/ appl i cation base, and the data-pl ane-i ndependent section of this
docunent .

Mai ntai ni ng security for | P segnents of a DetNet nay be nore
chal l enging than for the MPLS segments of the network given that the
I P segments of the network may reach the edges of the network, which
are nore likely to involve interaction with potentially mal evol ent
outside actors. Conversely, MPLS is inherently nore secure than IP
since it is internal to routers and it is well known how to protect
it fromoutside influence.

Anot her way to |l ook at DetNet |IP security is to consider it in the
light of VPN security. As an industry, we have a | ot of experience
with VPNs running through networks with other VPNs -- it is well
known how to secure the network for that. However, for a DetNet, we
have the additional subtlety that any possible interaction of one
packet with another can have a potentially deleterious effect on the
time properties of the flows. So the network rnust provide sufficient
i sol ation between flows, for exanple, by protecting the forwarding
bandwi dth and rel ated resources so that they are avail able to Det Net
traffic, by whatever neans are appropriate for the data plane of that
networ k, for exanple, through the use of queuing nechani sns.

In a VPN, bandwi dth is generally guaranteed over a period of tine
whereas in DetNet, it is not aggregated over tine. This inplies that
any VPN-type protection nmechani smnust al so maintain the Det Net
timng constraints.

2. MPLS

An MPLS network carrying DetNet traffic is expected to be a "well -
managed” network. Gven that this is the case, it is difficult for
an attacker to pass a raw MPLS-encoded packet into a network because
operators have consi derabl e experi ence at excluding such packets at
the network boundaries as well as excluding MPLS packets being
inserted through the use of a tunnel

MPLS security is discussed extensively in [ RFC5920] ("Security
Framewor k for MPLS and GWPLS Networks") to which the reader is
referred.

[ RFC6941] builds on [ RFC5920] by providing additional security
consi derations that are applicable to the MPLS-TP extensions
appropriate to the MPLS Transport Profile [RFC5921] and thus to the
operation of DetNet over sone types of MPLS network

[ RFC5921] introduces to MPLS new Operations, Administration, and
Mai nt enance (OAM capabilities; a transport-oriented path protection
mechani sm and strong enphasis on static provisioning supported by



11.

12.

13.

14.

14.

net wor k managenent systens.

The operation of DetNet over an MPLS network builds on MPLS and
pseudowi re encapsul ati on. Thus, for gui dance on securing the Det Net
el ements of DetNet over MPLS, the reader is also referred to the
security considerations of [RFC4385], [RFC5586], [RFC3985],

[ RFC6073], and [ RFC6478].

Havi ng attended to the conventional aspects of network security, it
is necessary to attend to the dynanmic aspects. The cl osest
experience that the IETF has with securing protocols that are
sensitive to mani pul ation of delay are the two-way tine transfer
(TWIT) protocols, which are NTP [ RFC5905] and the Precision Tine
Protocol [|EEE1588]. The security requirenments for these are
described in [ RFC7384].

One particular problemthat has been observed in operational tests of
TWT protocols is the ability for two closely but not conpletely
synchroni zed flows to beat and cause a sudden phase hit to one of the
flows. This can be mitigated by the careful use of a scheduling
systemin the underlying packet transport.

Sone investigations into protection of MPLS systens agai nst dynam c
attacks exist, such as [ MPLS- OPP- ENCRYPT]; perhaps depl oyment of
Det Nets will encourage additional such investigations.

| ANA Consi der ati ons
Thi s docunent has no | ANA acti ons.
Security Considerations

The security considerations of DetNet networks are presented
t hroughout this docunent.

Privacy Consi derations

Privacy in the context of DetNet is maintained by the base
technol ogi es specific to the DetNet and user traffic. For exanple,
TSN can use MACsec, | P can use |Psec, and applications can use |IP
transport protocol -provided nmethods, e.g., TLS and DTLS. MPLS
typically uses L2/L3 VPNs conbined with the previously nentioned
privacy met hods.

However, note that reconnai ssance threats such as traffic analysis
and nonitoring of electrical side channels can still cause there to
be privacy considerations even when traffic is encrypted.
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