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Abst r act

Conci se Binary Ohject Representation (CBOR) is a data format designed
for small code size and small message size. There is a need to be
able to define basic security services for this data format. This
docunent defines a set of algorithms that can be used with the CBOR
oj ect Signing and Encryption (COSE) protocol (RFC 9052).

Thi s docunent, along with RFC 9052, obsol etes RFC 8152.
Status of This Menp

Thi s docunent is not an Internet Standards Track specification; it is
published for informational purposes.

Thi s docunent is a product of the Internet Engineering Task Force
(IETF). It represents the consensus of the IETF community. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Goup (IESG. Not all docunents
approved by the | ESG are candi dates for any |evel of Internet

St andard; see Section 2 of RFC 7841.

I nformation about the current status of this docunent, any errata,
and how to provide feedback on it may be obtained at
https://ww. rfc-editor.org/info/rfc9053

Copyri ght Notice

Copyright (c) 2022 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunents
(https://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these docunments
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunent nust
i ncl ude Revised BSD License text as described in Section 4.e of the
Trust Legal Provisions and are provided without warranty as descri bed
in the Revised BSD License.
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I ntroduction

There has been an increased focus on snmall, constrai ned devices that
make up the Internet of Things (10oT). One of the standards that has
come out of this process is "Concise Binary hject Representation
(CBOR)" [STDO4]. CBOR extended the data nodel of JavaScript Object
Notation (JSON) [STDO0O] by allowi ng for binary data, anong other
changes. CBOR has been adopted by several of the | ETF working groups
dealing with the 10T world as their nmethod of encoding data
structures. CBOR was designed specifically to be small in ternms of
bot h messages transported and inplenmentati on size and to have a
schema-free decoder. A need exists to provide nessage security
services for 10T, and using CBOR as the nessage-encodi ng format nakes
sense.

The core COSE specification consists of two docunments. [RFC9052]
contains the serialization structures and the procedures for using
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the different cryptographic algorithnms. This docunent provides an
initial set of algorithns for use with those structures.

Requi renent s Term nol ogy

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capitals, as shown here

Changes from RFC 8152

* Extracted the sections dealing with specific algorithns and pl aced
theminto this docunent. The sections dealing with structure and
general processing rules are placed in [ RFCO052].

* Made text clarifications and changes in term nol ogy.

* Renoved all of the details relating to countersignatures and
pl aced themin [ COUNTERSI GV] .

Docurent Ter mi nol ogy
In this docunment, we use the follow ng term nol ogy:
Byte: A synonymfor octet.

Constrai ned Application Protocol (CoAP): A specialized web transfer
protocol for use in constrained systems. It is defined in
[ RFC7252] .

Aut henti cated Encryption (AE) algorithnms [RFC5116]: Encryption
al gorithnms that provide an authentication check of the contents
along with the encryption service. An exanple of an AE al gorithm
used in COSE is AES Key Wap [RFC3394]. These algorithnms are used
for key encryption, but Authenticated Encryption with Associ ated
Data (AEAD) al gorithms woul d be preferred.

AEAD al gorithns [ RFC5116]: Encryption algorithns that provide the
same aut hentication service of the content as AE al gorithns do,
and al so all ow associated data that is not part of the encrypted
body to be included in the authentication service. An exanple of
an AEAD algorithmused in COSE is AES-GCM [ RFC5116]. These
al gorithnms are used for content encryption and can be used for key
encryption as well.

The term"byte string" is used for sequences of bytes, while the term
"text string" is used for sequences of characters.

The tables for algorithns contain the foll owi ng col ums:
* A nanme for the algorithmfor use in docunents.

* The value used on the wire for the algorithm One place this is
used is the al gorithm header paraneter of a nmessage.

* A short description so that the algorithmcan be easily identified
when scanning the | ANA registry.

Addi tional colums may be present in a table depending on the
al gorithns.

CDDL Grammar for CBOR Data Structures

When COSE was originally witten, the Concise Data Definition



Language (CDDL) [RFC8610] had not yet been published in an RFC, so it
could not be used as the data description |anguage to normatively
describe the CBOR data structures enployed by COSE. For that reason,
the CBOR data objects defined here are described in prose.

Addi tional (non-normative) descriptions of the COSE data objects are
provided in a subset of CDDL, described in [ RFC9052].

1.5. Exanples

A G tHub project has been created at [ G tHub- Exanpl es] that contains

a set of testing exanples. Each exanple is found in a JSON file that
contains the inputs used to create the exanple, some of the

i ntermedi ate val ues that can be used for debuggi ng, and the output of
the exanple. The results are encoded using both hexadeci mal and CBOR
di agnostic notation fornat.

Sone of the exanples are designed to be failure-testing cases; these
are clearly marked as such in the JSON file.

2. Signature Algorithns

Section 8.1 of [RFC9052] contains a generic description of signature
al gorithms. This docunent defines signature algorithmidentifiers
for two signature al gorithns.

2.1. ECDSA

The Elliptic Curve Digital Signature Al gorithm (ECDSA) [DSS] defines
a signature algorithmusing Elliptic Curve Cryptography (ECC)

I mpl enent ati ons SHOULD use a deterministic version of ECDSA such as
the one defined in [RFC6979]. The use of a determnistic signature
algorithmall ows systens to avoid relying on random nunber generators
in order to avoid generating the sane value of "k" (the per-nessage
random val ue). Biased generation of the value "k" can be attacked,
and collisions of this value lead to | eaked keys. It additionally
all ows performng determnistic tests for the signature al gorithm
The use of determ nistic ECDSA does not | essen the need to have good
random nunber generati on when creating the private key.

The ECDSA signature algorithmis paraneterized with a hash function
(h). In the event that the length of the hash function output is
greater than the group of the key, the leftnost bytes of the hash
out put are used.

The al gorithns defined in this docunent can be found in Table 1.

[ bl oo oo et s o)
| Name | Value | Hash | Description |
[ il el et e
| ES256 | -7 | SHA-256 | ECDSA w SHA-256 |
+------- +------- L I i T ) +
| ES384 | -35 | SHA-384 | ECDSA w SHA-384 |
+----- - +----- - Fo-m e - - I I I +
| ES512 | -36 | SHA-512 | ECDSA w SHA-512 |
+------- +------- F---- - - - R i +

Table 1. ECDSA Al gorithm Val ues

Thi s docunent defines ECDSA as working only with the curves P-256,

P- 384, and P-521. This docunent requires that the curves be encoded
using the "EC2" (two coordinate elliptic curve) key type.

I npl enent ati ons need to check that the key type and curve are correct
when creating and verifying a signature. Future docunents may define
it to work with other curves and key types in the future.

In order to pronote interoperability, it is suggested that SHA-256 be
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used only with curve P-256, SHA-384 be used only with curve P-384,
and SHA-512 be used only with curve P-521. This is aligned with the
recomrendation in Section 4 of [RFC5480].

The signature algorithmresults in a pair of integers (R S). These
integers will be the sane Iength as the length of the key used for
the signature process. The signature is encoded by converting the
integers into byte strings of the same length as the key size. The

Il ength is rounded up to the nearest byte and is | eft padded with zero
bits to get to the correct length. The two integers are then
concatenated together to forma byte string that is the resulting

si gnature.

Using the function defined in [ RFC8017], the signature is:
Signhature = 1 20SP(R, n) | [20SP(S, n)
where n = ceiling(key_length / 8)

When using a COSE key for this algorithm the follow ng checks are
made:

* The "kty" field MIUST be present, and it MJST be "EC2".

* |f the "alg" field is present, it MJST match the ECDSA signature
al gorithm bei ng used.

* |f the "key ops" field is present, it MJST include "sign" when
creating an ECDSA si gnature.

* |f the "key_ops" field is present, it MJST include "verify" when
verifying an ECDSA signature.

1. Security Considerations for ECDSA

The security strength of the signature is no greater than the m ni num
of the security strength associated with the bit I ength of the key
and the security strength of the hash function.

Note: Use of a deterministic signature technique is a good idea even
when good random nunber generation exists. Doing so both reduces the
possibility of having the sane value of "k" in two signature
operations and allows for reproduci bl e signature val ues, which hel ps
testing. There have been recent attacks involving faulting the
device in order to extract the key. This can be addressed by
conbi ni ng both randomess and det erni ni sm [ CFRG DET- S| GS] .

There are two substitution attacks that can theoretically be nounted
agai nst the ECDSA signature al gorithm

* Changing the curve used to validate the signature: |If one changes
the curve used to validate the signature, then potentially one
could have two messages with the sane signature, each conputed
under a different curve. The only requirements on the new curve
are that its order be the same as the old one and that it be
acceptable to the client. An exanple would be to change from
usi ng the curve secp256rl (aka P-256) to using secp256kl. (Both
are 256-bit curves.) W currently do not have any way to dea
with this version of the attack except to restrict the overall set
of curves that can be used.

* Changing the hash function used to validate the signature: If one
either has two different hash functions of the same |l ength or can
truncate a hash function, then one could potentially find
coll'isions between the hash functions rather than within a single
hash function. For exanple, truncating SHA-512 to 256 bits night
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collide with a SHA-256 bit hash value. As the hash algorithmis
part of the signature algorithmidentifier, this attack is
mtigated by including a signature algorithmidentifier in the
pr ot ect ed- header bucket .

2. Edwards-Curve Digital Signature Al gorithm (EJDSA)

[ RFC8032] describes the elliptic curve signature schenme Edwards-curve
Digital Signature Algorithm (EdDSA). |In that docunment, the signature
algorithmis instantiated using paraneters for the edwards25519 and
edwar ds448 curves. The document additionally describes two variants
of the EdDSA al gorithm Pure EdDSA, where no hash function is applied
to the content before signing, and HashEdDSA, where a hash function
is applied to the content before signing and the result of that hash
function is signed. For EdDSA, the content to be signed (either the
message or the prehash value) is processed tw ce inside of the
signature algorithm For use with COSE, only the pure EdDSA version
is used. This is because it is not expected that extremely | arge
contents are going to be needed and, based on the arrangement of the
message structure, the entire nessage is going to need to be held in
menory in order to create or verify a signature. Therefore, there
does not appear to be a need to be able to do bl ock updates of the
hash, followed by elininating the nessage fromnnenory. Applications
can provide the same features by defining the content of the nessage
as a hash value and transporting the COSE object (with the hash

val ue) and the content as separate itens.

The al gorithm defined in this document can be found in Table 2. A
single signature algorithmis defined, which can be used for multiple
curves.

+o——oooo4 o4 - ———————+
| Name | Value | Description

[ ool e oo e e e 3
| EdDSA| -8 | EdDSA |
+------- +------- I +

Tabl e 2: EdDSA Al gorithm Val ue
[ RFC8032] describes the nethod of encoding the signature val ue.

When using a COSE key for this algorithm the follow ng checks are
made:

* The "kty" field MIUST be present, and it MJIST be "COKP" (Cctet Key
Pair).

* The "crv" field MIUST be present, and it MJST be a curve defined
for this signature al gorithm

* |f the "alg" field is present, it MJST match " EdDSA".

* |If the "key_ops" field is present, it MJST include "sign" when
creating an EdDSA si gnature.

* |f the "key ops" field is present, it MJST include "verify" when
verifying an EdDSA si gnat ure.

2.1. Security Considerations for EdDSA
Public values are conputed differently in EdDSA and Elliptic Curve
Diffie-Hellman (ECDH); for this reason, the public key from one
shoul d not be used with the other algorithm

If batch signature verification is perfornmed, a well-seeded
crypt ographi ¢ random nunber generator is REQUI RED (Section 8.2 of



[ RFC8032]). Signing and nonbatch signature verification are
determni stic operations and do not need random nunbers of any ki nd.

3. Message Authentication Code (MAC) Al gorithns

Section 8.2 of [RFC9052] contains a generic description of MAC
algorithms. This section defines the conventions for two MAC
al gorithns.

3.1. Hash-Based Message Authentication Codes (HWVACs)

HVAC [ RFC2104] [ RFC4231] was designed to deal with | ength extension
attacks. The HMAC al gorithm was al so designed to all ow new hash
functions to be directly plugged in without changes to the hash
function. The HMAC design process has been shown to be solid;

al t hough the security of hash functions such as MD5 has decreased
over time, the security of HMAC conbined with MD5 has not yet been
shown to be conprom sed [ RFC6151].

The HVAC al gorithmis paraneterized by an inner and outer padding, a
hash function (h), and an authentication tag value length. For this
specification, the inner and outer padding are fixed to the val ues
set in [RFC2104]. The length of the authentication tag corresponds
to the difficulty of producing a forgery. For use in constrained
environments, we define one HVAC algorithmthat is truncated. There
are currently no known issues with truncation; however, the security
strength of the nessage tag is correspondingly reduced in strength.
When truncating, the leftnost tag-length bits are kept and

transm tted.

The al gorithns defined in this docunent can be found in Table 3.

F =t -t —————————+d————————————+d——————————————————————+
| Nare | Value | Hash | Tag Length | Description |
b el s oo s s s s st o}
| HVAC | 4 | SHA-256 | 64 | HVAC w SHA- 256 |
| 256/64 | | | | truncated to 64 bits |
i i +------- +---- - - - I i R +
| HVAC | 5 | SHA-256 | 256 | HVAC w SHA- 256 |
| 256/ 256 | | | | |
I i +----- - Fo-m e - - I I T +
| HVAC | 6 | SHA-384 | 384 | HVAC w SHA- 384 |
| 384/384 | | | | |
i i +------- +---- - - - I i R +
| HVAC | 7 | SHA-512 | 512 | HVAC W SHA-512 |
| 512/512 | | | | |
I i +----- - Fo-m e - - I I T +

Tabl e 3: HVAC Al gorithm Val ues

Sone recipient algorithns transport the key, while others derive a
key fromsecret data. For those algorithns that transport the key
(such as AES Key Wap), the size of the HVAC key SHOULD be the same
size as the output of the underlying hash function. For those
al gorithms that derive the key (such as ECDH), the derived key MJUST
be the sane size as the output of the underlying hash function.

When using a COSE key for this algorithm the follow ng checks are
made:

* The "kty" field MJUST be present, and it MJST be "Symetric".

* |f the "alg" field is present, it MJUST match the HMAC al gorithm
bei ng used.

* |If the "key_ops" field is present, it MJST include "MAC create”



when creating an HVAC aut hentication tag.

* |f the "key ops" field is present, it MJST include "MAC verify"
when verifying an HVAC aut henti cation tag.

I mpl enent ati ons creating and validati ng MAC val ues MJST val i date that
the key type, key length, and algorithmare correct and appropriate
for the entities invol ved.

3.1.1. Security Considerations for HVAC

HVAC has proved to be resistant to attack even when used with
weakened hash algorithnms. The current best known attack is to brute
force the key. This neans that key size is going to be directly
related to the security of an HMAC operati on.

3.2. AES Message Aut hentication Code (AES-CBC- MAC)

AES-CBC-MAC is the instantiation of the CBC-MAC construction (defined
in [MAC]) using AES as the block cipher. For brevity, we also use
"AES- MAC' to refer to AES-CBC-MAC. (Note that this is not the sane
al gorithm as AES Ci pher-Based Message Aut henticati on Code (AES- CMAC)

[ RFC4493] .)

AES- CBC- MAC is paraneterized by the key length, the authentication
tag length, and the Initialization Vector (1V) used. For all of
these algorithns, the IVis fixed to all zeros. W provide an array
of algorithns for various key and tag | engths. The algorithns
defined in this docunent are found in Table 4.

B ool sty e s ooy e st
| Nane | Value | Key Length | Tag Length | Description |
) ety ey s ————(———— =y —p—p——_—_ sl —p————————— o
| AES-MAC | 14 | 128 | 64 | AES-MAC 128-bit |
| 128/64 | | | | key, 64-bit tag |
I +------- R R R i +
| AES-MAC| 15 | 256 | 64 | AES-MAC 256-bit |
| 256/64 | | | | key, 64-bit tag |
L +------- I I I i T ) +
| AESMAC| 25 | 128 | 128 | AES-MAC 128-bit |
| 128/128 | | | | key, 128-bit tag |
I +------- R R R i +
| AES-MAC| 26 | 256 | 128 | AES-MAC 256-bit |
| 256/128 | | | | key, 128-bit tag |
L +------- I I I i T ) +

Tabl e 4: AES- MAC Al gorithm Val ues

Keys may be obtained fromeither a key structure or a recipient
structure. Inplenentations creating and validating MAC val ues MJST
validate that the key type, key length, and algorithmare correct and
appropriate for the entities involved.

When using a COSE key for this algorithm the follow ng checks are
made:

* The "kty" field MJUST be present, and it MJST be "Symretric".

* |If the "alg" field is present, it MJST natch the AES-MAC al gorithm
bei ng used.

* |f the "key ops" field is present, it MJST include "MAC create"
when creating an AES- MAC aut hentication tag.

* |f the "key_ops" field is present, it MJST include "MAC verify"
when verifying an AES- MAC aut henti cation tag.



.2.1. Security Considerations for AES-CBC MAC

A nunber of attacks exist against G pher Bl ock Chaining Message
Aut henti cati on Code (CBC-MAC) that need to be considered.

* A single key nmust only be used for nessages of a fixed or known
length. If this is not the case, an attacker will be able to
generate a nessage with a valid tag given two nessage and tag
pairs. This can be addressed by using different keys for nessages
of different lengths. The current structure mitigates this
problem as a specific encoding structure that includes lengths is
built and signed. (CMAC al so addresses this issue.)

* |In G pher Block Chaining (CBC) node, if the same key is used for
bot h encryption and authentication operations, an attacker can
produce messages with a valid authentication code.

* |f the IV can be nodified, then nessages can be forged. This is
addressed by fixing the IV to all zeros.

Content Encryption Al gorithns

Section 8.3 of [RFC9052] contains a generic description of content
encryption algorithns. This docunment defines the identifier and
usages for three content encryption algorithns.

1.  AES-GCM

The Gal oi s/ Counter Mbde (GCM) nopde is a generic AEAD bl ock ci pher
nmode defined in [AES-GCM . The GCM node is conbined with the AES
bl ock encryption algorithmto define an AEAD ci pher.

The GCM node is parameterized by the size of the authentication tag
and the size of the nonce. This docunent fixes the size of the nonce
at 96 bits. The size of the authentication tag is limted to a smal
set of values. For this docunent, however, the size of the
authentication tag is fixed at 128 bits.

The set of algorithns defined in this docunent is in Table 5.

| Narme | Value | Description |
[ ettty p—p———— = ppp—p—p—p—p—p—_—(—————————————————————————————
| A128GCM | 1 | AES-GCM nobde w 128-bit key, 128-bit tag
S Fomm o - o m m e e e e e e e e e e e e e e e eee— oo on +
| A192CCM | 2 | AES-GCM node w 192-bit key, 128-bit tag

B S B S, e +
| A256GCM | 3 | AES-GCM npde w 256-bit key, 128-bit tag

R S —— E e +

Table 5: Al gorithm Values for AES-GCM

Keys may be obtained fromeither a key structure or a recipient
structure. Inplenentations that are encrypting or decrypting MJST
validate that the key type, key length, and algorithmare correct and
appropriate for the entities involved.

When using a COSE key for this algorithm the follow ng checks are
made:

* The "kty" field MJUST be present, and it MJST be "Symmretric".

* |f the "alg" field is present, it MJIST match the AES-GCM al gorithm
bei ng used.



* |f the "key_ops" field is present, it MJST include "encrypt” or
"wrap key" when encrypting.

* |f the "key ops" field is present, it MJST include "decrypt" or
"unwrap key" when decrypti ng.

.1.1. Security Considerations for AES-GCM
When using AES-GCM the followi ng restrictions MIST be enforced:
* The key and nonce pair MJST be unique for every nmessage encrypted.

* The total number of messages encrypted for a single key MJST NOT
exceed 2732 [SP800-38D]. An explicit check is required only in
environments where it is expected that this limt mght be
exceeded.

* [ RFC8446] contains an analysis on the use of AES-CGM for its
environment. Based on that recomendation, one should restrict
the nunber of nmessages encrypted to 2724.5.

* A nore recent analysis in [ROBUST] indicates that the nunber of
failed decryptions needs to be taken into account as part of
determ ning when a key rollover is to be done. Follow ng the
recomrendation in DILS (Section 4.5.3 of [RFC9147]), the nunber of
fail ed nessage decryptions should be limted to 2736

Consi deration was given to supporting smaller tag val ues; the
constrai ned community would desire tag sizes in the 64-bit range.
Such use drastically changes both the maxi mum nessage size (generally
not an issue) and the nunber of times that a key can be used. G ven
that Counter with CBC-MAC (CCM is the usual nobde for constrained
environments, restricted nodes are not supported.

.2.  AES-CCM

CCMis a generic authentication encryption block ci pher node defined
in [RFC3610]. The CCM node is conbined with the AES bl ock encryption
algorithmto define an AEAD cipher that is comonly used in
constrai ned devi ces.

The CCM node has two paraneter choices. The first choice is M the
size of the authentication field. The choice of the value for M

i nvol ves a trade-off between nessage growh (fromthe tag) and the
probability that an attacker can undetectably nodify a nessage. The
second choice is L, the size of the length field. This value
requires a trade-off between the naxi mum nessage size and the size of
t he nonce.

It is unfortunate that the specification for CCM specified L and M as
a count of bytes rather than a count of bits. This |leads to possible
m sunder st andi ngs where AES-CCM 8 is frequently used to refer to a
version of CCM node where the size of the authentication is 64 bits
and not 8 bits. In nmost cryptographic al gorithm specifications,
these val ues have traditionally been specified as bit counts rather
than byte counts. This docunent will follow the convention of using
bit counts so that it is easier to conpare the different algorithns
presented in this docunent.

We define a matrix of algorithms in this docunent over the val ues of
L and M Constrai ned devices are usually operating in situations
where they use short nessages and want to avoid doing recipient-
specific cryptographic operations. This favors smaller val ues of
both L and M Less-constrained devices will want to be able to use
| arger nessages and are nore willing to generate new keys for every
operation. This favors |arger values of L and M



The foll owi ng val ues are used for L:

16 bits (2): This limts nmessages to 27216 bytes (64 KiB) in |ength.
This is sufficiently long for nessages in the constrai ned world.
The nonce length is 13 bytes allowi ng for 27104 possi bl e val ues of
the nonce without repeating.

64 bits (8): This limts nmessages to 2764 bytes in length. The
nonce length is 7 bytes, allow ng for 2"56 possible values of the
nonce without repeating.

The foll owi ng val ues are used for M

64 bits (8): This produces a 64-bit authentication tag. This
inplies that there is a 1 in 2764 chance that a nodified nmessage
will authenticate.

128 bits (16): This produces a 128-bit authentication tag. This
inplies that there is a 1 in 27128 chance that a nodified nessage
will authenticate.

AES- CCM node |
128-bit key, |
64-bit tag, |
13- byt e nonce |

| AES-CCM node |
| 256-bit key, |
| 64-bit tag, |
| 13-byte nonce |

| AES-CCM node |
| 128-bit key, |
| 64-bit tag, |
| 7-byte nonce |

| AES-CCM node |
| 256-bit key, |
| 64-bit tag, |
| 7-byte nonce |

| | AES-CCM node |
| | 128-bit key, |
| | | | | 128-bit tag, |
| | 13-byte nonce |
| | AES-CCM node |
| | | | | 256-bit key, |
| | 128-bit tag, |
| | 13-byte nonce |

| | AES-CCM nopde |
| | | | | 128-bit key, |
| | 128-bit tag, |
| | 7-byte nonce |

| | AES-CCM node |
| | | | | 256-bit key, |
| | 128-bit tag, |
| | 7-byte nonce |



Table 6: Al gorithm Values for AES-CCM

Keys may be obtained fromeither a key structure or a recipient
structure. Inplenentations that are encrypting or decrypting MJST
validate that the key type, key length, and algorithmare correct and
appropriate for the entities involved.

When using a COSE key for this algorithm the follow ng checks are
made:

* The "kty" field MJUST be present, and it MJST be "Symetric".

* |f the "alg" field is present, it MJIST match the AES-CCM al gorithm
bei ng used.

* |f the "key_ops" field is present, it MJST include "encrypt" or
"wrap key" when encrypting.

* |f the "key ops" field is present, it MJST include "decrypt" or
"unwr ap key" when decrypting.

4.2.1. Security Considerations for AES-CCM
When using AES-CCM the follow ng restrictions MIST be enforced:

* The key and nonce pair MJST be uni que for every nessage encrypted.
Note that the value of L influences the nunber of unique nonces.

* The total nunber of times the AES bl ock cipher is used MUST NOT
exceed 2761 operations. This limt is the sumof times the bl ock
cipher is used in conmputing the MAC val ue and performng stream
encryption operations. An explicit check is required only in
environments where it is expected that this limt mght be
exceeded.

* [RFC9147] contains an analysis on the use of AES-CCM for its
envi ronment. Based on that recommendation, one should restrict
the nunber of nessages encrypted to 2723.

* In addition to the nunber of nessages successfully decrypted, the
nunber of failed decryptions needs to be tracked as well.
Fol | owi ng the reconmendation in DILS (Section 4.5.3 of [RFC9147]),
the nunber of fail ed nessage decryptions should be linmted to
2723.5. If one is using the 64-bit tag, then the lints are
significantly smaller if one wants to keep the sanme integrity
limts. A protocol recommending this needs to anal yze what | eve
of integrity is acceptable for the smaller tag size. It may be
that, to keep the desired |level of integrity, one needs to rekey
as often as every 27 nessages.

[ RFC3610] additionally calls out one other consideration of note. It
is possible to do a preconputation attack against the algorithmin
cases where portions of the plaintext are highly predictable. This
reduces the security of the key size by half. Ways to deal with this
attack include adding a random portion to the nonce val ue and/ or

i ncreasing the key size used. Using a portion of the nonce for a
random value wi |l decrease the nunber of nessages that a single key
can be used for. Increasing the key size may require nore resources
in the constrained device. See Sections 5 and 10 of [RFC3610] for
nmore i nformation

4.3. ChaCha20 and Pol y1305

ChaCha20 and Pol y1305 conbi ned together is an AEAD node that is
defined in [RFC8439]. This is an algorithm defined using a cipher



that is not AES and thus would not suffer fromany future weaknesses
found in AES. These cryptographic functions are designed to be fast
in software-only inplenentations.

The ChaCha20/ Pol y1305 AEAD construction defined in [ RFC8439] has no
paraneterization. It takes as inputs a 256-bit key and a 96-bit
nonce, as well as the plaintext and additional data, and produces the
ci phertext as an output. W define one algorithmidentifier for this
algorithmin Table 7.

| Nare | Value | Description |
[ gt ————————— e pp——_—_ _lpp—p—p—p—_————————————(—————(———r
| ChaCha20/ Pol y1305 | 24 | ChaCha20/ Pol y1305 w |
| | | 256-bit key, 128-bit tag

RIS dememaas T +

Table 7: Al gorithm Value for ChaCha20/ Pol y1305

Keys may be obtained fromeither a key structure or a recipient
structure. Inplenentations that are encrypting or decrypting MJST
validate that the key type, key length, and algorithmare correct and
appropriate for the entities involved.

VWhen using a COSE key for this algorithm the follow ng checks are
made:

* The "kty" field MJUST be present, and it MJST be "Synmetric"

* |If the "alg" field is present, it MJIST match t he ChaCha20/ Pol y1305
al gorithm bei ng used.

* |f the "key ops" field is present, it MJST include "encrypt" or
"wrap key" when encrypting.

* |If the "key_ops" field is present, it MJST include "decrypt" or
"unw ap key" when decrypting.

4.3.1. Security Considerations for ChaCha20/ Pol y1305

The key and nonce val ues MJST be a unique pair for every invocation
of the algorithm Nonce counters are considered to be an acceptable
way of ensuring that they are unique.

A nore recent analysis in [ ROBUST] indicates that the nunber of
failed decryptions needs to be taken into account as part of
determning when a key rollover is to be done. Follow ng the
recomrendation in DTLS (Section 4.5.3 of [RFC9147]), the nunber of
fail ed message decryptions should be limted to 2736

[ RFC8446] notes that the (64-bit) record sequence nunber would wap
before the safety limt is reached for ChaCha20/ Pol y1305. COSE

i mpl ement ati ons shoul d not send nore than 2764 nessages encrypted
usi ng a single ChaCha20/ Pol y1305 key.

5. Key Derivation Functions (KDFs)

Section 8.4 of [RFC9052] contains a generic description of key
derivation functions. This docunent defines a single context
structure and a single KDF. These elenents are used for all of the
reci pient algorithnms defined in this docunent that require a KDF
process. These algorithns are defined in Sections 6.1.2, 6.3.1, and
6.4.1.

5.1. HWVAC Based Extract-and- Expand Key Derivation Function (HKDF)



The HKDF key derivation algorithmis defined in [ RFC5869] and [ HKDF].
The HKDF al gorithmtakes these inputs:

secret: A shared value that is secret. Secrets nmay be either
previously shared or derived fromoperations like a D ffie-Hellman
(DH) key agreenent.

salt: An optional value that is used to change the generation
process. The salt value can be either public or private. |If the
salt is public and carried in the nessage, then the "salt"
al gorithm header paraneter defined in Table 9 is used. Wile
[ RFC5869] suggests that the length of the salt be the same as the
| ength of the underlying hash value, any positive salt length wll
i mprove the security, as different key values will be generated.
This paraneter is protected by being included in the key
comput ati on and does not need to be separately authenticated. The
salt val ue does not need to be unique for every nessage sent.

| ength: The nunber of bytes of output that need to be generated.

context information: Information that describes the context in which
the resulting value will be used. Making this infornmation
specific to the context in which the material is going to be used
ensures that the resulting material will always be tied to that
usage. The context structure defined in Section 5.2 is used by
the KDFs in this docunent.

PRF: The underlying pseudorandom function to be used in the HKDF
algorithm The PRF is encoded into the HKDF al gorithm sel ection

HKDF is defined to use HVAC as the underlying PRF. However, it is
possible to use other functions in the sane construct to provide a
different KDF that is nore appropriate in the constrained worl d.
Specifically, one can use AES-CBC-MAC as the PRF for the expand step,
but not for the extract step. Wen using a good random shared secret
of the correct length, the extract step can be skipped. For the AES
al gorithm versions, the extract step is always ski pped.

The extract step cannot be skipped if the secret is not uniformy
random -- for exanple, if it is the result of an ECDH key agreenent
step. This inplies that the AES HKDF version cannot be used with
ECDH. If the extract step is skipped, the "salt" value is not used
as part of the HKDF functionality.

The al gorithns defined in this document are found in Table 8.

HKDF usi ng HVAC |
| | | SHA-256 as the PRF |

| HKDF SHA-512 | HMAC with SHA-512 | HKDF usi ng HVAC
| | | SHA-512 as the PRF |

R o e e e e oo o e e e e e e oo oo oo +
| HKDF AES- | AES- CBC- MAC- 128 | HKDF using AES-MAC as

| MAC- 128 | | the PRF w 128-bit key |
o e e o - o e e e oo o +
| HKDF AES- | AES- CBC- MAC- 256 | HKDF using AES-MAC as

| MAC- 256 | | the PRF w 256-bit key |
R o e e e e oo o e e e e e e oo oo oo +

Tabl e 8: HKDF Al gorithns

[ oo~ s oo e s sl sl



|
+
| direct+HKDF- SHA- 256, | |
| direct+HKDF- SHA-512, | |
| direct+HKDF- AES- 128, | |
| direct+HKDF- AES- 256, ECDH- | |
| ES+HKDF- 256, ECDH ES+HKDF- | |
| 512, ECDH SS+HKDF- 256, | |
| ECDH SS+HKDF-512, ECDH | |
| ES+A128KW ECDH ES+A192KW | |
| ECDH ES+A256KW ECDH- | |
| SS+A128KW ECDH SS+A192KW | |
| ECDH SS+A256KW | |

Table 9: HKDF Al gorithm Paraneters
.2. Context Infornmation Structure

The context information structure is used to ensure that the derived
keying material is "bound" to the context of the transaction. The
context information structure used here is based on that defined in
[ SPB00-56A]. By using CBOR for the encodi ng of the context
information structure, we automatically get the same type and | ength
separation of fields that is obtained by the use of ASN.1. This
means that there is no need to encode the lengths for the base

el enments, as it is done by the encoding used in JSON Object Signing
and Encryption (JOSE) (Section 4.6.2 of [RFC7518]).

The context information structure refers to PartyU and PartyV as the
two parties that are doing the key derivation. Unless the
application protocol defines differently, we assign PartyUto the
entity that is creating the nmessage and PartyV to the entity that is
receiving the nmessage. By defining this association, different keys
will be derived for each direction, as the context information is
different in each direction

The context structure is built frominformation that is known to both
entities. This information can be obtained froma variety of
sour ces:

* Fields can be defined by the application. This is comonly used
to assign fixed names to parties, but it can be used for other
items such as nonces.

* Fields can be defined by usage of the output. Exanples of this
are the algorithmand key size that are being generated.

* Fields can be defined by paraneters fromthe nessage. W define a
set of header paraneters in Table 10 that can be used to carry the
val ues associated with the context structure. Exanples of this
are identities and nonce values. These header paraneters are
designed to be placed in the unprotected bucket of the recipient
structure; they do not need to be in the protected bucket, since
they are already included in the cryptographic conputation by
virtue of being included in the context structure.

+:::::::::: S - -, - - - . . o S . S . . . . . . . :::::::::::::+

| Nare Label Type Al gorithm Descri ption
PartyU -21 bstr di r ect +HKDF- SHA- 256, PartyU
identity di r ect +HKDF- SHA- 512, identity

di r ect +HKDF- AES- 128,
di r ect +HKDF- AES- 256,
ECDH- ES+HKDF- 256,

|

. o

information |

|

ECDH- ES+HKDF- 512, |



PartyV
identity

ECDH- SS+HKDF- 256,
ECDH- SS+HKDF- 512,
ECDH ES+A128KW
ECDH ES+A192KW
ECDH ES+A256 KW
ECDH- SS+A128KW
ECDH SS+A192KW
ECDH- SS+A256 KW

di r ect +HKDF- SHA- 256,
di r ect +HKDF- SHA- 512,
di r ect +HKDF- AES- 128,
di r ect +HKDF- AES- 256,
ECDH- ES+HKDF- 256,
ECDH- ES+HKDF- 512,
ECDH- SS+HKDF- 256,
ECDH- SS+HKDF- 512,
ECDH- ES+A128KW
ECDH- ES+A192KW
ECDH- ES+A256KW
ECDH- SS+A128KW
ECDH- SS+A192KW
ECDH SS+A256KW

di r ect +HKDF- SHA- 256,
di r ect +HKDF- SHA- 512,
di r ect +HKDF- AES- 128,
di r ect +HKDF- AES- 256,
ECDH- ES+HKDF- 256,
ECDH- ES+HKDF- 512,
ECDH- SS+HKDF- 256,
ECDH- SS+HKDF- 512,
ECDH- ES+A128KW
ECDH- ES+A192KW
ECDH- ES+A256 KW
ECDH- SS+A128KW
ECDH- SS+A192KW
ECDH- SS+A256 KW

di r ect +HKDF- SHA- 256,
di r ect +HKDF- SHA- 512,
di r ect +HKDF- AES- 128,
di r ect +HKDF- AES- 256,
ECDH- ES+HKDF- 256,
ECDH- ES+HKDF- 512,
ECDH- SS+HKDF- 256,
ECDH- SS+HKDF- 512,
ECDH- ES+A128KW
ECDH- ES+A192KW
ECDH- ES+A256KW
ECDH- SS+A128KW
ECDH- SS+A192KW
ECDH SS+A256KW

di r ect +HKDF- SHA- 256,
di r ect +HKDF- SHA- 512,
di r ect +HKDF- AES- 128,
di r ect +HKDF- AES- 256,
ECDH- ES+HKDF- 256,
ECDH- ES+HKDF- 512,
ECDH- SS+HKDF- 256,
ECDH- SS+HKDF- 512,
ECDH- ES+A128KW
ECDH- ES+A192KW
ECDH- ES+A256 KW
ECDH- SS+A128KW

PartyU
provi ded
nonce

PartyU

ot her

provi ded

i nformation

PartyV
identity
information

PartyV
provi ded
nonce



| | | | ECDH SS+A192KW | |
| | | | ECDH SS+A256KW | |

di r ect +HKDF- SHA- 256,
di r ect +HKDF- SHA- 512,
di r ect +HKDF- AES- 128,
di r ect +HKDF- AES- 256
ECDH- ES+HKDF- 256,
ECDH- ES+HKDF- 512,
ECDH- SS+HKDF- 256,

| | PartyV
I I
I I
| |
I I
| |
| ECDH SS+HKDF- 512, |
I I
| |
I I
I I
I I
I I

ot her
provi ded
information

ECDH- ES+A128KW
ECDH ES+A192KW
ECDH- ES+A256 KW
ECDH SS+A128KW
ECDH SS+A192KW
ECDH SS+A256 KW

Tabl e 10: Context Al gorithm Paraneters

We define a CBOR object to hold the context information. This object
is referred to as COSE KDF _Context. The object is based on a CBOR
array type. The fields in the array are:

AlgorithmiD: This field indicates the algorithmfor which the key
material will be used. This nornmally is either a key wap
algorithmidentifier or a content encryption algorithmidentifier.
The values are fromthe "COSE Al gorithns" registry. This field is
required to be present. The field exists in the context
information so that a different key is generated for each
algorithmeven if all of the other context information is the
same. In practice, this neans if algorithm A is broken and thus
finding the key is relatively easy, the key derived for algorithm
Bwill not be the sane as the key derived for algorithmA.

PartyU nfo: This field holds information about PartyU. The
PartyU nfo is encoded as a CBOR array. The elenents of PartyU nfo
are encoded in the order presented below. The elenents of the
PartyUl nfo array are:

identity: This contains the identity information for PartyU. The
identities can be assigned in one of two manners. First, a
protocol can assign identities based on roles. For exanple,
the roles of "client" and "server" may be assigned to different
entities in the protocol. Each entity would then use the
correct |label for the data it sends or receives. The second
way for a protocol to assign identities is to use a name based
on a namng system (i.e., DNS or X 509 nanes).

We define an algorithm paraneter, "PartyU identity", that can
be used to carry identity information in the nessage. However,
identity information is often known as part of the protocol and
can thus be inferred rather than nmade explicit. |If identity
information is carried in the nessage, applications SHOULD have
a way of validating the supplied identity information. The
identity information does not need to be specified and is set
to nil in that case

nonce: This contains a nonce value. The nonce can be either
inplicit fromthe protocol or carried as a value in the
unpr ot ect ed header bucket.

We define an algorithm paraneter, "PartyU nonce", that can be
used to carry this value in the nmessage; however, the nonce
val ue could be determned by the application and its val ue



obtained in a different manner

This option does not need to be specified; if not needed, it is
set to nil.

other: This contains other information that is defined by the
protocol. This option does not need to be specified; if not
needed, it is set to nil

PartyVinfo: This field holds information about PartyV. The content
of the structure is the sane as for the PartyU nfo but for PartyV.

SuppPublnfo: This field contains public information that is nmutually
known to both parties, and is encoded as a CBOR array.

keyDat aLength: This is set to the nunber of bits of the desired
output value. This practice nmeans if algorithmA can use two
different key lengths, the key derived for the |onger key size
will not contain the key for the shorter key size as a prefix.

protected: This field contains the protected paraneter field. |If
there are no elenents in the "protected" field, then use a
zero-length bstr.

other: This field is for free-formdata defined by the
application. For exanple, an application could define two
different byte strings to be placed here to generate different
keys for a data streamversus a control stream This field is
optional and will only be present if the application defines a
structure for this information. Applications that define this
SHOULD use CBOR to encode the data so that types and | engths
are correctly included.

SuppPrivinfo: This field contains private information that is
mutual |y known private information. An exanple of this
i nformati on woul d be a pre-existing shared secret. (This could,
for exanple, be used in conbination with an ECDH key agreenent to
provi de a secondary proof of identity.) The field is optional and
will only be present if the application defines a structure for
this information. Applications that define this SHOULD use CBOR
to encode the data so that types and | engths are correctly
i ncl uded.

The foll owing CDDL fragnment corresponds to the text above.

Partylnfo = (
identity : bstr / nil,
nonce : bstr / int / nil
other : bstr / ni

)

COSE_KDF_Context = [

AlgorithmD: int / tstr,

PartyU nfo : [ Partylnfo ],

PartyVinfo : [ Partylnfo ],

SuppPublnfo : |
keyDat aLength : uint,
protected : enpty or_serialized map,
? other : bstr

] i)
? SuppPrivinfo : bstr

Content Key Distribution Methods

Section 8.5 of [RFC9052] contains a generic description of content
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1.

1.

key distribution nethods. This docunent defines the identifiers and
usage for a number of content key distribution nmethods.

Direct Encryption

A direct encryption algorithmis defined in Section 8.5.1 of
[ RFC9052]. Information about howto fill in the COSE_Reci pient
structure is detailed there.

1. Direct Key

This recipient algorithmis the sinplest; the identified key is
directly used as the key for the next layer down in the nessage.
There are no algorithm paraneters defined for this algorithm The
algorithmidentifier value is assigned in Table 11

When this algorithmis used, the "protected" field MIUST be zero
Il ength. The key type MJIST be "Synmmetric".

[§ gt T e pusgumste s o}
| Nare | Value | Description |
| direct | -6 | Direct use of content encryption key (CEK)

Fomm e - o - N o m e e e e e e e e e e e e e e e e e e e e e e e e e e e e +

Table 11: Direct Key

6.1.1.1. Security Considerations for Direct Key

6

1.

This recipient algorithmhas several potential problens that need to
be consi dered:

* These keys need to have sonme nethod of being regularly updated
over time. Al of the content encryption algorithns specified in
this docunment have limts on how many tines a key can be used
wi t hout significant |oss of security.

* These keys need to be dedicated to a single algorithm There have
been a nunber of attacks devel oped over tinme when a single key is
used for multiple different algorithns. One exanple of this is
the use of a single key for both the CBC encrypti on node and the
CBC- MAC aut henti cati on node.

* Breaki ng one nessage neans all nessages are broken. If an
adversary succeeds in determ ning the key for a single nessage,
then the key for all nessages is al so determ ned.

2. Direct Key with KDF

These recipient algorithns take a commpn shared secret between the
two parties and apply the HKDF function (Section 5.1), using the
context structure defined in Section 5.2 to transformthe shared
secret into the CEK. The "protected" field can be of nonzero | ength.
Either the "salt" paranmeter for HKDF (Table 9) or the "PartyU nonce"
paraneter for the context structure (Table 10) MJST be present (both
can be present if desired). The value in the "salt"/"nonce"
paraneter can be generated either randomy or determnistically. The
requirenent is that it be a unique value for the shared secret in
quest i on.

If the salt/nonce value is generated randomy, then it is suggested
that the I ength of the random val ue be the sanme | ength as the output
of the hash function underlying HKDF. While there is no way to
guarantee that it will be unique, there is a high probability that it
will be unique. |If the salt/nonce value is generated
determnistically, it can be guaranteed to be unique, and thus there



is no length requirenent.

A new IV nmust be used for each nessage if the sanme key is used. The
IV can be nodified in a predictable nmanner, a random manner, or an
unpredi ct abl e manner (e.g., encrypting a counter).

The 1V used for a key can al so be generated using the sane HKDF
functionality used to generate the key. |If HKDF is used for
generating the IV, the algorithmidentifier is set to 34 ("IV-
GENERATI ON') .

The set of algorithns defined in this document can be found in
Tabl e 12.

[ ety el ey sl
| Nare | Value | KDF | Description |
| direct+HKDF-SHA-256 | -10 | HKDF SHA- 256 | Shared secret w |
| | | | HKDF and SHA- 256 |
o e e e e m oo oo AR, R o e e e e m oo oo +
| direct+HKDF-SHA-512 | -11 | HKDF SHA-512 | Shared secret w |
| | | | HKDF and SHA-512 |
e meeeeemeaaeeaeas Fommma - . e meeeeemeaaeeaeas +
| direct+HKDF- AES-128 | -12 | HKDF AES- | Shared secret w |
| | | MAC- 128 | AES-MAC 128-bit key |
o e e e e m oo oo AR, R o e e e e m oo oo +
| direct+HKDF- AES-256 | -13 | HKDF AES- | Shared secret w |
| | | MAC- 256 | AES-MAC 256-bit key |
e meeeeemeaaeeaeas Fommma - . I +

Table 12: Direct Key with KDF

When using a COSE key for this algorithm the follow ng checks are
made:

* The "kty" field MJUST be present, and it MJST be "Symetric".

* |f the "alg" field is present, it MJST match the al gorithm being
used.

* |f the "key_ops" field is present, it MJST include "derive key" or
"derive bits".

6.1.2.1. Security Considerations for Direct Key with KDF

The shared secret needs to have sone nmethod of being regularly
updated over tine. The shared secret forns the basis of trust.

Al t hough not used directly, it should still be subject to schedul ed
rotation.

These net hods do not provide for perfect forward secrecy, as the sane
shared secret is used for all of the keys generated; however, if the
key for any single nessage is discovered, only the nessage or series
of messages using that derived key are conmprom sed. A new key
derivation step will generate a new key that requires the same anount
of work to get the key.

6.2. Key Wap

Key wap is defined in Section 8.5.2 of [RFC9052]. Information about
how to fill in the COSE Recipient structure is detailed there.

6.2.1. AES Key Wap

The AES Key Wap algorithmis defined in [RFC3394]. This algorithm
uses an AES key to wap a value that is a multiple of 64 bits. As



such, it can be used to wap a key for any of the content encryption
algorithms defined in this docunent. The algorithmrequires a single
fixed paraneter, the initial value. This is fixed to the val ue
specified in Section 2.2.3.1 of [RFC3394]. There are no public key
paraneters that vary on a per-invocation basis. The protected header
bucket MJUST be enpty.

Keys may be obtained fromeither a key structure or a recipient
structure. Inplenentations that are encrypting or decrypting MJST
validate that the key type, key length, and algorithmare correct and
appropriate for the entities involved.

VWhen using a COSE key for this algorithm the follow ng checks are
made:

* The "kty" field MIUST be present, and it MJST be "Synmetric"

* If the "alg" field is present, it MJST match the AES Key Wap
al gorithm bei ng used.

* |f the "key ops" field is present, it MJST include "encrypt" or
"wrap key" when encrypting.

* |If the "key_ops" field is present, it MJST include "decrypt" or
"unw ap key" when decrypting.

R el Sy Sl p—j—p—p——(—— ey ——————
| Nare | Value | Key Size | Description |
[ bbb oo el s oo oo oo e
| A128KW| -3 | 128 | AES Key Wap w 128-bit key |
+---- - - - +------- F--- - - I T il +
| AL92KW| -4 | 192 | AES Key Wap W 192-bit key |
F-------- +------- I I T +
| A256KW | -5 | 256 | AES Key Wap w 256-bit key |
I +----- - R I T +

Tabl e 13: AES Key Wap Al gorithm Val ues
6.2.1.1. Security Considerations for AES Key Wap

The shared secret needs to have sone nmethod of being regularly
updat ed over tine. The shared secret is the basis of trust.

6.3. Direct Key Agreenent

Direct Key Agreenent is defined in Section 8.5.4 of [RFC9052].
I nformation about how to fill in the COSE Recipient structure is
detailed there

6.3.1. Direct ECDH

The mat hematics for ECDH can be found in [RFC6090]. In this
docunent, the algorithmis extended to be used with the two curves
defined in [ RFC7748].

ECDH i s paraneterized by the foll ow ng:

Curve Type/Curve: The curve selected controls not only the size of
the shared secret, but the mathematics for conputing the shared
secret. The curve selected also controls how a point in the curve
is represented and what happens for the identity points on the
curve. In this specification, we allow for a nunber of different
curves to be used. A set of curves is defined in Table 18.

The math used to obtain the conputed secret is based on the curve
sel ected and not on the ECDH algorithm For this reason, a new



al gorithm does not need to be defined for each of the curves.

Conputed Secret to Shared Secret: Once the conputed secret i s known,
the resulting value needs to be converted to a byte string to run
the KDF. The x-coordinate is used for all of the curves defined
in this docunent. For curves X25519 and X448, the resulting val ue
is used directly, as it is a byte string of a known | ength. For
the P-256, P-384, and P-521 curves, the x-coordinate is run
through the Integer-to-Cctet-String primtive (120SP) function
defined in [ RFC8017], using the same conputation for n as is
defined in Section 2.1.

Epheneral -Static or Static-Static: The key agreenent process may be
done using either a static or an epheneral key for the sender’s
side. Wen using epheneral keys, the sender MJST generate a new
epheneral key for every key agreenent operation. The epheneral
key is placed in the "ephemeral key" paraneter and MJUST be present
for all algorithmidentifiers that use ephemeral keys. Wen using
static keys, the sender MIST either generate a new random val ue or
create a unique value for use as a KDF input. For the KDFs used,
this neans that either the "salt" paraneter for HKDF (Table 9) or
the "PartyU nonce" paraneter for the context structure (Table 10)
MUST be present (both can be present if desired). The value in
the paraneter MJST be unique for the pair of keys being used. It
is acceptable to use a global counter that is increnmented for
every Static-Static operation and use the resulting value. Care
must be taken that the counter is saved to pernanent storage in a
way that avoids reuse of that counter value. Wen using static
keys, the static key should be identified to the recipient. The
static key can be identified by providing either the key ("static
key") or a key identifier for the static key ("static key id").
Bot h of these header paraneters are defined in Table 15

Key Derivation Algorithm The result of an ECDH key agreenent
process does not provide a uniformy random secret. As such, it
needs to be run through a KDF in order to produce a usable key.
Processing the secret through a KDF also allows for the
i ntroduction of context material: howthe key is going to be used
and one-tinme material for Static-Static key agreement. Al of the
al gorithnms defined in this docunent use one of the HKDF al gorithmns
defined in Section 5.1 with the context structure defined in
Section 5. 2.

Key Wap Algorithm No key wap algorithmis used. This is
represented in Table 14 as "none". The key size for the context
structure is the content |ayer encryption algorithm size.

COSE does not have an Ephermeral - Epheneral version defined. The
reason for this is that COSE is not an online protocol by itself and
thus does not have a nethod of establishing epheneral secrets on both
sides. The expectation is that a protocol would establish the
secrets for both sides, and then they woul d be used as Static-Static
for the purposes of COSE, or that the protocol would generate a
shared secret and a direct encryption would be used.

The set of direct ECDH al gorithns defined in this docunent is found
in Table 14.

b oo ool s ey s oo ey s s o}
| Narre | Value | KDF | Ephemeral -Static |Key |Description |
I I I I | Wap | I
B Sl sty el ey s el ety s el
| ECDH-ES + | -25 | HKDF -- | yes none | ECDH ES w
| HKDF- 256 | | SHA-256 | | HKDF - -

I I I

I I I

I I
I I
| | generate key |
| |directly |



TS R, S R o e e e e oo oo +--m - - S +
| ECDHES + | -26 | HKDF -- | yes | none | ECDH ES w |
| HKDF-512 | | SHA-512 | | | HKDF - - |
| | | | | | generate key |
I I I I I |directly I
Fomm oo - N B Fom e e e oo Fomm - - o m e e e oo - +
| ECDH-SS + | -27 | HKDF -- | no | none | ECDH SS w/ |
| HKDF- 256 | | SHA- 256 | | | HKDF - - |
| | | | | | generate key |
I I I I I |directly I
Fome e - R Fome e oo o e e oo e - oo +
| ECDH-SS + | -28 | HKDF -- | no | none | ECDH SS w/ |
| HKDF- 512 | | SHA-512 | | | HKDF - - |
| | | | | | generate key |
I I I I I |directly I
e e e S o e e oo R oo +
Tabl e 14: ECDH Al gorithm Val ues

[ bbb e el = ety = s s bbbl e sy

| Nare | Label | Type | Algorithm | Description |

f e oo el oo el oo oo s e ool s =}

| epheneral | -1 | COSE Key | ECDH ES+HKDF- 256, | Epheneral

| key | | | ECDH ES+HKDF-512, | public key |

| | | | ECDH ES+A128KW | for the |

| | | | ECDH ES+A192KW | sender |

| | | | ECDH ES+A256KW | |
Fome e e - e e e o e e e oo +

| static | -2 | COSE Key | ECDH SS+HKDF-256, | Static |

| key | | | ECDH SS+HKDF-512, | public key |

| | | | ECDH SS+A128KW | for the |

| | | | ECDH SS+A192KW | sender |

| | | | ECDH SS+A256KW | |
Fome e e - e e e o e e e oo +

| static | -3 | bstr | ECDH SS+HKDF-256, | Static |

| key id | | | ECDH SS+HKDF-512, | public key |

| | | | ECDH SS+A128KW | identifier |

| | | | ECDH SS+A192KW | for the |

| | | | ECDH SS+A256KW | sender |
Fome e e - e e e o e e e oo +

Tabl e 15: ECDH Al gorithm Paraneters

Thi s docunent defines these algorithns to be used with the curves

P- 256, P-384, P-521, X25519, and X448. |nplenmentations MJST verify
that the key type and curve are correct. Different curves are
restricted to different key types. Inplenentations MJIST verify that
the curve and algorithm are appropriate for the entities involved.

When using a COSE key for this algorithm the follow ng checks are
made:

* The "kty" field MIUST be present, and it MJST be "EC2" or "OKP"
* |If the "alg" field is present,

al gorithm bei ng used.

it MUST match the key agreenent

* |If the "key_ops" field is present,
"derive bits" for the private key.

it MJST include "derive key" or

* |If the "key_ops" field is present,
key.

it MUST be enpty for the public

6.3.1.1. Security Considerations for ECDH

There is a nmethod of checking that points provided from externa



entities are valid. For the "EC2" key format, this can be done by
checking that the x and y values forma point on the curve. For the
"OKP" format, there is no sinple way to perform point validation

Consi deration was given to requiring that the public keys of both
entities be provided as part of the key derivation process (as
recomrended in Section 6.1 of [RFC7748]). This was not done, because
COSE is used in a store-and-forward format rather than in online key

exchange. In order for this to be a problem either the receiver
public key has to be chosen naliciously or the sender has to be
malicious. In either case, all security evaporates anyway.

A proof of possession of the private key associated with the public
key is recommended when a key is noved fromuntrusted to trusted
(either by the end user or by the entity that is responsible for
maki ng trust statements on keys).

6.4. Key Agreenent with Key Wap

Key Agreenent with Key Wap is defined in Section 8.5.5 of [RFC9052].
I nformati on about howto fill in the COSE Recipient structure is
detailed there.

6.4.1. ECDH with Key Wap
These algorithns are defined in Table 16

ECDH with Key Agreenment is paraneterized by the sanme header
parameters as for ECDH, see Section 6.3.1, with the follow ng
modi fi cati ons:

Key Wap Algorithm Any of the key wap algorithns defined in
Section 6.2 are supported. The size of the key used for the key
wap algorithmis fed into the KDF. The set of identifiers is
found in Table 16.

B el s oot s sy el ety
| Nane | Val ue| KDF | Epheneral -Static | Key Wap| Description |
[ ety ety by Lo —p—(——(———(—————(—— o —p—(——(——— pjp—pj—p—j———————— o
| ECDH-ES +|-29 | HKDF -- | yes | A128KW | ECDH ES W |
| AL28KW | | SHA-256 | | | HKDF and AES |
I I I I I | Key Wap w |
| | | | | | 128-bit key |
+---- - - - +----- +---- - - - R i +-------- i i +
| ECDHES +|-30 | HKDF -- | yes | ALO2KW | ECDH ES W |
| AL92KW | | SHA-256 | | | HKDF and AES |
I I I I I | Key Wap w |
I I I I I | 192-bit key |
F---- - - - +----- F---- - - - R i +---- - - - F-- - - - - - +
| ECDH-ES +|-31 | HKDF -- | yes | A256KW | ECDH ES W |
| A256KW | | SHA-256 | | | HKDF and AES |
I I I I I | Key Wap w |
I I I I I | 256-bit key |
I +----- I R i +-------- I +
| ECDH-SS +|-32 | HKDF -- | no | AL28KW | ECDH SS w |
| AL2BKW | | SHA-256 | | | HKDF and AES |
I I I I I | Key Wap w |
I I I I I | 128-bit key |
Fo-m e - - +----- Fo-m e - - I I I I I i +
| ECDH SS +|-33 | HKDF -- | no | AL92KW |ECDH SS w |
| ALO2KW | | SHA-256 | | | HKDF and AES |
I I I I I | Key Wap w |
I I I I I | 192-bit key |
R +----- R R I I I F----- - - I +
| ECDH-SS +|-34 | HKDF -- | no | A256KW | ECDH SS w |

| A256KW | | SHA- 256 | | | HKDF and AES |



| | | | | | Key Wap w' |
| | | | | | 256-bit key |

Tabl e 16: ECDH Al gorithm Val ues with Key Wap

VWhen using a COSE key for this algorithm the follow ng checks are
made:

* The "kty" field MIST be present, and it MJST be "EC2" or "OKP".

* |If the "alg" field is present, it MJST match the key agreenent
al gorithm bei ng used.

* |f the "key ops" field is present, it MJST include "derive key" or
"derive bits" for the private key.

* |If the "key_ops" field is present, it MJST be enpty for the public
key.

Key bject Paraneters

The COSE _Key object defines a way to hold a single key object. It is
still required that the nenbers of individual key types be defined.
This section of the docunent is where we define an initial set of
menbers for specific key types.

For each of the key types, we define both public and private nmenbers.
The public menbers are what is transnmitted to others for their usage.
Private nenbers allow individuals to archive keys. However, there
are sone circunstances in which private keys may be distributed to
entities in a protocol. Exanples include: entities that have poor
random nunber generation, centralized key creation for nulticast-type
operations, and protocols in which a shared secret is used as a
bearer token for authorization purposes.

Key types are identified by the "kty" menmber of the COSE Key object.
In this docunent, we define four values for the nenber:

E b e e el e oo s
| Nare | Value | Description |
[ el s ool oo oo s ]
| OKP | 1 | Cctet Key Pair |
F-- - - - +------- e T I +
| EC2 | 2 | Elliptic Curve Keys w

| | | x- and y-coordinate pair
I +----- - I I I +
| Symetric | 4 | Symmetric Keys |
F--- - - - +------- T +
| Reserved | 0 | This value is reserved |
I +------- I T +

Table 17: Key Type Val ues
.1. Elliptic Curve Keys

Two different key structures are defined for elliptic curve keys.

One version uses both an x-coordinate and a y-coordinate, potentially
with point conpression ("EC2"). This is the conventional elliptic
curve (EC) point representation that is used in [ RFC5480]. The other
versi on uses only the x-coordinate, as the y-coordinate is either to
be reconputed or not needed for the key agreenent operation ("OKP").

Applications MJST check that the curve and the key type are
consistent and reject a key if they are not.



[ ety e———— e —(————— g —p—_——————————————(——————————r
| Nane | Value | Key Type | Description |
[ ety et ey s s sl
| P-256 | 1 | EC2 | NI ST P-256, also known as secp256r1

T Fommma - T T T Tt +
| P-384 | 2 | EC2 | NI ST P-384, also known as secp384r1

S R R, TS oo e m e e e e e e e e e e e e mm e mmmaa o - +
| P-521 | 3 | EC2 | NIST P-521, also known as secp521rl

S TRy S D Focmmnaaann O +
| X25519 | 4 | OKP | X25519 for use w ECDH only |
T Fommma - T T T Tt +
| X448 | 5 | OKP | X448 for use w ECDH only |
S R R, TS oo e m e e e e e e e e e e e e mm e mmmaa o - +
| Ed25519 | 6 | OKP | Ed25519 for use w EdDSA only |
S TRy S D Focmmnaaann O +
| Ed448 | 7 | OKP | Ed448 for use w EdDSA only |
T Fommma - T T T Tt +

Table 18: Elliptic Curves
.1. Doubl e Coordi nate Curves

General ly, protocols transmt elliptic-curve points as either the
x-coordi nate and y-coordinate or the x-coordinate and a sign bit for
the y-coordinate. The latter encodi ng has not been recomrended by
the I ETF due to potential IPR issues. However, for operations in
constrai ned environnents, the ability to shrink a nmessage by not
sendi ng the y-coordinate is potentially useful

For EC keys with both coordi nates, the "kty" menber is set to 2
(EC2). The key paraneters defined in this section are sumrarized in
Table 19. The nenbers that are defined for this key type are:

crv: This contains an identifier of the curve to be used with the
key. The curves defined in this docunment for this key type can
be found in Table 18. Qher curves nay be registered in the
future, and private curves can be used as well.

X: This contains the x-coordinate for the EC point. The integer
is converted to a byte string as defined in [SECl]. Leadi ng-
zero octets MJST be preserved.

y: This contains either the sign bit or the value of the
y-coordi nate for the EC point. Wen encoding the value y, the
integer is converted to a byte string (as defined in [ SECL])
and encoded as a CBOR bstr. Leading-zero octets MJST be
preserved. Conpressed point encoding is al so support ed.
Conpute the sign bit as laid out in the Elliptic-Curve-Point-
to-Cctet-String Conversion function of [SECL]. |If the sign bit
is zero, then encode y as a CBOR fal se val ue; otherw se, encode
y as a CBOR true value. The encoding of the infinity point is
not support ed.

d: This contains the private key.

For public keys, it is REQURED that "crv", "x", and "y" be present
in the structure. For private keys, it is REQU RED that "crv" and
"d" be present in the structure. For private keys, it is RECOMVENDED
that "x" and "y" al so be present, but they can be reconputed fromthe
required elenents, and omitting them saves on space.

[ el Sty ety e ety s s ety
| Key | Name | Label | CBOR | Description |
| Type | I | Type | I
[ b oo oo el sy oo oo s o e s e s s s o}
| 2 | crv | -1 | int / | ECidentifier -- Taken fromthe



+o-m - - +o-m - - AR, S SRR oo m e e e e e e e e e e ao - +
| 2 | x | -2 | bstr | x-coordinate |
Fomm o - Fomm o - Fomm o - T o m e e e e e e e e e eee oo s +
| 2 | vy | -3 | bstr / | y-coordinate |
I I I | bool | I
R R R, Fomm oo o e e e e e e e e e e e e e e +
| 2 | d | -4 | bstr | Private key |
Femmm o - Femmm o - Fomm o - T o mm e e e e e e eee oo s +

Table 19: EC Key Paraneters
7.2. Cctet Key Pair

A new key type is defined for Octet Key Pairs (OKPs). Do not assune
that keys using this type are elliptic curves. This key type could
be used for other curve types (for exanple, mathenmatics based on
hyper-elliptic surfaces).

The key paraneters defined in this section are summarized in
Table 20. The nmenbers that are defined for this key type are:

crv: This contains an identifier of the curve to be used with the
key. The curves defined in this docunment for this key type can
be found in Table 18. Qher curves nmay be registered in the
future, and private curves can be used as well.

X: This contains the public key. The byte string contains the
public key as defined by the algorithm (For X25519,
internally it is alittle-endian integer.)

d: This contains the private key.

For public keys, it is REQU RED that "crv" and "x" be present in the
structure. For private keys, it is REQU RED that "crv" and "d" be
present in the structure. For private keys, it is RECOMVENDED t hat
"x" also be present, but it can be reconputed fromthe required

el enents, and omtting it saves on space.

B bl oo oo g et oo e oo e e e e
| Nare | Key | Label | Type | Description |
I | Type | I I I
E S femfemly et oo e s s s e
| crv | 1 | -1 | int / | ECidentifier -- Taken fromthe

| | | | tstr | "COSE Elliptic Curves" registry

+------ R +------- +------- B T I +
| x | 1 | -2 | bstr | Public Key |
+------ R i +------- +------- B TR e +
| d | 1 | -4 | bstr | Private key |
+------ F--- - - +------- +------- T +

Tabl e 20: Cctet Key Pair Paraneters
7.3. Symmetric Keys

Cccasionally, it is required that a symmetric key be transported
between entities. This key structure allows for that to happen

For symmetric keys, the "kty" nmenber is set to 4 ("Symetric"). The
menber that is defined for this key type is:

k: This contains the value of the key.
This key structure does not have a formthat contains only public

menbers. As it is expected that this key structure is going to be
transmitted, care must be taken that it is never transnitted



accidentally or insecurely. For synmetric keys, it is REQU RED t hat
"k" be present in the structure.

R el ool e e pu et e pus et e pe e e e
| Narme | Key Type | Label | Type | Description |
[ el oo b ool ool ool s oo
|k | 4 | -1 | bstr | Key Val ue |
+------ F--- - - +------- +------ i i +

Tabl e 21: Symretric Key Paraneters
8. COSE Capabilities

The capabilities of an algorithmor key type need to be specified in
sonme situations. This has a counterpart in the S/IMME

speci fications, where SM MECapabilities is defined in Section 2.5.2
of [RFC8551]. This docunent defines the sane concept for COSE

The algorithmidentifier is not included in the capabilities data, as
it should be encoded el sewhere in the nessage. The key type
identifier is included in the capabilities data, as it is not
expected to be encoded el sewhere.

Two different types of capabilities are defined: capabilities for

al gorithnms and capabilities for key type. Once defined by
registration with 1ANA, the list of capabilities for an al gorithm or
key type is immutable. |If it is later found that a new capability is
needed for a key type or algorithm it will require that a new code
poi nt be assigned to deal with that. As a general rule, the
capabilities are going to map to algorithmspecific header paraneters
or key paraneters, but they do not need to do so. An exanple of this
is the HSS-LMs key type capabilities defined bel ow, where the hash

al gorithm used is included.

The capability structure is an array of values; the values included
in the structure are dependent on a specific algorithmor key type.
For algorithmcapabilities, the first el ement should al ways be a key
type value if applicable, but the itens that are specific to a key
(for exanple, a curve) should not be included in the algorithm
capabilities. This means that if one wi shes to enunerate all of the
capabilities for a device that inplements ECDH, it requires that al
of the conbinations of algorithms and key pairs be specified. The

| ast example of Section 8.3 provides a case where this is done by
allowing for a cross product to be specified between an array of

al gorithm capabilities and key type capabilities (see the ECDH
ES+A25KW el erent). For a key, the first elenent should be the key
type value. VWhile this neans that the key type value will be
duplicated if both an al gorithm and key capability are used, the key
type is needed in order to understand the rest of the val ues.

8.1. Assignnments for Existing Al gorithns

For the current set of algorithms in the registry other than IV-
GENERATI ON (those in this docunent as well as those in [RFC8230],

[ RFC8778], and [ RFC9021]), the capabilities list is an array with one
el ement, the key type (fromthe "COSE Key Types" Registry). It is
expected that future registered algorithns could have zero, one, or
mul tiple el enents.

8.2. Assignnments for Existing Key Types

There are a nunber of pre-existing key types; the follow ng deals
with creating the capability definition for those structures

* OKP, EC2: The list of capabilities is:



- The key type value. (1 for OKP or 2 for EC2.)

- One curve for that key type fromthe "COSE Elliptic Curves"
registry

* RSA: The list of capabilities is:
- The key type value (3).

* Symmetric: The list of capabilities is:
- The key type value (4).

* HSS-LMS: The list of capabilities is:
- The key type value (5).

- Algorithmidentifier for the underlying hash function fromthe
"COSE Al gorithns" registry.

* WAl nut DSA: The list of capabilities is:
- The key type value (6).
- The N value (group and matrix size) for the key, a uint.
- The q value (finite field order) for the key, a uint.
8.3. Exanples

Capabilities can be used in a key derivation process to make sure

that both sides are using the sane paraneters. The three exanples

bel ow show di fferent ways that one might utilize paraneters in

speci fying an application protocol

* Only an algorithmcapability: This is useful if the protocol wants
to require a specific algorithm such as ES256, but it is agnostic
about which curve is being used. This requires that the algorithm
identifier be specified in the protocol. See the first exanple.

* Only a key type capability: This is useful if the protocol wants
to require a specific key type and curve, such as P-256, but wll
accept any algorithmusing that curve (e.g., both ECDSA and ECDH).
See the second exanpl e.

* Both algorithmand key type capabilities: This is used if the
protocol needs to nail down all of the options surrounding an
algorithm-- e.g., EADSA with the curve Ed25519. As with the
first example, the algorithmidentifier needs to be specified in
the protocol. See the third exanple, which just concatenates the
two capabilities together.

Al gorithm ES256

0x8102 [ [2\ EC\ ]/

Key type EC2 with P-256 curve

0x820201 / [2\ EC\, 1\ P-256\] /

ECDH ES + A256KWw th an X25519 curve:

0x8101820104 [/ [1\V OKP\],[1\ OKP\, 4\ X25519 \] /

The capabilities can also be used by an entity to advertise what it
i s capabl e of doing. The decoded exanple below is one of many



encodi ngs that could be used for that purpose. Each array el enent
includes three fields: the algorithmidentifier, one or nore
al gorithm capabilities, and one or nore key type capabilities.

[-8 / EdDSA /,
[1/ OKP key type /],
[
1/ OKP/, 6/ Ed25519 / 1],
1 /OKP/, 7 /Ed448 /]

]

]1
[-7 / ECDSA with SHA- 256/,
[2 /EC2 key type/],

[2/ , 1 /P-256/],
[2 /EC2/, 3 /P-521/]

] 1
[ -31 / ECDH ES+A256KW,

[ 2 /EC2/],
[1/OKP/ ]
],

[
[2 /EC2/, 1 /P-256/],
[1/

OKP/. 4 | X25519/ ]

Symmetric / ],

A128GCM /,
/
[ Symmetric /]

EE

Exam ni ng the above:

* The first elenment indicates that the entity supports EJDSA with
curves Ed25519 and Ed448.

* The second el ement indicates that the entity supports ECDSA with
SHA- 256 with curves P-256 and P-521.

* The third elenment indicates that the entity supports Epheneral -
Static ECDH usi ng AES256 key wap. The entity can support the
P-256 curve with an EC2 key type and the X25519 curve with an OKP

key type.

* The last element indicates that the entity supports AES-GCM of 128
bits for content encryption.

The entity does not advertise that it supports any MAC al gorithns.
CBOR Encodi ng Restrictions

This docunent limts the restrictions it inmposes on how the CBOR
Encoder needs to work. The new encoding restrictions are aligned
with the Core Deterninistic Encoding Requirenents specified in
Section 4.2.1 of RFC 8949 [STDO4]. It has been narrowed down to the
followi ng restrictions:

* The restriction applies to the encodi ng of the COSE _KDF_Cont ext.
* Encodi ng MUST be done using definite lengths, and the | ength of

the (encoded) argument MJUST be the mini mum possible length. This
means that the integer 1 is encoded as "0x01" and not "0x1801".



* Applications MIST NOT generate nessages with the sane | abel used
twice as a key in a single map. Applications MJST NOT parse and
process nessages with the sane | abel used twice as a key in a
single map. Applications can enforce the parse-and-process
requi renent by using parsers that will fail the parse step or by
using parsers that will pass all keys to the application, and the
application can performthe check for duplicate keys.

10. | ANA Consi derations
I ANA has updated all COSE registries except for "COSE Header
Par anmet ers” and "COSE Key Common Paraneters” to point to this
docunent instead of [RFC8152].
10.1. Changes to the "COSE Key Types" Registry
| ANA has added a new colum in the "COSE Key Types" registry. The

new colum is |abeled "Capabilities" and has been popul ated accordi ng
to the entries in Table 22.

E el s oo oo gl e s s
| Value | Nane | Capabilities |
B e b oo ool e s s e s s s s el 1)
| 1 | OKP | [kty(1), crv] |
+------- Fo-m - - I T I ] +
| 2 | EC2 | [kty(2), crv] I
F------- I I I i e I I +
| 3 | RSA | [kty(3)] I
F--- - I I I I I R R +
| 4 | Symretric | [kty(4)] |
+------- Fo-m - - I T I ] +
| 5 | HSS-LMs | [kty(5), hash algorithm |
F------- I I I i e I I +
| 6 | WalnutDSA | [kty(6), N value, q value] |
F--- - I I I I I R R +

Tabl e 22: Key Type Capabilities

10.2. Changes to the "COSE Al gorithns" Registry
| ANA has added a new colum in the "COSE Al gorithns" registry. The
new colum is |abeled "Capabilities" and has been popul ated with
"[kty]" for all current, nonprovisional registrations.
I ANA has updated the Reference colum in the "COSE Al gorithns"
registry to include this docunent as a reference for all rows where
it was not already present.

| ANA has added a newrow to the "COSE Al gorithnms" registry.

B e oo el oo el s el e e
| Nare | Value | Description | Reference | Recommended |
[ el ool e el ool e °
| 1V-GENERATION | 34 | For doing IV | RFC 9053 | No |
| | | generation | | |
| | | for symmetric | | |
| | | al gorithns. | | |
I I T +----- - I I T I I i +

Table 23: New entry in the COSE Al gorithns registry
The Capabilities colum for this registration is to be enpty.

10.3. Changes to the "COSE Key Type Paraneters" Registry
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I ANA has nodified the description to "Public Key" for the line with
"Key Type" of 1 and the "Nane" of "x". See Table 20, which has been
nmodi fied with this change.

4. Expert Review Instructions

Al'l of the | ANA registries established by [ RFC8152] are, at least in
part, defined as Expert Review [ RFC8126]. This section gives sone
general guidelines for what the experts should be | ooking for, but
they are being designated as experts for a reason, so they should be
gi ven substantial |atitude.

Expert reviewers should take the follow ng into consideration:

* Point squatting should be discouraged. Reviewers are encouraged
to get sufficient information for registration requests to ensure
that the usage is not going to duplicate an existing registration
and that the code point is likely to be used in deployments. The
ranges tagged as private use are intended for testing purposes and
cl osed environnents; code points in other ranges should not be
assigned for testing.

* Standards Track or BCP RFCs are required to register a code point
in the Standards Action range. Specifications should exist for
Speci fication Required ranges, but early assignment before an RFC
is available is considered to be pernissible. Specifications are
needed for the first-cone, first-served range if the points are
expected to be used outside of closed environnents in an
i nteroperable way. When specifications are not provided, the
description provided needs to have sufficient information to
identify what the point is being used for

* Experts should take into account the expected usage of fields when
approvi ng code point assignnent. The fact that the Standards
Action range is only available to Standards Track documents does
not nean that a Standards Track docunent cannot have points
assigned outside of that range. The length of the encoded val ue
shoul d be wei ghed agai nst how nany code points of that length are
left and the size of device it will be used on.

* \When algorithns are registered, vanity registrations should be
di scouraged. One way to do this is to require registrations to
provi de additional docunentation on security analysis of the
algorithm Another thing that should be considered is requesting
an opinion on the algorithmfromthe Crypto Forum Research G oup
(CFRG. Algorithns are expected to neet the security requirenents
of the community and the requirenents of the nmessage structures in
order to be suitable for registration

Security Considerations

There are a nunber of security considerations that need to be taken
into account by inplementers of this specification. The security
considerations that are specific to an individual algorithmare

pl aced next to the description of the algorithm Wile some

consi derati ons have been highlighted here, additional considerations
may be found in the docunents listed in the references.

I mpl enent ati ons need to protect the private key material for al
i ndividuals. Some cases in this docunment need to be highlighted with
regard to this issue.

* Use of the sanme key for two different algorithns can | eak
i nformati on about the key. 1t is therefore recomended that keys
be restricted to a single algorithm



* Use of "direct"” as a recipient algorithmconbined with a second
reci pient algorithm exposes the direct key to the second
reci pient; Section 8.5 of [RFC9052] forbids conbining "direct”
reci pient algorithns with other nodes.

* Several of the algorithns in this document have limts on the
nunber of tines that a key can be used w thout |eaking information
about the key.

The use of ECDH and direct plus KDF (with no key wap) will not
directly lead to the private key being | eaked; the one-way function
of the KDF will prevent that. There is, however, a different issue
that needs to be addressed. Having two recipients requires that the
CEK be shared between two recipients. The second recipient therefore
has a CEK that was derived frommaterial that can be used for the
weak proof of origin. The second recipient could create a nmessage
using the same CEK and send it to the first recipient; the first

reci pient would, for either Static-Static ECDH or direct plus KDF,
make an assunption that the CEK could be used for proof of origin,
even though it is fromthe wong entity. |If the key wap step is
added, then no proof of originis inplied and this is not an issue.

Al though it has been nentioned before, it bears repeating that the
use of a single key for multiple algorithns has been denonstrated in
some cases to |eak information about a key, providing the opportunity
for attackers to forge integrity tags or gain information about
encrypted content. Binding a key to a single algorithm prevents
these problens. Key creators and key consuners are strongly
encouraged to not only create new keys for each different algorithm
but to include that selection of algorithmin any distribution of key
material and strictly enforce the matching of algorithns in the key

structure to algorithms in the nessage structure. 1In addition to
checking that algorithns are correct, the key formneeds to be
checked as well. Do not use an "EC2" key where an "OKP' key is
expect ed.

Before using a key for transm ssion, or before acting on information
received, a trust decision on a key needs to be nade. |s the data or
action sonething that the entity associated with the key has a right
to see or a right to request? A nunber of factors are associated
with this trust decision. Sone highlighted here are:

* \What are the perm ssions associated with the key owner?
* |s the cryptographic algorithmacceptable in the current context?

* Have the restrictions associated with the key, such as algorithm
or freshness, been checked, and are they correct?

* |s the request something that is reasonable, given the current
state of the application?

* Have any security considerations that are part of the nessage been
enforced (as specified by the application or "crit" header
par aneter) ?

There are a | arge nunber of algorithns presented in this docunent
that use nonce values. For all of the nonces defined in this
docunent, there is some type of restriction on the nonce being a

uni que value for either a key or sone other conditions. 1In all of
these cases, there is no known requirement on the nonce being both
uni que and unpredictabl e; under these circunstances, it’'s reasonable
to use a counter for creation of the nonce. In cases where one wants
the pattern of the nonce to be unpredictable as well as unique, one
can use a key created for that purpose and encrypt the counter to
produce the nonce val ue.
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One area that has been getting exposure is traffic anal ysis of
encrypted nessages based on the |l ength of the nmessage. This

speci fication does not provide a uniformmethod for providing padding
as part of the message structure. An observer can distinguish
between two different nmessages (for exanmple, "YES' and "NO') based on
the length for all of the content encryption algorithnms that are
defined in this docunment. This neans that it is up to the
applications to docunment how content padding is to be done in order
to prevent or discourage such analysis. (For exanple, the text
strings could be defined as "YES' and "NO ".)

The anal ysis done in [RFC9147] is based on the number of records that
are sent. This should map well to the nunber of nessages sent when
usi ng COSE, so that analysis should hold here as well, under the
assunption that the COSE nessages are roughly the sane size as DILS
records. It needs to be noted that the linmts are based on the
nunber of nessages, but QU C and DTLS are al ways pairw se-based
endpoints. In contrast, [OSCORE-GROUPCOVM uses COSE in a group
conmuni cati on scenario. Under these circunstances, it may be that no
one single entity will see all of the nessages that are encrypted,
and therefore no single entity can trigger the rekey operation.
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