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Abst r act

The Path Conputation Elenment (PCE) is a core conponent of Software-
Defi ned Networking (SDN) systens.

A PCE as a Central Controller (PCECC) can sinplify the processing of
a distributed control plane by blending it with elenments of SDN and
wi t hout necessarily completely replacing it. Thus, the Labe
Switched Path (LSP) can be cal cul ated/set up/initiated and the |abel -
forwarding entries can al so be downl oaded through a centralized PCE
server to each network device along the path while | everaging the

exi sting PCE technol ogi es as nmuch as possi bl e.

Thi s docunent specifies the procedures and Path Conputation El enent
Conmruni cati on Protocol (PCEP) extensions for using the PCE as the
central controller for provisioning |abels along the path of the
static LSP.
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1. Introduction

The Path Conputation El enent (PCE) [ RFC4655] was devel oped to of fl oad
the path conputation function fromrouters in an MPLS traffic-

engi neered (TE) network. It can conpute optinmal paths for traffic
across a network and can al so update the paths to reflect changes in
the network or traffic demands. Since then, the role and function of
the PCE have grown to cover a nunber of other uses (such as GWLS

[ RFC7025]) and to all ow del egated control [RFC8231] and PCE-initiated
use of network resources [ RFC8281].



According to [ RFC7399], Software-Defined Networking (SDN) refers to a
separati on between the control elenents and the forwardi ng conponents
so that software running in a centralized system called a
controller, can act to programthe devices in the network to behave
in specific ways. A required elenent in an SDN architecture is a
component that plans how the network resources will be used and how
the devices will be programmed. It is possible to viewthis
conponent as perform ng specific conputations to place traffic flows
within the network given know edge of the availability of network
resources, how other forwardi ng devices are programed, and the way
that other flows are routed. This is the function and purpose of a
PCE, and the way that a PCE integrates into a wi der network contro
system (including an SDN systen) is presented in [ RFC7491].

In early PCE inplenmentations, where the PCE was used to derive paths
for MPLS Label Switched Paths (LSPs), paths were requested by network
el ements (known as Path Conmputation Clients (PCCs)), and the results
of the path conputations were supplied to network el enents using the
Pat h Conputation El enent Conmmuni cation Protocol (PCEP) [RFC5440].
This protocol was |later extended to allow a PCE to send unsolicited
requests to the network for LSP establishnment [RFC8281].

The PCE was devel oped to derive paths for MPLS LSPs, which are
supplied to the head end of the LSP using the PCEP. But SDN has a
broader applicability than signaled MPLS and GWLS TE networks, and
the PCE may be used to deternine paths in a range of use cases. PCEP
has been proposed as a control protocol for use in these environnments
to allow the PCE to be fully enabled as a central controller

[ RFC8283] introduces the architecture for the PCE as a centra
controller as an extension to the architecture described in [ RFC4655]
and assunes the continued use of PCEP as the protocol used between
the PCE and PCC. [RFC8283] further exam nes the notivations and
applicability for PCEP as a Sout hbound Interface (SBlI) and introduces
the inplications for the protocol. [PCECC] describes the use cases
for the PCECC architecture.

A PCECC can sinmplify the processing of a distributed control plane by
blending it with el enents of SDN and wi thout necessarily conpletely
replacing it. Thus, the LSP can be cal cul ated/set up/initiated and
the | abel -forwarding entries can al so be downl oaded through a
centralized PCE server to each network device along the path while

| everagi ng the existing PCE technol ogi es as nmuch as possi bl e.

Thi s docunent specifies the procedures and PCEP extensions for using
the PCE as the central controller for static LSPs, where LSPs can be
provi sioned as explicit |label instructions at each hop on the end-to-
end path. Each router along the path nust be told what I abel-
forwardi ng instructions to program and what resources to reserve.

The PCE-based controller keeps a view of the network and deterni nes
the paths of the end-to-end LSPs, and the controller uses PCEP to
communi cate with each router along the path of the end-to-end LSP

VWi le this docunment is focused on the procedures for the static LSPs
(referred to as the basic PCECC node in Section 3), the nechanisns
and protocol encodings are specified in such a way that extensions
for other use cases are easy to achieve. For exanple, the extensions
for the PCECC for Segnent Routing (SR) are specified in [ PCECC SR
and [ PCECC- SRv6] .

Ter mi nol ogy

The terminol ogy used in this docunent is the same as that described
in the [ RFC8283].
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1.

Requi renment s Language

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capital s, as shown here

Basi ¢ PCECC Mode

In this node, LSPs are provisioned as explicit |abel instructions at

each hop on the end-to-end path. Each router along the path nust be

told what |abel-forwarding instructions to program and what resources
to reserve. The controller uses PCEP to communicate with each router
al ong the path of the end-to-end LSP

[ RFC8283] exanines the notivations and applicability for the PCECC
and use of PCEP as an SBI. Section 3.1.2 of [RFC8283] highlights the
use of the PCECC for |abel allocation along the static LSPs, and it
sinmplifies the processing of a distributed control plane by bl ending
it with elements of SDN and without necessarily conpletely replacing
it. This allows the operator to introduce the advantages of SDN
(such as progranmebility) into the network. Further, Section 3.3 of
[ PCECC] describes some of the scenarios where the PCECC techni que
could be useful. Section 4 of [RFC8283] al so describes the
inplications on the protocol when used as an SDN SBI. The operator
needs to eval uate the advantages offered by the PCECC agai nst the
operational and scalability needs of the PCECC

As per Section 3.1.2 of [RFC8283], the PCE-based controller will take
responsibility for managi ng sone part of the MPLS | abel space for
each of the routers that it controls and may take wi der
responsibility for partitioning the | abel space for each router and
all ocating different parts for different uses. The PCC MJUST NOT neke
all ocations fromthe | abel space set aside for the PCE to avoid
overlap and collisions of |label allocations. It is RECOVMENDED t hat
the PCE nakes allocations (fromthe | abel space set aside for the
PCE) for all nodes along the path. For the purpose of this docunent,
it is assuned that the exclusive | abel range to be used by a PCE is
known and set on both PCEP peers. A future extension could add the
capability to advertise this range via a possible PCEP extension as
well (see [PCE-1D]). The rest of the processing is simlar to the
exi sting stateful PCE nechani sm

Thi s docunent also allows a case where the | abel space is naintained
by the PCC and the labels are allocated by it. |In this case, the PCE
shoul d request the allocation fromthe PCC, as described in
Section 5.5.8.

PCEP Requirenents

The foll owi ng key requirenents shoul d be consi dered when desi gni ng
t he PCECC- based sol ution

1. A PCEP speaker supporting this docunent needs to have the
capability to advertise its PCECC capability to its peers

2. A PCEP speaker needs neans to identify PCECC- based LSPs in the
PCEP nessages.

3. PCEP procedures need to allow for PCC based | abel allocations.

4. PCEP procedures need to provide a neans to update (or clean up)
| abel entries downl oaded to the PCC

5. PCEP procedures need to provide a neans to synchroni ze the | abels



between the PCE and the PCC via PCEP nessages.
5. Procedures for Using the PCE as a Central Controller (PCECC)
5.1. Stateful PCE Model

Active stateful PCE is described in [RFC8231]. A PCE as a Central
Controll er (PCECC) reuses the existing active stateful PCE nechanism
as nmuch as possible to control LSPs.

5.2. New LSP Functions

Several new functions are required in PCEP to support the PCECC
Thi s docunent extends the existing nessages to support the new
functions required by the PCECC

PClnitiate: A PCEP nessage described in [RFC8281]. A PClnitiate
message is used to set up a PCE-initiated LSP based on a PCECC
mechanism It is also extended for Central Controller
Instructions (CCl) (downl oad or clean up the | abel-forwarding
instructions in the context of this docunent) on all nodes al ong
the path, as described in Section 6.1.

PCRpt: A PCEP nessage described in [ RFC8231]. A PCRpt nessage is
used to send the PCECC LSP Reports. It is also extended to report
the set of CCl (label-forwarding instructions in the context of
this docunment) received fromthe PCE, as described in Section 6. 2.
Section 5.5.6 describes the use of a PCRpt nessage during
synchroni zati on.

PCUpd: A PCEP nessage described in [ RFC8231]. A PCUpd nessage is
used to send the PCECC LSP Updat es.

The new functions defined in this docunent are nmapped onto the PCEP
messages, as shown in Table 1.

[} g ——————————————————— Ll p—p—p—p—(—(—————r
| Function | Message |
B el et
| PCECC Capability advertisenent | Open |
o m e e e e e e e e e e aa oo T +
| Label entry Add | PClnitiate |
o e e e e e e e e e e e o m o R +
| Label entry C ean up | PCnitiate |
o m e e e e e e e e eea oo Fom ek +
| PCECC-Initiated LSP | PClnitiate |
o m e e e e e e e e e e aa oo T +
| PCECC LSP Update | PCUpd |
o e e e e e e e e e e e o m o R +
| PCECC LSP State Report | PCRpt |
o m e e e e e e e e eea oo Fom ek +
| PCECC LSP Del egation | PCRpt |
o m e e e e e e e e e e aa oo T +
| PCECC Label Report | PCRpt |
o e e e e e e e e e e e o m o R +

Table 1. Functions Mapped to the PCEP Messages
5.3. New PCEP nj ect

Thi s docunent defines a new PCEP object called CCl (Section 7.3) to
specify the Central Controller Instructions. 1In the scope of this
docunent, this is limted to |abel-forwarding instructions. Future
docunents can create new CCl object-types for other types of Central
Controller Instructions. The CC-IDis the unique identifier for the
CC in PCEP. The PCEP nessages are extended in this docunent to
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4.

handl e the PCECC operati ons.
PCECC Capability Advertisenent

During the PCEP initialization phase, PCEP speakers (PCE or PCC)
advertise their support of and willingness to use PCEP extensions for
the PCECC using these elements in the OPEN message:

* a new Path Setup Type (PST) (Section 7.2) in the PATH SETUP- TYPE-
CAPABI LI TY TLV to indicate support for PCEP extensions for the
PCECC - 2 (Traffic engineering path is set up using PCECC node)

* a new PCECC- CAPABI LI TY sub-TLV (Section 7.1.1) with the L bit set
to 1 inside the PATH SETUP- TYPE- CAPABI LI TY TLV to indicate a
willingness to use PCEP extensions for the PCECC- based Central
Controller Instructions for |abel downl oad

* the STATEFUL- PCE- CAPABI LI TY TLV [RFC8231] (with the | flag set
[ RFC8281] )

The new PST is to be listed in the PATH SETUP- TYPE- CAPABI LI TY TLV by
all PCEP speakers that support the PCEP extensions for the PCECC in
this docunent.

The new PCECC- CAPABI LI TY sub-TLV is included in the PATH SETUP- TYPE-
CAPABI LI TY TLV in the OPEN object to indicate a willingness to use
the PCEP extensions for the PCECC during the established PCEP
session. Using the L bit in this TLV, the PCE shows the intention to
function as a PCECC server, and the PCC shows a willingness to act as
a PCECC client for |abel downl oad instructions (see Section 7.1.1).

I f the PCECC- CAPABI LI TY sub-TLV is advertised and the STATEFUL- PCE-
CAPABI LI TY TLV is not advertised, or is advertised without the |I flag
set, in the OPEN object, the receiver MJST:

* send a PCErr nessage with Error-Type=19 (Invalid Operation) and
Error-val ue=17 (Stateful PCE capability was not advertised) and

* termnate the session.

If a PCEP speaker receives the PATH SETUP- TYPE- CAPABI LI TY TLV with
t he PCECC PST but without the PCECC- CAPABI LI TY sub-TLV, it MJST:

* send a PCErr nessage with Error-Type=10 (Reception of an invalid
obj ect) and Error-val ue=33 (M ssing PCECC Capability sub-TLV) and

* termnate the PCEP session.

The PCECC- CAPABI LI TY sub-TLV MJST NOT be used without the

correspondi ng PST being listed in the PATH SETUP- TYPE- CAPABI LI TY TLV.
If it is present without the corresponding PST listed in the PATH
SETUP- TYPE- CAPABI LI TY TLV, it MJST be ignored.

If one or both speakers (PCE and PCC) have not indicated support and
wi |l lingness to use the PCEP extensions for the PCECC, the PCEP
extensions for the PCECC MUST NOT be used. |f a PCECC operation is
attenpt ed when bot h speakers have not agreed in the OPEN nessages,
the receiver of the message MJST:

* send a PCErr nessage with Error-Type=19 (Invalid Operation) and
Error-val ue=16 (Attenpted PCECC operations when PCECC capability
was not advertised) and

* termnate the PCEP session.

A | egacy PCEP speaker (that does not recognize the PCECC Capability
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sub-TLV) will ignore the sub-TLV in accordance with [ RFC8408] and

[ RFC5440]. As per [RFC8408], the | egacy PCEP speaker, on receipt of
an unsupported PST in a Request Paraneter (RP) / Stateful PCE Request
Paraneter (SRP) object, wll:

* send a PCErr nessage with Error-Type=21 (Invalid traffic
engi neering path setup type) and Error-val ue=1 (Unsupported path
setup type) and

* termnate the PCEP session
5. LSP Operations

The PCEP nessages pertaining to a PCECC MUST incl ude the PATH SETUP-
TYPE TLV [ RFC8408] in the SRP object [RFC8231] with the PST set to
"2’ to clearly identify that the PCECC LSP is intended.

5.1. PCE-Initiated PCECC LSP

The LSP instantiation operation is defined in [RFC8281]. 1In order to
set up a PCE-initiated LSP based on the PCECC mechani sm a PCE sends
a PClnitiate nmessage with the PST set to '2' for the PCECC (see
Section 7.2) to the ingress PCC

The | abel -forwarding instructions (see Section 5.5.3) fromthe PCECC
are sent after the initial PClnitiate and PCRpt nessage exchange with
the ingress PCC, as per [RFC8281] (see Figure 1). This is done so
that the PCEP-specific identifier for the LSP (PLSP-1D) and ot her LSP
identifiers can be obtained fromthe ingress and can be included in
the | abel -forwarding instruction in the next set of PClnitiate
messages al ong the path, as described bel ow.

An LSP-1 DENTI FI ERS TLV [ RFC8231] MJST be included for the PCECC LSPs;
it uniquely identifies the LSP in the network. Note that the fields
in the LSP-1DENTI FI ERS TLV are described for the RSVP-signal ed LSPs
but are applicable to the PCECC LSP as well. The LSP object is
included in the CC (| abel download Section 7.3) to identify the
PCECC LSP for this instruction. The PLSP-I1D is the origina
identifier used by the ingress PCC, so a transit/egress Labe
Switching Router (LSR) could have multiple Central Controller
Instructions that have the same PLSP-1D. The PLSP-I1D in conbination
with the source (in the LSP-1DENTIFIERS TLV) MJST be uni que. The
PLSP-I1D is included for maintainability reasons to ease debuggi ng.
As per [RFC8281], the LSP object could also include the SPEAKER-
ENTITY-ID TLV to identify the PCE that initiated these instructions.
Al so, the CC-ID is unique in each PCEP session, as described in
Section 7. 3.

On receipt of a PClnitiate nmessage for the PCECC LSP, the PCC
responds with a PCRpt nessage with the status set to ' Going-up’ and
carrying the assigned PLSP-ID (see Figure 1). The ingress PCC al so
sets the D (Del egate) flag (see [ RFC8231]) and C (Create) flag (see
[ RFC8281]) in the LSP object. When the PCE receives this PCRpt
message with the PLSP-ID, it assigns |abels along the path and sets
up the path by sending a PClnitiate nessage to each node al ong the
path of the LSP, as per the PCECC technique. The CC-ID uniquely
identifies the Central Controller Instructions within a PCEP session
Each node along the path (PCC) responds with a PCRpt nmessage to
acknow edge the CCl with the PCRpt nessages including the CCl and LSP
obj ect s.

The ingress node woul d receive one CCl object with the Obit (out-

| abel) set. The transit node(s) would receive two CCl objects with
the in-label CCO without the Obit set and the out-label CCl with the
O bit set. The egress node woul d receive one CCl object without the
O bit set (see Figure 1). A node can determne its role based on the



setting of the Obit in the CCl object(s) and the LSP-1DENTIFI ERS TLV
in the LSP object.

The LSP deletion operation for the PCE-initiated PCECC LSP is the
same as defined in [ RFC8281]. The PCE should further performthe

| abel entry cl eanup operation, as described in Section 5.5.3.2, for
the correspondi ng LSP.

Fomm o - + Fomm o - +
| PCC | | PCE |
| i ngress| R +
oo | | |
| PCC +------- + |
| transit] | |
e | | |<--PCInitiate, PLSP-1D=0, PST=2--------- | PCECC LSP
| PCC  4-------- + | | Initiate
| egress | | | ----PCRpt, PLSP-1D=2,D=1,C=1---------- >| PCECC LSP
O + | (GOl NG UP) I
I I I I
| <------- PCnitiate, CCID=X, PLSP- I D=2---------------- | Label
| | | | downl oad
[-------- PCRpt , CC- | D=X, PLSP- 1 D=2 - - - = - - m e e e e e - - >| CCl
I I I I
| | <------ PClnitiate, CCGID=Y1, Y2, PLSP-| D=2--- - - | Label
| | | downl oad
| [------- PCRpt , CC- | D=Y1, Y2, PLSP-I D=2--------- > CCl
I I I I
| | | <----PClnitiate, CC-| D=2, PLSP-| D=2- - - - - | Label
| | | | downl oad
| | [----- PCRpt, CC- | D=2, PLSP- I D=2- - - - - - - - - > CCl
I I I
| | | <---PCUpd, PLSP-1 D=2, PST=2, D=1--------- | PCECC LSP
I I I (UP) | Update
| | | ----PCRpt, PLSP-1 D=2, D=1, C=1---------- >|
I I I (UP) I

Figure 1: PCE-lnitiated PCECC LSP

Once the | abel operations are conpleted, the PCE MUST send a PCUpd
message to the ingress PCC. As per [RFC8231], the PCUpd nessage is
with the D flag set.

The PCECC LSPs are considered to be "up’ by default (on receipt of a
PCUpd nessage fromthe PCE). The ingress could further choose to
depl oy a dat a- pl ane check nmechani sm and report the status back to the
PCE via a PCRpt nessage to nmake sure that the correct |abe
instructions are nade along the path of the PCECC LSP (and it is
ready to carry traffic). The exact nechanismis out of scope of this
docunent .

In the case where the |label allocations are nade by the PCC itself
(see Section 5.5.8), the PCE could request an allocation to be nade
by the PCC, then, the PCC would send a PCRpt nmessage with the

al l ocated | abel encoded in the CC-ID object (as shown in Figure 2) in
the configuration sequence fromthe egress towards the ingress al ong
the path.

S + S +
|PCC | | PCE |
| i ngress| Fo-em- - +
doo o | | |
| PCC +------- + |
| transit]| | |
Homm - | | |<--PClnitiate, PLSP-1D=0, PST=2, -------- | PCECC LSP
|PCC  +-------- + | | Initiate

| egress | | | ----PCRpt, PLSP-1D=2,D=1,C=1---------- >| PCECC LSP
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S + | (GA NG UP) |
I I I I

| <------- PClnitiate, CCGI1D=X, PLSP- 1 D=2---------------- | Label

| | | C=1, G=0 | downl oad
[-------- PCRpt, CC- 1 D=X, PLSP- I D=2- - - - - - - - - - oo e oo - - - >| CCl

| | | Label =L1 |

| | <------ PClnitiate, PLSP-1D=2, ---------------- | Labels

| | | CC 1 D=Y1, C=1, O=0 | downl oad
| | CC- | b=Y2, C=0, O-1, L1 | CC

| |------- PCRpt , PLSP- I D=2-- - - == - e e meeee oo - - >|

[ | | CC- | D=Y1, O=0, Label =L2 |

| | | CC- | D=Y2, O=1 |

| | | <----PClnitiate, CC | D=2, PLSP-| D=2--- - - | Label

| | | C=0, O=1, L2 | downl oad
| | [----- PCRpt , CC- | D=Z, PLSP- I D=2--------- >| CCl

I I I I

| | | <---PCUpd, PLSP- | D=2, PST=2, D=1--------- | PCECC LSP
I I I (UP) | Update

Figure 2: PCE-Initiated PCECC LSP (PCC All ocati on)

In this exanple, it should be noted that the request is nade to the
egress node with the Cbit set in the CCl object to indicate that the
| abel allocation needs to be done by the egress, and the egress
responds with the allocated | abel to the PCE. The PCE further
infornms the transit PCC without setting the Chbit to'1 in the CC
object for the out-label, but the Cbhit is set to 1 for the in-

| abel, so the transit node nakes the |abel allocation (for the in-

| abel) and reports to the PCE. Sinmilarly, the Cbit is unset towards
the ingress to complete all the | abel allocations for the PCECC LSP

2. PCClInitiated PCECC LSP

In order to set up an LSP based on the PCECC mechani sm where the LSP
is configured at the PCC, a PCC MJST del egate the LSP by sending a

PCRpt message with the PST set for the PCECC (see Section 7.2) and D
(Del egate) flag (see [RFC8231]) set in the LSP object (see Figure 3).

When a PCE receives the initial PCRpt nessage with the D flag and PST
set to '2', it SHOULD cal cul ate the path and assign | abels along the
path in addition to setting up the path by sending a PClnitiate
message to each node along the path of the LSP, as per the PCECC
techni que (see Figure 3). The CC-ID uniquely identifies the CC
within a PCEP session. Each PCC further responds with the PCRpt
nmessages, including the CCl and LSP obj ects.

Once the CC (Il abel operations) are conpleted, the PCE MIST send the
PCUpd message to the ingress PCC. As per [RFC8231], this PCUpd
message shoul d include the path information cal cul ated by the PCE

Note that the PCECC LSPs MJUST be delegated to a PCE at all tines.
The LSP del etion operation for the PCECC LSPs is the same as defined
in [RFC8231]. If the PCE receives a PCRpt nessage for LSP del etion,
then it does |abel the cleanup operation, as described in

Section 5.5.3.2, for the correspondi ng LSP

The basi ¢ PCECC LSP setup sequence is as shown in Figure 3.

| PCC | | PCE |
| i ngress| e +



| PCC  4----n--- +

PCinitiate, CC-| D=X, PLSP- | D=1-----
| | | L1, O=0

PClnitiate, PLSP-1 D=1,
| CC- 1 D=Y1, O=0, L2

CC- 1 D=Y2, 01, L1
PCRpt , CC- 1 D=Y1, Y2, PLSP- | D=

I L2, O=1
PCRpt , CC- | D=Z, PLSP- | D=

| <----PCInitiate, CCID=Z, PLSP-1D=1----|

_________ >
I
---------- |
I
I
1-------- >|
I
I
1-------- >|

| <- - - PCUpd, PLSP- | D=1, PST=2, D=1-- - - - - - - |

Figure 3: PCC-Initiated PCECC LSP

In the case where the |abel
(see Section 5.5.8),
by the PCC, then,
al | ocated | abel encoded in the CC I D object,

Label
downl oad
CCl

Label s
downl oad
CC

Label
downl oad
cal

PCECC LSP
Updat e

al l ocations are made by the PCC itself
the PCE coul d request an allocation to be nade
the PCC woul d send a PCRpt nessage with the

as shown in Figure 4.

S + S +
| PCC | | PCE |
| i ngressj oo +
oo | | |
| PCC +------- + |
| transit]| | |
SEEEEE | | |---PCRpt, PLSP-1D=1, PST=2, D=1-------- >| PCECC LSP
|PCC 4o + |
|egress | | | |
T |
| <------- PClnitiate, CCGID=X, PLSP-I1D=1--------------- | Label
| | | C1 | downl oad
[-------- PCRpt, CC- | D=X, PLSP- I D=1------------------- >| CCl
| | | Label =L1 |
| | <------ PCinitiate, PLSP-ID=1,--------------- | Labels
| | | CC 1 D=Y]1, C1 | downl oad
| | | CC- 1 D=Y2, C=0, L1 | ca
| [------- PCRpt, PLSP-1D=1-----------cmmemo oo - >|
| | | CC- | D=Y1, Label =L2 |
| | | CC- | D=Y2 |
| | | <----PClnitiate, CC | D=z, PLSP-1D=1----| Label
| | | C=0, L2 | downl oad
| | |----- PCRpt , CC- | D=Z, PLSP-1 D=1------ - - >| CCl
I I I I
| | | <---PCUpd, PLSP- I D=1, PST=2, D=1-------- | PCECC LSP
| | | | Update
I I I I
Figure 4: PCC-lnitiated PCECC LSP (PCC Al l ocati on)
| Note:
| The Obit is set as before (and thus not included).

In the case where the | abel
(see Section 5.5.8),
addi tional constraint on the configuration sequ

ence.

al |l ocations are made by the PCC itself
the procedure remains the same, with just an



The rest of the PCC-initiated PCECC LSP setup operations are the sane
as those described in Section 5.5. 1.

5.5.3. Central Controller Instructions

The new CCl for the | abel operations in PCEP are done via the
PClnitiate message (Section 6.1) by defining a new PCEP object for
CCl operations. The local |abel range of each PCC is assuned to be
known by both the PCC and the PCE.

5.5.3. 1. Label Downl oad CCl

In order to set up an LSP based on the PCECC, the PCE sends a
PClnitiate nmessage to each node along the path to downl oad the | abel
instructions, as described in Sections 5.5.1 and 5.5. 2.

The CCI object MJST be included, along with the LSP object in the
PClnitiate message. The LSP-1DENTIFI ERS TLV MJST be included in the
LSP obj ect. The SPEAKER-ENTI TY-ID TLV SHOULD be included in the LSP
obj ect.

If a node (PCC) receives a PClnitiate nessage that includes a | abel
to downl oad (as part of CCl) that is out of the range set aside for
the PCE, it MJST send a PCErr message with Error-Type=31 (PCECC
failure) and Error-value=1 (Label out of range) and MJST incl ude the
SRP object to specify the error is for the correspondi ng | abel update
via a PCInitiate nmessage. |If a PCC receives a PClnitiate nessage but
fails to downl oad the | abel entry, it MJST send a PCErr nessage with
Error-Type=31 (PCECC failure) and Error-value=2 (Instruction failed)
and MJST include the SRP object to specify the error is for the
correspondi ng | abel update via a PClnitiate nmessage.

A new PCEP object for CCl is defined in Section 7.3.
5.5.3.2. Label deanup CC

In order to delete an LSP based on the PCECC, the PCE sends Central
Controller Instructions via a PClnitiate nessage to each node al ong
the path of the LSP to clean up the |abel-forwarding instruction.

If the PCC receives a PClnitiate message but does not recognize the
| abel in the CC, the PCC MJST generate a PCErr nessage with Error-
Type=19 (Invalid operation) and Error-val ue=18 (Unknown Label) and
MUST include the SRP object to specify the error is for the
correspondi ng | abel cleanup (via a PClnitiate nmessage).

The R flag in the SRP object defined in [ RFC8281] specifies the
deletion of the label entry in the PClnitiate message.

Fomm o - + Fomm o - +
| PCC | | PCE |
| i ngress| R +
oo | | |
| PCC +------- + |
| transit]| | |
oo | | |
|PCC #---nnn- + !
|egress | | I I
T |
| <------- PCnitiate, CCID=X, PLSP- I D=2---------------- | Label
| | | R=1 | cleanup
[-------- PCRpt , CC- | D=X, PLSP- 1 D=2 - = - = - - o e e e e e - - >| CCl
| | R=1

I I
| [ <-mme-- PCl ni tiate, CC | D=Y1, Y2, PLSP- | D=2- - - - - | Label



| | R=1 | cleanup

|

| |[------- PCRpt, CC-1 D=VY1, Y2, PLSP-| D=2--------- > CCl

I I I R=1 I

| | | <----PClnitiate, CC | D=2, PLSP-| D=2---- - | Label

| | | R=1 | cleanup

| | | ----- PCRpt, CC- |1 D=Z, PLSP- I D=2--------- > CCl

| | | o R=1 |

| | | <--PClnitiate, PLSP-1D=2, PST=2, R=1-- - - - | PCECC LSP
| | | | renove

Fi gure 5: Label d eanup

As per [RFCB8281], follow ng the renoval of the | abel-forwarding
instruction, the PCC MJUST send a PCRpt nessage. The SRP object in
the PCRpt nmessage MUST include the SRP-ID nunber fromthe PClnitiate
message that triggered the renoval. The R flag in the SRP object
MUST be set.

In the case where the label allocation is nmade by the PCC itself (see
Section 5.5.8), the renoval procedure renmains the sane, adding the
sequence constraint.

5.5.4. PCECC LSP Update

The update is done as per the nmake-before-break procedures, i.e., the
PCECC first updates new | abel instructions based on the updated path
and then inforns the ingress to switch traffic before cleaning up the
former instructions. New CC-I1Ds are used to identify the updated
instructions; the identifiers in the LSP object uniquely identify the
existing LSP. Once new instructions are downl oaded, the PCE further
updates the new path at the ingress, which triggers the traffic
switch on the updated path. The ingress PCC acknow edges with a
PCRpt nessage, on receipt of the PCRpt nessage, the PCE does the

cl eanup operation for the former LSP, as described in

Section 5.5.3.2.

former CCl

R, + R, +
| PCC | | PCE |
| i ngress| oo +
oo | | |
| PCC +------- + |
| transit]| | |
4o | | |
| POC  -o-o--- + | |
|egress | | I I
R + | |
I I | New Pat h
| <------ PClnitiate, CCG- 1 D=XX, PLSP-1D=1 ------------- | for LSP
| | | trigger
[-------- PCRpt , CC- I D=XX, PLSP- I D=1------------------ >| new CCl
I I I I
| | <------ PClnitiate, CCID=YY1, YY2, PLSP-| D=1--| Label
| | | | downl oad
| |[------- PCRpt , CC- 1 D=YY1, YY2, PLSP-1 D=1---- - - > CCl
| | | |
| | | <----PClnitiate, CC-|1 D=2Z, PLSP-| D=1---| Label
| | | | downl oad
| | |----- PCRpt , CC- | D=ZZ, PLSP- | D=1--- - - - - >| CCl
I I I I
| | | <---PCUpd, PLSP- I D=1, PST=2, D=1-------- | PCECC
| | | SRP=S | LSP Update
I I I
| | ---PCRpt, PLSP-1 D=1, PST=2, D=1-------- >| Trigger
| | | Delete
I I I
I I I

I
I
| ( SRP=9)
I
I



I PCinitiate, OC 1 D=X, PLSP- | D=l----«=--cam-ux- | Label

| | | R=1 | cl eanup
|-------- PCRpt, CC- I D=X, PLSP- I D=1------------------- >| CCl

I I I R=1 I

| | <------ PCinitiate, CC I D=Y1, Y2, PLSP-1D=1----| Labe

| | | R=1 | cleanup
| [------- PCRpt, CC- 1 D=Y1, Y2, PLSP- | D=1-------- > CCl

I I I R=1 I

| | | <----PClnitiate, CC | D=2, PLSP-1 D=1----| Labe

| | | R=1 | cleanup
| | [----- PCRpt , CC- | D=Z, PLSP- 1 D=1-------- >| Cdl

I I I R=1 I

Figure 6: PCECC LSP Update

The nodified PCECC LSPs are considered to be 'up’ by default. The

i ngress could further choose to depl oy a data-pl ane check mechani sm
and report the status back to the PCE via a PCRpt nessage. The exact
mechani smis out of scope of this docunent.

In the case where the |label allocations are nade by the PCC itself
(see Section 5.5.8), the procedure renmi ns the sane.

.5.5. Re-del egation and d eanup

As described in [ RFC8281], a new PCE can gain control over an
orphaned LSP. 1In the case of a PCECC LSP, the new PCE MJUST al so gain
control over the CCl in the sane way by sending a PClnitiate nessage
that includes the SRP, LSP, and CCl objects and carries the CC- 1D and
PLSP-I1D identifying the instructions that it wants to take contro

of .

Further, as described in [RFC8281], the State Tinmeout Interval tiner
ensures that a PCE crash does not result in automatic and i mredi ate
di sruption for the services using PCE-initiated LSPs. Simlarly the
Central Controller Instructions are not removed inmredi ately upon PCE
failure. Instead, they are cleaned up on the expiration of this
timer. This allows for network cleanup w thout manual intervention
The PCC MUST support the renoval of CCl as one of the behaviors
applied on expiration of the State Tinmeout Interval tiner.

In the case of the PCC-initiated PCECC LSP, the control over the
orphaned LSP at the ingress PCC is taken over by the nechani sm
specified in [RFC8741] to request del egation. The control over the
CCl is described above using [ RFC8281].

.5.6. Synchronization of Central Controller Instructions

The purpose of CCl synchronization (labels in the context of this
docunent) is to make sure that the PCE's view of CCl (Il abels) matches
with the PCC s |abel allocation. This synchronization is perforned
as part of the LSP State Synchronization, as described in [ RFC3231]
and [ RFC8232].

As per LSP State Synchronization [ RFC8231], a PCC reports the state
of its LSPs to the PCE using PCRpt nessages and, as per [ RFC8281],
the PCE would initiate any nmissing LSPs and/or renove any LSPs that
are not wanted. The same PCEP nessages and procedures are al so used
for the CCl synchronization. The PCRpt nessage includes the CCl and
the LSP object to report the | abel-forwarding instructions. The PCE
woul d further renpve any unwanted instructions or initiate any

m ssing instructions.

.5.7. PCECC LSP State Report

As nentioned before, an ingress PCC MAY choose to apply any



Oper ations, Adm nistration, and Mai ntenance (QAM nechanismto check
the status of the LSP in the data plane and MAY further send its
status in a PCRpt nessage to the PCE

5.5.8. PCC-Based All ocations

The PCE can request the PCC to allocate the |abel using the
PClnitiate message. The Cflag in the CCl object is set to '1 to
indicate that the allocation needs to be nade by the PCC. The PCC
MJUST try to allocate the |abel and MJST report to the PCE via a PCRpt
or PCErr nessage.

If the value of the label is 0 and the Cflag is set to "1, it
indicates that the PCE is requesting the allocation to be made by the
PCC. If the label is 'n" and the Cflag is set to 1 in the CCl
object, it indicates that the PCE requests a specific value 'n'" for
the label. |If the allocation is successful, the PCC MJST report via
the PCRpt nmessage with the CCl object. |If the value of the label in
the CCl object is invalid, it MIJST send a PCErr nmessage with Error-
Type=31 (PCECC failure) and Error-value=3 (lnvalid CCl). If it is
valid but the PCCis unable to allocate it, it MJST send a PCErr
message with Error-Type=31 (PCECC failure) and Error-val ue=4 (Unable
to allocate the specified CCl).

If the PCC wi shes to withdraw or nodi fy the previously assigned

| abel, it MJST send a PCRpt nessage without any label or with the

| abel containing the new val ue, respectively, in the CCl object. The
PCE woul d further trigger the |abel cleanup of the older |abel, as
per Section 5.5.3.2.

6. PCEP Messages

As defined in [ RFC5440], a PCEP nessage consists of a common header
foll owed by a variabl e-1ength body nade of a set of objects that can
be either mandatory or optional. An object is said to be mandatory
in a PCEP nessage when the object must be included for the nessage to
be considered valid. For each PCEP nessage type, a set of rules is
defined, which specifies the set of objects that the nessage can
carry. An inplenentation MJST formthe PCEP nessages using the

obj ect ordering specified in this docunent.

The LSP-1DENTI FI ERS TLV MJUST be included in the LSP object for the
PCECC LSP.

The nessage formats in this docunent are specified using Routing
Backus- Naur Form (RBNF) encoding, as specified in [ RFC5511].

6.1. The PCInitiate Message

The PCInitiate nmessage [ RFC8281] can be used to downl oad or renpve
the | abels; this docunent extends the nessage, as shown bel ow.

<PClnitiate Message> ::= <Conmpon Header >
<PCE-initiated-Isp-list>

Wher e:
* <Common Header> is defined in [ RFC5440].

<PCE-initiated-lIsp-list> ::= <PCE-initiated-I|sp-request>
[<PCE-initiated-Isp-1list>]

<PCE-initiated-Isp-request> ::=
(<PCE-initiated-Isp-instantiation>|
<PCE-initiated-I|sp-del etion>|
<PCE-initiated-I|sp-central -control >)



<PCE-initiated-Isp-central-control > ::= <SRP>
<LSP>
<cci-list>

<cci-list> ::= <CCl >
[<cci-list>]

Wher e:

* <PCE-initiated-lsp-instantiation> and <PCE-initiated-I|sp-deletion>
are as per [RFC8281].

* The LSP and SRP object is defined in [ RFC8231].

When a PClnitiate nmessage is used for the CCl (labels), the SRP, LSP
and CCl objects MIST be present. The SRP object is defined in

[ RFC8231]; if the SRP object is mssing, the receiving PCC MIST send
a PCErr nmessage with Error-Type=6 (Mandatory Object m ssing) and
Error-val ue=10 (SRP object missing). The LSP object is defined in

[ RFC8231], and if the LSP object is mssing, the receiving PCC MJST
send a PCErr nessage with Error-Type=6 (Mandatory Object nissing) and
Error-val ue=8 (LSP object nmissing). The CCl object is defined in
Section 7.3, and if the CCl object is mssing, the receiving PCC MJST
send a PCErr nmessage with Error-Type=6 (Mandatory Cbject m ssing) and
Error-val ue=17 (CCl object missing). Mre than one CCl object MAY be
included in the PCinitiate nmessage for a transit LSR

To clean up entries, the R (renpve) bit MJIST be set in the SRP object
to be encoded along with the LSP and CCl objects.

The CCI object received at the ingress node MJST have the O bit (out-
| abel) set. The CCl object received at the egress MJUST have the O
bit unset. |If this is not the case, the PCC MJST send a PCErr
message with Error-Type=31 (PCECC failure) and Error-value=3 (Invalid
CCl). GOher instances of the CCl object, if present, MJST be

i gnor ed.

For the point-to-point (P2P) LSP setup via the PCECC techni que, at
the transit LSR two CCl objects are expected for incomng and
outgoing | abels associated with the LSP object. |If any other CC
object is included in the PClnitiate nessage, it MJST be ignored. |If
the transit LSR did not receive two CCl objects, with one of them
having the O bit set and another with the O bit unset, it MJST send a
PCErr nmessage with Error-Type=31 (PCECC failure) and Error-val ue=3
(I'nvalid CCl).

Note that, on receipt of the PCinitiate message with CCl object, the
i ngress, egress, or transit role of the PCCis identified via the
i ngress and egress | P address encoded in the LSP-IDENTI FI ERS TLV.

6.2. The PCRpt Message
The PCRpt message can be used to report the | abels that were

all ocated by the PCE to be used during the State Synchroni zati on
phase or as an acknow edgnent to a PClnitiate nessage

<PCRpt Message> ::= <Common Header >
<state-report-list>
VWher e:
<state-report-list> ::= <state-report>[<state-report-1list>]
<state-report> ::= (<lsp-state-report>|

<central -control -report>)



<| sp-state-report> ::= [ <SRP>]

<LSP>
<pat h>
<central -control -report> ::= [ <SRP>]
<LSP>
<cci-list>
<cci-list>::= <CC >
[ <cci-list>]

Wher e:

* <path> is as per [RFC8231], and the LSP and SRP objects are al so
defined in [ RFC8231].

When a PCRpt nessage is used to report the CCl (labels), the LSP and

CCl objects MIST be present. The LSP object is defined in [ RFC8231],
and if the LSP object is nmissing, the receiving PCE MJST send a PCErr
message with Error-Type=6 (Mandatory Cbject missing) and Error-

val ue=8 (LSP object missing). The CCl object is defined in

Section 7.3, and if the CCl object is mssing, the receiving PCE MJST
send a PCErr nmessage with Error-Type=6 (Mandatory Cbject m ssing) and
Error-val ue=17 (CCl object missing). Two CCl objects can be included
in the PCRpt nmessage for a transit LSR

7. PCEP (bjects

The PCEP objects defined in this docunent are conpliant with the PCEP
object format defined in [ RFC5440].

7.1. OPEN nj ect

Thi s docunent defines a new PST (2) to be included in the PATH SETUP-
TYPE- CAPABI LI TY TLV in the OPEN object. Further, a new sub-TLV for
the PCECC capability exchange is al so defined.

7.1.1. PCECC Capability Sub-TLV

The PCECC- CAPABI LI TY sub-TLV is an optional TLV for use in the OPEN
obj ect in the PATH SETUP- TYPE- CAPABI LI TY TLV when the Path Setup Type
list includes the PCECC Path Setup Type 2. A PCECC- CAPABILITY sub-
TLV MUST be ignored if the PST list does not contain PST=2

Its format is shown in Figure 7

0 1 2 3
01234567890123456789012345678901
I i S T i i S e e S i e o
| Type=1 | Lengt h=4 |
O e i o R i i I R S e o
| Fl ags | L
T i i I T T o s S O o o il S S S

Figure 7: PCECC Capability Sub-TLV
The type of the TLVis 1, and it has a fixed length of 4 octets.

The val ue conprises a single field: Flags (32 bits). Currently, the
following flag bit is defined:

L bit (Label): |If set to '1 by a PCEP speaker, the L flag indicates
that the PCEP speaker will support and is willing to handle the
PCEC- based Central Controller Instructions for |abel downl oad.

The bit MJST be set to "1 by both a PCC and a PCE for the PCECC



| abel downl oad/ report on a PCEP sessi on.

Unassi gned bits MJST be set to "0’ on transm ssion and MJST be
i gnored on receipt.

7.2. PATH SETUP- TYPE TLV

The PATH SETUP-TYPE TLV is defined in [ RFC8408]; this docunent
defines a new PST val ue:

PST=2: Path is set up via the PCECC node.

On a PCRpt/PCUpd/ PClnitiate nessage, the PST=2 in the PATH SETUP- TYPE
TLV in the SRP object MJST be included for an LSP set up via the
PCECC- based nechani sm

7.3. CC bject

The CCI object is used by the PCE to specify the forwarding
instructions (label information in the context of this docunent) to
the PCC and MAY be carried within a PClnitiate or PCRpt nessage for
| abel downl oad/report.

CCl Object-Class is 44.
CCl bject-Type is 1 for the MPLS | abel.

0 1 2 3
01234567890123456789012345678901
B i aT T e e o S o S S S I T et sl o ST S S S S S S
| CC 1D |
B T S i T s i i e e SEI S
| Reservedl | Fl ags | g
I S i o T s S S S e s s T
| Label | Reserved2 |
B i aT T e e o S o S S S I T et sl o ST S S S S S S

| |
/1 Optional TLV /1

T S e S i i SR SR S et i i
Figure 8 CCl nject
The fields in the CCl object are as follows:

CC-ID: A PCEP-specific identifier for the CC information. A PCE
creates a CC-ID for each instruction; the value is unique within
the scope of the PCE and is constant for the lifetime of a PCEP
session. The values 0 and OxFFFFFFFF are reserved and MJUST NOT be
used. Note that [SECURI TY-ID] gives advice on assigning transient
nuneric identifiers, such as the CC-1D, so as to mnimze security
ri sks.

Reservedl (16 bit): Set to 'zero while sending; ignhored on receipt.

Flags (16 bit): A field used to carry any additional information
pertaining to the CCl. Currently, the following flag bits are
defi ned:

* Obit (out-label) : If the bit is set to*1', it specifies the
| abel is the out-label, and it is mandatory to encode the next-
hop information (via Address TLVs (Section 7.3.1) in the CC
object). If the bit is not set, it specifies the label is the
in-label, and it is optional to encode the local interface
information (via Address TLVs in the CCl object).



* CBit (PCC allocation): If the bit is set to 1, it indicates
that the | abel allocation needs to be done by the PCC for the
Central Controller Instruction. A PCE sets this bit to request
the PCC to nake an allocation fromits |abel space. A PCC
woul d set this bit to indicate that it has allocated the | abel
and report it to the PCE

* Al unassigned bits MJST be set to 'zero’ at transm ssion and
i gnored at receipt.

Label (20-bit): The I abel information.

Reserved2 (12 bit): Set to ’zero while sending; ignored on receive

7.3.1. Address TLVs

[ RFC8779] defines the |PV4- ADDRESS, | PV6- ADDRESS, and UNNUVBERED-
ENDPO NT TLVs for the use of Generalized Endpoint. The same TLVs can
al so be used in the CCl object to associate the next-hop information
in the case of an outgoing |label and local interface information in
the case of an inconing |abel. The next-hop information encoded in
these TLVs needs to be a directly connected | P address/interface
information. |If the PCCis not able to resolve the next-hop
information, it MJST reject the CCl and respond with a PCErr nessage
with Error-Type=31 (PCECC failure) and Error-value=5 (lnvalid next-
hop information).

Security Considerations

As per [RFC8283], the security considerations for a PCE-based
controller are alittle different fromthose for any other PCE
system That is, the operation relies heavily on the use and
security of PCEP, so consideration should be given to the security
features discussed in [RFC5440] and the additional nechani snms
described in [RFC8253]. It further lists the vulnerability of a
central controller architecture, such as a central point of failure,
deni al of service, and a focus for interception and nodification of
messages sent to individual Network El enents (NEs).

In the PCECC operations, the PCEP sessions are also required to the
internal routers, thus increasing the resources required for the
sessi on managenent at the PCE

The PCECC extension builds on the existing PCEP nessages; thus, the
security considerations described in [ RFC5440], [RFC8231], and

[ RFC8281] continue to apply. [RFC8253] specifies the support of
Transport Layer Security (TLS) in PCEP, as it provides support for
peer authentication, message encryption, and integrity. It further
provi des nmechani sns for associating peer identities with different

| evel s of access and/or authoritativeness via an attribute in X 509
certificates or a local policy with a specific accept-list of X 509
certificates. This can be used to check the authority for the PCECC
operations. Additional considerations are discussed in follow ng
secti ons.

.1. Malicious PCE

In this extension, the PCE has conplete control over the PCCto
downl oad/ renmove the | abels and can cause the LSPs to behave

i nappropriately and cause a nmjor inmpact to the network. As a
general precaution, it is RECOWENDED that this PCEP extension be
activated on nutually authenticated and encrypted sessions across
PCEs and PCCs belonging to the sanme administrative authority, using
TLS [ RFC8253], as per the reconmendati ons and best current practices
in BCP 195 [ RFC7525].



Further, an attacker may flood the PCC with the PCECC rel at ed
messages at a rate that exceeds either the PCCs ability to process
themor the network’s ability to send them by either spoofing
messages or conpronising the PCE itself. [RFC8281] provides a
mechanismto protect the PCC by inposing a linmit. The sane can be
used for the PCECC operations as well.

As specified in Section 5.5.3.1, a PCC needs to check if the label in
the CCl object is in the range set aside for the PCE, otherw se, it
MJUST send a PCErr nessage with Error-Type=31 (PCECC failure) and
Error-val ue=1 (Label out of range).

8. 2. Mal i ci ous PCC

The PCECC nechani sm described in this docunment requires the PCE to
keep labels (CCl) that it downl oads and relies on the PCC responding
(with either an acknow edgnment or an error nmessage) to request for
LSP instantiation. This is an additional attack surface by placing a
requirenment for the PCE to keep a CCl/|abel replica for each PCC. It
i s RECOVWENDED t hat PCE inplenentations provide a limt on resources
(inthis case the CCl) a single PCC can occupy. [RFC8231] provides a
notification mechani smwhen such threshold is reached.

9. Manageability Considerations
9.1. Control of Function and Policy

A PCE or PCC inplenentation SHOULD al | ow the PCECC capability to be
enabl ed/ di sabl ed as part of the global configuration. Section 6.1 of
[ RFC8664] |ist various controlling factors regarding the Path Setup
Type. They are also applicable to the PCECC Path Setup Types.
Further, Section 6.2 of [RFC8664] describes the migration steps when
the Path Setup Type of an existing LSP is changed.

9.2. Information and Data Mbdel s

[ RFC7420] describes the PCEP M B; this MB can be extended to get the
PCECC capability status.

The PCEP YANG nodul e [ PCEP- YANG coul d be extended to enabl e/ di sabl e
the PCECC capability.

9.3. Liveness Detection and Monitoring
Mechani sns defined in this docunent do not inply any new |iveness
detection and nonitoring requirenents in addition to those already
listed in [ RFC5440].

9.4. Verify Correct Operations

The operator needs the following information to verify that PCEP is
operating correctly with respect to the PCECC Path Setup Type.

* An inplenentati on SHOULD al |l ow the operator to vi ew whether the
PCEP speaker sent the PCECC PST capability to its peer

* An inplenentation SHOULD al |l ow the operator to view whet her the
peer sent the PCECC PST capability.

* An inplenentation SHOULD al |l ow the operator to vi ew whet her the
PCECC PST is enabled on a PCEP session

* |f one PCEP speaker advertises the PCECC PST capability, but the
ot her does not, then the inplenentation SHOULD create a log to
informthe operator of the capability m smatch.



9.5.

9. 6.

10.

10.

10.

10.

* |f a PCEP speaker rejects a CCl, then it SHOULD create a log to
informthe operator, giving the reason for the decision (Ilocal
policy, |abel issues, etc.).

Requi rements on G her Protocols

PCEP extensions defined in this docunent do not put new requirenents
on ot her protocols.

I mpact on Network Operations

PCEP extensions defined in this docunent do not put new requirenents
on network operations.

I ANA Consi derations
1. PATH SETUP- TYPE- CAPABI LI TY Sub-TLV Type I ndicators
[ RFC8408] detailed the creation of the "PATH SETUP- TYPE- CAPABI LI TY

Sub- TLV Type I ndicators" subregistry. Further, | ANA has allocated
the follow ng codepoint:

[ bl ool e e o}
| Value | Meaning | Reference |
[ Sl s el
| 1 | PCECC- CAPABILITY | RFC 9050 |
+------- I T I +

Tabl e 2: PATH SETUP- TYPE- CAPABI LI TY
Sub- TLV Type Indi cators Subregistry
Addi tion

2. PCECC- CAPABI LI TY Sub-TLV's Flag Field
Thi s docunment defines the PCECC- CAPABI LI TY sub-TLV; | ANA has created
a new subregistry to manage the val ue of the PCECC- CAPABI LI TY sub-
TLV's 32-bit Flag field. New values are to be assigned by Standards
Action [RFC8126]. Each bit should be tracked with the follow ng
qualities:
* bit nunber (counting frombit O as the mpbst significant bit)
* capability description
* defining RFC

Currently, there is one allocation in this registry.

[ ool el e el
| Bit | Nane | Reference |
=t —-————————————+t———————————+
| 0-30 | Unassigned | RFC 9050 |
I s T R I I I +
| 31 | Label | RFC 9050

+------ R I F--- - - - +

Table 3: Initial Contents of
t he PCECC- CAPABI LI TY Sub-TLV
Subregistry

3. PCEP Path Setup Type Registry
[ RFC8408] created a subregistry within the "Path Conputation El enent

Prot ocol (PCEP) Nunbers" registry called "PCEP Path Setup Types".
| ANA has all ocated a new codepoint within this registry, as foll ows:



et s s el
| Value | Description | Reference |
F =4 - —————————+d———————————+
| 2 | Traffic engineering path | RFC 9050 |
| | is set up using PCECC node | |
+------- B T i R +

Table 4: Path Setup Type Regi stry Codepoi nt
Addi tion

10.4. PCEP (bj ect

| ANA has al |l ocated new codepoints in the "PCEP Objects" subregistry
for the CCl object as follows:

[ ool oo s oo el s e e
| Chject-Class | Nane | Object-Type | Reference |
| Val ue I I I I
[ Sl el s sl sty
| 44 | CC nject- | 0: Reserved | RFC 9050 |
| | Type | 1. MPLS Label | |
| | | 2-15: Unassi gned | |
i I I i I I R I +

Table 5: PCEP (bjects Subregistry Additions

10.5. CCl nject Flag Field

10.

| ANA has created a new subregistry to manage the Flag field of the
CCl object called "CCl Ohject Flag Field for MPLS Label". New val ues
are to be assigned by Standards Action [RFC8126]. Each bit shoul d be
tracked with the following qualities:

* bit nunmber (counting frombit O as the nost significant bit)

* capability description

* defining RFC

Two bits are defined for the CC oject flag field in this docunent
as foll ows:

[ ettty S ——_———————(———————————————————— Ll pp—p—p—————r
| Bit | Description | Reference |
[ bl bbby ety o}
| 0-13 | Unassigned | |
S o R +
| 14 | CBit - PCC allocation | RFC 9050 |
R o e e e e e e e e e e e e e e me oo R +
| 15 | OBit - Specifies label is out-label | RFC 9050 |
Femmm o - T Fom e +

Table 6: CCl (bject Flag Field for MPLS Label Initial
Contents

6. PCEP-Error Ohject

| ANA has all ocated new error types and error values within the "PCEP-
ERROR hj ect Error Types and Val ues" subregistry of the "Path

Conput ati on El enent Protocol (PCEP) Nunbers" registry for the

follow ng errors:



11.

11.

| Object
| mssing

| Reception
| of an

| invalid

| object

Invalid
Qperation

| mssing | |
I I I
e Fom e +
| 33: M ssing PCECC | RFC 9050 |
| Capability sub-TLV | |
I I I
I I I
o e e e e e e oo S +
16: Attenmpted PCECC | RFC 9050

oper ati ons when PCECC |
capability was not |
adverti sed

adverti sed

I
I
I
I
| 17: Stateful PCE
I
I
| 18: Unknown Label

I
I
I
capability was not |
I
I
I

| 1: Label out of range | RFC 9050 |
I I I
| 2: Instruction failed | |
I I I
| 3: Invalid CC | |
I I I
| 4: Unable to allocate | |
| the specified CC | |
I I I
| 5: Invalid next-hop | |
| information | |
o e e e e R +

Tabl e 7: PCEP- ERROR hject Error Types and Val ues Additions
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