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1. Introduction

Babel is a |oop-avoiding, distance-vector routing protocol defined in
[ RFC8966]. [RFCB8967] defines a security mechanismthat allows Babe
packets to be cryptographically authenticated, and [ RFC8968] defi nes
a security nmechanismthat all ows Babel packets to be both

aut henticated and encrypted. This docunent describes an infornmation
nodel for Babel (including inplenentations using one or both of these
security nechani sns) that can be used to create nanagenent protoco
data nodel s (such as a NETCONF [ RFC6241] YANG [ RFC7950] data nodel).

Due to the sinplicity of the Babel protocol, npbst of the information
nodel is focused on reporting the Babel protocol operational state,
and very little of that is considered mandatory to inplenent for an

i npl ementation claimng conpliance with this information nodel. Sone
paraneters may be configurable. However, it is up to the Babe

i mpl ement ati on whether to allow any of these to be configured within
its inmplenmentation. Were the inplenentation does not allow
configuration of these paraneters, it MAY still choose to expose them
as read-only.

The information nodel is presented using a hierarchical structure.
Thi s does not preclude a data nodel based on this information node
fromusing a referential or other structure.

This informati on nodel only includes paranmeters and paraneter val ues
useful for managi ng Babel over |IPv6. This nodel has no paraneters or
val ues specific to operating Babel over |Pv4, even though [ RFC8966]
does define a nulticast group for sending and listening to multicast
announcenents on IPv4. There is less |ikelihood of breakage due to

i nconsi stent configuration and increased inplenentation sinplicity if
Babel is operated always and only over |IPv6. Running Babel over |Pv6
requires IPv6 at the link |ayer and does not need advertised
prefixes, router advertisenments, or DHCPv6 to be present in the
network. Link-local 1Pv6 is widely supported anmong devi ces where
Babel is expected to be used. Note that Babel over |IPv6 can be used
for configuration of both IPv4 and | Pv6 routes.

1.1. Requirenents Language

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capitals, as shown here

1.2. Not at i on

Thi s docunent uses a progranmm ng-l anguage-li ke notation to define the
properties of the objects of the informati on nodel. An optiona
property is enclosed by square brackets, [ ], and a |ist property is
i ndicated by two nunbers in angle brackets, <m.n> where mindicates
the minimal nunber of list elenments, and n indicates the maxi mum



nunber of list elements. The synbol "*" for n means there are no
defined limts on the nunber of list elenents. Each paranmeter and
obj ect includes an indication of "ro" or "rw'. "ro" neans the
paraneter or object is read-only. "rw' neans it is read-wite. For
an object, read-wite neans instances of the object can be created or
deleted. If an inplenmentation is allowed to choose to inplenment a
"rw' paraneter as read-only, this is noted in the parameter

descri ption.

The object definitions use base types that are defined as foll ows:

bi nary: A binary string (sequence of octets).
bool ean: A type representing a Bool ean (true or false) val ue.
dat eti ne: A type representing a date and tinme using the Gregorian

cal endar. The datetine format MJST conformto
[ RFC3339], Section 5. 6.

i p- addr ess: A type representing an | P address. This type supports
both I Pv4 and | Pv6 addresses.

operati on: A type representing a renote procedure call or other
action that can be used to nanipul ate data el enents or
syst em behavi ors.

r ef erence: A type representing a reference to another infornmation
or data nodel elenent or to sone other device resource

string: A type representing a human-readabl e string consisting
of a (possibly restricted) subset of Unicode and | SO
| EC 10646 [1 SO 10646] characters

ui nt: A type representing an unsigned integer nunber. This
i nformati on nodel does not define a precision

Overvi ew
The information nodel is hierarchically structured as foll ows:

+-- babel -i nformati on
+-- babel -i nmpl enent at i on-versi on
+-- babel -enabl e
+-- router-id
+-- sel f-seqgno
+-- babel -metric-conp-al gorithms
+-- babel -security-supported
+-- babel -mac-al gorithns
+-- babel -dtl s-cert-types
+-- babel - st at s-enabl e
+-- babel - st ats-reset
+-- babel -constants
| +-- babel -udp-port
| +-- babel -ntast-group
+-- babel -interfaces
| +-- babel-interface-reference
| +-- babel-interface-enable
| +-- babel-interface-nmetric-algorithm
| +-- babel-interface-split-horizon
| +-- babel -ntast-hell o-segno
| +-- babel -ntast-hello-interva
| +-- babel -update-interva
| +-- babel -nac-enabl e
| +-- babel-if-nac-key-sets
| +-- babel -mac-verify
| +-- babel-dtls-enable



+-- babel -if-dtls-cert-sets

+-- babel -dtl s-cached-info

+-- babel -dtl s-cert-prefer

+- - babel - packet - | og- enabl e

+- - babel - packet -1 og

+-- babel -if-stats

| +-- babel-sent-ntast-hello

| +-- babel -sent-ntast-update

| +-- babel -sent-ucast-hello

| +-- babel -sent-ucast-update

| +-- babel-sent-IHU

| +-- babel -received- packets

+- - babel - nei ghbors
+- - babel - nei ghbor - addr ess
+-- babel - hel | o- ntast - history
+-- babel - hel | o-ucast - history
+-- babel -t xcost
+- - babel - exp- ntast - hel | o- seqgno
+- - babel - exp-ucast - hel | o- seqgno
+- - babel - ucast - hel | o- seqno
+-- babel -ucast-hello-interva
+-- babel - rxcost
+-- babel - cost

+-- babel -rout es

| +-- babel -route-prefix

| +-- babel-route-prefix-length

| +-- babel-route-router-id

| +-- babel -route-nei ghbor

| +-- babel-route-received-netric

| +-- babel-route-calcul ated-netric

| +-- babel -route-seqgno

| +-- babel -route-next-hop

| +-- babel -route-feasible

| +-- babel -route-sel ected

+-- babel - mac- key-sets

I

|

I

I

I

I

I

|

+

+-- babel - mac-defaul t-apply
+- - babel - mac- keys
+- - babel - mac- key- nane
+- - babel - mac- key- use- send
+-- babel - mac- key-use-verify
+- - babel - mac- key-val ue
+- - babel - mac- key-al gorithm
+- - babel - mac- key-t est
-- babel -dtls-cert-sets
+-- babel -dtl| s-defaul t-apply
+-- babel -dtls-certs
+-- babel -cert-nane
+-- babel -cert-val ue
+-- babel -cert-type
+-- babel -cert-private-key

Most parameters are read-only. The following is a descriptive |ist
of the paraneters that are not required to be read-only:

* enabl e/ di sabl e Babel

* create/del ete Babel Message Authentication Code (MAC) Key sets
* create/del ete Babel Certificate sets

* enabl e/di sable statistics collection

*  Constant: UDP port

* Constant: |Pv6 nmulticast group



* Interface: enabl e/disable Babel on this interface

* |Interface: netric algorithm

* Interface: split horizon

* Interface: sets of MAC keys

* Interface: verify received MAC packets

* Interface: set of certificates for use with DILS

* Interface: use cached info extensions

* Interface: preferred order of certificate types

* Interface: enabl e/disable packet |og

*  MAC-keys: create/delete entries

*  MAC keys: key used for sent packets

*  MAC-keys: key used to verify packets

* DILS-certs: create/delete entries

The foll owing paraneters are required to return no val ue when read:
*  MAC key val ues

* DILS private keys

Note that this overviewis intended sinply to be informative and is
not normative. |If there is any discrepancy between this overview and
the detailed informati on nodel definitions in subsequent sections,
the error is in this overview.

3. The Information Mdel

3.1. Definition of babel-infornmation-obj

obj ect {

string ro babel -i npl emrent ati on-ver si on;
bool ean rw babel - enabl e;

bi nary ro babel -self-router-id;
[ uint ro babel -sel f-seqgno; ]

string ro babel -nmetric-conp-al gorithms<l..*>;
string ro babel -security-supported<0..*>;
[string ro babel -mac-al gorithme<l..*>;]
[string ro babel -dtls-cert-types<l..*>;]

[ bool ean rw babel - st at s- enabl e; ]

[ operation babel - st ats-reset ;]

babel - const ant s- obj ro babel - constants;

babel -i nt erf ace- obj ro babel -interfaces<0..*>;

babel - r out e- obj ro babel -rout es<0. . *>;

[ babel - mac- key- set - obj rw babel - mac- key-set s<0. . *>; ]

[ babel -dt | s-cert-set-obj rw babel -dtls-cert-sets<0..*>;]

} babel -infornmation-obj;

babel -i npl ement ati on-version: The name and version of this
i npl ement ati on of the Babel protocol

babel - enabl e: When written, it configures whether the protoco
shoul d be enabled (true) or disabled (false). A read fromthe
runni ng or intended datastore indicates the configured
adm ni strative val ue of whether the protocol is enabled (true) or
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not (false). A read fromthe operational datastore indicates
whet her the protocol is actually running (true) or not (i.e., it
i ndi cates the operational state of the protocol). A data nodel
that does not replicate parameters for running and operationa
datastores can inplenment this as two separate paraneters. An

i mpl ement ati on MAY choose to expose this paraneter as read-only
("ro").

babel -sel f-router-id: The router-id used by this instance of the
Babel protocol to identify itself. [RFC8966] describes this as an
arbitrary string of 8 octets.

babel - sel f-segno: The current sequence number included in route
updates for routes originated by this node. This is a 16-bit
unsi gned i nt eger

babel -nmetric-conp-al gorithnms: List of supported cost conputation
al gorithms. Possible values include "2-out-of-3", as described in
[ RFC8966], Appendix A 2.1, and "ETX', as described in [ RFC3966],
Appendi x A. 2. 2.

babel - security-supported: List of supported security nechanisns.
Possi bl e val ues include "MAC' to indicate support of [RFC8967] and
"DTLS" to indicate support of [RFC8968].

babel -mac-al gorithns: List of supported MAC conputation algorithns.
Possi bl e val ues incl ude "HVAC- SHA256" and "BLAKE2s-128" to
i ndi cate support for algorithnms indicated in [ RFC3967].

babel -dtls-cert-types: List of supported certificate types.
Possi bl e val ues include "X 509" and "RawPublicKey" to indicate
support for types indicated in [ RFC8968].

babel - st at s-enabl e: | ndi cates whether statistics collection is
enabled (true) or disabled (false) on all interfaces. Wen
enabl ed, existing statistics values are not cleared and will be

i ncremented as new packets are counted.

babel -stats-reset: An operation that resets all babel-if-stats
paraneters to zero. This operation has no input or out put
par armet er s

babel - constants: A babel -const ant s-obj obj ect.
babel -interfaces: A set of babel-interface-obj objects.

babel -routes: A set of babel-route-obj objects. Contains the routes
known to this node.

babel - mac- key-sets: A set of babel -nac-key-set-obj objects. |If this
object is inplemented, it provides access to paraneters related to
the MAC security nechanism An inplenentation MAY choose to
expose this object as read-only ("ro").

babel -dtls-cert-sets: A set of babel-dtls-cert-set-obj objects. |If
this object is inplenented, it provides access to paraneters
related to the DTLS security nmechanism An inplenentati on MAY
choose to expose this object as read-only ("ro").

Definition of babel - constants- obj

obj ect {

ui nt rw babel - udp-port;

[i p-address rw babel - ntast - group; ]
} babel - const ant s-obj ;



3. 3.

babel - udp- port:
packets. Default
this parameter as read-only ("ro").

i nt eger.

babel - ntast - gr oup:

UDP port for sending and listening for Babe
is 6696. An inplenmentation MAY choose to expose

This is a 16-bit unsigned

Mul ticast group for sending and listening to

mul ti cast announcements on [Pv6. Default is ff02::1:6. An
i npl ement ati on MAY choose to expose this paraneter as read-only

("ro").

Definition of babel-interface-obj

obj ect {

ref erence
[ bool ean
string

[ bool ean

[ ui nt

[ uint

[ uint

[ bool ean
[reference
[ bool ean

[ bool ean
[reference
[ bool ean
[string

[ bool ean
[reference

[ babel -i f - st ats-obj
babel - nei ghbor - obj
} babel -interface-obj;

ro babel -interface-reference;

rw babel -interface-enabl ;]

rw babel -interface-nmetric-al gorithm
rw babel -interface-split-horizon;]
ro babel - ntast - hel | o- seqgno; ]

ro babel -ntast-hello-interval;]

ro babel -update-interval;]

rw babel - mac- enabl e; ]

rw babel -if-mac-key-sets<0..*>;]
rw babel - mac-verify;]

rw babel - dt | s-enabl e; ]

rw babel -if-dtls-cert-sets<0..*>;]
rw babel -dt| s-cached-info;]

rw babel -dtls-cert-prefer<0..*>;]
rw babel - packet -1 0g- enabl e; ]

ro babel - packet -1 0g; ]

ro babel -if-stats;]

ro babel - nei ghbor s<0. . *>;

babel -interface-reference: Reference to an interface object that can

be used to send and receive | Pv6 packets, as defined by the data

model (e.g.,

YANG [ RFC7950] and Broadband Forum (BBF) [TR-181]).

Ref erenci ng syntax will be specific to the data nmodel. |If there

is no set of

interface objects available, this should be a string

that indicates the interface name used by the underlying operating

system

babel -i nt erf ace- enabl e:

VWhen witten, it configures whether the

protocol should be enabled (true) or disabled (false) on this

interface.

A read fromthe running or intended datastore

i ndi cates the configured adm nistrative val ue of whether the
protocol is enabled (true) or not (false). A read fromthe

operationa

dat astore indicates whether the protocol is actually

running (true) or not (i.e., it indicates the operational state of

the protocol).

A data nodel that does not replicate paraneters

for running and operational datastores can inplenment this as two

separate parameters.

An i npl enentati on MAY choose to expose this

paraneter as read-only ("ro").

babel -interface-nmetric-algorithm Indicates the netric conmputation

al gorithmused on this interface. The value MJST be one of those
listed in the babel-netric-conp-al gorithnms parameter. An
i mpl ementati on MAY choose to expose this paraneter as read-only

("ro").

babel -interface-split-horizon: |Indicates whether or not the split-

hori zon optim zation is used when cal culating nmetrics on this

interface.

A val ue of

"true" indicates split-horizon optim zation

is used. Split-horizon optinization is described in [ RFC8966],

Section 3.7.4.

An inpl ementati on MAY choose to expose this

paraneter as read-only ("ro").



babel - ntast - hel | o-seqno: The current sequence nunber in use for
mul ticast Hellos sent on this interface. This is a 16-bit
unsi gned i nt eger

babel -ntast-hello-interval: The current interval in use for
mul ticast Hellos sent on this interface. Units are centi seconds.
This is a 16-bit unsigned integer.

babel -update-interval: The current interval in use for all updates
(rmulticast and unicast) sent on this interface. Units are
centiseconds. This is a 16-bit unsigned integer

babel - mac- enabl e: I ndi cates whether the MAC security nechanismis
enabl ed (true) or disabled (false). An inplenentation MAY choose
to expose this paraneter as read-only ("ro").

babel -i f-mac-key-sets: List of references to the babel - mac-key-sets
entries that apply to this interface. Wen an interface instance
is created, all babel -mac-key-sets instances with babel - mac-
default-apply "true" will be included in this list. An
i npl ementati on MAY choose to expose this paraneter as read-only
("ro").

babel -mac-verify: A Bool ean flag indicating whether MACs in incomn ng
Babel packets are required to be present and are verified. |If
this parameter is "true", incom ng packets are required to have a
valid MAC. An inplenentation MAY choose to expose this paraneter
as read-only ("ro").

babel -dt| s-enabl e: Indicates whether the DTLS security mechanismis
enabled (true) or disabled (false). An inplenentation MAY choose
to expose this paraneter as read-only ("ro")

babel -if-dtls-cert-sets: List of references to the babel-dtls-cert-
sets entries that apply to this interface. Wen an interface
instance is created, all babel-dtls-cert-sets instances with
babel -dtl s-default-apply "true” will be included in this list. An
i mpl ement ati on MAY choose to expose this paraneter as read-only
("ro").

babel - dt| s-cached-info: |ndicates whether the cached_info extension
(see [ RFC8968], Appendix A) is included in dientHello and
ServerHel |l o packets. The extension is included if the value is
"true". An inplenentation MAY choose to expose this paranmeter as
read-only ("ro").

babel -dtls-cert-prefer: List of supported certificate types, in
order of preference. The values MJST be anong those listed in the
babel -dtl s-cert-types parameter. This list is used to popul ate
the server _certificate_type extension (see [ RFC8968], Appendi x A)
ina CientHello. Values that are present in at |east one
instance in the babel -dtls-certs object of a referenced babel -dtls
i nstance and that have a non-enpty babel -cert-private-key will be
used to populate the client_certificate_type extension in a
CientHello.

babel - packet -1 og- enabl e: | ndi cates whet her packet |ogging is enabled
(true) or disabled (false) on this interface.

babel - packet-1o0g: A reference or URL link to a file that contains a
ti mestanped | og of packets received and sent on babel - udp-port on
this interface. The [libpcap] file format with a .pcap file
ext ensi on SHOULD be supported for packet log files. Logging is
enabl ed/ di sabl ed by babel - packet -1 og-enable. |nplenmentations wll
need to carefully manage and linmt nenory used by packet | ogs.



babel -if-stats: Statistics collection object for this interface.
babel - nei ghbors: A set of babel - nei ghbor-obj objects.
3.4. Definition of babel-if-stats-ob

obj ect {
ui nt ro babel - sent - ntast - hel | o;
ui nt ro babel - sent - ntast - updat e;
ui nt ro babel - sent-ucast-hel |l o;
ui nt ro babel - sent - ucast - updat e;
ui nt ro babel -sent - HU
ui nt ro babel -recei ved- packets;
} babel -if-stats-obj;

babel -sent-ntast-hello: A count of the number of nulticast Hello
packets sent on this interface.

babel - sent - ntast -update: A count of the nunber of nulticast update
packets sent on this interface.

babel - sent-ucast-hello: A count of the number of unicast Hello
packets sent on this interface.

babel - sent - ucast -update: A count of the nunber of unicast update
packets sent on this interface.

babel -sent-1HU: A count of the number of "I Heard You" (IHU) packets
sent on this interface.

babel - recei ved- packets: A count of the number of Babel packets
received on this interface.

3.5. Definition of babel -nei ghbor - obj

obj ect {
i p- addr ess ro babel - nei ghbor - addr ess;
[ bi nary ro babel -hel | o-ntast-history;]
[ bi nary ro babel - hel | o-ucast-history;]
ui nt ro babel -txcost;
ui nt ro babel - exp-ntast - hel | o- seqno;
ui nt ro babel - exp-ucast - hel | o- seqno;
[ uint ro babel -ucast - hel | 0- seqno; ]
[ uint ro babel -ucast-hello-interval;]
[ uint ro babel -rxcost ;]
[ uint ro babel - cost; ]

} babel - nei ghbor - obj ;

babel - nei ghbor - address: |1 Pv4 or |1 Pv6 address the nei ghbor sends
packets from

babel - hel | o-ntast-history: The rmulticast Hello history of whether or
not the multicast Hell o packets prior to babel -exp-ntast-hell o-
segno were received. A binary sequence where the nost recently
received Hello is expressed as a "1" placed in the leftnmost bit,
with prior bits shifted right (and "0" bits placed between prior
Hell o bits and nost recent Hello for any not-received Hell os).
Thi s val ue shoul d be displayed using hex digits ([0-9a-fA-F]).
See [ RFCB966], Appendix A 1.

babel - hel | o-ucast-history: The unicast Hello history of whether or
not the unicast Hello packets prior to babel -exp-ucast-hello-segno
were received. A binary sequence where the nost recently received
Hello is expressed as a "1" placed in the leftnost bit, with prior
bits shifted right (and "0" bits placed between prior Hello bits
and the nost recent Hello for any not-received Hellos). This



val ue shoul d be displayed using hex digits ([0-9a-fA-F]). See
[ RFC8966], Appendix A 1.

babel -t xcost: Transmni ssion cost value fromthe last | HU packet
received fromthis neighbor, or the nmaxi mumvalue to indicate the
IHU hol d timer for this neighbor has expired. See [RFC3966],
Section 3.4.2. This is a 16-bit unsigned integer

babel - exp- ntast - hel | o-seqgno: Expected multicast Hell o sequence
number of next Hello to be received fromthis neighbor. |If
mul ticast Hell o packets are not expected or processing of
mul ti cast packets is not enabled, this MJUST be NULL. This is a
16-bit unsigned integer; if the data nmodel uses zero (0) to
represent NULL val ues for unsigned integers, the data nodel MAY
use a different data type that allows differentiati on between zero
(0) and NULL.

babel - exp- ucast - hel | o- seqgno: Expected uni cast Hell o sequence nunber
of next Hello to be received fromthis neighbor. [If unicast Hello
packets are not expected or processing of unicast packets is not
enabl ed, this MJUST be NULL. This is a 16-bit unsigned integer; if
the data nodel uses zero (0) to represent NULL val ues for unsigned
integers, the data nodel MAY use a different data type that allows
differentiati on between zero (0) and NULL.

babel - ucast - hel | o-seqno: The current sequence nunber in use for
uni cast Hellos sent to this neighbor. |If unicast Hellos are not
being sent, this MJST be NULL. This is a 16-bit unsigned integer;
if the data nodel uses zero (0) to represent NULL val ues for
unsi gned integers, the data nodel MAY use a different data type
that allows differentiation between zero (0) and NULL.

babel -ucast-hello-interval: The current interval in use for unicast
Hell os sent to this neighbor. Units are centiseconds. This is a
16-bit unsigned integer

babel -rxcost: Reception cost calculated for this neighbor. This
value is usually derived fromthe Hello history, which my be
conbi ned with other data, such as statistics nmaintained by the
link layer. The rxcost is sent to a neighbor in each IHU.  See
[ RFC8966], Section 3.4.3. This is a 16-bit unsigned integer

babel -cost: The link cost, as conputed fromthe values maintained in
the neighbor table: the statistics kept in the neighbor table
about the reception of Hellos and the txcost conmputed from
received | HU packets. This is a 16-bit unsigned integer

3.6. Definition of babel -route- obj

obj ect {
i p- addr ess ro babel -route-prefix;
ui nt ro babel -route-prefix-Iength;
bi nary ro babel -route-router-id;
ref erence ro babel - rout e- nei ghbor;
ui nt ro babel -route-received-netric;
ui nt ro babel -route-cal cul ated-netric;
ui nt ro babel -rout e- seqno;
i p- addr ess ro babel - rout e- next - hop;
bool ean ro babel -route-feasibl e;
bool ean ro babel -rout e-sel ect ed;

} babel -rout e-obj;

babel -route-prefix: Prefix (expressed in |P address format) for
which this route is adverti sed.

babel -route-prefix-length: Length of the prefix for which this route



is adverti sed.

babel -route-router-id: The router-id of the router that originated
this route.

babel - rout e- nei ghbor: Reference to the babel -nei ghbors entry for the
nei ghbor that advertised this route.

babel -route-received-nmetric: The netric with which this route was
advertised by the neighbor, or the maxi mumvalue to indicate the
route was recently retracted and is tenporarily unreachable (see
Section 3.5.4 of [RFC8966]). This netric will be NULL if the
route was not received froma nei ghbor but was generated through
other neans. At |east one of the followi ng MJUST be non- NULL:
babel -rout e-cal cul ated-netric or babel -route-received-netric.
Havi ng both be non-NULL is expected for a route that is received
and subsequently advertised. This is a 16-bit unsigned integer;
if the data nodel uses zero (0) to represent NULL val ues for
unsi gned integers, the data nodel MAY use a different data type
that allows differentiation between zero (0) and NULL.

babel -route-cal cul ated-netric: A calculated nmetric for this route.
How the netric is calculated is inplenmentation specific. The
maxi mum val ue indicates the route was recently retracted and is
tenporarily unreachabl e (see Section 3.5.4 of [RFC8966]). At
| east one of the followi ng MUST be non-NULL: babel -route-
cal cul ated-netric or babel-route-received-nmetric. Having both be
non-NULL is expected for a route that is received and subsequently
advertised. This is a 16-bit unsigned integer; if the data nodel
uses zero (0) to represent NULL val ues for unsigned integers, the
data nodel MAY use a different data type that allows
differentiation between zero (0) and NULL.

babel -rout e-seqno: The sequence nunber with which this route was
advertised. This is a 16-bit unsigned integer.

babel - rout e- next - hop: The next-hop address of this route. This wll
be enpty if this route has no next-hop address.

babel -route-feasible: A Boolean flag indicating whether this route
is feasible, as defined in Section 3.5.1 of [RFC8966]).

babel -route-sel ected: A Boolean flag indicating whether this route
is selected (i.e., whether it is currently being used for
forwarding and is being advertised).

3.7. Definition of babel - mac- key- set - obj

obj ect {
bool ean rw babel - mac-def aul t - appl y;
babel - mac- key- obj rw babel - mac- keys<0. . *>;

} babel - mac- key- set - obj ;

babel - mac-def aul t-apply: A Bool ean flag indicating whether this
object instance is applied to all new babel -interfaces instances

by default. [If "true", this instance is applied to new babel -
interfaces instances at the tine they are created by including it
in the babel-if-mac-key-sets list. |If "false", this instance is

not applied to new babel-interfaces instances when they are
created. An inplenentation MAY choose to expose this paraneter as
read-only ("ro").

babel - mac- keys: A set of babel - mac- key- obj objects.

3.8. Definition of babel - mac- key- obj
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obj ect {

string rw babel - mac- key- nane;

bool ean rw babel - mac- key- use- send;
bool ean rw babel - mac- key-use-verify;
bi nary -- babel - mac- key- val ue;
string rw babel - mac- key-al gorithm
[ operation babel - mac- key-test; ]

} babel - mac- key- obj ;

babel - mac- key-nanme: A uni que nane for this MAC key that can be used
to identify the key in this object instance since the key value is
not allowed to be read. This value MJST NOT be enpty and can only
be provided when this instance is created (i.e., it is not
subsequently witable). The value MAY be auto-generated if not
explicitly supplied when the instance is created.

babel - mac- key-use-send: Indicates whether this key value is used to
compute a MAC and include that MAC in the sent Babel packet. A
MAC for sent packets is conputed using this key if the value is
"true". If the value is "false", this key is not used to conpute
a MAC to include in sent Babel packets. An inplenentation MAY
choose to expose this paraneter as read-only ("ro").

babel - mac- key-use-verify: Indicates whether this key value is used
to verify incom ng Babel packets. This key is used to verify
i ncom ng packets if the value is "true". |If the value is "false",

no MAC is conputed fromthis key for conparison with the MAC in an
i ncom ng packet. An inplenentation MAY choose to expose this
paraneter as read-only ("ro").

babel - mac- key-val ue: The value of the MAC key. An inplenmentation
MUST NOT allow this parameter to be read. This can be done by
al ways providing an enpty string when read, through perm ssions,
or by other neans. This value MJST be provided when this instance
is created and is not subsequently witable. This value is of a
Il ength suitable for the associ ated babel -nnac-key-al gorithm |f
the algorithmis based on the Hashed Message Authenticati on Code
(HVAC) construction [ RFC2104], the length MJST be between 0 and an
upper limt that is at least the size of the output Iength (where
t he "HWVAC- SHA256" output length is 32 octets as described in
[ RFC4868]). Longer |engths MAY be supported but are not necessary
i f the nmanagement systemhas the ability to generate a suitably
random val ue (e.g., by randomly generating a value or by using a
key derivation technique as recommended in the security
considerations in Section 7 of [RFC8967]). |If the algorithmis
"BLAKE2s- 128", the | ength MUST be between 0 and 32 bytes inclusive
as specified by [RFC7693].

babel - mac- key-al gorithm The nanme of the MAC al gorithmused with this
key. The value MJST be the sane as one of the enunerations listed
in the babel -mac-al gorithns paraneter. An inplenentation MAY
choose to expose this paraneter as read-only ("ro").

babel - mac- key-test: An operation that allows the MAC key and MAC
algorithmto be tested to see if they produce an expected outcone.
Input to this operation is a binary string and a cal cul ated MAC
(also in the format of a binary string) for the binary string
The inplenentation is expected to create a MAC over the binary
string using the babel -mac- key-val ue and t he babel - nac- key-
algorithm The output of this operation is a Bool ean indication
that the cal cul ated MAC matched the input MAC (true) or the MACs
did not match (fal se)

Definition of babel-dtls-cert-set-obj

obj ect {
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bool ean rw babel -dt| s-defaul t-apply;
babel -dt | s-cert - obj rw babel -dtls-certs<0..*>
} babel -dtls-cert-set-obj;

babel -dt | s-defaul t-apply: A Boolean flag indicating whether this
object instance is applied to all new babel -interfaces instances

by default. |If "true", this instance is applied to new babel -
interfaces instances at the tine they are created by including it
in the babel-interface-dtls-certs list. |If "false", this instance

is not applied to new babel -interfaces instances when they are
created. An inplenentation MAY choose to expose this paraneter as
read-only ("ro").

babel -dtls-certs: A set of babel-dtls-cert-obj objects. This
contains both certificates for this inplementation to present for
aut hentication and those to accept fromothers. Certificates with
a non-enpty babel -cert-private-key can be presented by this
i npl ementation for authentication

10. Definition of babel-dtls-cert-obj

obj ect {
string rw babel - cert - name;
string rw babel - cert -val ue;
string rw babel -cert-type;
bi nary -- babel -cert-private-key;

} babel -dtls-cert-obj;

babel -cert-name: A unique name for this certificate that can be used
to identify the certificate in this object instance since the
value is too long to be useful for identification. This value
MUST NOT be enpty and can only be provided when this instance is

created (i.e., it is not subsequently witable). The value MAY be
aut o-generated if not explicitly supplied when the instance is
creat ed.

babel -cert-value: The certificate in Privacy-Enhanced Mail (PEM
format [RFC7468]. This value MJST be provided when this instance
is created and is not subsequently witable.

babel -cert-type: The nanme of the certificate type of this object
i nstance. The value MJST be the same as one of the enunerations
listed in the babel -dtls-cert-types paraneter. This value can
only be provided when this instance is created and is not
subsequently witabl e.

babel -cert-private-key: The value of the private key. If this is
non-enpty, this certificate can be used by this inplenmentation to
provide a certificate during DILS handshaking. An inplenentation
MUST NOT allow this parameter to be read. This can be done by
al ways providing an enpty string when read, through perm ssions,
or by other nmeans. This value can only be provided when this
instance is created and is not subsequently witable.

Ext endi ng the I nformati on Mbde

I mpl enent ati ons MAY extend this informati on nodel with other
paraneters or objects. For exanple, an inplenentati on MAY choose to
expose Babel route filtering rules by adding a route filtering object
with parameters appropriate to howroute filtering is done in that

i npl ementation. The precise means used to extend the information
nmodel woul d be specific to the data nodel the inplenentation uses to
expose this infornation.

Security Considerations
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Thi s docunent defines a set of information nodel objects and
paraneters that nmay be exposed and visible fromother devices. Sone
of these information nodel objects and paraneters may be confi gured.
Securing access to and ensuring the integrity of this data is in
scope of and the responsibility of any data nodel derived fromthis

i nformati on nodel. Specifically, any YANG [ RFC7950] data nodel is
expected to define security exposure of the various paraneters, and a
[ TR-181] data nodel will be secured by the nechani sns defined for the
managenent protocol used to transport it.

M sconfiguration (whether unintentional or malicious) can prevent
reachability or cause poor network performance (increased |atency,
jitter, etc.). Msconfiguration of security credentials can cause a
deni al -of -service condition for the Babel routing protocol. The
information in this nodel discloses network topol ogy, which can be
used to mount subsequent attacks on traffic traversing the network.

This informati on nodel defines objects that can allow credentials
(for this device, for trusted devices, and for trusted certificate
authorities) to be added and del eted. Public keys nay be exposed
through this nodel. This nodel requires that private keys and MAC
keys never be exposed. Certificates used by [ RFC8968]

i npl ement ati ons use separate paraneters to nodel the public parts
(including the public key) and the private key.

MAC keys are allowed to be as short as zero length. This is useful
for testing. It is RECOVWENDED t hat network operators follow current
best practices for key Il ength and generation of keys related to the
MAC al gorithm associated with the key. Short (and zero-1length) keys
are highly susceptible to brute-force attacks and therefore SHOULD
NOT be used. See the security considerations as described in
Section 7 of [RFC8967] for additional considerations related to MAC
keys; note that there are sone specific key val ue reconmendations in
the fifth paragraph. It says that if it is necessary to derive keys
from a human-readabl e passphrase, "only the derived keys shoul d be
comruni cated to the routers” and "the original passphrase itself
shoul d be kept on the host used to performthe key generation” (which
woul d be the managenent systemin the case of a renote nmanagenent
protocol). It also recommends that keys "should have a | ength of 32
octets (both for HVAC- SHA256 and BLAKE2s), and be chosen randomi y".

This informati on nodel uses key sets and certification sets to
provi de a neans of grouping keys and certificates. This makes it
easy to use a different set per interface, use the sane set for one
or nmore interfaces, have a default set in case a newinterface is
instanti ated, and change keys and certificates as needed.

I ANA Consi derati ons
Thi s document has no | ANA acti ons.
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