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I ntroduction

Thi s docunent updates the cryptographic algorithmrequirements for

t he Password- Based Message Aut hentication Code (MAC) in the Internet
X. 509 Public Key Infrastructure Certificate Request Message For mat
(CRWF) [RFC4211]. The algorithns specified in [RFC4211] were
appropriate in 2005; however, these algorithns are no | onger

consi dered the best choi ces:

*  HMAC- SHAL1 [HVAC] [SHS] is not broken yet, but there are nuch
stronger alternatives [ RFC6194].

*  DES- MAC [ PKCS11] provides 56 bits of security, which is no | onger
consi dered secure [ W THDRAW .

* Triple-DES-MAC [ PKCS11] provides 112 bits of security, which is
now deprecated [ TRANSI T].

Thi s update specifies algorithns that are nore appropriate today.
CRMWF is defined using Abstract Syntax Notation One (ASN. 1) [X680].
Ter mi nol ogy
The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capital s, as shown here.
Si gnature Key POP
Section 4.1 of [RFC4211] specifies the proof-of-possessi on (POP)
processing. This section is updated to explicitly allow the use of
the PBMACL al gorithm presented in Section 7.1 of [RFC3018].
OLD:
| algld identifies the algorithmused to conpute the MAC value. All
| inplenentations MJST support id-PasswordBasedMAC. The details on
| this algorithmare presented in section 4.4.
NEW
| algld identifies the algorithmused to conpute the MAC value. All
| inplenentations MJST support id-PasswordBasedMAC as presented in
| Section 4.4 of [RFC4211]. Inplenmentations MAY al so support PBMACL
| as presented in Section 7.1 of [RFC8018].
Passwor d- Based Message Aut hentication Code

Section 4.4 of [RFC4211] specifies a Password-Based MAC that relies



4. 1.

4. 2.

4. 3.

on a one-way function to conpute a symetric key fromthe password
and a MAC algorithm This section specifies algorithmrequirenents
for the one-way function and the MAC al gorithm

I ntroduction Paragraph
Add gui dance about limting the use of the password as foll ows:
OLD:

| This MAC al gorithmwas designed to take a shared secret (a

| password) and use it to conmpute a check val ue over a piece of

| information. The assunption is that, wi thout the password, the
| correct check value cannot be conputed. The al gorithm conputes
| the one-way function multiple tinmes in order to slow down any

| dictionary attacks agai nst the password val ue.

NEW

| This MAC al gorithm was designed to take a shared secret (a

| password) and use it to conmpute a check val ue over a piece of

| information. The assunption is that, without the password, the

| correct check val ue cannot be conputed. The al gorithm conputes

| the one-way function multiple times in order to sl ow down any

| dictionary attacks against the password value. The password used
| to conpute this MAC SHOULD NOT be used for any other purpose.

One-Way Function
Change the paragraph describing the "owf" as foll ows:
oLD:

| owf identifies the algorithmand associ ated paraneters used to
| conpute the key used in the MAC process. Al inplenmentations MJST
| support SHA-1.

NEW

| owf identifies the algorithmand associ ated paraneters used to
| conpute the key used in the MAC process. Al inplenmentations MJST
| support SHA-256 [SHS].

Iteration Count
Updat e the gui dance on appropriate iteration count values as follows:
oLD:

| iterationCount identifies the nunmber of times the hash is applied
| during the key conputation process. The iterationCount MJST be a
| mnimumof 100. Many peopl e suggest using values as high as 1000
| iterations as the mnimumvalue. The trade off here is between

| protection of the password fromattacks and the time spent by the
| server processing all of the different iterations in deriving

| passwords. Hashing is generally considered a cheap operation but
| this nmay not be true with all hash functions in the future.

NEW

| iterationCount identifies the nunber of times the hash is applied
| during the key conputation process. The iterationCount MJST be a
|  mnimumof 100; however, the iterati onCount SHOULD be as | arge as
| server performance will allow, typically at |east 10,000 [ DI GALM.
| There is a trade-off between protection of the password from

| attacks and the tine spent by the server processing the



4. 4.

5.

| iterations. As part of that trade-off, an iteration count smaller
| than 10,000 can be used when autonmated generation produces shared
| secrets with high entropy.

MAC Al gorithm
Change the paragraph describing the "mac" as foll ows:
OLD:

| mac identifies the algorithmand associ ated paraneters of the MAC
| function to be used. Al inplenentations MJST support HVAC SHA1l

| [HMAC]. Al inplenentations SHOULD support DES-MAC and Tripl e-

| DES-MAC [ PKCS11].

NEW

| mac identifies the algorithm and associ ated paraneters of the MAC
| function to be used. All inplenentations MIJST support HVAC- SHA256
| [HMAC]. Al inplementations SHOULD support AES- GVAC [ AES] [ GVAC]

| with a 128-bit key.

For convenience, the identifiers for these two algorithns are
repeat ed here.

The ASN.1 algorithmidentifier for HVAC- SHA256 is defined in
[ RFC4231]:

i d- hmacW t hSHA256 OBJECT | DENTIFIER ::= { iso(1) menber-body(2)
us(840) rsadsi (113549) digestAl gorithm(2) 9 }

When this object identifier is used in the ASN. 1 al gorithm
identifier, the paraneters SHOULD be present. Wen present, the
parameters MJUST contain a type of NULL as specified in [ RFC4231].

The ASN.1 algorithmidentifier for AES-GVAC [AES] [GVAC] with a
128-bit key is defined in [ RFC9044]:

i d-aes128- GVAC OBJECT IDENTIFIER ::= { joint-iso-itu-t(2)
country(16) us(840) organization(1l) gov(101) csor(3)
ni st Al gorithn(4) aes(1l) 9 }

VWhen this object identifier is used in the ASN. 1 al gorithm
identifier, the paraneters MJST be present, and the paraneters MJST
contain the GVACParaneters structure as foll ows:

GVACPar anmet ers :: = SEQUENCE ({

nonce CCTET STRI NG

| ength MACLengt h DEFAULT 12 }
MACLength ::= INTEGER (12 | 13 | 14 | 15 | 16)

The GVACPar aneters nonce paranmeter is the GVMAC initialization vector.
The nonce may have any nunber of bits between 8 and (2764)-1, but it
MJUST be a nultiple of 8 bits. Wthin the scope of any GVAC key, the
nonce val ue MUST be unique. A nonce value of 12 octets can be
processed nore efficiently, so that Iength for the nonce value is
RECOMVENDED.

The GVACParaneters |ength paraneter field tells the size of the
message aut hentication code in octets. GVAC supports | engths between
12 and 16 octets, inclusive. However, for use with CRVMF, the maxi num
| ength of 16 octets MJST be used.

| ANA Consi der ati ons



Thi s docunent has no | ANA acti ons.
6. Security Considerations

The security of the Password-Based MAC relies on the number of tines
the hash function is applied as well as the entropy of the shared
secret (the password). Hardware support for hash calculation is
avail abl e at very low cost [PHS], which reduces the protection
provided by a high iterationCount value. Therefore, the entropy of
the password is crucial for the security of the Password-Based MAC
function. |In 2010, researchers showed that about half of the real-
worl d passwords in a | eaked corpus can be broken with |less than 150
mllion trials, indicating a nmedian entropy of only 27 bits [DWVR].

Hi gher entropy can be achi eved by using randomy generated strings.
For exanpl e, assum ng an al phabet of 60 characters, a randomy chosen
password with 10 characters offers 59 bits of entropy, and 20
characters offers 118 bits of entropy. Using a one-tine password

al so increases the security of the MAC, assuming that the integrity-
protected transaction will conplete before the attacker is able to

| earn the password with an offline attack.

Pl ease see [ RFC8018] for security considerations related to PBMACL.

Pl ease see [HMAC] and [SHS] for security considerations related to
HVAC- SHA256.

Pl ease see [AES] and [GVAC] for security considerations related to
AES- GVAC.

Cryptographic algorithms age; they becone weaker with time. As new
cryptanal ysis techni ques are devel oped and conputing capabilities

i mprove, the work required to break a particular cryptographic
algorithmw Il reduce, making an attack on the algorithmnore
feasible for nore attackers. Wiile it is unknown how cryptanal ytic
attacks will evolve, it is certain that they will get better. It is
unknown how nuch better they will becone or when the advances wil |
happen. For this reason, the algorithmrequirenents for CRW are
updated by this specification.

When a Password- Based MAC i s used, inplenentations nmust protect the
password and the MAC key. Conpronise of either the password or the
MAC key may result in the ability of an attacker to underm ne

aut henti cati on.
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