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Abst r act

Thi s docunent specifies the conventions for using the AES- GVAC
Message Authentication Code algorithmwi th the Cryptographi c Message
Syntax (CMB) as specified in RFC 5652.
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1. Introduction

Thi s docunent specifies the conventions for using the AES- GVAC [ AES]



[GCCM Message Aut hentication Code (MAC) algorithmw th the
Crypt ographi ¢ Message Syntax (CMS) [ RFC5652].

Ter mi nol ogy

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capitals, as shown here.

Message Aut hentication Code Al gorithns
Thi s section specifies the conventions enployed by CM5 [ RFC5652]
i npl ementations that support the AES-GVAC [AES] [GCM Message
Aut henti cation Code (MAC) al gorithm

MAC algorithmidentifiers are located in the AuthenticatedData
macAl gorithm fiel d.

MAC val ues are located in the AuthenticatedData nac fi el d.

. 1.  AES-GVAC

The AES- GVAC [ AES] [ GCM Message Aut hentication Code (MAC) al gorithm
uses one of the following algorithmidentifiers in the

Aut henti catedData macAl gorithm field; the choice depends on the size
of the AES key, which is either 128 bits, 192 bits, or 256 bits:

aes OBJECT IDENTIFIER ::={ joint-iso-itu-t(2) country(16) us(840)
organi zation(1) gov(101l) csor(3) nistAlgorithn(4) 1}

i d-aes128- GVAC OBJECT IDENTIFIER ::= { aes 9 }

i d-aes192- GVAC OBJECT IDENTIFIER ::= { aes 29 }

i d- aes256- GVAC OBJECT IDENTIFIER ::= { aes 49 }

For all three of these algorithmidentifier values, the
Al gorithm dentifier paraneters field MJUST be present, and the
paraneters MJST contai n GVACPar anet er s:

GVACPar anmet ers :: = SEQUENCE ({
nonce OCTET STRING -- recommended size is 12 octets
| ength MACLengt h DEFAULT 12 }

MACLength ::= INTEGER (12 | 13 | 14 | 15| 16)

The GVACParaneters nonce field is the GWAC initialization vector.

The nonce may have any nunber of bits between 8 and (2764)-1, but it
MUST be a nultiple of 8 bits. Wthin the scope of any content-

aut henti cati on key, the nonce value MJST be unique. A nonce val ue of
12 octets can be processed nore efficiently, so that length for the

nonce val ue i s RECOMVENDED.

The GQVACParaneters length field tells the size of the nessage

aut hentication code. It MJST match the size in octets of the value
in the AuthenticatedData nmac field. A length of 12 octets is
RECOMVENDED.

I mpl enent ati on Consi derati ons

An inpl enentation of the Advanced Encryption Standard (AES) Gal oi s/
Counter Moyde (GCM authenticated encryption algorithmis specified in
[GCM. An inplenentation of AES-GCM can be used to conpute the GVAC
message aut hentication code by providing the content-authentication



key as the AES key, the nonce as the initialization vector, a zero-

| ength plaintext content, and the content to be authenticated as the
addi tional authenticated data (AAD). The result of the AES-GCM

i nvocation is the AES-GVAC aut hentication code, which is called the
"authentication tag" in some inplenmentations. |In AES-GCM the
encryption step is skipped when no input plaintext is provided,
therefore, no ciphertext is produced.

The DEFAULT and RECOMVENDED val ues in GVACParaneters were selected to
align with the parameters defined for AES-GCM in Section 3.2 of
[ RFC5084] .

ASN. 1 Modul e

The following ASN. 1 nodul e uses the definition for MAC ALGORI THM from
[ RFC5912] .

Crypt ogr aphi cMessageSynt axGVACAI gori t hns
{ iso(1l) menber-body(2) us(840) rsadsi (113549)
pkcs(1l) pkcs-9(9) smine(16) nodul es(0)
i d- nod- aes- gnac-al g-2020(72) }

DEFINITIONS I MPLICI T TAGS :: =
BEG N

-- EXPORTS Al

| MPORTS
Al gorithm dentifier{}, MAC-ALGORI THMV
FROM Al gorithm nformation-2009 -- from [ RFC5912]
{ iso(1l) identified-organization(3) dod(6) internet(1)
security(5) mechani sns(5) pkix(7) id-nmod(0)
i d-nod- al gorithm nformation-02(58)} ;

-- (bject ldentifiers

aes OBJECT IDENTIFIER ::= { joint-iso-itu-t(2) country(16) us(840)
organi zation(1) gov(101) csor(3) nistAlgorithn(4) 1}
i d-aes128- GVAC OBJECT IDENTIFIER ::= { aes 9 }
i d-aes192- GVAC OBJECT IDENTIFIER ::= { aes 29 }
i d- aes256- GVAC OBJECT IDENTIFIER ::= { aes 49 }
-- GVAC Paraneters
GVACPar anmet ers :: = SEQUENCE ({
nonce OCTET STRING -- recommended size is 12 octets
| ength MACLengt h DEFAULT 12 }
MACLength ::= INTEGER (12 | 13 | 14 | 15 | 16)

-- Algorithmldentifiers

maca- aes128- GVAC MAC- ALGORI THM : : = {
| DENTI FI ER i d- aes128- GVAC
PARAMS TYPE GMVACPar aneters ARE required
| S- KEYED- MAC TRUE }

maca- aes192- GVAC MAC- ALGORI THM : : = {
| DENTI FI ER i d- aes192- GVAC
PARAMS TYPE GVACPar aneters ARE required
| S- KEYED- MAC TRUE }

maca- aes256- GVAC MAC- ALGORI THM : : = {



6.

7.

| DENTI FI ER i d- aes256- GVAC
PARAMS TYPE GVACPar aneters ARE required
| S- KEYED- MAC TRUE }

END -- of Cryptographi cMessageSynt axGVACAI gorit hrs
I ANA Consi derati ons
| ANA has registered the object identifier shown in Table 1 in the

"SM Security for SIMME Mdule Identifier (1.2.840.113549.1.9.16.0)"
registry

B oo s ety
| Decimal | Description | References

[ sy ety ety o
| 72 | id-npd-aes-gnmac-al g-2020 | RFC 9044
Fo-m e - - B T I e I +

Table 1
Security Considerations

The CMS provides a method for authenticating data. This docunent
identifies the conventions for using the AES-GVAC algorithmw th the
CVS.

The key managenent techni que enployed to distribute nessage-
aut henti cation keys must itself provide authentication; otherw se,
the content is delivered with integrity froman unknown source.

VWhen nore than two parties share the same nessage-aut hentication key,
data origin authentication is not provided. Any party that knows the
nmessage- aut hentication key can conpute a valid MAC, therefore, the
content could originate fromany one of the parties.

Wthin the scope of any content-authentication key, the AES- GVAC
nonce val ue MJUST be unique. Use of a nonce value nore than once
all ows an attacker to generate valid AES-GVAC aut hentication codes
for arbitrary nessages, resulting in the |l oss of authentication as
descri bed in Appendix A of [CCM.

Wthin the scope of any content-authentication key, the
aut hentication tag | ength (MACLength) MJST be fi xed.

If AES-GVAC is used as a building block in another algorithm(e.g.,
as a pseudorandom function), AES-GVAC MJST be used only one tine by
that algorithm For instance, AES-GVAC MJUST NOT be used as the
pseudor andom functi on for PBKDF2.

When initialization vector (1V) lengths other than 96 bits are used,
the GHASH function is used to process the provided IV, which

i ntroduces a potential for IV collisions. However, IV collisions are
not a concern with CMS AuthenticatedData because a fresh content-

aut hentication key is usually generated for each message.

The probability of a successful forgery is close to 2*(-t), where t
is the nunber of bits in the authentication tag | ength (MACLength*8).
This nearly ideal authentication protection is achieved for CMS

Aut henti cat edData when a fresh content-authentication key is
generated for each nessage. However, the strength of GVAC degrades
slightly as a function of the length of the message being

aut henti cated [ F2005] [ M\W2005]. I npl enentati ons SHOULD use 16-oct et
aut hentication tags for nessages over 2764 octets.

I mpl enent ati ons nmust random y generate nessage-authentication keys.
The use of inadequate pseudorandom nunber generators (PRNGs) to



generate keys can result in little or no security. An attacker may
find it nmuch easier to reproduce the PRNG environnent that produced
the keys, searching the resulting small set of possibilities, rather
than brute-force searching the whol e key space. The generation of
quality random nunbers is difficult. [RFC4086] offers inportant

gui dance in this area.

I mpl enenters should be aware that cryptographic algorithns becone
weaker with tinme. As new cryptanal ysis techniques are devel oped and
computing performance inproves, the work factor to break a particul ar
cryptographic algorithmwll reduce. Therefore, cryptographic

al gorithminpl ementations shoul d be nmodul ar, allow ng new al gorithns
to be readily inserted. That is, inplenmenters should be prepared to
regul arly update the set of algorithns in their inplenentations.

More information is available in BCP 201 [ RFC7696] .
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