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I nt roducti on

TCP is a connection-oriented reliable transport protocol |ayered over
I P [RFCO793]. Each TCP connection nmaintains state, usually in a data
structure called the "TCP Control Block (TCB)". The TCB contains

i nformati on about the connection state, its associated |ocal process,
and feedback paraneters about the connection’s transm ssion
properties. As originally specified and usually inpl enented, npst
TCB information is nmaintai ned on a per-connection basis. Sone

i npl ementations share certain TCB i nfornmati on across connections to
the sane host [RFC2140]. Such sharing is intended to lead to better
overal |l transient performance, especially for nunerous short-lived
and si nul taneous connections, as can be used in the Wrld Wde Wb
and other applications [Be94] [Br02]. This sharing of state is
intended to hel p TCP connections converge to | ong-term behavi or
(assum ng stable application load, i.e., so-called "steady-state")
nmore quickly without affecting TCP interoperability.

Thi s docunment updates RFC 2140’ s discussion of TCB state sharing and
provi des a compl ete replacenment for that document. This state
sharing affects only TCB initialization [ RFC2140] and thus has no
effect on the |ong-term behavior of TCP after a connection has been
established or on interoperability. Path information shared across
SYN destination port nunbers assunes that TCP segnents having the
same host-pair experience the sane path properties, i.e., that
traffic is not routed differently based on port nunbers or other
connection parameters (al so addressed further in Section 8.1). The
observations about TCB sharing in this docunent apply simlarly to
any protocol with congestion state, including the Stream Control
Transmi ssion Protocol (SCTP) [ RFC4960] and the Dat agram Congestion
Control Protocol (DCCP) [RFC4340], as well as to individual subflows
in Miltipath TCP [ RFC8684] .

Conventions Used in This Docunent
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOMMVENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in



BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capitals, as shown here

The core of this docunent describes behavior that is al ready
permitted by TCP standards. As a result, this docunent provides

i nformative gui dance but does not use normative | anguage except when
quoting ot her docunments. Normative |anguage is used in Appendi x C as
exanpl es of requirenents for future consideration

Ter mi nol ogy

The following ternminology is used frequently in this document. Itens
preceded with a "+" may be part of the state maintained as TCP
connection state in the TCB of associ ated connections and are the
focus of sharing as described in this docunent. Note that terns are
used as originally introduced where possible; in sone cases,
direction is indicated with a suffix (_S for send, _R for receive)
and in other cases spelled out (sendcwnd).

+cwnd: TCP congestion w ndow size [ RFC5681]

host: a source or sink of TCP segnents associated with a single IP
addr ess

host-pair: a pair of hosts and their corresponding | P addresses
ISN: Initial Sequence Number

+MVE_R  maxi mum nessage size that can be received, the |argest
recei ved transport payl oad of an |IP datagram[RFC1122]

+MVB_S: nmaxi mum nessage size that can be sent, the | argest
transmtted transport payl oad of an | P datagram [ RFC1122]

path: an Internet path between the | P addresses of two hosts

PCB: protocol control block, the data associated with a protocol as
mai ntai ned by an endpoint; a TCP PCB is called a "TCB"

PLPMTUD: packeti zation-layer path MIU di scovery, a nechani smthat
uses transport packets to di scover the Path Maxi num
Transm ssion Unit (PMIU) [ RFC4821]

+PMIU. largest | P datagramthat can traverse a path [ RFC1191]
[ RFC8201]

PMIUD: path-1ayer MIU di scovery, a nechanismthat relies on | CWP
error nessages to discover the PMIU [ RFC1191] [ RFC8201]

+RTT: round-trip tine of a TCP packet exchange [ RFC0793]

+RTTVAR: variation of round-trip tines of a TCP packet exchange
[ RFC6298]

+rwnd: TCP receive w ndow size [ RFC5681]

+sendcwnd: TCP send-si de congestion wi ndow (cwnd) size [ RFC5681]

+sendMsS:  TCP nmaxi mum segnent size, a value transmitted in a TCP
option that represents the |argest TCP user data payl oad that
can be received [ RFC6691]

+ssthresh: TCP slowstart threshold [ RFC5681]

TCB: TCP Control Block, the data associated with a TCP connection as
mai nt ai ned by an endpoi nt



TCP-AO  TCP Authentication Option [ RFC5925]
TFQO TCP Fast Qpen option [ RFC7413]

+TFO _cooki e: TCP Fast Open cookie, state that is used as part of the
TFO nechani sm when TFO is supported [ RFC7413]

+TFO failure: an indication of when TFO option negotiation failed,
when TFO i s supported

+TFGQ nfo: informati on cached when a TFO connection is established,
whi ch includes the TFO cooki e [ RFC7413]

The TCP Control Bl ock (TCB)

A TCB describes the data associated with each connection, i.e., with
each association of a pair of applications across the network. The
TCB contains at least the follow ng informati on [ RFC0793]:

Local process state

pointers to send and receive buffers
poi nters to retransm ssion queue and current segnent
pointers to Internet Protocol (1P) PCB

Per-connection shared state

macro-state
connection state
timers
flags
| ocal and renote host nunbers and ports
TCP option state
mcro-state
send and receive wi ndow state (size*, current nunber)
congesti on wi ndow si ze (sendcwnd)*
congesti on wi ndow size threshold (ssthresh)*
max w ndow si ze seen*
sendMSS#
MVS_S#
MVS_R#
PMIU#
round-trip time and its variation#

The per-connection information is shown as split into nacro-state and
m cro-state, terminol ogy borrowed from|[Co91]. Macro-state describes
the protocol for establishing the initial shared state about the
connection; we include the endpoi nt nunbers and conponents (timners,
flags) required upon comencenent that are later used to help

mai ntain that state. Mcro-state describes the protocol after a
connection has been established, to maintain the reliability and
congestion control of the data transferred in the connection

We di stinguish two other classes of shared micro-state that are
associated nore with host-pairs than with application pairs. One
class is clearly host-pair dependent (shown above as "#", e.g.,
sendMsS, MM R, MM5 S, PMIU, RTT), because these paraneters are
defined by the endpoint or endpoint pair (of the given exanple:
sendMsS, MM5 R, MM5_S, RITT) or are already cached and shared on that
basis (of the given exanple: PMIU [ RFC1191] [RFC4821]). The other is
host - pair dependent in its aggregate (shown above as "*", e.g.,
congestion wi ndow i nformation, current w ndow sizes, etc.) because
they depend on the total capacity between the two endpoints.

Not all of the TCB state is necessarily shareable. 1In particular,



some TCP options are negotiated only upon request by the application

| ayer, so their use nay not be correlated across connections. O her

options negotiate connection-specific paraneters, which are sinmlarly
not shareable. These are discussed further in Appendix B

Finally, we exclude rwnd fromfurther discussion because its val ue
shoul d depend on the send w ndow size, so it is already addressed by
send wi ndow sharing and is not independently affected by sharing.

5. TCB I nterdependence

There are two cases of TCB interdependence. Tenporal sharing occurs
when the TCB of an earlier (now CLOSED) connection to a host is used
toinitialize sone paraneters of a new connection to that sane host,
i.e., in sequence. Ensenble sharing occurs when a currently active
connection to a host is used to initialize another (concurrent)
connection to that host.

6. Tenporal Sharing

The TCB data cache is accessed in two ways: it is read to initialize
new TCBs and witten when nore current per-host state is available

6. 1. Initialization of a New TCB

TCBs for new connections can be initialized using cached context from
past connections as foll ows:

| Cached TCB | New TCB |
[ oo oo s o}
| old_MVB_S | old_MVB_S or not cached (2)

oo oo +
| old_ MVB R | old MVB R or not cached (2) |
Fom e o m oo +
| old_sendMsS | ol d_sendMsS |
o e e - o e e e e e e e e m o +
| ol d_PMIU | old_PMIU (1) |
oo oo +
| ol d_RTT | ol d_RTT |
Fommm e o m e +
| old_ RTTVAR | ol d_RTTVAR |
o e e - o e e e e e e e e m o +
| old_option | (option specific) |
oo o m o e +
| old ssthresh | old_ssthresh |
Fommm e o m e +
| old_sendcwnd | ol d_sendcwnd |
o e e - o e e e e e e e e m o +

Table 1. Tenporal Sharing - TCB Initialization
(1) Note that PMIU is cached at the IP layer [ RFC1191] [ RFC4821].

(2) Note that sone values are not cached when they are conputed
locally (MM5_R) or indicated in the connection itself (MM S in
the SYN).

Tabl e 2 gives an overview of option-specific information that can be
shared. Additional information on some specific TCP options and
sharing is provided in Appendix B



Tabl e 2: Temporal Sharing -
Option Info Initialization

6.2. Updates to the TCB Cache
During a connection, the TCB cache can be updated based on events of

current connections and their TCBs as they progress over tine, as
shown in Table 3.

[ et ety e ety - s s
| Cached TCB | Current TCB | When? | New Cached TCB |
[ s el oo oo s e e e
| old_MVB_ S | curr_MVB_S | OPEN | curr_MVB_S |
S o m e e e oo - o m e e e oo - o e e e e oo - +
| old_MVB R | curr_MVB_R | OPEN | curr_MVB_R |
R S S o e e e e oo +
| old _sendMsS | curr_sendMsS | MsSopt | curr_sendMsS |
oo oo S Fom e o +
| ol d_PMIU | curr_PMIU | PMIuUD (1) / | curr_PMIU |
| | | PLPMIUD (1) | |
o e e - T S o e e e oo +
| old_RTT | curr_RTT | CLCSE | merge(curr, ol d)

oo Fom e S Fom e +
| old_RTTVAR | curr_RTTVAR | CLOSE | merge(curr,old) |
Fommm e S S Fom e +
| old_option | curr_option | ESTAB | (depends on |
| | | | option) |
R S S o e e e e oo +
| old ssthresh | curr_ssthresh | CLCSE | merge(curr,old) |
oo oo S oo o +
| old_sendcwnd | curr_sendcwnd | CLCSE | nmerge(curr,old) |
S o m e e e oo - o m e e e oo - o e e e e oo - +

Tabl e 3: Tenporal Sharing - Cache Updates
(1) Note that PMIU is cached at the I P layer [ RFC1191] [ RFC4821].

Merge() is the function that conbines the current and previous (ol d)
val ues and may vary for each paranmeter of the TCB cache. The
particular function is not specified in this docunent; exanples

i nclude wi ndowed averages (nmean of the past N values, for some N) and
exponential decay (new = (1-al pha)*old + al pha *new, where alpha is
in the range [0..1]).

Tabl e 4 gives an overview of option-specific information that can be
simlarly shared. The TFO cookie is maintained until the client
explicitly requests it be updated as a separate event.

[ oo oo s oo ey oo o}
| Cached | Current | When? | New Cached |
[ e sy e s ety s el
| old_TFO cookie | old_TFO cookie | ESTAB | ol d_TFO cookie

I I +------- I +
| old TFO failure | old TFO failure | ESTAB | old _TFO failure

I i IR I i IR +----- - I i IR +

Tabl e 4: Tenporal Sharing - Option Info Updates
6.3. Discussion

As noted, there is no particular benefit to caching MV5_S and MV5_R
as these are reported by the local IP stack. Caching sendMsS and



PMIU is trivial; reported values are cached (PMIU at the IP | ayer),
and the nost recent values are used. The cache is updated when the
MBS option is received in a SYN or after PMIUD (i.e., when an | CWv4
Fragnment ati on Needed [ RFC1191] or | CMPv6 Packet Too Big nessage is
recei ved [ RFC8201] or the equivalent is inferred, e.g., as from
PLPMIUD [ RFC4821]), respectively, so the cache always has the nost
recent values from any connection. For sendMsS, the cache is
consulted only at connection establishment and not otherw se updated,
whi ch neans that MSS options do not affect current connections. The
default sendMSS is never saved; only reported MSS val ues update the
cache, so an explicit override is required to reduce the sendMsS
Cached sendMsS affects only data sent in the SYN segment, i.e.,
during client connection initiation or during sinultaneous open; the
MBS of all other segnents are constrained by the val ue updated as
included in the SYN

RTT val ues are updated by fornul ae that nmerge the old and new val ues,
as noted in Section 6.2. Dynamic RTT estimation requires a sequence
of RTT measurenents. As a result, the cached RIT (and its variation)
is an average of its previous value with the contents of the
currently active TCB for that host, when a TCB is closed. RITT val ues
are updated only when a connection is closed. The nethod for nerging
old and current values needs to attenpt to reduce the transient
effects of the new connections.

The updates for RTT, RTTVAR, and ssthresh rely on existing
information, i.e., old values. Should no such val ues exist, the
current val ues are cached i nstead.

TCP options are copied or nmerged depending on the details of each
option. For exanple, TFO state is updated when a connection is
establ i shed and read before establishing a new connection

Sections 8 and 9 discuss conpatibility issues and inplications of
sharing the specific information |isted above. Section 10 gives an
overvi ew of known inpl enmentations.

Most cached TCB val ues are updated when a connection closes. The
exceptions are MVMB_ R and MWMS_S, which are reported by I P [RFC1122];
PMIU, which is updated after Path MIU Di scovery and al so reported by
| P [ RFC1191] [ RFC4821] [RFC8201]; and sendMSS, which is updated if
the MSS option is received in the TCP SYN header.

Sharing sendMsS information affects only data in the SYN of the next
connection, because sendMsS information is typically included in nost
TCP SYN segnents. Caching PMIU can accel erate the efficiency of
PMIUD but can also result in black-holing until corrected if in
error. Caching MM5_R and MV5_S may be of little direct value as they
are reported by the local |IP stack anyway.

The way in which state related to other TCP options can be shared
depends on the details of that option. For exanple, TFO state

i ncludes the TCP Fast Open cookie [RFC7413] or, in case TFO fails, a
negative TCP Fast Open response. RFC 7413 states,

| The client MJUST cache negative responses fromthe server in order
| to avoid potential connection failures. Negative responses

| include the server not acknow edging the data in the SYN, | CwW

| error nmessages, and (nost inportantly) no response (SYN-ACK) from
| the server at all, i.e., connection tinmeout.

TFO nfo is cached when a connection is established.
State related to other TCP options mght not be as readily cached.

For exanple, TCP-AO [ RFC5925] success or failure between a host-pair
for a single SYN destination port m ght be usefully cached. TCP-AO



success or failure to other SYN destination ports on that host-pair
is never useful to cache because TCP-AO security paranmeters can vary
per service.

7. Ensenbl e Sharing

Sharing cached TCB data across concurrent connections requires
attention to the aggregate nature of sone of the shared state. For
exanpl e, although MSS and RTT val ues can be shared by copying, it nmay
not be appropriate to sinply copy congestion w ndow or ssthresh

i nformation; instead, the new values can be a function (f) of the
curmul ati ve val ues and the nunber of connections (N).

7.1. Initialization of a New TCB

TCBs for new connections can be initialized using cached context from
concurrent connections as follows:

[S oo b oo el s s oo el
| Cached TCB | New TCB |
[ sl e et
| old_MVB_S | old_MVB_S |
Fom e Fom e +
| old MVE R | old MVE R |
o e e e o o e e e e e e oo +
| ol d_sendMsS | ol d_sendMsS |
Fom oo Fom oo +
| ol d_PMIU | ol d_PMTU (1) |
Fom e Fom e +
| old _RTT | old _RTT |
o e e e o o e e e e e e oo +
| ol d_RTTVAR | ol d_RTTVAR |
Fom oo Fom oo +
| sum(old ssthresh) | f(sun(old_ssthresh), N |
Fom oo Fom e +
| sum(ol d_sendcwnd) | f(sum(old_sendcwnd), N) |
o e e e o o e e e e e e oo +
| old_option | (option specific) |
Fom e o m e +

Tabl e 5: Ensenble Sharing - TCB Initialization
(1) Note that PMIU is cached at the IP layer [RFC1191] [ RFC4821].

In Table 5, the cached sum() is a total across all active connections
because these paraneters act in aggregate; sinmlarly, f() is a
function that updates that sum based on the new connection’s val ues,
represented as "N'.

Table 6 gives an overview of option-specific information that can be
simlarly shared. Again, the TFO cookie is updated upon explicit
client request, which is a separate event.

[ el s oo
| Cached | New |
+o-oooooooooooooooo4 o= =+
| old TFO cookie | old _TFO cookie |
I I I I +
| old TFO failure | old_TFO failure |
I I I I I I +

Tabl e 6: Ensenble Sharing -
Option Info Initialization

7.2. Updates to the TCB Cache



During a connection, the TCB cache can be updated based on changes to
concurrent connections and their TCBs, as shown bel ow

B b ool oo sl oo
| Cached TCB | Current TCB | When? | New Cached TCB |
[ el s e ool s el
| old_MVB S | curr_MVB_S | OPEN | curr_MVB_S |
o e oo - R M R +
| old_MVB R | curr_MVB R | OPEN | curr_MVB R |
I T IR IRy +
| old_sendMsS | curr_sendMsS | MsSopt | curr_sendMsS |
o e e e e o - Fom e e e oo - o m e e e - o e e e e e o +
| ol d_PMIU | curr_PMIU | PMIub+ /| curr_PMIU |
| | | PLPMIUD+ | |
- . S I I +
| old RTT | curr_ RTT | update | rtt_update(old,

I I I | curr) I
o e e e e o - Fom e e e oo - o m e e e - o e e e e e o +
| old_RTTVAR | curr_RTTVAR | update | rtt_update(old,

I I I | curr) I
- . S I IRy +
| old ssthresh | curr_ssthresh | update | adjust sum as |
| | | | appropriate |
o e e e e o - Fom e e e oo - o m e e e - o e e e e e o +
| old_sendcwnd | curr_sendcwnd | update | adjust sum as |
| | | | appropriate |
- . S I +
| old_option | curr_option | (depends) | (option |
| | | | specific) |
o e e e e o - Fom e e e oo - o m e e e - o e e e e e o +

Tabl e 7: Ensenbl e Sharing - Cache Updates
+ Note that the PMIU is cached at the IP |layer [RFCL1191] [ RFC4821].
In Table 7, rtt_update() is the function used to conbine old and
current values, e.g., as a w ndowed average or exponentially decayed
aver age.

Tabl e 8 gives an overview of option-specific information that can be
simlarly shared.

B ety el e s sty
| Cached | Current | When? | New Cached |
R ey ey ——p—j—_— plp—j—_———— iy ———————
| old TFO cookie | old TFO cookie | ESTAB | ol d _TFO cookie |
I i IR I i IR +----- - I i IR +
| old TFO failure | old_TFO failure | ESTAB | ol d_TFO failure

I e I T I e I T +------- I e I T +

Tabl e 8: Ensenble Sharing - Option Info Updates
7.3. Discussion

For ensenbl e sharing, TCB information should be cached as early as
possi bl e, sonetines before a connection is closed. Oherw se,
openi ng multiple concurrent connections nmay not result in TCB data
sharing if no connection closes before others open. The anount of
work involved in updating the aggregate average should be m ninized,
but the resulting value should be equivalent to having all val ues
measured within a single connection. The function "rtt_update" in
Table 7 indicates this operation, which occurs whenever the RTT woul d
have been updated in the individual TCP connection. As a result, the
cache contains the shared RTT vari abl es, which no | onger need to
reside in the TCB



Congestion w ndow size and ssthresh aggregation are nore conplicated
in the concurrent case. Wen there is an ensenbl e of connections, we
need to deci de how that ensenbl e woul d have shared these vari abl es,
in order to derive initial values for new TCBs.

Sections 8 and 9 discuss conpatibility issues and inplications of
sharing the specific information |isted above.

There are several ways to initialize the congestion windowin a new
TCB anong an ensenbl e of current connections to a host. Current TCP
i mpl ementations initialize it to 4 segnents as standard [ RFC3390] and
10 segments experinentally [RFC6928]. These approaches assune that
new connections shoul d behave as conservatively as possible. The

al gorithm described in [Bal2] adjusts the initial cwnd dependi ng on
the cwnd val ues of ongoing connections. It is also possible to use
sharing mechani sms over long tinmescales to adapt TCP's initial w ndow
automatically, as described further in Appendix C

8. Issues with TCB Information Sharing

Here, we discuss various types of problens that may arise with TCB
i nformation sharing

For the congestion and current wi ndow information, the initial val ues
comput ed by TCB i nterdependence nmay not be consistent with the | ong-
term aggregate behavi or of a set of concurrent connections between
the sane endpoints. Under conventional TCP congestion control, if
the congestion wi ndow of a single existing connection has converged
to 40 segnents, two newly joining concurrent connections will assune
initial w ndows of 10 segnents [RFC6928] and the existing
connection’s window will not decrease to accommobdate this additiona
| oad. As a consequence, the three connections can nutually
interfere. One exanple of this is seen on | ow bandwi dt h, hi gh-del ay
i nks, where concurrent connections supporting Web traffic can
collide because their initial wi ndows were too | arge, even when set
at 1 segnent.

The authors of [Hul2] recommend cachi ng ssthresh for tenporal sharing
only when flows are long. Sone studies suggest that sharing ssthresh
bet ween short flows can deteriorate the perfornmance of individua
connections [Hul2] [Dul6], although this may benefit aggregate

net wor k perf or mance.

8.1. Traversing the Same Network Path

TCP is sonetinmes used in situations where packets of the sane host-
pair do not always take the sane path, such as when connecti on-
specific paranmeters are used for routing (e.g., for |oad bal ancing).
Multipath routing that relies on exam ning transport headers, such as
ECMP and Link Aggregation G oup (LAG [RFC7424], may not result in
repeat abl e path sel ecti on when TCP segnents are encapsul at ed,
encrypted, or altered -- for exanple, in sone Virtual Private Network
(VPN) tunnels that rely on proprietary encapsulation. Sinilarly,
such approaches cannot operate determ nistically when the TCP header
is encrypted, e.g., when using |IPsec Encapsul ati ng Security Payl oad
(ESP) (although TCB interdependence anong the entire set sharing the
sanme endpoint | P addresses shoul d work w thout problens when the TCP
header is encrypted). Measures to increase the probability that
connections use the sane path could be applied; for exanple, the
connections could be given the sane 1 Pv6 flow | abel [RFC6437]. TCB

i nt erdependence can al so be extended to sets of host |IP address pairs
that share the sanme network path conditions, such as when a group of
addresses is on the sane LAN (see Section 9).

Traversing the sane path is not inportant for host-specific
information (e.g., rwnd), TCP option state (e.g., TFG nfo), or for
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information that is already cached per-host (e.g., path MIU). Wen
TCB information is shared across different SYN destination ports,
pat h-rel ated i nformati on can be incorrect; however, the inpact of
this error is potentially dimnished if (as discussed here) TCB
sharing affects only the transient event of a connection start or if
TCB information is shared only within connections to the same SYN
destination port.

In the case of tenporal sharing, TCB information could al so becone
invalid over tine, i.e., indicating that although the path remains
the same, path properties have changed. Because this is simlar to
the case when a connection becones idle, mechanisns that address idle
TCP connections (e.g., [RFC7661]) could also be applied to TCB cache
managenent, especially when TCP Fast Open is used [ RFC7413].

St at e Dependence

There may be additional considerations to the way in which TCB

i nt erdependence rebal ances congesti on feedback anong the current
connections. For exanple, it nay be appropriate to consider the

i npact of a connection being in Fast Recovery [ RFC5681] or sone other
sim |l ar unusual feedback state that could inhibit or affect the

cal cul ati ons descri bed herein.

Problems with Sharing Based on | P Address

It can be wong to share TCB i nfornati on between TCP connections on
the sane host as identified by the IP address if an |P address is
assigned to a new host (e.g., |P address spinning, as is used by | SPs
to inhibit running servers). It can be wong if Network Address
Transl ation (NAT) [RFC2663], Network Address and Port Transl ation
(NAPT) [ RFC2663], or any other |IP sharing nechanismis used. Such
mechani sns are less likely to be used with IPv6. Qher nmethods to
identify a host could al so be considered to make correct TCB sharing
more likely. Moreover, some TCB information is about domi nant path
properties rather than the specific host. |P addresses may differ
yet the relevant part of the path nmay be the sane.

I mplications

There are several inplications to incorporating TCB interdependence
in TCP inmplenentations. First, it may reduce the need for
application-layer multiplexing for performance enhancement [RFC7231].
Protocols |ike HTTP/ 2 [ RFC7540] avoid connection re-establishnent
costs by serializing or nultiplexing a set of per-host connections
across a single TCP connection. This avoids TCP s per-connection
OPEN handshake and al so avoi ds reconputing the MSS, RTT, and
congesti on wi ndow val ues. By avoiding the so-called "slowstart
restart”, performance can be optim zed [Hu0l1]. TCB interdependence
can provide the "slowstart restart avoi dance" of nulti pl exing,

wi thout requiring a multiplexing nmechanismat the application |ayer

Like the initial version of this docunment [RFC2140], this update’'s
approach to TCB i nterdependence focuses on sharing a set of TCBs by
updating the TCB state to reduce the inpact of transients when
connections begin, end, or otherw se significantly change state.

O her nmechani sms have since been proposed to continuously share

i nformati on between all ongoi ng communi cation (including
connectionl ess protocol s) and update the congestion state during any
congestion-rel ated event (e.g., timeout, loss confirmation, etc.)

[ RFC3124]. By dealing exclusively with transients, the approach in
this docunment is nore likely to exhibit the "steady-state" behavior
as unnodi fi ed, independent TCP connecti ons.

Layeri ng
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TCB i nt erdependence pushes sone of the TCP inplenentation fromits
typical placenent solely within the transport layer (in the ISO
nodel ) to the network layer. This acknow edges that some conponents
of state are, in fact, per-host-pair or can be per-path as indicated
solely by that host-pair. Transport protocols typically manage per-
appl i cation-pair associations (per strean), and network protocols
manage per-host-pair and path associations (routing). Round-trip
time, MSS, and congestion information could be nore appropriately
handl ed at the network | ayer, aggregated anpbng concurrent
connections, and shared across connection instances [RFC3124].

An earlier version of RIT sharing suggested inplenmenting RTT state at
the 1P layer rather than at the TCP layer. CQur observations describe
sharing state anong TCP connecti ons, which avoids sone of the
difficulties in an I P-layer solution. One such problemof an |P-

| ayer solution is deternining the correspondence between packet
exchanges using | P header information al one, where such
correspondence is needed to conpute RTT. Because TCB sharing
computes RTTs inside the TCP | ayer using TCP header information, it
can be inplemented nore directly and sinply than at the IP | ayer

This is a case where information should be conputed at the transport
| ayer but could be shared at the network |ayer

2. Oher Possibilities

Per-host-pair associations are not the limt of these techniques. It
is possible that TCBs could be simlarly shared between hosts on a
subnet or within a cluster, because the predom nant path can be
subnet - subnet rather than host-host. Additionally, TCB

i nt erdependence can be applied to any protocol with congestion state,
i ncludi ng SCTP [ RFC4960] and DCCP [ RFC4340], as well as to individua
subflows in Miultipath TCP [ RFC8684].

There may be other information that can be shared between concurrent
connections. For exanple, know ng that another connection has just
tried to expand its w ndow size and failed, a connection may not
attenpt to do the same for sonme period. The idea is that existing
TCP i npl enentations infer the behavior of all conpeting connections,
including those within the sanme host or subnet. One possible
optinmization is to nake that inplicit feedback explicit, via extended
i nformati on associated with the endpoint |IP address and its TCP

i npl ement ati on, rather than per-connection state in the TCB

Thi s docunent focuses on sharing TCB i nformati on at connection
initialization. Subsequent to RFC 2140, there have been nunerous
approaches that attenpt to coordinate ongoi ng state across concurrent
connections, both within TCP and ot her congestion-reactive protocols,
whi ch are summarized in [1s18]. These approaches are nore conplex to
i npl ement, and their conparison to steady-state TCP equi val ence can
be nore difficult to establish, sonetines intentionally (i.e., they
sonetines intend to provide a different kind of "fairness" than
energes from TCP operation).

I mpl enent ati on Cbservati ons

The observation that sone TCB state is host-pair specific rather than
application-pair dependent is not new and is a conmpn engi neeri ng
decision in layered protocol inplenentations. Although now
deprecated, T/ TCP [RFC1644] was the first to propose using caches in
order to maintain TCB states (see Appendi x A).

Table 9 describes the current inplenentation status for TCB tenpora
sharing in Wndows as of Decenber 2020, Apple variants (nmacGCs, iCS,
i PadCs, tv0S, and watchOS) as of January 2021, Linux kernel version
5.10.3, and FreeBSD 12. Ensenble sharing is not yet inplenmented.
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[5 peemesfommsbumsbesoe b esos s esoe s fes s os s oss s os s es s es e es s os s ese s s s ps s pe
| TCB data | Status |
[§ s oo e s s s s s s s s s s s e e s e s s e s s s s s
| old MVB S | Not shared |
o e e o - o m m e e e e e e e e e e e e e e e e eo— oo - +
| old_MVB R | Not shared |
o e e - T +
| old_sendMSS | Cached and shared in Apple, Linux (MSS)
oo s o m m e e e e e e e e e e e e e e e eeee— oo +
| old_PMIU | Cached and shared in Apple, FreeBSD, |
| | W ndows (PMIU) |
S o e e e e e e e e e e e e e e e e e e e e memao o +
| old_RTT | Cached and shared in Apple, FreeBSD,

| | Linux, Wndows |
oo s o m m e e e e e e e e e e e e e e e eeee— oo +
| old RTTVAR | Cached and shared in Apple, FreeBSD, |
| | W ndows |
S o e e e e e e e e e e e e e e e e e e e e memao o +
| old_ TFG nfo | Cached and shared in Apple, Linux, |
| | W ndows |
oo s o m m e e e e e e e e e e e e e e e eeee— oo +
| old_sendcwnd | Not shared |
o e e o - o m m e e e e e e e e e e e e e e e e eo— oo - +
| old_ssthresh | Cached and shared in Apple, FreeBSD*, |
| | Li nux* |
R T +
| TFO failure | Cached and shared in Apple |
oo s o m e e e e e e e e e e e e e e e e eeoe—o - +

Tabl e 9: KNOMWN | MPLEMENTATI ON STATUS

* Note: In FreeBSD, new ssthresh is the mean of curr_ssthresh and
its previous value if a previous value exists; in Linux, the
cal cul ation depends on state and is max(curr_cwnd/ 2, ol d_ssthresh)
in nost cases.

In Table 9, "Apple" refers to all Apple CSes, i.e., macOS (desktop/
| aptop), iOS (phone), iPadOS (tablet), tvOos (video player), and

wat chOS (smart watch), which all share the sane I nternet protocol
st ack.

Changes Conpared to RFC 2140

Thi s docunent updates the description of TCB sharing in RFC 2140 and

its associated inpact on existing and new connection state, providing
a conplete replacenent for that docunment [RFC2140]. It clarifies the
previ ous description and term nol ogy and extends the mechanismto its
i mpact on new protocols and nechani sns, including rmultipath TCP, Fast
Open, PLPMIUD, NAT, and the TCP Authentication Option.

The detailed inpact on TCB state addresses TCB paraneters with
greater specificity. It separates the way MSS is used in both send
and receive directions, it separates the way both of these MSS val ues
differ fromsendMsS, it adds both path MU and ssthresh, and it
addresses the inmpact on state associated with TCP opti ons.

New sections have been added to address conpatibility issues and

i npl ement ati on observations. The relation of this work to T/ TCP has
been noved to Appendi x A (which describes the history to TCB shari ng)
partly to reflect the deprecation of that protocol

Appendi x C has been added to discuss the potential to use tenpora
sharing over long tinmescales to adapt TCP's initial w ndow
automatically, avoiding the need to periodically revise a single
gl obal constant val ue.
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Finally, this docunent updates and significantly expands the
referenced literature.

Security Considerations

These presented inpl ementati on nmet hods do not have additiona

ram fications for direct (connection-aborting or information-
injecting) attacks on individual connections. Individua

connecti ons, whether using sharing or not, also nay be susceptible to
deni al - of -service attacks that reduce performance or conpletely deny
connections and transfers if not otherw se secured.

TCB sharing may create additional denial-of-service attacks that

af fect the performance of other connections by polluting the cached
informati on. This can occur across any set of connections in which
the TCB is shared, between connections in a single host, or between
hosts if TCB sharing is inplenented within a subnet (see
"I'mplications" (Section 9)). Sone shared TCB paraneters are used
only to create new TCBs; others are shared anong the TCBs of ongoing
connections. New connections can join the ongoing set, e.g., to
optinize send wi ndow size anbng a set of connections to the sane
host. PMIU is defined as shared at the IP layer and is already
susceptible in this way.

Options in client SYNs can be easier to forge than conplete, two-way
connections. As a result, their values may not be safely
incorporated in shared values until after the three-way handshake
conpl et es.

Attacks on paraneters used only for initialization affect only the
transi ent performance of a TCP connection. For short connections,
the performance ramfication can approach that of a denial-of-service
attack. For exanple, if an application changes its TCB to have a

fal se and small wi ndow size, subsequent connections will experience
performance degradation until their wi ndow grows appropriately.

TCB sharing reuses and m xes information from past and current
connections. Although reusing information could create a potenti al
for fingerprinting to identify hosts, the m xing reduces that
potential. There has been no evidence of fingerprinting based on
this technique, and it is currently considered safe in that regard.
Further, information about the performance of a TCP connection has
not been considered as private.

I ANA Consi derations
Thi s docunent has no | ANA acti ons.
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TCB Sharing History

T/ TCP proposed using caches to nmaintain TCB i nformati on across
i nstances (tenporal sharing), e.g., snoothed RTT, RTT variation,
congesti on-avoi dance threshol d, and MSS [ RFC1644]. These val ues were



in addition to connection counts used by T/ TCP to accel erate data
delivery prior to the full three-way handshake during an OPEN. The
goal was to aggregate TCB conponents where they reflect one
association -- that of the host-pair rather than artificially
separati ng those conponents by connecti on.

At | east one T/ TCP inpl enentati on saved the MSS and aggregated the
RTT paraneters across multiple connections but omtted caching the
congestion wi ndow i nformation [Br94], as originally specified in

[ RFC1379]. Some T/ TCP inplenentations i medi ately updated MSS when
the TCP MSS header option was received [Br94], although this was not
addressed specifically in the concepts or functional specification

[ RFC1379] [RFC1644]. In later T/TCP inplenentations, RTT values were
updated only after a CLOSE, which does not benefit concurrent
sessi ons.

Tenmporal sharing of cached TCB data was originally inplenented in the
Sun OS 4.1.3 T/ TCP extensions [Br94] and the FreeBSD port of same
[FreeBSD]. As nentioned before, only the MSS and RTT parameters were
cached, as originally specified in [ RFC1379]. Later discussion of T/
TCP suggested including congestion control paraneters in this cache;
for exanple, Section 3.1 of [RFC1644] hints at initializing the
congestion wi ndow to the old w ndow size.
Appendi x B. TCP Option Sharing and Cachi ng

In addition to the options that can be cached and shared, this neno
al so lists known TCP options [I ANA] for which state is unsafe to be
kept. This list is not intended to be authoritative or exhaustive.
bsol ete (unsafe to keep state):

Echo

Echo Reply

Partial Oder Connection Permtted

Partial Order Service Profile

CcC

CC. NEW

CC. ECHO

TCP Al ternate Checksum Request

TCP Al ternate Checksum Dat a
No state to keep:

End of Option List (EQ)

No- Oper ati on ( NOP)

W ndow Scal e (\WB)

SACK

Ti mestamps (TS)

MD5 Signature Option

TCP Aut hentication Option (TCP-AO



RFC3692-styl e Experinent 1
RFC3692- styl e Experinent 2
Unsafe to keep state:
Skeeter (DH exchange, known to be vul nerabl e)
Bubba (DH exchange, known to be vul nerable)
Trail er Checksum Option
SCPS capabilities
Sel ective Negative Acknow edgenents (S NACK)
Records Boundari es
Corruption experienced
SNAP
TCP Conpression Filter
Qui ck- Start Response
User Tinmeout Option (UTO

Mul tipath TCP (MPTCP) negotiation success (see bel ow for
negoti ation failure)

TCP Fast Open (TFO negotiation success (see bel ow for negotiation
failure)

Saf e but optional to keep state:

Mul tipath TCP (MPTCP) negotiation failure (to avoid negotiation
retries)

Maxi mum Segnent Size (MSS)

TCP Fast Open (TFO negotiation failure (to avoid negotiation
retries)

Saf e and necessary to keep state:
TCP Fast Open (TFO Cookie (if TFO succeeded in the past)
Appendi x C. Automating the Initial Wndow in TCP over Long Ti nmescal es
C.1. Introduction

Temporal sharing, as described earlier in this docunent, builds on
the assunption that multiple consecutive connections between the same
host-pair are somewhat |likely to be exposed to simlar environnent
characteristics. The stored information can becone | ess accurate
over time and suitabl e precautions should take this aging into
consideration (this is discussed further in Section 8.1). However,
there are also cases where it can make sense to track these val ues
over |onger periods, observing properties of TCP connections to
gradual Iy influence evolving trends in TCP paraneters. This appendi x
descri bes an exanple of such a case.

TCP' s congestion control algorithmuses an initial w ndow value (I'W
both as a starting point for new connections and as an upper linit
for restarting after an idle period [ RFC5681] [RFC7661]. This val ue
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has evol ved over time; it was originally 1 maxi num segnment size (MSS)
and increased to the lesser of 4 MSSs or 4,380 bytes [ RFC3390]

[ RFC5681]. For a typical Internet connection with a maxi num

transm ssion unit (MrU) of 1500 bytes, this permts 3 segnents of

1, 460 bytes each.

The IWvalue was originally inplied in the original TCP congestion
control description and docunmented as a standard in 1997 [ RFC2001]
[Ja88]. The value was updated in 1998 experinentally and noved to
the Standards Track in 2002 [RFC2414] [RFC3390]. 1In 2013, it was

experinentally increased to 10 [ RFC6928].

Thi s appendi x di scusses how TCP can objectively neasure when an IWis
too large and that such feedback shoul d be used over |ong tinescal es

to adjust the IWautomatically. The result should be safer to depl oy
and nmight avoid the need to repeatedly revisit |Wover tine.

Note that this nechanismattenpts to make the | Wnore adaptive over
time. It can increase the |Wbeyond that which is currently
recomended for w de-scal e deploynent, so its use should be carefully
noni t or ed.

Desi gn Consi derati ons

TCP's I Wval ue has existed statically for over two decades, so any
solution to adjusting the IWdynam cally should have simlarly
stabl e, non-invasive effects on the performance and conpl exity of

TCP. In order to be fair, the IWshould be sinilar for nost nachines
on the public Internet. Finally, a desirable goal is to develop a
self-correcting algorithmso that | Wval ues that cause network

probl ens can be avoided. To that end, we propose the follow ng
desi gn goal s:

* |npart little to no inpact to TCP in the absence of loss, i.e., it
shoul d not increase the conplexity of default packet processing in
the normal case.

* Adapt to network feedback over |long tinescal es, avoiding val ues
that persistently cause network problens.

* Decrease the IWin the presence of sustained | oss of |Wsegnents,
as determ ned over a nunber of different connections.

* |Increase the IWin the absence of sustained | oss of | Wsegnents,
as determ ned over a nunber of different connections.

* (Qperate conservatively, i.e., tend towards | eaving the IWthe sanme
in the absence of sufficient information, and give greater
consideration to | Wsegnment | oss than | Wsegment success.

We expect that, wi thout other context, a good IWalgorithmwll
converge to a single value, but this is not required. An endpoint
with additional context or information, or deployed in a constrained
environment, can always use a different value. In particular,

i nformati on from previ ous connections, or sets of connections with a
simlar path, can already be used as context for such decisions (as
noted in the core of this docunent).

However, if a given | Wval ue persistently causes packet |oss during
the initial burst of packets, it is clearly inappropriate and could
be induci ng unnecessary | oss in other conpeting connections. This
m ght happen for sites behind very slow boxes with small buffers,
which may or may not be the first hop

Proposed | WAl gorithm



Below is a sinple description of the proposed IWalgorithm It
relies on the follow ng paraneters

* MnlW= 3 MSS or 4,380 bytes (as per [RFC3390])
*  MaxIW= 10 MSS (as per [RFC6928])

* Ml Decr = 0.5

* Addlncr = 2 MSS

*  Threshold = 0.05

We assune that the minimumIW(MnlW should be as currently
specified as standard [ RFC3390]. The maxi mum IW (MaxI W can be set
to a fixed value (we suggest using the experinental and now sonmewhat
de facto standard in [RFC6928]) or set based on a schedule if trusted
time references are available [A 10]; here, we prefer a fixed val ue.
We al so propose to use an Additive Increase Miultiplicative Decrease
(AIMD) algorithm wth increase and decreases as noted.

Al t hough these paraneters are sonewhat arbitrary, their initial

val ues are not inportant except that the algorithmis Al MD and the
Maxl W shoul d not exceed that recommended for other systems on the
Internet (here, we selected the current de facto standard rather than
the actual standard). Current proposals, including default current
operation, are degenerate cases of the algorithmbelow for given
paraneters, notably MilDec = 1.0 and Addlncr = 0 MSS, thus disabling
the automatic part of the algorithm

The proposed algorithmis as foll ows:
1. On boot:

IW= MaxIW # assune this is in bytes and indicates an integer
# multiple of 2 MSS (an even nunmber to support
# ACK conpressi on)

2. Upon starting a new connection

CWD = | W
conncount ++;
| Whot checked = 1; # true

3. During a connection’s SYN-ACK processing, if SYN-ACK includes ECN
(as simlarly addressed in Section 5 of ECN++ for TCP [ Ba20]),
treat as if the IWis too |arge:

if (IWwhotchecked && (synackecn == 1)) {
| osscount ++;
| Wiot checked = 0; # never check again

}

4. During a connection, if retransm ssion occurs, check the seqno of
the out goi ng packet (in bytes) to see if the re-sent segnent
fixes an I WI oss:

if (Retransmitting & | Whotchecked && ((segno - ISN) < IW)) {
| osscount ++;
| Whot checked = 0; # never do this entire "if" again

} else {
| Whot checked

}

5. Once every 1000 connections, as a separate process (i.e., not as
part of processing a given connection):

0; # you' re beyond the I Wso stop checking



i f (conncount > 1000) {
i f (losscount/conncount > threshold) {
# the nunber of connections with errors is too high
IW= IW* Ml Decr;
} else {
IW= I W+ AddI ncr;
}

}

As presented, this algorithmcan yield a fal se positive when the
sequence nunber waps around, e.g., the code m ght increnent

| osscount in step 4 when no | oss occurred or fail to increnent

| osscount when a loss did occur. This can be avoi ded using either
Protecti on Agai nst Wapped Sequences (PAWS) [ RFC7323] context or

i nternal extended sequence nunber representations (as in TCP

Aut hentication Option (TCP-AO [RFC5925]). Alternately, false
positives can be tol erated because they are expected to be infrequent
and thus will not significantly inpact the al gorithm

A nunber of additional constraints need to be inposed if this
mechanismis inplenented to ensure that it defaults to val ues that
comply with current Internet standards, is conservative in how it
ext ends those values, and returns to those values in the absence of
positive feedback (i.e., success). To that end, we recomend the
following list of exanple constraints:

* The automatic IWalgorithm MUST initialize MaxlWa value no | arger
than the currently recommended Internet default in the absence of
ot her context information

Thus, if there are too few connections to make a decision or if
there is otherwise insufficient information to increase the I|W
then the Maxl Wdefaults to the current recomended val ue.

* An inplenentation MAY all ow the Maxl Wto grow beyond the currently
recomrended Internet default but not nmore than 2 segnents per
cal endar year.

Thus, if an endpoint has a persistent history of successfully
transmtting | Wsegnents without loss, then it is allowed to probe
the Internet to determine if larger | Wvalues have simlar

success. This probing is limted and requires a trusted tine
source; otherw se, the Maxl Wremai ns const ant.

* An inplementation MUST adjust the | Wbhased on | oss statistics at
| east once every 1000 connecti ons.

An endpoint needs to be sufficiently reactive to | WI oss.

* An inplenentation MJST decrease the Wby at |east 1 MSS when
i ndi cated during an eval uation interval

An endpoint that detects | oss needs to decrease its Wby at | east
1 MSS; otherwise, it is not participating in an automatic reactive
al gorithm

* An inplenentation MJST increase by no nore than 2 MsSs per
eval uation interval

An endpoi nt that does not experience |WIloss needs to probe the
network incrementally.

* An inplenentation SHOULD use an IWthat is an integer multiple of
2 MSSs.



The IWshould remain a multiple of 2 MSS segnments to enabl e
efficient ACK conpression w thout incurring unnecessary tinmeouts.

* An inplementati on MIST decrease the IWif nore than 95% of
connections have | W] osses.

Again, this is to ensure an inplenmentation is sufficiently
reactive

* An inplenentation MAY group | Wvalues and statistics within
subsets of connections. Such groupi ng MAY use any information
about connections to form groups except |oss statistics.

There are some TCP connections that might not be counted at all, such
as those to/from | oopback addresses or those within the sane subnet
as that of a local interface (for which congestion control is
somet i nes di sabl ed anyway). This may al so include connections that
term nate before the IWis full, i.e., as a separate check at the
time of the connection closing.

The period over which the IWis updated is intended to be a |ong
tinmescale, e.g., a nonth or so, or 1,000 connections, whichever is

I onger. An inplenentation mght check the IWonce a nonth and sinply
not update the IWor clear the connection counts in nmonths where the
nunber of connections is too small.

C. 4. Discussion

There are nunerous parameters to the above algorithmthat are
compliant with the given requirenents; this is intended to all ow
variation in configuration and inplenmentation while ensuring that all
such algorithns are reactive and safe.

This algorithmcontinues to assunme segnents because that is the basis
of nmost TCP inplenentations. 1t mght be useful to consider revising
the specifications to allow byte-based congestion given sufficient
experi ence.

The al gorithm checks for IWIlosses only during the first |Wafter a
connection start; it does not check for IWIlosses el sewhere the IWis
used, e.g., during slowstart restarts.

* An inplenentation MAY detect |IWIosses during slowstart restarts
in addition to | osses during the first IWof a connection. In
this case, the inplenentation MJST count each restart as a
"connection" for the purposes of connection counts and periodic
rechecki ng of the IWval ue.

Fal se positives can occur during sonme kinds of segment reordering,
e.g., that mght trigger spurious retransm ssions even without a true
segnent | oss. These are not expected to be sufficiently conmon to
domi nate the algorithmand its concl usions.

Thi s mechani sm does require additional per-connection state, which is
currently common in sone inplenentations and is useful for other
reasons (e.g., the ISNis used in TCP-AO [ RFC5925]). The mechani sm
in this appendi x al so benefits from persistent state kept across
reboots, which would al so be useful to other state sharing nechani sns
(e.g., TCP Control Block Sharing per the nain body of this docunent).

The receive window (rwnd) is not involved in this calculation. The
size of rwnd is determ ned by receiver resources and provi des space
to accommodat e segnment reordering. Also, rwnd is not involved with
congestion control, which is the focus of the way this appendix
manages the |W



C.5. (bservations

The IWmay not converge to a single global value. It also nay not
converge at all but rather nay oscillate by a few MsSs as it
repeatedly probes the Internet for larger IW and fails. Both
properties are consistent with TCP behavi or during each individual
connecti on.

Thi s nmechani sm assunes that | osses during the IWare due to | Wsi ze.
Persistent errors that drop packets for other reasons, e.g., OS bugs,
can cause false positives. Again, this is consistent with TCP's

basi ¢ assunption that |loss is caused by congestion and requires
backoff. This algorithmtreats the | Wof new connections as a |ong-
ti mescal e backoff system
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