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I ntroduction

Thi s docunent describes a new Uni form Resource Name (URN) [ RFC8141]
nanespace for hardware device identifiers. A general representation
of device identity can be useful in many applications, such as in
sensor data streans and storage or in equipnent inventories [RFC7252]
[ RFC8428] [ CoRE-RD .

A URN- based representation can be passed along in applications that
need the information. 1t fits particularly well for protocols
mechani sms that are designed to carry URNs [ RFC7230] [ RFC7540]

[ RFC3261] [RFC7252]. Finally, URNs can al so be easily carried and
stored in formats such as XM. [ WBC. REC- xm - 19980210], JSON [ RFC8259],
or SenM. [ RFC8428]. Using URNs in these formats is often preferable
as they are universally recognized and sel f-describing and therefore
avoid the need to agree to interpret an octet string as a specific
formof a Media Access Control (MAC) address, for instance. Passing
URNs may consune additional bytes conpared to, for instance, passing
4-byte binary | Pv4 addresses, but the former offers sonme flexibility
in return.

Thi s docunent defines identifier URN types for situations where no
such conveni ent type already exists. For instance, [RFC6920] defines
cryptographic identifiers, [ RFC7254] defines International Mdbile
station Equi prent ldentity (IMEl) identifiers for use with 3GPP
cellular systens, and [ RFC8464] defines Mbile Equi prment ldentity
(MEID) identifiers for use with 3GPP2 cellular systems. Those URN
types shoul d be enpl oyed when such identifiers are transported; this
docunent does not redefine these identifiers in any way.

Universally Unique ldentifier (UU D) URNs [ RFC4122] are another
alternative way to represent device identifiers and al ready support
MAC addresses as one type of identifier. However, UU Ds can be

i nconveni ent in environnents where it is inmportant that the
identifiers be as sinple as possible and where additiona
requirenents on stable storage, real-tinme clocks, and identifier

I ength can be prohibitive. Oten, UU D based identifiers are
preferred for general purpose uses instead of the MAC based device
URNs defined in this document. The device URNs are recomended for
constrai ned environnents.

Future device identifier types can extend the device URN type defined
in this docunent (see Section 7), or they can define their own URNs.

Note that |ong-term stable unique identifiers are problematic for
privacy reasons and should be used with care as described in
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[ RFC7721] .

The rest of this docunment is organized as follows. Section 3 defines
the "DEV' URN type, and Section 4 defines subtypes for | EEE MAC 48,
EU - 48 and EU - 64 addresses, and 1-Wre device identifiers.

Section 5 gives exanples. Section 6 discusses the security and
privacy considerations of the new URN type. Finally, Section 7
specifies the | ANA registration for the new URN type and sets
requirenents for subtype allocations within this type.

Requi renment s Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capitals, as shown here

DEV URN Definition

Nanespace |ldentifier: dev

Ver si on: 1
Date: 2020-06-24

Regi strant: | ETF and the CORE Wrking G oup. Should the working
group cease to exist, discussion should be directed to the
Applications and Real -Tinme Area or general |ETF discussion foruns,
or the I ESG

Pur pose

The DEV URNs identify devices with device-specific identifiers such
as network card hardware addresses. DEV URNs are scoped to be
globally applicable (see [ RFC8141], Section 6.4.1) and, in general,
enabl e systens to use these identifiers fromnultiple sources in an

i nteroperable manner. Note that in sone deploynments, ensuring

uni queness requires care if nmanual or |ocal assignnment nechani sns are
used, as discussed in Section 3.3.

Sone typical DEV URN applications include equi pment inventories and
smart object systens.

DEV URNs can be used in various ways in applications, software
systems, and network components, in tasks ranging fromdiscovery (for
i nstance, when discovering 1-Wre network devices or detecting MAC
addressabl e devices on a LAN) to intrusion detection systens and

si mpl e cat al ogues of system i nformation

Wiile it is possible to inplenent resolution systens for specific
applications or network locations, DEV URNs are typically not used in
a way that requires resolution beyond direct observation of the
relevant identifier fields in local |ink communication. However, it
is often useful to be able to pass device identifier information in
generic URN fields in databases or protocol fields, which makes the
use of URNs for this purpose convenient.

The DEV URN nanespace conpl enments exi sting namespaces such as those
involving IMEl or UUID identifiers. DEV URNs are expected to be a
part of the | ETF-provi ded basic URN types, covering identifiers that
have previously not been possible to use in URNs.

Synt ax

The identifier is expressed in ASCII characters and has a



hi erarchical structure as foll ows:
devurn = "urn: dev:" body conponent part

body = nacbody / owbody / orgbody / osbody / opsbody / ot herbody
macbody = %" nmac:" hexstring

owbody = 9%"ow. " hexstring

orgbody = %"org:" posnunber "-" identifier *( ":" identifier )

osbody = %" os:" posnunber "-" serial *( ":" identifier )

opsbody = %"ops:" posnhunber "-" product "-" seria
*(":" identifier )

ot herbody = subtype ":" identifier *( ":" identifier )

subtype = LALPHA *(DIG T / LALPHA)
identifier = 1*devunreserved
identifiernodash = 1*devunreservednodash

product = identifiernodash
serial = identifier
conmponentpart = *( "_" identifier )

devunr eservednodash = ALPHA / DI T / "."

devunr eserved = devunreservednodash / "-"

hexstring = 1*(hexdigit hexdigit)

hexdigit = D@1/ "a" [/ "b" [ "c" [ "d" [/ "e" [ "f"
posnunber = NZDIG T *DIG T

ALPHA = O&x41-5A | 9%61-7A

LALPHA = 9%41-5A

NZDIA T = %31-39

DAT = %30-39

The above syntax is represented in Augnented Backus-Naur Form ( ABNF)
as defined in [ RFC5234] and [RFC7405]. The syntax al so copies the
DA T and ALPHA rules originally defined in [ RFC5234], exactly as
defined there.

The device identifier nanespace includes five subtypes (see
Section 4), and nore may be defined in the future as specified in
Section 7.

The optional underscore-separated conmponents at the end of the DEV
URN depi ct individual aspects of a device. The specific strings and
their semantics are up to the designers of the device but could be
used to refer to specific interfaces or functions within the device.

Wth the exception of the MAC address and 1-Wre DEV URNs, each DEV
URN rmay al so contain optional col on-separated identifiers. These are
provided for extensibility.

There are no special character encoding rules or considerations for
conform ng with the URN syntax beyond those applicable for URNs in
general [RFC8141] or the context where these URNs are carried (e.qg.,

i nside JSON [ RFC8259] or SenM. [ RFC8428]). Due to the SenM rules in
[ RFC8428], Section 4.5.1, it is not desirable to use percent-encoding
in DEV URNs, and the subtypes defined in this specification do not
really benefit from percent-encoding. However, this specification
does not deviate fromthe general syntax of URNs or their processing
and normalization rules as specified in [ RFC3986] and [ RFC8141].

DEV URNs do not use r-, g-, or f-conponents as defined in [ RFC8141].

Speci fic subtypes of DEV URNs nmay be validated through nmechani snms
di scussed in Section 4.

The string representation of the device identifier URNis fully
conpatible with the URN synt ax.

.2.1. Character Case and URN- Equi val ence

The DEV URN syntax allows both uppercase and | owercase characters.



The URN- equi val ence of the DEV URNs is defined per [RFC8141],

Section 3.1, i.e., two URNs are URN-equivalent if their assigned-nane
portions are octet-by-octet equal after applying case normalization
to the URI schene ("urn") and nanespace identifier ("dev"). The rest
of the DEV URN is conpared in a case-sensitive manner. |t should be
not ed that URN-equi val ence matching nerely quickly shows that two
URNs are definitely the sane for the purposes of caching and ot her
simlar uses. Two DEV URNs may still refer to the sane entity and
may not be found to be URN equival ent according to the [ RFC8141]
definition. For instance, in ABNF, strings are case insensitive (see
[ RFC5234], Section 2.3), and a MAC address could be represented
either with uppercase or | owercase hexadecimal digits.

Character case is not otherw se significant for the DEV URN subtypes
defined in this docunment. However, future subtypes might include

identifiers that use encodi ngs such as base64, which encodes strings
in a larger variety of characters and mi ght even encode binary data.

To facilitate equival ence checks, it is RECOMVENDED t hat

i npl ement ati ons al ways use | owercase letters where they have a choice
in case, unless there is a reason otherwi se. (Such a reason m ght

be, for instance, the use of a subtype that requires the use of both
uppercase and | owercase letters.)

3.3. Assignnent

The process for identifier assignnment is dependent on the used
subtype and is docunented in the specific subsection under Section 4.

Device identifiers are generally expected to identify a uni que
device, barring the accidental issue of nultiple devices with the
sanme identifiers. In nany cases, device identifiers can also be
changed by users or are sonetines assigned in an algorithmic or |oca
fashion. Any potential conflicts arising fromsuch assignnents are
not somnething that the DEV URNs as such manage; they sinply are there
to refer to a particular identifier. And, of course, a single device
may (and often does) have multiple identifiers, e.g., identifiers
associated with different link technol ogies it supports.

The DEV URN type SHOULD only be used for hardware-based identifiers
that are expected to be persistent (with some linits, as discussed
above) .

3.4. Security and Privacy
As discussed in Section 6, care nust be taken in the use of device-
identifier-based identifiers due to their nature as long-term
identifiers that are not normally changeabl e. Leakage of these
identifiers outside systens where their use is justified should be
controll ed.

3.5. Interoperability
There are no specific interoperability concerns.

3.6. Resolution

The device identifiers are not expected to be globally resol vabl e.
No identifier resolution systemis expected. Systems nmay perform
|l ocal matching of identifiers to previously seen identifiers or
configured information, however.

3.7. Docunentation

See RFC 9039.
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8. Additional Information
See Section 1 for a discussion of related nanmespaces.
9. Revision Information
This is the first version of this registration
DEV URN Subt ypes
1. MAC Addresses

DEV URNs of the "mac" subtype are based on the EU -64 identifier
[1 EEE. EUI 64] derived froma device with a built-in 64-bit EU -64.
The EUI-64 is forned from24 or 36 bits of organization identifier
foll owed by 40 or 28 bits of device-specific extension identifier
assi gned by that organization.

In the DEV URN "mac" subtype, the hexstring is sinply the full EU -64
identifier represented as a hexadecinmal string. It is always exactly
16 characters |ong.

MAC-48 and EUI -48 identifiers are also supported by the same DEV URN
subtype. To convert a MAC-48 address to an EU -64 identifier, the
Organi zationally Unique lIdentifier (OUI) of the MAC-48 address (the
first three octets) becones the organization identifier of the EU -64
(the first three octets). The fourth and fifth octets of the EU are
set to the fixed value Oxffff (hexadecimal). The last three octets
of the MAC-48 address becone the |ast three octets of the EU -64.

The sane process is used to convert an EU -48 identifier, but the
fixed value Oxfffe is used instead.

Identifier assignment for all of these identifiers rests within the
| EEE Regi stration Authority.

Not e that where randoni zed MAC addresses are used, the resulting DEV
URNs cannot be expected to have uni queness, as discussed in
Section 3. 3.

2. 1-Wre Device ldentifiers

The 1-Wre systemis a device conmmuni cati ons bus system desi gned by
Dal | as Sem conductor Corporation. (1-Wre is a registered trademark.)
1-Wre devices are identified by a 64-bit identifier that consists of
an 8-bit famly code, a 48-bit identifier unique within a famly, and
an 8-bit Cyclic Redundancy Check (CRC) code [ OW.

In DEV URNs with the "ow' subtype, the hexstring is a representation
of the full 64-bit identifier as a hexadecimal string. It is always
exactly 16 characters long. Note that the last two characters
represent the 8-bit CRC code. Inplenentations MAY check the validity
of this code.

Fam |y code and identifier assignment for all 1-Wre devices rests
with the manufacturers

3. Oganization-Defined Identifiers

Device identifiers that have only a neaning w thin an organization
can al so be used to represent vendor-specific or experinmenta
identifiers or identifiers designed for use within the context of an
organi zati on.

Organi zations are identified by their Private Enterprise Nunber (PEN)
[ RFC2578]. These nunmbers can be obtained fromI|ANA  Current PEN
assi gnnents can be viewed at <https://ww.iana. org/assi gnments/
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ent er pri se-nunbers/>, and new assi gnments are requested at
<https://pen.iana. org/ pen/ PenAppl i cati on. page>

Note that when included in an "org" DEV URN, the nunber cannot be
zero or have | eading zeroes, as the ABNF requires the nunber to start
with a non-zero digit.

Organi zation Serial Nunbers

The "o0s" subtype specifies an organi zation and serial nunber.

O gani zations are identified by their PEN. As with the organizati on-
defined identifiers (Section 4.3), PEN nunber assignments are

mai nt ai ned by | ANA, and assignnents for new organi zati ons can be made
easily.

| Historical note: The "o0s" subtype was originally defined in the
| Open Mbile Alliance "Lightwei ght Machine to Machi ne" standard
|  [LwMv2M but has been incorporated here to collect all syntaxes
| associated with DEV URNs in one place. At the sane tine, the

| syntax of this subtype was changed to avoid the possibility of

| characters that are not allowed in the SenM. Nane field (see

| [RFC8428], Section 4.5.1).

Organi zation serial nunmber DEV URNs consist of the PEN nunber and the
serial nunber. As with other DEV URNs, for carrying additiona
informati on and extensibility, optional col on-separated identifiers
and under score-separated conponents may al so be included. The serial
nunbers thensel ves are defined by the organization, and this

speci fication does not specify how they are all ocated.

Organi zations are al so encouraged to sel ect serial nunber formats
that avoid the possibility of ambiguity in the formof |eading zeroes
or ot herw se.

Organi zati on Product and Serial Numbers

The DEV URN "ops" subtype was originally defined in the Lw2M
standard but has been incorporated here to collect all syntaxes
associated with DEV URNs in one place. The "ops" subtype specifies
an organi zation, product class, and a serial nunmber. O ganizations
are identified by their PEN. Again, as with the organi zati on-defi ned
identifiers (Section 4.3), PEN nunber assignnments are maintai ned by

| ANA.

| Historical note: As with the "os" subtype, the "ops" subtype
| was originally defined in the Open Mbile Alliance "Lightweight
| Machine to Machine" standard [ LwmM .

Organi zation product and serial number DEV URNs consist of the PEN
nunber, product class, and the serial nunber. As with other DEV
URNs, for carrying additional information and extensibility, optiona
col on-separated identifiers and underscore-separated conponents may
al so be included. Both the product class and serial nunbers
thensel ves are defined by the organi zation, and this specification
does not specify how they are all ocat ed.

Organi zations are al so encouraged to sel ect product and serial nunber
formats that avoid possibility for ambiguity.

Fut ure Subtypes

Addi tional subtypes nmay be defined in future specifications. See
Section 7.

The DEV URN "exanpl e" subtype is reserved for use in exanples. It
has no specific requirenents beyond those expressed by the ABNF in



Section 3. 2.
Exanpl es

The foll owi ng provides sone exanpl es of DEV URNs:

The MAC-48 address of
0024be804ff 1,
converted to EUl - 64

f or mat

| The EUI -48 address of
| 0024be804ff1,

| converted to EU -64

I

f or mat
T o e e e e e e oo
| urn:dev:nmac: acde48234567019f | The EUI - 64 address of
| | acde48234567019f
o m e e e e e e e e e e e e e e e e eeoe—o - o m e e e e i oo
| urn:dev: ow 10e2073a01080063 | A1-Wre tenperature
| | sensor
T o e e e e e e oo
| urn:dev:ow 264437f 5000000ed_huni dity | The hum dity part of
| | a multi-sensor device
o m e e e e e e e e e e e e e e e e eeoe—o - o m e e e e i oo

| urn:dev:ow 264437f 5000000ed_t enperature | The tenperature part
| | of a multi-sensor
| | device

| An organization-

| specific URN in the
| exanpl e organization
| 32473 in [ RFC5612]

T o e e e e e e oo
| urn:dev:os:32473- 123456 | Device 123456 in the

| | exanpl e organi zation

| | in [RFC5612]
YT T
| urn:dev:os:32473-12-34-56 | A serial nunber with

| | dashes in it
T o e e e e e e e e oo oo

| Refrigerator serial

| nurmber 5002 in the

| exanpl e organization
| in [RFC5612]

ur n: dev: exanpl e: new 1- 2-3_conp | An exanpl e of

| sonmething that is not
| defined today, and is
| not one of the mac,
| ow, os, or ops
| subtypes

Table 1

The DEV URNs thensel ves can then appear in various contexts. A
simple exanple of this is the use of DEV URNs in SenM. data. This
exanpl e from [ RFC8428] shows a neasurenent froma 1-Wre tenperature
gauge encoded in the JSON synt ax:

[
{"n":"urn: dev: ow. 10e2073a01080063", "u":"Cel ", "v": 23. 1}
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Security Considerations

On nost devices, the user can display device identifiers. Depending
on circunstances, device identifiers may or may not be nodified or
tanpered with by the user. An inplenentation of the DEV URN MJST
preserve such limtations and behaviors associated with the device
identifiers. |In particular, a device identifier that is intended to
be i mut abl e shoul d not become nutable as a part of inplenmenting the
DEV URN type. More generally, nothing in this docunent should be
construed to override what the rel evant device specifications have
al ready said about the identifiers.

1. Privacy

QO her devices in the sane network may or nmay not be able to identify
the device. For instance, on an Et hernet network, the MAC address of
a device is visible to all other devices.

DEV URNs often represent |long-termstable unique identifiers for
devices. Such identifiers nmay have privacy and security inplications
because they may enabl e correlating informati on about a specific
device over a long period of time, location tracking, and device-
specific vulnerability exploitation [RFC7721]. Al so, in sone
systens, there is no easy way to change the identifier. Therefore,
these identifiers need to be used with care, and special care should
be taken to avoid | eaking identifiers outside of the systemthat is

i ntended to use them

2. Validity

I nformati on about identifiers may have significant effects in sone
applications. For instance, in many sensor systens, the identifier
information is used for deciding howto use the data carried in a
measur enent report. In some other systems, identifiers may be used
in policy decisions.

It is inportant that systens be designed to take into account the
possibility of devices reporting incorrect identifiers (either
accidentally or maliciously) and the manipulation of identifiers in
comruni cations by illegitimate entities. |Integrity protection of
communi cati ons or data objects, the use of trusted devices, and
vari ous managenent practices can hel p address these issues.

Simlar to the advice in [ RFC4122], Section 6: Do not assume that DEV
URNs are hard to guess.

| ANA Consi der ations

Per this docunent, |ANA has registered a new URN nanespace for "dev"
as described in Section 3.

| ANA has created a "DEV URN Subtypes" registry under "Device

ldentification". The initial values in this registry are as foll ows:

[ el e sy et o}
| Subtype | Description | Reference |
| mac | MAC Addresses | RFC 9039, Section 4.1

S R o e e e e e o e e e e +
| ow | 1-Wre Device ldentifiers | RFC 9039, Section 4.2 |
S e e e e e e e eaea oo n e +
| org | Organization-Defined | RFC 9039, Section 4.3 |

| | ldentifiers | |
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| os | Organization Serial | RFC 9039, Section 4.4 |

| | Nunbers | |
S e e e e e e e eaea oo n e +
| ops | Organization Product and | RFC 9039, Section 4.5 |
| Serial Numbers | |
B S o m e e e e e e e maaaoo- o m e e e e e e e oo +
| exanple | Reserved for exanples | RFC 9039, Section 4.6 |
R S —— o e e e e e e e oo - o e e e e oo oo +

Table 2

Addi tional subtypes for DEV URNs can be defined through Specification
Required or | ESG Approval [RFC8126]. These allocations are
appropriate when there is a new nanespace of sonme type of device
identifier that is defined in a stable fashion and has a publicly
avai |l abl e specification.

Note that the organization (Section 4.3) device identifiers can al so
be used in some cases, at least as a tenporary nmeasure. It is
preferabl e, however, that |ong-termusage of a broadly enployed
device identifier be registered with | ETF rather than used through

t he organi zation device identifier type.
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