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I nt roduction

The Extensible Provisioning Protocol (EPP), as defined in [ RFC5730],
includes a nmethod for the client and server to determnine the objects
to be managed during a session and the object extensions to be used
during a session. The services are identified using namespace URIs.
How shoul d the server handl e service data that needs to be returned
in the response when the client does not support the required service
nanespace URI, which is referred to as an "unhandl ed nanespace"? An
unhandl ed namespace is a significant issue for the processing of the
pol | messages described in [ RFC5730], since poll nessages are
inserted by the server prior to knowi ng the supported client

services, and the client needs to be capable of processing all pol
messages. Returning an unhandl ed nanespace poll nessage is not
conpliant with the negotiated services defined in [ RFC5730], and
returning an error nmakes the unhandl ed nanespace poll nessage a

poi son nessage by halting the processing of the poll queue. An
unhandl ed nanespace is also an issue for general EPP responses when
the server has information that it cannot return to the client due to
the client’s supported services. The server should be able to return
unhandl ed nanespace information that the client can process |ater
Thi s docunent defines an operational practice that enables the server
to return information associ ated w th unhandl ed namespace URI's and
that maintains compliance with the negotiated services defined in

[ RFC5730] .

.1. Conventions Used in This Docunent

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capitals, as shown here

XML [WBC. REC- xml 11-20060816] is case sensitive. Unless stated

ot herwi se, XM specifications and exanples provided in this docunent
MJST be interpreted in the character case presented in order to
devel op a conform ng inplenentation

In exanples, "S:" represents lines returned by a protocol server
I ndentation and white space in exanples are provided only to
illustrate element relationships and are not required features of
this protocol

The exanpl es reference XM. nanespace prefixes that are used for the
associ ated XM. nanespaces. | nplenentations MJST NOT depend on the
exanpl e XML nanespaces and instead enpl oy a proper nanespace-aware
XM. parser and serializer to interpret and output the XM. documents
The exanpl e nanespace prefixes used and their associated XM
nanespaces i ncl ude

changePol | :  urn:ietf:parans: xm : ns: changePol | -1.0

domai n: urn:ietf:parans: xm:ns:domin-1.0



secDNS: urn:ietf:parans:xm:ns:secDNS-1.1

In the tenpl ate exanple XM, placehol der content is represented by
the follow ng vari abl es:

[ NAMESPACE- XML] :  XM. content associated with a |login service
nanespace URI. An exanple is the <dommi n:infData> el enent
content in [ RFC5731].

[ NAMESPACE- URIT: XM nanespace URl associated with the [ NAMESPACE-
XM.] XML content. An exanple is "urn:ietf:paranms: xnl:ns: domain-
1.0" in [RFC5731].

Unhandl ed Nanespaces

An unhandl ed nanespace is an XM. nanespace that is associated with a
response extension that is not included in the client-specified EPP
| ogin services of [RFC5730]. The EPP | ogin services consist of the
set of XM nanespace URIs included in the <obj URI > or <extURI >

el ements of the EPP <l ogi n> conmand [ RFC5730]. The services
supported by the server are included in the <objURI > and <ext URl >

el ements of the EPP <greeting> [ RFC5730], which should be a superset
of the login services included in the EPP <l ogi n> command. A server
may have information associated with a specific nanmespace that it
needs to return in the response to a client. The unhandl ed
nanespaces problem exi sts when the server has information that it
needs to return to the client, but the nanespace of the information
is not supported by the client based on the negotiated EPP <I| ogi n>
command servi ces.

Use of EPP <extVal ue> for Unhandl ed Nanespace Data

In [RFC5730], the <extValue> elenent is used to provide additiona
error diagnostic information, including the <value> el emrent that
identifies the client-provided el ement that caused a server error
condition and the <reason> el enent containing the human-readabl e
message that describes the reason for the error. This operationa
practice extends the use of the <extValue> el enent for the purpose of
returni ng unhandl ed nanespace information in a successful response.

When a server has data to return to the client that the client does
not support based on the |ogin services, the server MAY return a
successful response with the data for each unsupported nanespace
moved into an <extVal ue> el enent [ RFC5730]. The unhandl ed nanespace
wi Il not cause an error response, but the unhandl ed nanespace data
will instead be noved to an <extVal ue> elenent, along with a reason
why t he unhandl ed nanmespace data could not be included in the
appropriate |ocation of the response. The <extVal ue> elenent wll
not be processed by the XM. processor. The <extVal ue> el enent
contains the followi ng child el enents:

<value>: Contains a child element with the unhandl ed namespace XM.
The unhandl ed namespace MUST be declared in the child el ement or
any containing elenment, including the root element. XM
processing of the <value> elenent is disabled by the XML schema
in [RFC5730], so the information can safely be returned in the
<val ue> el enent.

<reason>: A formatted, human-readabl e message that indicates the
reason the unhandl ed nanespace data was not returned in the
appropriate location of the response. The formatted reason
SHOULD fol | ow t he Augnment ed Backus- Naur Form (ABNF) grammar
[ RFC5234] format: NAMESPACE-URI " not in login services", where
NAMESPACE- URI i s the unhandl ed XM. nanespace |ike
"urn:ietf:parans: xm :ns:domain-1.0" in [ RFC5731].



Thi s docunent applies to the handling of unsupported nanmespaces for
obj ect-1 evel extensions and conmand-response extensions [ RFC3735].
Thi s docunent does not apply to the handling of unsupported
nanespaces for protocol-1evel extensions or authentication-

i nformati on extensions [RFC3735]. Refer to the follow ng sections on
how to handl e an unsupported object-|evel extension namespace or an
unsupported comuand-response extensi on nanespace.

.1. Unhandl ed Object-Level Extension

An obj ect-level extension in [RFC5730] is a child element of the
<resData> element. |If the client does not handl e the nanespace of
the object-level extension, then the <resData> el enent is renoved and
its object-level extension child elenent is noved into an <ext Val ue>
<val ue> el ement [RFC5730], with the nanespace URI included in the
correspondi ng <extVal ue> <reason> el enent. The response becones a
general EPP response without the <resbData> el enent.

Below is a tenplate response for a supported object-|evel extension.
The [ NAMESPACE- XM.] vari abl e represents the object-|evel extension
XML.

S: <?xm version="1.0" encodi ng="UTF-8" standal one="no"?>
S:<epp xm ns="urn:ietf:parans: xnm : ns: epp-1. 0" >
<response>
<result code="1000">
<msg>Command conpl et ed successful |l y</ nsg>
</result>
<r esDat a>
[ NAMESPACE- XM_]
</ resDat a>
<trl D>
<cl TRI D>ABC- 12345</ ¢l TRI D>
<svTRI D>54322- XYZ</ svTRI D>
</tr|D>
</ response>
S: </ epp>
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Below is a tenplate for an unhandl ed nanespace response for an

unsupported object-level extension. The [ NAMESPACE-XM.] vari abl e
represents the object-level extension XM, and the [ NAVESPACE- URI ]
vari abl e represents the object-1level extension XM. nanespace UR.

S: <?xm version="1.0" encodi ng="UTF- 8" standal one="no"?>
S: <epp xm ns="urn:ietf:parans: xm :ns: epp-1.0">
<r esponse>
<result code="1000">
<msg>Command conpl et ed successful |l y</ msg>
<ext Val ue>
<val ue>
[ NAMESPACE- XM_]
</val ue>
<r eason>
[ NAMESPACE- URI] not in |ogin services
</reason>
</ ext Val ue>
</result>
<trl D>
<cl TRI D>ABC- 12345</ ¢l TRI D>
<svTRI D>54322- XYZ</ svTRI D>
</trlD>
</ response>
S: </ epp>

DODOLDLODLDLLODNDWWL®

The EPP response is converted from an object response to a genera



EPP response by the server when the client does not support the
obj ect -1 evel extension nanespace URI.

Bel ow i s an exanple of a <transfer> query response (see Section 3.1.3
of [RFC5731]) converted into an unhandl ed namespace response.

S: <?xm version="1.0" encodi ng="UTF-8" standal one="no"?>
S: <epp xm ns="urn:ietf:parans: xn : ns: epp-1.0">
<r esponse>
<result code="1000">
<msg>Command conpl et ed successful |l y</ nmsg>
<ext Val ue>
<val ue>
<domai n: trnDat a
xm ns: dormai n="urn:ietf:parans: xnm : ns: donai n-1. 0" >
<donmi n: nane>exanpl e. conk/ donai n: nanme>

<dormmi n: tr St at us>pendi ng</ donai n: t r St at us>
<donmi n: rel D> i ent X</ domai n: rel D>
<donmi n: r eDat €>2000- 06- 06T22: 00: 00. 0Z</ domai n: r eDat e>

n
n
n

<domai n: acl D>Cl i ent Y</ donai n: acl D>

<dommi n: acDat €>2000- 06- 11T22: 00: 00. 0Z</ domai n: acDat e>
n
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<dommi n: exDat €>2002- 09- 08T22: 00: 00. 0Z</ domai n: exDat e>
</ donmmi n: trnDat a>
</ val ue>
<r eason>
urn:ietf:parans: xm:ns:domain-1.0 not in |ogin services
</ reason>
</ ext Val ue>
</result>
<trl| D>
<cl TRI D>ABC- 12345</ cl TRI D>
<svTRI D>54322- XYZ</ svTRI D>
</trl D>
</ response>
: </ epp>

3.2. Unhandl ed Command- Response Extension

A conmand-response extension in [ RFC5730] is a child elenment of the
<extension> elenent. |I|f the client does not handl e the nanespace of
t he conmand-response extension, the command-response child elenment is
moved into an <extVal ue> <val ue> el enent [ RFC5730], with the
nanmespace URl included in the correspondi ng <ext Val ue> <reason>
element. Afterwards, if there are no additional conmand-response
child el ements, the <extension> el ement MJST be renoved.

Below is a tenplate response for a supported conmand-response
ext ensi on. The [ NAMESPACE- XM_] vari abl e represents the comrmand-
response extension XM.

S: <?xm version="1.0" encodi ng="UTF- 8" standal one="no"?>
S: <epp xm ns="urn:ietf:parans: xm :ns: epp-1.0">
<r esponse>
<result code="1000">
<msg>Command conpl et ed successful |l y</ msg>
</result>
<ext ensi on>
[ NAMESPACE- XM_]
</ ext ensi on>
<trl D>
<cl TRI D>ABC- 12345</ ¢l TRI D>
<sVTRI D>54322- XYZ</ svTRI D>
</tr|D>
</ response>
</ epp>

(ZRY NN ORORG RO ORORG RGN R



Below is a tenplate of an unhandl ed nanmespace response for an
unsupported comuand-response extension. The [ NAMESPACE- XM.] vari abl e
represents the command-response extension XM, and the [ NAMESPACE-
URI] variable represents the commuand-response extension XM. namespace
URI .

S: <?xm version="1.0" encodi ng="UTF-8" standal one="no"?>
S: <epp xm ns="urn:ietf:parans: xn : ns: epp-1.0">
<r esponse>
<result code="1000">
<msg>Command conpl et ed successful |l y</ nmsg>
<ext Val ue>
<val ue>
[ NAMESPACE- XM_]
</val ue>
<r eason>
[ NAMESPACE- URIT not in |login services
</ reason>
</ ext Val ue>
</resul t>
<trl D>
<cl TRI D>ABC- 12345</ cl TRI D>
<svTRI D>54322- XYZ</ svTRI D>
</tr|D>
</ response>
S: </ epp>
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The EPP response is converted to an unhandl ed nanespace response by
nmovi ng t he unhandl ed conmand-response extension from under the
<extensi on> to an <ext Val ue> el enent.

Bel ow i s exanple of the Del egation Signer (DS) Data Interface <info>
response (see Section 5.1.2 of [RFC5910]) converted to an unhandl ed
namespace response

S: <?xm version="1.0" encodi ng="UTF-8" standal one="no"?>
S: <epp xm ns="urn:ietf:paranms: xnm : ns: epp-1. 0"
xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schena- i nst ance" >
<r esponse>
<result code="1000">
<msg>Command conpl et ed successful |l y</ nmsg>
<ext Val ue>
<val ue>
<secDNS: i nf Dat a
xm ns: secDNS="urn: i etf:parans: xm : ns: secDNS- 1. 1" >
<secDNS: dsDat a>
<secDNS: keyTag>12345</ secDNS: keyTag>
<secDNS: al g>3</ secDNS: al g>
<secDNS: di gest Type>1</ secDNS: di gest Type>
<secDNS: di gest >49FDA46E6CA4B45C55D4AC</ secDNS: di gest >
</ secDNS: dsDat a>
</ secDNS: i nf Dat a>
</val ue>
<r eason>
urn:ietf:params: xm:ns:secDNS-1.1 not in |ogin services
</reason>
</ ext Val ue>
</result>
<r esDat a>
<domai n: i nf Dat a
xm ns: domai n="urn:ietf: parans: xm : ns: domai n-1. 0" >
<donmi n: nanme>exanpl e. conk/ donai n: nane>
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<domai n: r oi d>EXAMPLEL- REP</ dorai n: r oi d>
<domuai n: status s="ok"/>

<dormmi n: regi strant >j d1234</ domai n: r egi strant >
<domai n: cont act type="adm n">sh8013</ domai n: cont act >



<domai n: cont act type="tech">sh8013</donai n: cont act >
<domai n: ns>
<donmi n: host Obj >ns1. exanpl e. conx/ domai n: host Chj >
<donmi n: host Obj >ns2. exanpl e. conx/ domai n: host Chj >
</ domai n: ns>
<domai n: host >ns1. exanpl e. conx/ domai n: host >

<domai n: host >ns2. exanpl e. conx/ domai n: host >
<domai n: cl | D>C i ent X</ domai n: cl | D>

<domai n: cr 1 D>Cl i ent Y</ domai n: cr | D>

<dommi n: cr Dat €>1999- 04- 03T22: 00: 00. 0Z</ domai n: cr Dat e>
<domai n: upl D>d i ent X</ domai n: upl D>

<domai n: upDat €>1999- 12- 03T09: 00: 00. 0Z</ domai n: upDat e>
<donmi n: exDat €>2005- 04- 03T22: 00: 00. 0Z</ domai n: exDat e>
<domai n: t r Dat €>2000- 04- 08T09: 00: 00. 0Z</ domai n: t r Dat e>
<dommai n: aut hl nf o>

<domai n: pw>2f 00BAR</ donmi n: pw>
</ domai n: aut hl nf o>
</ domai n: i nf Dat a>
</ resDat a>
<trl D>
<cl TRI D>ABC- 12345</ cl TRI D>
<sVTRI D>54322- XYZ</ svTRI D>
</trl|D>
</ response>
: </ epp>
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Signaling Cient and Server Support

Thi s docunent does not define new EPP protocol elenments but rather
specifies an operational practice using the existing EPP protocol,
where the client and the server can signal support for the
operational practice using a nanespace URI in the login and greeting
ext ensi on services. The nanespace UR
"urn:ietf:parans: xm :ns: epp: unhandl ed- nanespaces-1.0" is used to
signal support for the operational practice. The client includes the
namespace URI in an <svcExtension> <extURlI > el enent of the <l|ogin>
command [ RFC5730]. The server includes the namespace URI in an
<svCcExt ensi on> <ext URI > el enment of the greeting [ RFC5730].

A client that receives the nanespace URl in the server’'s greeting
ext ensi on services can expect the follow ng supported behavi or by the
server:

* support unhandl ed nanmespace object-I|evel extensions and command-
response extensions in EPP poll nessages, per Section 6

* support the option of unhandl ed nanespace comrand-response
extensions in general EPP responses, per Section 5

A server that receives the nanespace URI in the client’s <l ogin>
conmand ext ensi on services can expect the follow ng supported
behavi or by the client:

* support nonitoring the EPP poll messages and general EPP responses
for unhandl ed nanespaces

Usage with General EPP Responses

The unhandl ed nanmespace approach defined in Section 3 MAY be used for
a general EPP response to an EPP command. A general EPP response

i ncludes any EPP response that is not a poll message. The use of the
unhandl ed nanespace approach for poll-nessage EPP responses is
defined in Section 6. The server MAY exclude the unhandl ed nanespace
information in the general EPP response or MAY include it using the
unhandl ed namespace approach



The unhandl ed nanmespace approach for general EPP responses SHOULD
only be applicable to command-response extensions, defined in
Section 3.2, since the server SHOULD NOT accept an object-Ievel EPP
command if the client did not include the object-level namespace UR
in the login services. An object-level EPP response extension is
returned when the server successfully executes an object-I|evel EPP
command extension. The server MAY return an unhandl ed object-I|eve
extension to the client, as defined in Section 3.1

Ret urni ng domai n name Redenption Grace Period (RGP) data, based on

[ RFC3915], provides an exanpl e of applying the unhandl ed nanespace
approach for a general EPP response. |If the client does not include
the "urn:ietf:paranms: xm :ns:rgp-1. 0" nanespace URI in the login
services and the domain <info> response of a domain name does have
RGP information, the server MAY exclude the <rgp:infData> el enent
fromthe EPP response or MAY include it under the <extVal ue> el ement,
per Section 3.2.

Bel ow i s an exanpl e of a dommi n nane <info> response [ RFC5731]
converted to an unhandl ed <rgp:infData> el enent (see Section 4.1.1 of
[ RFC3915]) included under an <extVal ue> el enent:

S: <?xm version="1.0" encodi ng="UTF-8" standal one="no"?>
S: <epp xm ns="urn:ietf:paranms: xn : ns: epp-1. 0"
X xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schena- i nst ance”
Xsi : schemalLocati on="urn:ietf: parans: xm :ns:epp-1.0
epp- 1. 0. xsd">
<r esponse>
<result code="1000">
<msg>Command conpl et ed successful |l y</ msg>
<ext Val ue>
<val ue>
<rgp:infData xm ns:rgp="urn:ietf:parans: xn :ns:rgp-1.0"
Xsi : schemalLocati on="urn:ietf:paranms: xm:ns:rgp-1.0
rgp-1.0.xsd">
<rgp:rgpStatus s="redenpti onPeriod"/>
</ rgp:infData>
</ val ue>
<r eason>
urn:ietf:paranms:xm:ns:rgp-1.0 not in |login services
</reason>
</ ext Val ue>
</result>
<r esDat a>
<domai n: i nf Dat a
xm ns: domai n="urn:ietf:parans: xn : ns: domai n-1. 0"
xsi : schemaLocati on="urn:ietf: params: xm :ns: domain-1.0
domai n- 1. 0. xsd" >
<domai n: nane>exanpl e. conk/ domai n: nanme>

<domai n: r oi d>EXAMPLEL- REP</ dorai n: r oi d>
<donmi n: st at us s="pendi ngDel ete"/ >

<donmi n: regi strant >j d1234</ donmi n: r egi strant >
<dormmi n: cont act type="adni n">sh8013</domnai n: cont act >
<domai n: cont act type="tech">sh8013</donai n: cont act >
<domai n: ns>

<donmi n: host Obj >ns1. exanpl e. conx/ domai n: host Chj >
<donmi n: host Obj >ns1. exanpl e. net </ dorai n: host Chj >
</ domai n: ns>
<dommi n: host >ns1. exanpl e. conx/ domai n: host >
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<domai n: host >ns2. exanpl e. conx/ domai n: host >
<donmi n: cl | D> i ent X</ domai n: cl | D>

<domai n: cr | D>Cl i ent Y</ domai n: cr | D>

<dommi n: cr Dat €>1999- 04- 03T22: 00: 00. 0Z</ domai n: cr Dat e>
<domai n: upl D> i ent X</ domai n: upl D>

<dormai n: upDat €>1999- 12- 03T09: 00: 00. 0Z</ donwai n: upbat e>
<donmi n: exDat €>2005- 04- 03T22: 00: 00. 0Z</ domai n: exDat e>



<donmi n: tr Dat €>2000- 04- 08T09: 00: 00. 0Z</ domai n: t r Dat e>
<domai n: aut hl nf o>
<donmi n: pw>2f 00BAR</ domai n: pw>
</ dommi n: aut hl nf o>
</ donmmi n: i nf Dat a>
</ resDat a>
<trl D>
<cl TRI D>ABC- 12345</ cl TRI D>
<svTRI D>54322- XYZ</ svTRI D>
</[trl| D>
</ response>
. </ epp>
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Usage with Poll-Message EPP Responses

The unhandl ed nanespace approach, defined in Section 3, MJST be used
if there is unhandl ed nanmespace information included in a <poll>
response. The server inserts poll nessages into the client’s pol
queue i ndependent of knowi ng the supported client |ogin services;
therefore, there may be unhandl ed object-1evel extensions and
conmmand- response extensions included in a client’s poll queue. In

[ RFC5730], the <poll> command is used by the client to retrieve and
acknow edge poll nessages that have been inserted by the server. The
<pol | > response is an EPP response that includes the <nsg@ el enent
that provides poll queue nmetadata about the nmessage. The unhandl ed
nanespace approach, defined in Section 3, is used for an unhandl ed
obj ect-1 evel extension and for each of the unhandl ed comand-response
extensions attached to the <poll> response. The resulting <poll>
response MAY have either or both the object-Ievel extension or
command- r esponse extensi ons moved to <extVal ue> el enments, as defined
in Section 3.

The change poll nessage, as defined in Section 3.1.2 of [RFC8590],
which is an extension of any EPP object, is an exanple of applying
t he unhandl ed nanespace approach for <poll> responses. Below are
exanpl es of converting the domai n name <info> response exanple in
Section 3.1.2 of [RFC8590] to an unhandl ed nanmespace response. The
object that will be used in the exanples is a domain nane object

[ RFC5731] .

Bel ow i s a donmai n name <info> <poll> response [RFC5731] with the
unhandl ed <changePol | : changeDat a> el ement [ RFC8590] i ncl uded under an
<ext Val ue> el enment.

S: <?xm version="1.0" encodi ng="UTF- 8" standal one="no"?>
S: <epp xm ns="urn:ietf:parans: xm :ns: epp-1.0">
<r esponse>
<result code="1301">
<msg | ang="en- US">
Conmand conpl et ed successful ly; ack to dequeue</nsg>
<ext Val ue>

<val ue>
<changePol | : changeDat a
xm ns: changePol | ="urn:ietf:paranms: xm : ns: changePol | - 1. 0"

state="after">
<changePol | : oper at i on>updat e</ changePol | : oper ati on>
<changePol | : dat e>
2013- 10-22T14: 25: 57. 0Z</ changePol | : dat e>
<changePol | : svTRI D>12345- XYZ</ changePol | : svTRI D>
<changePol | : who>URS Adni n</ changePol | : who>
<changePol | : casel d type="urs">ursl123
</ changePol | : casel d>
<changePol | : reason>URS Lock</changePol | : r eason>
</ changePol | : changeDat a>
</val ue>
<r eason>
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urn:ietf:params: xm :ns:changePoll-1.0 not in |ogin services
</ reason>
</ ext Val ue>
</result>
<msgQ count ="201" id="1">
<gDat €>2013- 10- 22T14: 25: 57. 0Z</ qDat e>
<msg>Regi stry initiated update of domain.</nmsg>
</ msgQ>
<r esDat a>
<domai n: i nf Dat a
xm ns: domai n="urn:ietf:params: xm : ns: domai n-1. 0" >
<domai n: name>donai n. exanpl e</ domai n: name>

<donai n: r oi d>EXAMPLE1- REP</ domai n: r oi d>
<dommi n: st atus s="ok"/>

<donmi n: regi strant >j d1234</ donmi n: regi strant >
<donmi n: cont act type="adni n">sh8013</donai n: cont act >
<dormmi n: cont act type="tech">sh8013</donuai n: cont act >
<donmi n: cl | D> i ent X</ domai n: cl | D>

<donmi n: crl D>C i ent Y</ domai n: cr | D>

<domai n: cr Dat €>2012- 04- 03T22: 00: 00. 0Z</ domai n: cr Dat e>
<dommi n: exDat €>2014- 04- 03T22: 00: 00. 0Z</ domai n: exDat e>

</ domai n: i nf Dat a>
</ resDat a>
<trl D>
<cl TRI D>ABC- 12345</ cl TRI D>
<sVTRI D>54322- XYZ</ svTRI D>
</tr|D>
</ response>
S: </ epp>
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Bel ow i s an unhandl ed donmai n nane <i nfo> <poll > response [ RFC5731]
and t he unhandl ed <changePol | : changeDat a> el enent [ RFC8590] i ncl uded
under an <ext Val ue> el enent.

S: <?xm version="1.0" encodi ng="UTF-8" standal one="no"?>
S: <epp xm ns="urn:ietf:paranms: xn : ns: epp-1. 0" >
<r esponse>
<result code="1301">
<msg>Conmand conpl et ed successfully; ack to dequeue</nsg>
<ext Val ue>
<val ue>
<domai n: i nf Dat a
xm ns: domai n="urn:ietf:parans: xm : ns: domai n-1. 0" >
<donmi n: nane>donai n. exanpl e</ domai n: nane>

<donmai n: r oi d>EXAMPLEL- REP</ donmi n: r oi d>
<donmi n: status s="ok"/>
<dormmi n: regi strant >j d1234</ domai n: r egi strant >
<domai n: cont act type="adm n">sh8013</domai n: cont act >
<domai n: cont act type="tech">sh8013</donai n: cont act >
<donmi n: cl I D>Cl i ent X</ donmi n: cl | D>
<donmi n: cr1 D>Cl i ent Y</ donmi n: cr| D>
<donmi n: cr Dat e>2012- 04- 03T22: 00: 00. 0Z</ donwi n: cr Dat e>
<dormmi n: exDat e>2014- 04- 03T22: 00: 00. 0Z</ donwai n: exDat e>
</ domai n: i nf Dat a>
</val ue>
<r eason>
urn:ietf:parans: xm:ns:domain-1.0 not in |ogin services
</ reason>

</ ext Val ue>
<ext Val ue>
<val ue>
<changePol | : changeDat a
xm ns: changePol | =
"urn:ietf:parans: xm : ns: changePol | -1. 0"

state="after">
<changePol | : oper ati on>updat e</ changePol | : oper ati on>
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<changePol | : dat e>
2013- 10-22T14: 25: 57. 0Z</ changePol | : dat e>
<changePol | : svTRI D>12345- XYZ</ changePol | : svTRI D>
<changePol | : who>URS Adni n</ changePol | : who>
<changePol | : casel d type="urs">ursl123
</ changePol | : casel d>
<changePol | : r eason>URS Lock</changePol | : r eason>
</ changePol | : changeDat a>
</ val ue>
<r eason>
urn:ietf:paranms: xm:ns:changePoll-1.0 not in |login services
</ reason>
</ ext Val ue>
</result>
<msgQ count ="201" id="1">
<gDat €>2013- 10- 22T14: 25: 57. 0Z</ qDat e>
<nmsg>Regi stry initiated update of domain. </ nsg>
</ msgQ>
<trl D>
<cl TRI D>ABC- 12345</ cl TRI D>
<sVvTRI D>54322- XYZ</ svTRI D>
</trlD>
</ response>
. </ epp>
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I npl enent ati on Consi derati ons

There are inplementati on considerations for the client and the server
to help address the risk of the client ignoring unhandl ed nanespace

i nformation included in an EPP response that is needed to neet
technical, policy, or legal requirenents.

.1. dient Inplenentation Considerations

To reduce the likelihood of a client receiving unhandl ed nanespace
information, the client should consider inplenmenting the foll ow ng:

1. Ensure that the client presents the conplete set of what it
supports when presenting its login services. |If there are gaps
bet ween the services supported by the client and the login
services included in the login command, the client may receive
unhandl ed nanespace information that the client could have
support ed.

2. Support all of the services included in the server greeting
services that may be included in an EPP response, including the
<pol | > responses. The client shoul d eval uate the gaps between
the greeting services and the login services provided in the
Il ogin command to identify extensions that need to be supported.

3. Proactively nmonitor for unhandl ed nanespace information in the
EPP responses by | ooking for the inclusion of the <extVal ue>
el ement in successful responses, record the unsupported nanespace
included in the <reason> el enent, and record the unhandl ed
nanespace i nformation included in the <value> elenent for |ater
processing. The unhandl ed nanespace shoul d be inplenmented by the
client to ensure that information is processed fully in future
EPP responses.

.2. Server Inplenmentation Considerations

To assist the clients in recognizi ng unhandl ed nanmespaces, the server
shoul d consi der inplenenting the foll ow ng:

1. Mnitor for returning unhandl ed namespace information to clients
and report it to the clients out of band to EPP, so the clients
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can add support for the unhandl ed namespaces.

2. Look for the unhandl ed nanespace support in the | ogin services
when returning optional unhandl ed nanespace information in
general EPP responses.

| ANA Consi der ations
1. XM Nanespace

Thi s docunent uses URNs to describe XM. namespaces conforming to a
regi stry mechani smdescribed in [RFC3688]. The follow ng URI
assi gnnent has been made by | ANA

URI: urn:ietf:parans: xm:ns:epp: unhandl ed- nanmespaces-1. 0
Regi strant Contact: |ESG
XM.: None. Namespace URIs do not represent an XM specification.

2. EPP Extension Registry

The EPP operational practice described in this docunent has been
registered by ANA in the "Extensions for the Extensible Provisioning
Protocol (EPP)" registry described in [RFC7451]. The details of the
registration are as foll ows:

Nane of Extension: "Extensible Provisioning Protocol (EPP) Unhandl ed
Nanmespaces"

Docurent Status: Standards Track

Ref erence: RFC 9038

Regi strant: |ETF, <iesg@etf.org>

TLDs: Any

I PR Di scl osure: None

Status: Active

Notes: None

Security Considerations

Thi s docunent does not provide any security services beyond those
descri bed by EPP [ RFC5730] and protocol |ayers used by EPP. The
security considerations described in these other specifications apply
to this specification as well. Since the unhandl ed nanespace content
is XML that is not processed in the first pass by the XM. parser, the
client SHOULD validate the XM. when the content is processed to
protect against the inclusion of malicious content.
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