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I nt roducti on

Low Power and Lossy Networks (LLNs) are likely to be depl oyed for

real -tine industrial applications requiring end-to-end del ay
guarantees [ RFC8578]. A Deterministic Network ("DetNet") typically
requires sone data packets to reach their receivers within strict
time bounds. Internedi ate nodes use the deadline information to nake
appropri ate packet forwardi ng and scheduli ng decisions to neet the

ti me bounds.

Thi s docunent specifies a new type for the El ective 6LOWPAN Routi ng
Header (6LORHE), Deadline-6LoRHE, so that the deadline tine (i.e.
the tine of |atest acceptable delivery) of data packets can be
included within the 6LoRHE. [RFC8138] specifies the 6LOWPAN Routi ng
Header (6LORH), conpression schemes for RPL (Routing Protocol for
Low Power and Lossy Networks) source routing [ RFC6554], header
conpression of RPL packet information [ RFC6553], and IP-in-I1P
encapsul ati on. This docunent al so specifies the handling of the
deadline time when packets traverse tine-synchroni zed networks
operating in different tinme zones or distinct reference clocks.

Ti me- synchroni zati on techni ques are outside the scope of this
docunent. There are a nunber of standards available for this
purpose, including | EEE 1588 [I| EEE. 1588. 2008], | EEE 802. 1AS

[ 1 EEE. 802. 1AS. 2011], |EEE 802. 15. 4-2015 Ti ne- Sl otted Channel Hopping
(TSCH) [ EEE. 802.15.4], and nore.

The Deadl i ne- 6LORHE can be used in any time-synchroni zed 6LoWPAN
network. A 6Ti SCH (I Pv6 over the TSCH node of | EEE 802.15.4) network
is used to describe the inplenentation of the Deadline-6LoRHE, but
this does not preclude its use in scenarios other than 6Ti SCH  For
instance, there is a growing interest in using 6LOWPAN over a

Bl uet oot h Low Energy (BLE) mesh network [6LO BLEMESH] in industrial
IoT (Internet of Things) [|EEE-BLE-MESH. BLE nesh tine

synchroni zation is being explored by the Bluetooth comunity. There
are al so cases under consideration in W-SUN [ PHY- SPEC] [ W - SUN|

Ter mi nol ogy

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capitals, as shown here

Thi s docunent uses the term nol ogy defined in [ RFC6550] and
[ RFC9030] .

6LoRHE Generic For mat

Note: this section is not normative and is included for conveni ence.
The generic header format of the 6LORHE is specified in [ RFC8138].



Figure 1 illustrates the 6LoRHE generic fornmat.
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Fi gure 1: 6LoRHE For mat

Length: Length of the 6LORHE expressed in bytes, excluding the first
2 bytes. This enables a node to skip a 6LoRHE if the Type is not
recogni zed or supported.

Type (variable length): Type of the 6LORHE (see Section 7).
Deadl i ne- 6LORHE

The Deadl i ne- 6LoRHE (see Figure 3) is a 6LoRHE [ RFC8138] t hat
provides the Deadline Tinme (DT) for an I Pv6 datagramin a conpressed
form Along with the DT, the header can include the Oigination Tine
Delta (OTD) packet, which contains the time when the packet was
enqueued for transm ssion (expressed as a value to be subtracted from
DT); this enables a close estimate of the total delay incurred by a
packet. The OID field is initialized by the sender based on the
current tinme at the outgoing network interface through which the
packet is forwarded. Since the OIDis a delta, the length of the OID
field (i.e., OTL) will require fewer bits than the length of the DT
field (i.e., DTL).

The DT field contains the value of the deadline tine for the packet
-- in other words, the tinme by which the application expects the
packet to be delivered to the receiver.

packet deadline_time = packet_origination_tine + nax_del ay

In order to support delay-sensitive, deternministic applications, al
nodes within the network should process the Deadline-6LoRHE. The DT
and OTD packets are represented in time units deternined by a scaling
paraneter in the Routing Header. The Network ASN (Absol ute Sl ot
Nunber) can be used as a time unit in a tinme-slotted synchronized
network (for instance, a 6Ti SCH network, where global tine is

mai ntained in the units of slot lengths of a certain resolution).

The del ay experienced by packets in the network is a useful metric
for network diagnostics and perfornmance nonitoring. Wenever a
packet crosses into a network using a different reference clock, the
DT field is updated to represent the sane deadline time, but
expressed using the reference clock of the interface into the new
network. Then the origination tine is the same as the current tine
when the packet is transmitted into the new network, mnus the del ay
al ready experienced by the packet, say 'current_dly’. |In this way,
within the newy entered network, the packet will appear to have
originated 'current_dly tine units earlier with respect to the
reference clock of the new network

new network_origin_time = time_now_in_new network - current_dly

The followi ng exanple illustrates these cal cul ati ons when a packet
travel s between three networks, each in a different time zone (TZ).
X' can be 1, 2, or 3. Suppose that the deadline time as neasured in
TZ1 is 1050, and the origination tine is 50. Suppose that the

di fference between TZ2 and TZ1 is 900, and the difference between TZ2
and TZ3 is 3600. 1In the figure, OT is the origination time as
measured in the current time zone, and is equal to DT - OID, that is,
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DT

TxXA: Tinme of arrival of packet in the network

TxD: Departure tine of packet fromthe network

- 1000. Figure 2 uses the follow ng abbreviations:

X

X

dlyx: Delay experienced by the packet in the previous network(s)
TZx: The tine zone of network ' x’
TZ1 TZ2 TZ3
T1A=50]| | |
|---- dlyl=50 | |
I \ I I
I \ I I
| \ T1D=100 | T2A=1000 |
| e >|----- dl y2=450 |
I I \ I
I I \ I
| | \ T2D=1400 | T3A=5000
I [ R b >[--mmnn---- >
I I I
% % %
dlyo =0 dlyl = TiDb-Or1 dly2 = T2D- Or2
= 100-50 = 1400 - 950
= 50 = 450
Orl1 = T1A-dlyO Or2 = T2A-dlyl Or3 = T3A-dly2
= 50 = 1000-50 = 5000 - 450
= 950 = 4550

Figure 2: Deadline Tine Update Exanple

There are multiple ways that a packet can be del ayed, including
queui ng del ay, Media Access Control (MAC) |ayer contention del ay,

serialization delay, and propagation delay. Sonetines there are
processing del ays as well. For the purpose of determ ning whether or
not the deadline has already passed, these various del ays are not

di sti ngui shed.

Deadl i ne- 6LoRHE For nat

Len
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Fi gure 3: Deadli ne- 6LORHE For mat

gth (5 bits): Length represents the total |ength of the Deadline-
6LoRHE Type neasured in octets.

6LORH Type: 7 (See Section 7.)

D f

lag (1 bit): The 'D flag, set by the sender, qualifies the
action to be taken when a 6LOWPAN Router (6LR) detects that the
deadl ine tinme has el apsed.

If "D bit is 1, then the 6LR MJST drop the packet if the deadline
time is el apsed.



If "D bit is 0, the packet MAY be forwarded on an exception
basis, if the forwarding node is NOT in a situation of constrained
resource, and if there are reasons to suspect that downstream
nodes might find it useful (delay mnmeasurenents, interpolations,
etc.).

TU (2 bits): Indicates the tine units for DI and OID fields. The
encodings for the DT and OID fields use the same tine units and
preci si on.

00 Tine represented in seconds and fracti onal seconds
01 Reserved

10 Network ASN

11 Reserved

DTL (4 bits): Length of the DT field as an unsigned 4-bit integer,
encoding the length of the field in hex digits, mnus one.

OfL (3 bits): Length of the OID field as an unsigned 3-bit integer,
encoding the length of the field in hex digits. |If OIL == 0, the
OID field is not present. The value of OTL MJUST NOT exceed the
val ue of DTL plus one.

For exanple, DIL = 0b0000 neans the DT field in the 6LORHE is 1
hex digit (4 bits) long. OIL = 0b111 neans the OID field is 7 hex
digits (28 bits) Iong.

Bi naryPt (6 bits): |If zero, the nunber of bits of the integer part
the DT is equal to the nunber of bits of the fractional part of
the DT. |If nonzero, the BinaryPt is a (2's conpl enent) signed

i nteger determning the position of the binary point within the
value for the DTI. This allows BinaryPt to be within the range
[-32,31].

* |f BinaryPt value is positive, then the nunber of bits for the
integer part of the DT is increased by the value of BinaryPt,
and the nunmber of bits for the fractional part of the DT is
correspondi ngly reduced. This increases the range of DT.

* |f BinaryPt value is negative, then the nunber of bits for the
i nteger part of the DT is decreased by the val ue of BinaryPt,
and the number of bits for the fractional part of the DT is
correspondi ngly increased. This increases the precision of the
fractional seconds part of DT.

DT Value (4..64 bits): An unsigned integer of DIL+1 hex digits
gi ving the DT val ue.

OID Value (4..28 bits): |If present, an unsigned integer of OIL hex
digits giving the origination tine as a negative offset fromthe
DT val ue.

Whenever a sender initiates the IP datagram it includes the
Deadl i ne- 6LOoRHE al ong with other 6LoRH i nformation. For informtion
about the time-synchronization requirenents between sender and

recei ver, see Section 8.

For the chosen tinme unit, a conpressed tinme representation is
available as follows. First, the application on the originating node
determ nes how many tine bits are needed to represent the difference
between the time at which the packet is |launched and the deadline
time, including the representation of fractional time units. That
nunber of bits (say, N bits) determ nes DIL as foll ows:

DTL = ((N bits - 1) / 4)



The nunber of bits determ ned by DIL allows the counting of any
nunber of fractional time units in the range of interest detern ned
by DT and the OT. Denote this nunber of fractional tine units to be
Epoch_Range(DTL) (i.e., Epoch_Range is a function of DTL):

Epoch_Range(DTL) = 27(4*(DTL+1))

Each point of time between OT and DT is represented by a tinme unit
and a fractional time unit; in this section, this conbined
representation is called a rational tine unit (RTU). 1 RTU nmeasures
the smallest fractional tine that can be represented between two
points of tine in the epoch (i.e., within the range of interest).

DT - OT cannot exceed 2"(4*(DTL+1)) == 16°(DTL+1). A |low val ue of
DTL leads to a small Epoch_Range; if DIL = 0, there will only be 16
RTUs within the Epoch_Range (i.e., Epoch_Range(DTL) = 16"1) for any
TU. The val ues that can be represented in the current epoch are in
the range [0, (Epoch_Range(DTL) - 1)].

Assum ng wraparound does not occur, OT is represented by the val ue
(OTr nod Epoch_Range), and DT is represented by the value (DT nod
Epoch_Range). Al arithnetic is to be performed nodul o
(Epoch_Range(DTL)), yielding only positive values for DI - OI.

In order to allow fine-grained control over the setting of the
deadline time, the fields for DT and OTD use fractional seconds.

This is done by specifying a binary point, which allocates sone of
the bits for fractional tines. Thus, all such fractions are
restricted to be negative powers of 2. Each point of tinme between OT
and DT is then represented by a tinme unit (either seconds or ASNs)
and a fractional tine unit.

Let OT_abs, DT _abs, and CT_abs denote the true (absolute) values (on
the synchronized tinelines) for O, DT, and current tinme. Let N be
the nunber of bits to be used to represent the integer parts of

Or _abs, DT _abs, and CT_abs:

N = {4*(DTL+1)/2} + BinaryPt

The originating node has to pick a segnent size (2"N) so that DT_abs
- Or_abs < 27N, and so that internedi ate network nodes can detect
whet her or not CT_abs > DT _abs.

G ven a value for N, the value for DT is represented in the deadline-
time format by DT = (DT_abs nod 2*"N). DT is typically represented as
a positive value (even though negative nodul ar val ues nake sense).

Al so, let OF = Of_abs nod 2N and CT = CT_abs nmod 2”N, where both OT
and CT are al so considered as non-negative val ues.

When the packet is launched by the originating node, CT_abs == OT _abs
and CT == . Gven a particular value for N, then in order for
downstream nodes to detect whether or not the deadline has expired
(i.e., whether DT_abs > CT_abs), the following is required:

Assumption 1: DT_abs - O _abs < 2~N.

O herwi se the anbiguity inherent in the nodulus arithnetic yielding
Or and DT will cause failure: one cannot neasure tine differences
greater than 2”N using nunbers in a tine segnment of length |l ess than
2”N.

Under Assunption 1, downstream nodes nust effectively check whether
or not their current time is later than the DT -- but the val ue of
the DT has to be inferred fromthe value of DT in the 6LORHE, which
is a nunber less than 2°N. This inference cannot be expected to
reliably succeed unless Assunption 1 is valid, which nmeans that the
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originating node has to be careful to pick proper values for DIL and
for BinaryPt

Since OT is not necessarily provided in the 6l oRHE, there may be a
danger of anbiguity. Surely, when DT = CT, the deadline tine is
expiring and the packet should be dropped. However, what if an

i ntermedi at e node neasures that CT = DT+1? Was the packet |aunched a
short time before arrival at the internediate node, or has the
current tinme wapped around so that CT_abs - O _abs > 2"N?

In order to solve this problem a safety margin has to be provided,
in addition to requiring that DI_abs - OI_abs < 2"N. The val ue of
this safety margin is proportional to 2"N and is determ ned by a new
paraneter, called the "SAFETY _FACTOR'. Then, for safety the
originating node MIUST further ensure that (DT _abs - OI _abs) <

2~AN* (1- SAFETY_FACTOR) .

Each internedi ate node that receives the packet with the Deadline-
6LORHE nust determ ne whether ((CT - DT) nod 2N >
SAFETY_FACTOR*2”N. If this test condition is not satisfied, the
deadline tine has expired. See Appendix A for nore explanation about
the test condition. Al nodes that receive a packet with a Deadline-
6LORHE i ncl uded MJUST use the same value for the SAFETY_FACTOR. The
SAFETY_FACTOR is to be chosen so that a packet with the Deadline-
6LORHE i ncluded will be tested against the current tinme at |east once
during every subinterval of |ength SAFETY FACTOR*2”N. In this way,
it can be guaranteed that the packet will be tested often enough to
make sure it can be dropped whenever CT _abs > DT _abs. The val ue of
SAFETY_FACTOR is specified in this docunent to be 20%

Exanmpl e: Consider a 6Ti SCH network with tinme-slot |ength of 10 ns.
Let the tine units be ASNs (TU == (binary)0bl10). Let the current
ASN when the packet is originated be 54400, and the maxi num

al | owabl e del ay (nax_delay) for the packet delivery be 1 second
fromthe packet origination, then

deadline_tinme = packet_origination_tinme + max_del ay

0xD480 + 0x64 ( Network ASNs)

OxD4E4 (Net wor k ASNs)
Then, the Deadline-6LoRHE encoding with nonzero OIL is:

DTL
Orb

3, OIL = 2, TU = 0b10, BinaryPt = 8, DI = OxD4E4,
0x64

Deadl i ne- 6LoRHE in Three Network Scenari os

In this section, the Deadline-6LoRHE operation is described for three
network scenarios. Figure 4 depicts a constrained time-synchronized
LLN that has two subnets, N1 and N2, connected through 6LoWPAN Bor der
Routers (6LBRs) [RFC8929] with different reference clock tines, T1
and T2.

o e e e e oo +
| Ti me-Synchronized
| Net wor k |
S S +
I
|
I
oo s oo s +
I I
+--- - - + +--- - - +

| | Backbone | | Backbone



0 | | router | | router

+----- + +----- +
o] o] o]
o] o] o] 0 o 0 o 0 o
0 LLN 0 0o LLN 0O O
0 0 0 0 00O 0o o

6LOoWPAN Net wor k (subnet N1) 6LOoWPAN Net wor k (subnet N2)
Figure 4: Intra-Network Tine Zone Scenario
6.1. Scenario 1: Endpoints in the Same DODAG (N1)

In Scenario 1, shown in Figure 5, the Sender 'S has an | P datagram
to be routed to a Receiver 'R w thin the sane Destination-Oriented
Directed Acyclic Graph (DODAG. For the route segnent fromthe
sender to the 6LBR, the sender includes a Deadline-6LoRHE by encoding
the deadline tinme contained in the packet. Subsequently, each 6LR

wi |l perform hop-by-hop routing to forward the packet towards the
6LBR. Once the 6LBR receives the I P datagram it sends the packet
downstream towards 'R .

In the case of a network running in RPL non-storing node, the 6LBR
generates an | Pv6-in-1Pv6 encapsul at ed packet when sendi ng the packet
downwards to the receiver [RFCO008]. The 6LBR copies the Deadline-
6LORHE from the sender-originated | P header to the outer |P header
The Deadl i ne-6LORHE contained in the inner | P header is renpved.

Fomm o - +
n | 6LBR | |
I I I I
| oo + |
Upward | / ]\ | Downward
routing | (F) A | routing
I I\ (9| (D |
I / \ [ A A
| (A (B (B R |
AR | \ !\ |
| S: : %

Figure 5: Endpoints within the Same DODAG (Subnet N1)

At the tunnel endpoint of the encapsul ation, the Deadline-6LORHE is
copi ed back fromthe outer header to inner header, and the inner IP
packet is delivered to 'R .

6.2. Scenario 2: Endpoints in Networks with Dissimilar L2 Technol ogi es

In Scenario 2, shown in Figure 6, the Sender 'S (belonging to DODAG
1) has an I P datagramto be routed to a Receiver 'R over a tine-
synchroni zed | Pv6 network. For the route segnent from’S to 6LBR
'S includes a Deadline-6LoRHE. Subsequently, each 6LR will perform
hop- by-hop routing to forward the packet towards the 6LBR  Once the
deadline time information reaches the 6LBR, the packet will be
encoded according to the nmechani smprescribed in the other tine-
synchroni zed network depicted as "Ti me-Synchroni zed Network" in
Figure 6. The specific data encapsul ation nechanisns followed in the
new network are beyond the scope of this docunent.

. +
| Tinme- |
| Synchronized |------ R
| Network |
U +
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Figure 6: Packet Transmission in Dissimlar L2 Technol ogi es or
I nt er net

For instance, the I P datagram could be routed to another time-
synchroni zed, determ nistic network using the mechani smspecified in
In-situ Operations, Adm nistration, and Mintenance (1 CAM

[ 1 OAM DATA], and then the deadline time would be updated according to
the nmeasurenent of the current tine in the new network

6.3. Scenario 3: Packet Transmi ssion across Different DODAGs (N1 to N2)

Consi der the scenario depicted in Figure 7, in which the Sender 'S
(bel onging to DODAG 1) has an I P datagramto be sent to Receiver 'R
bel ongi ng to anot her DODAG (DODAG 2). The operation of this scenario
can be deconposed into a conbination of Scenarios 1 and 2. For the
route segnent from’'S to 6LBR1, 'S includes the Deadline-6LoRHE.
Subsequently, each 6LR will perform hop-by-hop operations to forward
the packet towards 6LBR1. Once the |IP datagramreaches 6LBR1 of
DODAGL, 6LBR1 applies the sane rule as described in Scenario 2 while
routing the packet to 6LBR2 over a (likely) tine-synchronized wired
backhaul . The wired side of 6LBR2 can be nmapped to the receiver of
Scenario 2. Once the packet reaches 6LBR2, it updates the Deadline-
6LoRHE by addi ng or subtracting the difference of time of DODA& and
sends the packet downstreamtowards 'R .

Ti me- Synchr oni zed Net wor k

T +-
DODAGL +---L---+ +---L---+ DODAG2
| 6LBR1 | | 6LBR2 |
I I I I
Fome o + Fome o +
(F)/ ]\ (F)/ ]\
[\ A [\ A
/ \' (O | (D / \' (O | (D
(A B | |/ ]\ (A B | | [\
[\ |\ (B) : : [\ |\ (B) : :
S: : I\ Do I\
: : : R
Network N1, tinme zone T1 Network N2, tinme zone T2

Figure 7: Packet Transmission in Different DODAGs (N1 to N2)

Consi der an exanple of a 6Ti SCH network in which S in DODAGL
generates the packet at ASN 20000 to R in DODAR. Let the naximum

al | owabl e delay be 1 second. The tinme-slot length in DODAGL and
DODAR2 is assumed to be 10 ms. Once the deadline tine is encoded in
Deadl i ne- 6LoRHE, the packet is forwarded to 6LBR1 of DODAGL. Suppose
the packet reaches 6LBR1 of DODAGL at ASN 20030.

current _time = ASN at 6LBR * slot | ength_val ue

remaining _tine = deadline_tine - current_tinme



((packet _origination_time + nax_delay) - current tine)

(20000 + 100) - 20030

30 (in Network ASNs)

30 * 10”3 mlliseconds

Once the deadline time information reaches 6LBR2, the packet will be
encoded according to the nechani smprescribed in the other tine-
synchroni zed networ k.

I ANA Consi derations
Thi s docunent defines a new El ective 6LOWPAN Routi ng Header Type, and

| ANA has assigned the value 7 fromthe 6LOWPAN Di spatch Page 1 nunber
space for this purpose

+ooooooo4 o4 oD ————=—=+4
| Value | Description | Reference

[ e el s oo e gt e e
| 7 | Deadline-6LoRHE | RFC 9034 |
+------- I I I R +

Table 1. Entry in the "El ective
6LoWPAN Routi ng Header Type"
Regi stry

Synchroni zati on Aspects

The docunent supports tine representation of the deadline and
origination tines carried in the packets traversing networks of
different time zones having different tinme-synchronization

mechani sms.  For instance, in a 6Ti SCH network where the tine is

mai ntained as ASN tine slots, the tinme synchronization is achieved

t hrough beaconi ng anong the nodes as described in [ RFC7/554]. There
could be 6l o0 networks that enploy NTP where the nodes are
synchroni zed with an external reference clock froman NTP server

The specification of the time-synchronization nethod that needs to be
followed by a network is beyond the scope of the docunent.

The nunber of hex digits chosen to represent DT, and the portion of
that field allocated to represent the integer nunber of seconds,

determnes the nmeaning of t 0, i.e., the meaning of DT == 0 in the
chosen representation. |f DTL == 0, then there are only 4 bits that
can be used to count the time units, so that DI == 0 can never be

more than 16 tine units (or fractional tine units) in the past. This
then requires that the time synchronizati on between sender and
receiver has to be tighter than 16 units. |If the binary point were
moved so that all the bits were used for fractional tine units (e.g.,
fractional seconds or fractional ASNs), the tinme-synchronization
requi renent woul d be correspondingly tighter

A 4-bit field for DI allows up to 16 hex digits, which is 64 bits.
That is enough to represent the NTP 64-bit tinmestanp format

[ RFC5905], which is nore than enough for the purposes of establishing
deadline tinmes. Unless the binary point is nmoved, this is enough to
represent tine since year 1900.

For exanpl e, suppose that DIL = 0b0000 and the DT bits are split
evenly; then we can count up to 3.75 seconds by quarter-seconds.

If DTIL = 3 and the DT bits are again split evenly, then we can count
up to 256 seconds (in steps of 1/256 of a second).
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In all cases, t_0 is defined as specified in Section 5.
t_0 =[current_tine - (current_tinme nod (2°(4*(DTL+1))))]
regardl ess of the choice of TU.

For TU = 0b00, the tine units are seconds. Wth DIL == 15, and

Bi naryPt == 0, the epoch is (by default) January 1, 1900, at 00:00
UTC. The resolution is then 27-32 seconds, which is the naximum
possible. This time format waps around every 2732 seconds, which is
roughly 136 years.

For TU = 0b10, the tinme units are ASNs. The start time is relative,
and updated by a nechanismthat is out of scope for this docunent.
Wth 10 ns slots, DIL = 15, and BinaryPt == 0, it would take over a
year for the ASN to wap around. Typically, the nunber of hex digits
all ocated for TU = 0b10 woul d be I ess than 15.

Security Considerations

The security considerations of [RFC4944] (Section 13), [RFC6282]
(Section 6), and [ RFC6553] (Section 5) apply. Using a conpressed
format as opposed to the full inline format is |ogically equival ent
and does not create an opening for a new threat when conpared to

[ RFC6550], [RFC6553], and [ RFC6554].

The protocol elenents specified in this docunent are designed to work
in controlled operational environnents (e.g., industrial process
control and automation). |In order to avoid misuse of the deadline
information that could potentially result in a Denial of Service
(DoS) attack, proper functioning of this deadline time mechani sm
requires the provisioning and managenent of network resources for
supporting traffic flows with deadlines, performance nonitoring, and
adm ssion control policy enforcement. The network provisioning can
be done either centrally or in a distributed fashion. For exanple,
tracks in a 6Ti SCH network coul d be established by a centralized Path
Conput ati on El enent (PCE), as described in the 6Ti SCH architecture

[ RFC9030] .

The security considerations of DetNet architecture [ RFC8655]
(Section 5) nostly apply to this docunment as well, as follows. To
secure the request and control of resources allocated for tracks,
aut henti cation and authorization can be used for each device and
network controller devices. |In the case of distributed contro
protocols, security is expected to be provided by the security
properties of the protocols in use.

The identification of deadline-bearing flows on a per-flow basis may
provi de attackers with additional information about the data flows
conpared to networks that do not include per-flow identification

The security inplications of disclosing that additional infornation
deserve consi deration when inplenenting this deadline specification

Because of the requirenment of precise time synchronization, the
accuracy, availability, and integrity of time synchronization is of
critical inportance. Extensive discussion of this topic can be found
in [ RFC7384].
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Appendi x A.  Mdul ar Arithnmetic Considerations



Graphically, one mght visualize the tinmeline as foll ows:

Figure 8: Absolute Tineline Representation

In Figure 8, the value of CT_abs is envisioned as traveling to the
right as tinme progresses, getting farther away from OTl_abs and
getting closer to DT _abs. The tineline is considered to be
subdivided into time subintervals [i,j] starting and ending at
absolute tinmes equal to k*(2"N), for integer values of k. Let |I_k =
k*(2"N) and | _(k+1) = (k+1)*2~N. Intervals starting at |_k and

I (k+1) may occur at various placenents in the above tineline. Even
though OT _abs is _always_less than DT _abs, it could be that DT < OT
because of the way that DT and OT are represented within the range
[0, 2°N) and simlarly for CT_abs and CT conpared to OT and DT.

Representing the above situation in time segnents of |ength 2N (and
values OT, CT, DT) results in several cases where the deadline tine
has not el apsed:

1) Ofr < CT < DT (e.g., |_k < OT_abs < CT_abs < DT_abs < I _(k+1) )
2) DT < O < CT (e.g., |I_k < Or_abs < Cr_abs < I_(k+1) < DT_abs )
3) CT < DI <Orf (e.g., | _k <Ol abs <1 _(k+1) < CT_abs < DT _abs )

In the followi ng cases, the deadline tine has el apsed and t he packet
shoul d be dropped.

4) DI < CT < Or
5) Orf < DT < CT
6) CT < O < DT

Again in Figure 8, consider CT_abs as tine noving away from OT_abs
and towards DT _abs. For tines CT_abs before the expiration of the
deadline tinme, we also have CT_abs - Ol _abs == CT - OTI nod 2N and
simlarly for DT_abs - CT_abs.

As time proceeds, DI _abs - CT_abs gets smaller. Wen the deadline
time expires, DT _abs - CT_abs begins to grow negative. A proper

sel ection for SAFETY FACTOR allows it to go _slightly negative_ but
for an internmediate point to _detect that it has gone negative.
Note that in modular arithmetic, "slightly negative" neans _exactly_
the sane as "alnost as large as the nodulus (i.e., 2*N)". Now
consider the test condition ((CT - DT) nod 2"N) > SAFETY_FACTOR*2"N.

(DT _abs - OT_abs) < 2"N*(1- SAFETY_FACTOR) satisfies the test
condition when CT_abs == OT_abs (i.e., when the packet is |aunched).
In modul ar arithnmetic, 2"N+*(1l- SAFETY_FACTOR) == 2~N -

2 "N* SAFETY_FACTOR == -2"N*( SAFETY_FACTOR). Then DT_abs - OT_abs <
-2"N*(1- SAFETY_FACTOR). Inverting the inequality, OI_abs - DT _abs >
2"N*( 1- SAFETY_FACTOR), and thus at launch CT_abs - DI _abs >

2 N* (1- SAFETY_FACTOR) .

As CT_abs grows |arger, CT_abs - DT _abs gets LARGER in (non-negative)
modul ar arithnmetic until the time at which CT_ABS == DIT_ABS, and
suddenly CT_ABS - DT_abs becones zero. Al so suddenly, the test
condition is no longer fulfilled.

As CT _abs grows still larger, CT_abs > DT _abs, and we need to detect
this condition as soon as possible. Requiring the SAFETY_FACTOR
enables this detection until CT_abs exceeds DT_abs by an anmpunt equal



to SAFETY_FACTOR* 2™N.

A note about "inverting the inequality". GCbserve that a < b inplies
that -a > -b on the real nunber line. Also, (a- b) ==-(b - a).
These facts hold also for nodul ar arithnetic.

During the tines prior to the expiration of the deadline, for Safe =
2"N* SAFETY_FACTOR we have:

(DT _abs - 2"N) < OT_abs < CT_abs < DT _abs < DT_abs+Safe
Natural ly, DT_abs - 2~N == DT_abs nod 2"N == DT.

Again considering Figure 8, it is easy to see that {CT_abs - (DT _abs
- 2"N)} gets larger and larger until the tine at which CT_abs =
DT_abs, which is the first time at which CT - DT == 0 nod 2"N. As
CT_abs increases past the deadline tinme, 0 < CT_abs - DT_abs < Safe.
In this range, any intermedi ate node can detect that the deadline has
expired. As CT_abs increases past DI_abs+Safe, it is no |onger
possible for an internediate node to deternmine with certainty whether
or not the deadline tine has expired. These statenents al so apply
when reduced to nodul ar arithnetic in the nmodul us 2N

In particular, the test condition no | onger allows detection of
deadl i ne expiration when the current time becones |ater than

(DT _abs+Safe). In order to nmaintain correctness even for packets
that are forwarded after expiration (i.e., the D flag), N has to be
chosen to be so large that the test condition will not fail -- i.e.,

that in all scenarios of interest, the packet will be dropped before
the current tinme becones equal to DT_abs+2"N*SAFETY_FACTOR.
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