I nternet Engi neering Task Force (IETF) T. Chang, Ed.

Request for Comments: 9033 M Vui ni
Cat egory: Standards Track Inria
| SSN: 2070-1721 X. Vil aj osana

Uni versitat Cberta de Catal unya
S. Duquennoy

RI SE SI CS

D. Duj ovne

Uni ver si dad Di ego Portal es

May 2021

6Ti SCH M ni mal Schedul i ng Functi on (NMSF)
Abst r act

Thi s specification defines the "I Pv6 over the TSCH node of | EEE

802. 15. 4" (6Ti SCH M nimal Scheduling Function (MSF). This

Schedul i ng Function describes both the behavior of a node when
joining the network and how t he conmuni cati on schedul e i s managed in
a distributed fashion. MSF is built upon the 6Ti SCH Operation

Subl ayer Protocol (6P) and the mnimal security framework for 6Ti SCH.

Status of This Meno
This is an Internet Standards Track document.

This docunent is a product of the Internet Engineering Task Force
(IETF). It represents the consensus of the IETF community. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Goup (IESG. Further information on
Internet Standards is available in Section 2 of RFC 7841.

I nformation about the current status of this docunent, any errata,
and how to provide feedback on it nmay be obtained at
https://ww. rfc-editor.org/info/rfc9033.

Copyri ght Notice

Copyright (c) 2021 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust's Lega
Provisions Relating to | ETF Documents
(https://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunment nust
include Sinplified BSD Li cense text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.

Tabl e of Contents

1. Introduction
1.1. Requirenents Language
1.2. Related Docunents
2. Interface to the Mnimal 6Ti SCH Configuration

3. Autonompus Cells
4. Node Behavi or at Boot
4.1. Start State
4.2. Step 1 - Choosing Frequency



4.3. Step 2 - Receiving EBs
4.4, Step 3 - Setting up Autononous Cells for the Join Process
4.5. Step 4 - Acquiring a RPL Rank
4.6. Step 5 - Setting up First Tx Negotiated Cells
4.7. Step 6 - Sending EBs and Dl Gs
4.8. End State
5. Rules for Adding and Deleting Cells
5.1. Adapting to Traffic
5.2. Switching Parent
5.3. Handling Schedul e Collisions

6. 6P SI GNAL Command
7. Scheduling Function ldentifier
8. Rules for CelllList
9. 6P Tinmeout Value
10. Rule for Ordering Cells
11. Meaning of the Metadata Field
12. 6P Error Handling
13. Schedul e I nconsi stency Handl i ng
14. MSF Constants
15. MsSF Statistics
16. Security Considerations
17. | ANA Consi derati ons
17.1. WMSF Scheduling Function Identifiers
18. References
18.1. Normative References
18.2. Informative References
Appendi x A,  Exanple Inplenentation of the SAX Hash Function
Contributors
Aut hors’ Addresses

I nt roduction

The 6Ti SCH M ni mal Schedul ing Function (MSF), defined in this
specification, is a 6Ti SCH Schedul i ng Function (SF). The role of an
SF is entirely defined in [RFC8480]. This specification conplenments
[ RFC8480] by providing the rules of when to add and delete cells in
the conmmuni cati on schedule. This specification satisfies all the
requirenents for an SF listed in Section 4.2 of [RFC8480].

MBF builds on top of the follow ng specifications: "Mninmal |Pv6 over
the TSCH Mode of | EEE 802. 15.4e (6Ti SCH) Configuration" [RFC8180],
"6Ti SCH Operation Subl ayer (6top) Protocol (6P)" [RFC8480], and
"Constrained Join Protocol (CoJP) for 6Ti SCH' [RFC9031].

MSF defines both the behavior of a node when joining the network, and
how t he communi cation schedule is nanaged in a distributed fashion
When a node running MSF boots up, it joins the network by follow ng
the six steps described in Section 4. The end state of the join
process is that the node is synchronized to the network, has nutually
authenticated with the network, has identified a routing parent, and
has schedul ed one negotiated Tx cell (defined in Section 5.1) to/from
its routing parent. After the join process, the node can
continuously add, delete, and relocate cells as described in

Section 5. It does so for three reasons: to match the |ink-Iayer
resources to the traffic, to handl e changing parent, and to handle a
schedul e col lision.

MSF works closely with the I Pv6 Routing Protocol for Low Power and
Lossy Networks (RPL), specifically the routing parent defined in

[ RFC6550]. This specification only describes how MSF works with the
routing parent; this parent is referred to as the "sel ected parent”.
The activity of MSF towards the single routing parent is called a
"MSF session". Though the performance of MSF is eval uated only when
the "sel ected parent" represents the node's preferred parent, there
shoul d be no restrictions to use multiple MSF sessions, one per
parent. The distribution of traffic over multiple parents is a



routing decision that is out of scope for MSF.

MSF is designed to operate in a wide range of application donains.

It is optimzed for applications with regular upstreamtraffic, from
the nodes to the Destination-Oriented Directed Acyclic G aph (DODAG
root [ RFC6550].

This specification follows the recommended structure of an SF
specification, given in Appendix A of [RFC8480], with the follow ng
adapt ati ons:

* W have reordered some sections, in particular to have the section
on the node behavior at boot (Section 4) appear early in this
speci fication.

* W added sections on the interface to the minimal 6Ti SCH
configuration (Section 2), the use of the SI GNAL comrand
(Section 6), the MSF constants (Section 14), and the MSF
statistics (Section 15).

1.1. Requirenents Language
The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in
BCP 14 [ RFC2119] [ RFCB174] when, and only when, they appear in all
capitals, as shown here.

1.2. Related Docunents

Thi s specification uses nmessages and variables defined in | EEE Std

802. 15. 4-2015 [ EEE802154]. It is expected that those resources wll
remain in the future versions of |EEE Std 802.15.4; in which case,
this specification also applies to those future versions. |n the

remai nder of the docunment, we use [| EEE802154] to refer to | EEE Std
802. 15. 4-2015 as well as future versions of IEEE Std 802.15.4 that
remai n conpati bl e.

2. Interface to the Mninmal 6Ti SCH Configuration

In a Tinme-Slotted Channel Hopping (TSCH) network, tine is sliced up
into tine slots. The time slots are grouped as one or multiple
slotframes that repeat over tinme. The TSCH schedul e instructs a node
what to do at each tine slot, such as transmt, receive, or sleep

[ RFC7554]. For tine slots for transmtting or receiving, a channel
is assigned to the tinme slot. The tuple (slot, channel) is indicated
as a cell of the TSCH schedule. MSF is one of the policies defining
how t o manage the TSCH schedul e.

A node inplenenting MSF SHOULD i npl eent the mnimal 6Ti SCH
configuration [ RFC8180], which defines the "mninmal cell", a single
shared cell providing mninmal connectivity between the nodes in the
network. The MSF inplenentation provided in this specification is
based on the inplenentation of the mnimal 6Ti SCH configuration.
However, an inplenmentor MAY inpl ement MSF based on ot her
specifications as long as the specification defines a way to
adverti se the Enhanced Beacons (EBs) and DODAG | nformati on Qbjects
(DI Gs) anong the network.

MSF uses the mnimal cell for broadcast frames such as Enhanced
Beacons (EBs) [|EEE802154] and broadcast DODAG I nformation Cbjects
(DI Gs) [RFC6550]. Cells scheduled by MSF are neant to be used only
for unicast franes.

To ensure there is enough bandwi dth available on the mnimal cell, a
node i npl enenti ng MSF SHOULD enforce some rules for limting the



traffic of broadcast franes. For exanple, the overall broadcast
traffic anong the node and its nei ghbors SHOULD NOT exceed one-third
of the bandwidth of mnimal cell. One of the algorithns that
fulfills this requirenent is the Trickle timer defined in [ RFC6206],
which is applied to DI O nessages [ RFC6550]. However, any such
algorithmof limting the broadcast traffic to meet those rules is

i npl ement ation-specific and is out of the scope of MSF.

Three slotframes are used in MSF. MSF schedul es autonomous cells at
Slotfrane 1 (Section 3) and 6P negotiated cells at Slotframe 2
(Section 5), while Slotframe 0 is used for the bootstrap traffic as
defined in the mnimal 6Ti SCH configuration. The sanme slotframe
length for Slotframe 0, 1, and 2 is RECOWENDED. Thus it is possible
to avoid the scheduling collision between the autononous cells and 6P
negotiated cells (Section 3). The default slotframe |length
(SLOTFRAME _LENGTH) is RECOMVENDED for Slotframe 0, 1, and 2, although
any val ue can be advertised in the EBs.

Aut ononpus Cel | s

MSF nodes initialize Slotfrane 1 with a set of default cells for

uni cast conmmuni cation with their neighbors. These cells are called
"aut onomous cel | s", because they are nmaintai ned aut ononmously by each
node wi t hout negotiation through 6P. Cells schedul ed by 6P
Transaction are called "negotiated cells"”, which are reserved on
Slotfrane 2. How to schedule negotiated cells is detailed in
Section 5. There are two types of autononous cells:

Aut ononous Rx Cell (AutoRxCell): One cell at a
[slot O fset, channel O fset] conputed as a hash of the 64-bit
Ext ended Uni que ldentifier (EU-64) of the node itself (detailed
next). Its cell options bits are assigned as TX=0, RX=1
SHARED=O0.

Aut ononpbus Tx Cell (AutoTxCell): One cell at a
[slot O fset, channel O fset] conmputed as a hash of the Layer 2
EUl - 64 destination address in the unicast frame to be transmtted
(detailed in Section 4.4). 1ts cell options bits are assigned as
TX=1, RX=0, SHARED=1.

To conpute a [slotOFfset,channel O fset] froman EU -64 address, nodes
MJST use the hash function SAX as defined in Section 2 of

[ SAX- DASFAA] with consistent input paraneters, for exanple, those
defined in Appendix A The coordinates are conputed to distribute
the cells across all channel offsets, and all but the first slot

of fset of Slotfrane 1. The first time offset is skipped to avoid
colliding with the minimal cell in Slotfrane 0. The slot coordinates
derived froma given EU -64 address are conputed as foll ows:

slotOfset(MAC) = 1 + hash(EU 64, length(Slotfranme 1) - 1)
channel O f set (MAC) = hash(EU 64, NUM CH_OFFSET)

The second input paraneter defines the maxi numreturn value of the
hash function. Oher optional paraneters defined in SAX determ ne
the performance of SAX hash function. Those paraneters could be
broadcast in an EB franme or preconfigured. For interoperability
pur poses, Appendi x A provides the reference val ues of those

par amet er s

Aut oTxCel I is not permanently installed in the schedule but is added
or deleted on demand when there is a frane to be sent. Throughout
the network lifetime, nodes maintain the autononous cells as follows:

* Add an AutoTxCell to the Layer 2 destination address, which is
indicated in a frame when there is no 6P negotiated Tx cell in the



4. 1.

4. 2.

4. 3.

schedule for that frane to transmt.
*  Renpve an AutoTxCel | when
- thereis no frame to transmt on that cell, or

- there is at | east one 6P negotiated Tx cell in the schedule for
the frames to transnmit.

The Aut oRxCell MUST al ways remai n schedul ed after synchronization
6P CLEAR MUST NOT erase any autononous cells.

Because of hash collisions, there will be cases that the AutoTxCell
and Aut oRxCel | are scheduled at the sane slot offset and/or channe
offset. In such cases, AutoTxCell always take precedence over

Aut oRxCel I. Notice AutoTxCell is a shared type cell that applies a
back-of f mechanism Wen the AutoTxCell and AutoRxCell colli de,

Aut oTxCel | takes precedence if there is a packet to transmt. Wen
in a back-off period, AutoRxCell is used. |In the case of conflict
with a negotiated cell, autononmpbus cells take precedence over
negotiated cells, which is stated in [| EEE802154]. However, when the
Slotfrane 0, 1, and 2 use the sanme length value, it is possible for a
negotiated cell to avoid the collision with AutoRxCell. Hence, the
same slotframe length for Slotframe 0, 1, and 2 i s RECOMVENDED.

Node Behavi or at Boot

This section details the behavior the node SHOULD foll ow fromthe
monent it is switched on until it has successfully joined the
network. Alternative behaviors may be involved, for exanple, when
alternative security solutions are used for the network. Section 4.1
details the start state; Section 4.8 details the end state. The
other sections detail the six steps of the joining process. W use
the term "pl edge" and "joi ned node", as defined in [ RFC9031].

Start State

A node inplenmenting MSF SHOULD i npl enent the Constrai ned Join
Protocol (CoJP) for 6Ti SCH [ RFC9031]. As a corollary, this neans
that a pl edge, before being switched on, nmay be preconfigured with
the Pre-Shared Key (PSK) for joining, as well as any other
configuration detailed in [RFCO031]. This is not necessary if the
node i nplenments a security solution that is not based on PSKs, such
as [ ZEROTOUCH JA N] .

Step 1 - Choosi ng Frequency

VWhen swi tched on, the pledge randomy chooses a frequency fromthe
channel s t hrough which the network cycles and starts |istening for
EBs on that frequency.

Step 2 - Receiving EBs

Upon receiving the first EB, the pledge continues listening for
additional EBs to |earn:

1. the nunber of neighbors Ninits vicinity, and

2.  which nei ghbor to choose as a Join Proxy (JP) for the joining
process.

After having received the first EB, a node MAY keep |istening for at
nmost MAX _EB DELAY seconds or until it has received EBs from

NUM_NEI GHBOURS_TO WAI T di stinct neighbors. This behavior is defined
in [ RFC8180].



During this step, the pledge only gets synchronized when it has

recei ved enough EB fromthe network it wishes to join. How to decide
whet her an EB originates froma node fromthe network it w shes to
join is inplenentation-specific, but MAY involve filtering EBs by the
PANID field it contains, the presence and contents of the Information
El ement (1E) defined in [RFC9032], or the key used to authenticate
it.

The deci sion of which neighbor to use as a JP is inplenentation-
specific and is discussed in [ RFC9031].

4.4. Step 3 - Setting up Autononous Cells for the Join Process

After having selected a JP, a node generates a Join Request and
installs an AutoTxCell to the JP. The Join Request is then sent by

the pledge to its selected JP over the AutoTxCell. The AutoTxCell is
renoved by the pl edge when the Join Request is sent out. The JP
recei ves the Join Request through its AutoRxCell. Then it forwards

the Join Request to the Join Registrar/Coordi nator (JRC), possibly
over multiple hops, over the 6P negotiated Tx cells. Simlarly, the
JRC sends the Join Response to the JP, possibly over nultiple hops,
over AutoTxCells or the 6P negotiated Tx cells. Wen the JP receives
the Join Response fromthe JRC, it installs an AutoTxCell to the

pl edge and sends that Join Response to the pl edge over AutoTxCell.
The AutoTxCell is renoved by the JP when the Join Response is sent
out. The pl edge receives the Join Response fromits AutoRxCell
thereby | earns the keying material used in the network, as well as
other configuration settings, and becones a "joi ned node"

VWhen 6LOWPAN Nei ghbor Discovery (ND) [ RFC8505] is inplenented, the
uni cast packets used by ND are sent on the AutoTxCell. The specific
process how the ND works during the join process is detailed in

[ RFC9030] .

4.5. Step 4 - Acquiring a RPL Rank

Per [ RFC6550], the joined node receives DI Gs, conputes its own Rank,
and selects a routing parent.

4.6. Step 5 - Setting up First Tx Negotiated Cells

Once it has selected a routing parent, the joined node MJST generate
a 6P ADD Request and install an AutoTxCell to that parent. The 6P
ADD Request is sent out through the AutoTxCell, containing the
follow ng fields:

Cell Options: Set to TX=1, RX=0, SHARED=0.
NunmCel I's: Set to 1.
CellList: At least 5 cells, chosen according to Section 8.

The joi ned node renoves the AutoTxCell to the sel ected parent when
the 6P Request is sent out. That parent receives the 6P ADD Request
fromits AutoRxCell. Then it generates a 6P ADD Response and
installs an AutoTxCell to the joined node. Wen the parent sends out
the 6P ADD Response, it MJST renove that AutoTxCell. The joined node
receives the 6P ADD Response fromits AutoRxCell and conpletes the 6P
Transaction. In the case that the 6P ADD transaction failed, the
node MJST issue another 6P ADD Request and repeat until the Tx cel

is installed to the parent.

4.7. Step 6 - Sending EBs and Dl Gs

The node starts sending EBs and DIGs on the mininmal cell, while



following the transmt rules for broadcast frames from Section 2.
4.8. End State

At the end state of the joining process, a new node:

* is synchronized to the network,

* is using the link-layer keying material it |earned through the
secure j oi ni ng process,

* has sel ected one neighbor as its routing parent,
* has one AutoRxCel |,
* has one negotiated Tx cell to the selected parent,

* starts to send DIGs, potentially serving as a router for other
nodes’ traffic, and

* starts to send EBs, potentially serving as a JP for new pl edges.
5. Rules for Adding and Deleting Cells

Once a node has joined the 6Ti SCH network, it adds/del etes/rel ocates
cells with the selected parent for three reasons:

* to match the link-layer resources to the traffic between the node
and the sel ected parent (Section 5.1),

* to handle switching the parent (Section 5.2), or
* to handle a schedule collision (Section 5.3).

These cells are called "negotiated cells" as they are schedul ed
through 6P and negotiated with the node’s parent. Wthout specific
declaration, all cells mentioned in this section are negoti ated
cells, and they are installed at Slotfrane 2.

5.1. Adapting to Traffic

A node inplementing MSF MUST i nmpl enent the behavi or described in this
section.

The goal of MSF is to nanage the communi cation schedule in the 6Ti SCH
schedule in a distributed nmanner. For a node, this translates into
monitoring the current usage of the cells it has to one of its

nei ghbors, in nost cases to the sel ected parent.

* |f the node determ nes that the nunber of link-layer frames it is
attenpting to exchange with the sel ected parent per unit of tine
is larger than the capacity offered by the TSCH negotiated cells
it has scheduled with it, the node issues a 6P ADD comand to that
parent to add cells to the TSCH schedul e.

* |f the traffic is |lower than the capacity, the node issues a 6P
DELETE command to that parent to delete cells fromthe TSCH
schedul e.

The node MUST naintain two separate pairs of the follow ng counters
for the selected parent: one for the negotiated Tx cells to that
parent and one for the negotiated Rx cells to that parent.

NunCel | sl apsed: Counts the nunber of negotiated cells that have
el apsed since the counter was initialized. This counter is
initialized at 0. When the current cell is declared as a



negotiated cell to the selected parent, NunCell skl apsed is
incremented by exactly 1, regardl ess of whether the cell is used
to transmit or receive a frane.

NuntCel | sUsed: Counts the nunber of negotiated cells that have been
used. This counter is initialized at 0. MNunCellsUsed is
incremented by exactly 1 when, during a negotiated cell to the
sel ected parent, either of the foll ow ng happens:

* The node sends a frame to the parent. The counter increnents
regardl ess of whether a link-1ayer acknow edgrment was received
or not.

* The node receives a valid frane fromthe parent. The counter
increments only when a valid franme per [|EEE802154] is received
by the node fromits parent.

The cell option of cells listed in CellList in a 6P Request frame
SHOULD be either (Tx=1, Rx=0) only or (Tx=0, Rx=1) only. Both
Nuntel | sél apsed and NuntCel | sUsed counters can be used for both types
of negotiated cells.

As there is no negotiated Rx cell installed at initial tine, the
Aut oRxCel | is taken into account as well for downstreamtraffic
adaptation. In this case:

*  NunCel | sl apsed is increnented by exactly 1 when the current cel
i s Aut oRxCel | .

*  NunCel | sUsed is increnented by exactly 1 when the node receives a
frame fromthe sel ected parent on AutoRxCell.

| npl enentors MAY choose to create the sanme counters for each nei ghbor
and add them as additional statistics in the neighbor table.

The counters are used as foll ows:

1. Both NuntCel |l skl apsed and NuntCel | sUsed are initialized to 0 when
t he node boots.

2. Wen the value of NuntCell skl apsed reaches MAX NUM CELLS

* |f NumCel I sUsed is greater than LI M NUMCELLSUSED H GH, trigger
6P to add a single cell to the selected parent.

* |f NumCel I sUsed is | ess than LI M NUMCELLSUSED LOW trigger 6P
to renove a single cell to the selected parent.

* Reset both NunCel | sEl apsed and NunCel | sUsed to O and restart
#2.

The val ue of MAX NUM CELLS is chosen according to the traffic type of
the network. Generally speaking, the larger the value MAX_NUM CELLS
is, the nore accurately the cell usage is calculated. By using a

| arger value of MAX NUM CELLS, the 6P traffic overhead could be
reduced as well. Meanwhile, the |atency won't increase nuch by using
a |l arger value of MAX NUM CELLS for periodic traffic type. For
bursty traffic, a | arger value of MAX NUM CELLS i ndeed introduces

hi gher latency. The latency caused by slight changes of traffic |oad
can be alleviated by the additional scheduled cells. 1In this sense,
MSF is a Scheduling Function that trades latency with energy by
scheduling nore cells than needed. Setting MAX NUM CELLS to a val ue
at least four tinmes the recent maxi mum nunber of cells used in a
slotframe is RECOWENDED. For exanple, a two packets/slotfrane
traffic load results in an average of four cells scheduled (two cells
are used), using at |east the value of double the nunber of schedul ed



cells (which is eight) as MAX NUM CELLS gives a good resol ution on
the cell usage cal cul ation

In the case that a node has booted or has di sappeared fromthe
network, the cell reserved at the selected parent may be kept in the
schedul e forever. A cleanup mechani sm MJST be provided to resol ve
this issue. The cleanup mechanismis inplementation-specific. The
goal is to confirmthat those negotiated cells are not used anynore
by the associ ated nei ghbors and renove them fromthe schedul e.

5.2. Switching Parent

A node inplementing MSF SHOULD i npl enent the behavi or described in
this section.

As part of its normal operation, RPL can have a node switch parent.
The procedure for switching fromthe old parent to the new parent is
the foll ow ng:

1. The node counts the nunber of negotiated cells it has per
slotframe to the old parent.

2. The node triggers one or nore 6P ADD conmands to schedul e the
same numnber of negotiated cells with same cell options to the new
parent.

3. Wen that successfully conpletes, the node issues a 6P CLEAR
command to its old parent.

The type of negotiated cell that should be installed first depends on
which traffic has the higher priority, upstream or downstream which
is application-specific and out of scope of MSF.

5.3. Handling Schedul e Collisions

A node inplementing MSF SHOULD i npl emrent the behavi or described in
this section. Oher algorithns for handling schedul e collisions can
be an alternative to the al gorithm proposed in this section

Since scheduling is entirely distributed, there is a nonzero
probability that two pairs of nearby nei ghbor nodes schedule a
negotiated cell at the sane [slotOfset,channel O fset] location in
the TSCH schedule. |In that case, data exchanged by the two pairs may
collide on that cell. W call this case a "schedule collision"

The node MUST naintain the followi ng counters for each negotiated Tx
cell to the selected parent:

NumTx: Counts the nunber of transmission attenpts on that cell
Each tinme the node attenpts to transmt a frame on that cell
NunmTx is increnmented by exactly 1.

NunmTxAck: Counts the number of successful transmission attenpts on
that cell. Each tine the node receives an acknow edgnent for a
transm ssion attenpt, NunifxAck is increnented by exactly 1

Since both Numlx and NunirxAck are initialized to 0, we necessarily
have NumTxAck | ess than or equal to Nunfx. W call Packet Delivery
Ratio (PDR) the ratio NunTxAck/ Nunirx and represent it as a
percentage. A cell with a PDR equal to 50% neans that half of the
franmes transmitted are not acknow edged.

Each tinme the node switches parent (or during the join process when
the node selects a parent for the first time), both Nunilx and
NunmTxAck MJST be reset to 0. They increment over tine, as the
schedul e i s executed, and the node sends frames to that parent. Wen



NumTx reaches MAX_NUMIX, both Numlx and NunirxAck MUST be divi ded by
2. MAX_NUMIX needs to be a power of two to avoid division error
For exanple, when MAX NUMIX is set to 256, and NunTx=255 and
NunifxAck=127, the counters become NunTx=128 and NunixAck=64 if one
frame is sent to the parent with an acknow edgment received. This
operation does not change the value of the PDR but allows the
counters to keep increnenting. The value of MAX_NUMIX is

i mpl ement ati on-specific.

The key for detecting a schedule collision is that, if a node has
several cells to the selected parent, all cells should exhibit the
same PDR. A cell that exhibits a PDR significantly | ower than the
others indicates that there are collisions on that cell

Every HOUSEKEEPI NGCOLLI SI ON_PERI OD, the node executes the foll ow ng
st eps:

1. It conputes, for each negotiated Tx cell with the parent (not for
the aut onomous cell), that cell’s PDR

2. Any cell that hasn’t yet had Numlx divided by 2 since it was | ast
reset is skipped in steps 3 and 4. This avoids triggering cel
rel ocati on when the val ues of Nunifx and NumTxAck are not
statistically significant yet.

3. It identifies the cell with the highest PDR

4. For any other cell, it conpares its PDR against that of the cel
with the highest PDR. If the subtraction difference between the
PDR of the cell and the highest PDR is |arger than
RELOCATE_PDRTHRES, it triggers the relocation of that cell using
a 6P RELOCATE command.

The RELOCATI ON for negotiated Rx cells is not supported by NSF.

6P SI GNAL Commrand
The 6P SI GNAL comand is not used by MSF.

Schedul i ng Function ldentifier

The Scheduling Function Identifier (SFID) of MSF is 0. How the value
of 0 was chosen is described in Section 17

Rul es for CellList

MBF uses two-step 6P Transactions exclusively. 6P Transactions are
only initiated by a node towards its parent. As a result, the cells
to put in the CellList of a 6P ADD conmand, and in the candi date
Cel I Li st of a RELOCATE command, are chosen by the node initiating the
6P Transaction. In both cases, the sane rul es apply:

* The CellList is RECOWENDED to have five or nore cells.
* Each cell in the CellList MIUST have a different slotOfset val ue.

* For each cell in the CelllList, the node MUST NOT have any
schedul ed cell on the sane slotOfset.

* The slotOfset value of any cell in the CellList MIST NOT be the
same as the slotOffset of the minimal cell (slotOfset=0).

* The slotOfset of a cell in the CellList SHOULD be randomy and
uniformy chosen anong all the slotOffset values that satisfy the
restrictions above.



10.

11.

12.

* The channel Ofset of a cell in the CellList SHOULD be randomy and
uniformy chosen from[O..nunFrequenci es], where nunfrequencies
represents the nunber of frequencies a node can conmuni cate on.

As a consequence of randomcell selection, there is a nonzero chance
that nodes in the vicinity have installed cells with sane sl ot Offset
and channel Ofset. An inplementer MAY inplenment a strategy to

moni tor the candidate cells before adding themin CellList to avoid
collision. For exanple, a node MAY nmintain a candidate cell pool
for the CellList. The candidate cells in the pool are preconfigured
as Rx cells to promiscuously listen to detect transm ssions on those
cells. If transmissions that rely on [| EEEB02154] are observed on
one cell over nultiple iterations of the schedule, that cell is
probably used by a TSCH neighbor. It is noved out fromthe pool, and
a new cell is selected as a candidate cell. The cells in CelllList
are picked fromthe candi date pool directly when required.

6P Ti meout Val ue

The tinmeout value is calculated for the worst case that a 6P response
is received, which neans the 6P response is sent out successfully at
the very latest retransmission. And for each retransnission, it
backs off with largest value. Hence the 6P tineout value is
calculated as ((2"MAXBE) - 1) * MAXRETRIES * SLOTFRAME_LENGTH, where:

*  MAXBE, defined in [| EEE802154], is the maxi num backoff exponent
used.

*  MAXRETRIES, defined in [| EEE802154], is the maxi num retransni ssion
times.

* SLOTFRAME _LENGTH represents the | ength of slotfrane.
Rule for Ordering Cells
Cells are ordered by slotOfset first, channel Ofset second.

The foll owi ng sequence is correctly ordered (each el enent represents
the [slotOfset,channel Offset] of a cell in the schedul e):

[1,3],[1,4],[2,0],[5,3],[6,0],[6,3],[7,9]
Meani ng of the Metadata Field
The Metadata field is not used by MSF.
6P Error Handling
Section 6.2.4 of [RFC8480] lists the 6P return codes. Table 1 lists

the sanme error codes and the behavior a node inpl enenti ng MSF SHOULD
fol | ow

| Code | RECOMVENDED Behavi or |
[} et —————— Ll —_—(————————(——————
| RC_SUCCESS | nothing |
e +
| RC_ECL | nothing |
T o mmemeeeemeaeeaaas +
| RC_ERR | quarantine |
o e e e oo T +
| RC_RESET | quarantine |
R +

| RC_ERR SFID | quarantine |
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I R +
| RC_ ERR CELLLIST | clear |
dememmeecmeeaaaas domemmemeeeemeaeeaaas +
| RC_ERR BUSY | waitretry |
o e e e oo T +
| RC_ERR LOCKED | waitretry |
N R +

Tabl e 1: Recommended Behavi or for Each
6P Error Code

The neani ng of each behavior fromTable 1 is:

nothing: Indicates that this return code is not an error. No error
handl i ng behavior is triggered.

clear: Abort the 6P Transaction. Issue a 6P CLEAR command to that
nei ghbor (this command nay fail at the Iink layer). Renopve all
cells scheduled with that nei ghbor fromthe | ocal schedul e.

quarantine: Same behavior as for "clear". |In addition, renove the
node fromthe nei ghbor and routing tables. Place the node’s
identifier in a quarantine list for QUARANTI NE_DURATI ON. Wen in
quarantine, drop all frames received fromthat node.

waitretry: Abort the 6P Transaction. Wit for a duration randomy
and uniformy chosen from [ WAI T_DURATI ON_M N, WAl T_DURATI ON_MAX] .
Retry the same transaction.

Schedul e I nconsi stency Handl i ng

The behavi or when schedul e i nconsistency is detected is explained in
Table 1, for 6P return code RC_ERR SEQNUM

MSF Constants

Table 2 |ists MSF constants and their RECOVMENDED val ues.

| Nare | RECOMVENDED val ue |
[} g ———————————(———————— e pp——r
| SLOTFRAME_LENGTH | 101 slots |
e S TRy +
| NUM_CH_OFFSET | 16 |
T I IR +
| MAX_NUM CELLS | 100 |
o e e e e e e e e e o o e e e o +
| LI M_NUMCELLSUSED H GH | 75 |
. S TRy +
| LI M_NUMCELLSUSED LOW | 25 |
T e I IR +
| MAX_NUMIX | 256 |
o e e e e e e e e e o o e e e o +
| HOUSEKEEPI NGCOLLI SION_PERIOD | 1 min |
T S TRy +
| RELOCATE_PDRTHRES | 50 % |
e I IR +
| QUARANTI NE_DURATI ON | 5 mn |
o e e e e e e e e e o o e e e o +
| WAI T_DURATI ON_M N | 30 s |
. S TRy +
| WAI T_DURATI ON_MAX | 60 s |



Tabl e 2: MSF Constants and Their RECOMVENDED Val ues
15. MBF Statistics

Table 3 lists MSF statistics and their RECOMVENDED wi dt hs.

[S plemsfomms b emses e esos s ese s ess g femnfy besfosps e ps e fes e e e
| Nane | RECOMVENDED wi dt h

[ ey ey o
| NunCel | sEl apsed | 1 byte |
I TR +
| NumCel | sUsed | 1 byte |
o e e e oo o e e e o +
| NumTx | 1 byte |
I - +
| NumrxAck | 1 byte |
I TR +

Table 3: MSF Statistics and Their
RECOVIVENDED W dt hs
16. Security Considerations
MSF defines a series of "rules" for the node to follow It triggers

several actions that are carried out by the protocols defined in the
foll owi ng specifications: "Mnimal |Pv6 over the TSCH Mode of | EEE
802. 15. 4e (6Ti SCH) Configuration" [RFC8180], "6Ti SCH Operation

Subl ayer (6top) Protocol (6P)" [RFC8480], and "Constrai ned Join
Protocol (CoJP) for 6Ti SCH' [RFC9031]. Confidentiality and

aut hentication of MSF control and data traffic are provided by these
speci fications whose security considerations continue to apply to
MBF. In particular, MSF does not define a new protocol or packet
format.

MSF uses autonomous cells for initial bootstrap and the transport of
join traffic. Autononmobus cells are conmputed as a hash of nodes
EUl - 64 addresses. This makes the coordinates of autononous cell an
easy target for an attacker, as EU -64 addresses are visible on the
wire and are not encrypted by the |ink-layer security mechani sm

Wth the coordi nates of autononmpus cells available, the attacker can
| aunch a selective jamm ng attack agai nst any node’'s AutoRxCell. |If
the attacker targets a node acting as a JP, it can prevent pledges
fromusing that JP to join the network. The pl edge detects such a
situation through the absence of a |ink-layer acknow edgnent for its
Join Request. As it is expected that each pledge will have nore than
one JP available to join the network, one avail abl e count er measure
for the pledge is to pseudorandomy select a new JP when the link to
the previous JP appears bad. Such a strategy alleviates the issue of
the attacker randomy janming to disturb the network but does not
help in the case the attacker is targeting a particular pledge. In
that case, the attacker can jamthe AutoRxCell of the pledge in order
to prevent it fromreceiving the join response. This situation
shoul d be detected through the absence of a particular node fromthe
networ k and handl ed by the network adm ni strator through out- of - band
means.

MSF adapts to traffic containing packets fromthe IP layer. It is
possi ble that the I P packet has a nonzero DSCP (Differentiated

Servi ces Code Point) [RFC2474] value in its |IPv6 header. The

deci sion how to handl e that packet belongs to the upper layer and is
out of scope of MSF. As long as the decision is made to hand over to
MAC | ayer to transmt, MSF will take that packet into account when
adapting to traffic.

Not e that nonzero DSCP values may inply that the traffic originated
at unaut henticated pl edges (see [ RFC9031]). The inplenentation at
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the 1Pv6 | ayer SHOULD rate Iimt this join traffic before it is
passed to the 6top subl ayer where MSF can observe it. |If there is no
rate limt for join traffic, internmediate nodes in the 6Ti SCH network
may be prone to a resource exhaustion attack, with the attacker

i njecting unauthenticated traffic fromthe network edge. The
assunption is that the rate-limting function is aware of the

avai l abl e bandwi dth in the 6top Layer 3 bundle(s) towards a next hop,
not directly from MSF, but froman interaction with the 6top subl ayer
that ultimately nanages the bundles under MSF' s guidance. How this
rate limt is inplenented is out of scope of MSF.

| ANA Consi derati ons
1. MSF Scheduling Function Identifiers
Thi s docunent adds the follow ng nunber to the "6P Scheduling

Function ldentifiers" subregistry, part of the "IPv6 Over the TSCH
Mode of | EEE 802.15.4 (6Ti SCH)" registry, as defined by [ RFC8480]:

[§ bbbl e et e et o
| SFID | Name | Reference |
| O | Mnimal Scheduling Function (MSF) | RFC 9033 |
Fom e e - - o e e e e e e e e e e mmmemao - N +

Table 4: New SFID in the "6P Schedul i ng Function
Identifiers" Subregistry

The SFI D was chosen fromthe range 0-127, which has the registration
procedure of |ETF Review or |ESG Approval [RFC8126].
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Appendi x A.  Exanple Inplenentation of the SAX Hash Function
To support interoperability, this section provides an exanmple
i mpl ementation of the SAX hash function [ SAX- DASFAA]. The input
paraneters of the function are:

* T, which is the hashing table Iength.



* ¢, which is the characters of string s, to be hashed.

In MSF, the T is replaced by the length of slotfrane 1. String s is
repl aced by the node EU -64 address. The characters of the string,
cO through c7, are the eight bytes of the EU -64 address.

The SAX hash function requires shift operation, which is defined as
fol | ow

* L_shift(v,b), which refers to the left shift of variable v by b
bits

* Rshift(v,b), which refers to the right shift of variable v by b
bits

The steps to cal culate the hash val ue of SAX hash function are:

1. Initialize variable h, which is the internediate hash value, to
hO and variable i, which is the index of the bytes of the EU -64
address, to O.

2. Sumthe value of L_shift(h,I_bit), Rshift(h,r_bit), and ci

3. Calculate the result of the exclusive OR between the sum val ue in
Step 2 and h.

4. Modulo the result of Step 3 by T.

5. Assign the result of Step 4 to h.

6. Increase i by 1.

7. Repeat Step 2 to Step 6 until i reaches to 8.

The value of variable h is the hash value of the SAX hash function.

The values of hO, | _bit, and r_bit in Step 1 and Step 2 are
configured as:

hO = 0

| bit =0

r bit =1
The appropriate values of | _bit and r_bit could vary dependi ng on the
set of nodes’ EU -64 address. Howto find those values is out of the
scope of this specification
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