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I ntroduction

Wrel ess networks enabl e a wide variety of devices of any size to get
i nterconnected, often at a very |ow margi nal cost per device, at any
range, and in circunmstances where wiring nmay be inpractical, for

i nstance, on fast-nmoving or rotating devices.

On the other hand, Deterninistic Networking naximzes the packet
delivery ratio within a bounded | atency so as to enabl e m ssion-
critical nmachine-to-machine (MM operations. Applications that need
such networks are presented in [RFC8578] and [ RAW USE- CASES], which



presents a number of additional use cases for Reliable and Avail able
Wrel ess networks (RAW. The considered applications include

prof essional media, Industrial Automation and Control Systens (| ACS)
bui | di ng automati on, in-vehicle command and control, conmercia

aut omati on and asset tracking with nobile scenarios, as well as

gam ng, drones and edge robotic control, and home aut omation
appl i cations.

The Tinme-Slotted Channel Hopping (TSCH) [ RFC7554] node of the | EEE
Std 802.15.4 [| EEEB02154] Medi um Access Control (MAC) was introduced
with the | EEE Std 802. 15. 4e [| EEE802154e] anendnent and is now
retrofitted in the main standard. For all practical purposes, this
docunent is expected to be insensitive to the revisions of that
standard, which is thus referenced without a date. TSCH is both a
Time-Division Miltiplexing (TDM and a Frequency-Di vision

Mul ti pl exing (FDM technique, whereby a different channel can be used
for each transmission. TSCH allows the scheduling of transni ssions
for determ nistic operations and applies to the slower and nost

ener gy-constrai ned wirel ess use cases.

The schedul ed operation provides for a nore reliable experience,
whi ch can be used to nonitor and nmanage resources, e.g., energy and
water, in a nore efficient fashion.

Proven determni stic networking standards for use in process control,
i ncludi ng |1 SA100. 11a [| SA100. 11a] and Wrel essHART [ Wr el essHART],
have denonstrated the capabilities of the |EEE Std 802.15.4 TSCH MAC
for high reliability against interference, |ow power consunption on
wel | -known flows, and its applicability for Traffic Engi neering (TE)
froma central controller.

To enabl e the convergence of information technology (IT) and
operational technology (OT) in Low Power and Lossy Networks (LLNs),
the 6Ti SCH architecture supports an | ETF suite of protocols over the
| EEE Std 802.15.4 TSCH MAC to provide | P connectivity for energy and
ot herwi se constrai ned wrel ess devi ces.

The 6Ti SCH architecture relies on | Pv6 [ RFC8200] and the use of
routing to provide large scaling capabilities. The addition of a

hi gh- speed federating backbone adds yet another degree of scalability
to the design. The backbone is typically a Layer 2 transit |ink such
as an Ethernet bridged network, but it can also be a nore conpl ex
routed structure.

The 6Ti SCH architecture introduces an I Pv6 nulti-Iink subnet nodel
that is conmposed of a federating backbone and a number of |EEE Std
802.15.4 TSCH | ow power wirel ess networks federated and synchronized
by Backbone Routers. [If the backbone is a Layer 2 transit |ink, then
the Backbone Routers can operate as an | Pv6 Nei ghbor D scovery (IPv6
ND) proxy [RFC4861].

The 6Ti SCH architecture | everages 6LOWPAN [ RFC4944] to adapt IPv6 to
the constrai ned nedia and the Routing Protocol for Low Power and
Lossy Networks (RPL) [RFC6550] for the distributed routing
oper ati ons.

Centralized routing refers to a nodel where routes are conputed and
resources are allocated froma central controller. This is
particularly hel pful to schedule determ nistic multihop

transm ssions. In contrast, distributed routing refers to a node
that relies on concurrent peer-to-peer protocol exchanges for TSCH
resource allocation and routing operations.

The architecture defines mechanisms to establish and maintain routing
and scheduling in a centralized, distributed, or mxed fashion, for
use in nultiple O environments. It is applicable in particular to



hi ghly scal abl e sol uti ons such as those used in Advanced Metering
Infrastructure [AM] solutions that |everage distributed routing to
enabl e multipath forwardi ng over |arge LLN neshes.

2. Term nol ogy
2.1. New Terns

The docunment does not reuse ternms fromthe | EEE Std 802. 15. 4
[ EEE802154] standard such as "path" or "link", which bear a neaning
that is quite different fromclassical |ETF parlance

Thi s docunent adds the follow ng terns:

6Ti SCH (1 Pv6 over the TSCH node of | EEE 802.15.4): 6Ti SCH defines an
adapt ati on subl ayer for |Pv6 over TSCH call ed 6top, a set of
protocols for setting up a TSCH schedul e in distributed approach,
and a security solution. 6Ti SCH may be extended in the future for
ot her MAC/ Physi cal Layer (PHY) pairs providing a service simlar
to TSCH.

6top (6Ti SCH Operation Sublayer): The next higher |layer of the | EEE
Std 802.15.4 TSCH MAC | ayer. 6top provides the abstraction of an
IP link over a TSCH MAC, schedul es packets over TSCH cells, and
exposes a managenent interface to schedule TSCH cells.

6P (6top Protocol): The protocol defined in [ RFC8480]. 6P enables
Layer 2 peers to allocate, nove, or de-allocate cells in their
respective schedules to communi cate. 6P operates at the 6top
subl ayer.

6P transaction: A 2-way or 3-way sequence of 6P nessages used by
Layer 2 peers to nodify their communicati on schedul e.

ASN (Absolute Slot Nunber): Defined in [|IEEE802154], the ASN is the
total nunber of tinmeslots that have el apsed since the Epoch tine

when the TSCH network started. Increnented by one at each
timeslot. It is w de enough to not roll over in practice.
bundl e: A group of equivalent scheduled cells, i.e., cells

identified by different slotOfset/channel Offset, which are
schedul ed for a same purpose, with the same nei ghbor, with the
same flags, and the sane slotfrane. The size of the bundle refers
to the nunber of cells it contains. For a given slotframe |ength,
the size of the bundle translates directly into bandwidth. A
bundle is a |l ocal abstraction that represents a hal f-duplex Iink
for either sending or receiving, with bandwi dth that ampbunts to
the sumof the cells in the bundle.

Layer 2 vs. Layer 3 bundle: Bundles are associated with either Layer
2 (switching) or Layer 3 (routing) forwarding operations. A pair
of Layer 3 bundles (one for each direction) maps to an IP |ink
with a nei ghbor, whereas a set of Layer 2 bundles (of an
"arbitrary" cardinality and direction) corresponds to the relation
of one or nore incom ng bundle(s) fromthe previous-hop
nei ghbor (s) with one or nore outgoing bundle(s) to the next-hop
nei ghbor (s) along a Track as part of the switching role, which may
include replication and elimnation

CCA (C ear Channel Assessnent): A nechanismdefined in [|EEE802154]
wher eby nodes listen to the channel before sending to detect
ongoi ng transm ssions fromother parties. Because the network is
synchroni zed, CCA cannot be used to detect colliding transm ssions
within the sane network, but it can be used to detect other radio
networks in the vicinity.



cell: Awunit of transm ssion resource in the CDU matrix, a cell is
identified by a slotOfset and a channel Offset. A cell can be
schedul ed or unschedul ed.

Channel Distribution/Usage (CDU) matrix: : A matrix of cells (i,j)
representing the spectrum (channel) distribution anmong the
different nodes in the 6Ti SCH network. The CDU matrix has w dth
in timeslots equal to the period of the network scheduling
operation, and height equal to the nunber of avail abl e channel s.
Every cell (i,j) in the CDU, identified by slotCOfset/
channel O fset, belongs to a specific chunk

channel O fset: Identifies a rowin the TSCH schedule. The numnber of
channel O fset val ues is bounded by the nunber of avail abl e
frequencies. The channel O fset translates into a frequency with a
function that depends on the absolute time when the communi cation
takes place, resulting in a channel -hoppi ng operation

chunk: A well-known list of cells, distributed in tinme and
frequency, within a CDU matrix. A chunk represents a portion of a
CDU matri x. The partition of the CDU matrix in chunks is globally
known by all the nodes in the network to support the appropriation
process, which is a negotiation between nodes within an
interference domain. A node that manages to appropriate a chunk
gets to decide which transm ssions will occur over the cells in
the chunk within its interference donmain, i.e., a parent node wll
deci de when the cells within the appropriated chunk are used and
by whi ch node anong its children

CoJP (Constrained Join Protocol): The Constrained Join Protoco
(CoJP) enables a pledge to securely join a 6Ti SCH network and
obtai n network paraneters over a secure channel. "Constrained
Join Protocol (CoJP) for 6Ti SCH' [ RFC9031] defines the mninal
CoJP setup with pre-shared keys defined. |In that node, CoJP can
operate with a single round-trip exchange.

dedicated cell: A cell that is reserved for a given node to transm t
to a specific neighbor.

determnistic network: The generic concept of a determnistic
network is defined in the "Determnistic Networking Architecture”
[ RFC8655] document. \When applied to 6Ti SCH, it refers to the
reservation of Tracks, which guarantees an end-to-end | atency and
optimzes the Packet Delivery Ratio (PDR) for well-characterized
flows.

distributed cell reservation: A reservation of a cell done by one or
nmore in-network entities.

distributed Track reservation: A reservation of a Track done by one
or more in-network entities.

EB (Enhanced Beacon): A special frane defined in [| EEE802154] used
by a node, including the Join Proxy (JP), to announce the presence
of the network. 1t contains enough information for a pledge to
synchroni ze to the network

hard cell: A scheduled cell that the 6top sublayer nmay not rel ocate.

hoppi ng sequence: O dered sequence of frequencies, identified by a
Hoppi ng_Sequence_I D, used for channel hoppi ng when translating the
channel O fset value into a frequency.

IE (Information Elenment): Type-Length-Val ue containers placed at the
end of the MAC header and used to pass data between | ayers or
devices. Sone IE identifiers are managed by the | EEE



[1 EEE802154]. Sone IE identifiers are nanaged by the | ETF
[ RFC8137]. [RFC9032] uses one subtype to support the selection of
the Join Proxy.

join process: The overall process that includes the discovery of the

networ k by pl edge(s) and the execution of the join protocol

join protocol: The protocol that allows the pledge to join the
network. The join protocol enconpasses authentication,
aut hori zation, and parameter distribution. The join protocol is

execut ed between the pledge and the JRC

joined node: The new device after having conpleted the join process,

often just called a node.

JP (Join Proxy): A node already part of the 6Ti SCH network that
serves as a relay to provide connectivity between the pledge and
the JRC. The JP announces the presence of the network by
regul arly sendi ng EB franes.

JRC (Join Registrar/Coordinator): Central entity responsible for the
aut henti cation, authorization, and configuration of the pledge.

link: A comunication facility or medium over which nodes can
comruni cate at the link layer, which is the layer imrediately
below IP. In 6Ti SCH the concept is inplemented as a collection
of Layer 3 bundles. Note: the | ETF parlance for the term"Ilink"
i s adopted, as opposed to the | EEE Std 802. 15.4 term nol ogy.

operational technology: OT refers to technol ogy used in automation,
for instance in industrial control networks. The convergence of
IT and OT is the main object of the Industrial Internet of Things
(rrarm.

pl edge: A new device that attenpts to join a 6Ti SCH network

(to) relocate a cell: The action operated by the 6top subl ayer of
changing the slotOfset and/or channel O fset of a soft cell

(to) schedule a cell: The action of turning an unschedul ed cell into
a schedul ed cell

schedul ed cell: A cell that is assigned a nei ghbor MAC address
(broadcast address is also possible) and one or nore of the
followi ng flags: TX, RX, Shared, and Ti nekeeping. A schedul ed
cell can be used by the |EEE Std 802.15.4 TSCH i npl ementation to
conmuni cate. A scheduled cell can either be a hard or a soft
cell.

SF (6top Scheduling Function): The cell nanagenent entity that adds
or deletes cells dynam cally based on application networking
requi renents. The cell negotiation with a neighbor is done using
6P.

SFID (6top Scheduling Function ldentifier): A 4-bit field
i dentifying an SF.

shared cell: A cell marked with both the TX and Shared flags. This
cell can be used by nore than one transnmitter node. A back-off
algorithmis used to resolve contention

slotframe: A collection of tineslots repeating in tine, anal ogous to
a superfranme in that it defines periods of comrunication
opportunities. It is characterized by a slotfrane_ ID and a
slotframe_size. Miltiple slotfranes can coexist in a node’'s
schedule, i.e., a node can have nultiple activities scheduled in



different slotfranes based on the priority of its packets/traffic
flows. The tinmeslots in the slotfrane are i ndexed by the
slotOffset; the first timeslot is at slotOffset O.

slotOffset: A colum in the TSCH schedule, i.e., the nunber of
timeslots since the beginning of the current iteration of the
sl ot frane.

soft cell: A scheduled cell that the 6top sublayer can rel ocate.

ti me source neighbor: A neighbor that a node uses as its tine
reference, and to which it needs to keep its clock synchronized.

timeslot: A basic communication unit in TSCH that allows a
transmtter node to send a frame to a receiver nei ghbor and that
all ows the receiver neighbor to optionally send back an
acknow edgnent .

Track: A Track is a Directed Acyclic Gaph (DAG that is used as a
conplex multihop path to the destination(s) of the path. 1In the
case of unicast traffic, the Track is a Destination-Oiented DAG
(DODAG) where the Root of the DODAG is the destination of the
uni cast traffic. A Track enables replication, elimnation, and
reordering functions on the way (nore on those functions in
[ RFC8655]). A Track reservation | ocks physical resources such as
cells and buffers in every node along the DODAG A Track is
associ ated with an owner, which can be for instance the
destination of the Track.

TracklD: A TracklD is either globally unique or locally unique to
the Track owner, in which case the identification of the owner
must be provided together with the TracklD to provide a ful
reference to the Track. Typically, the Track owner is the ingress
of the Track, the I Pv6 source address of packets along the Track
can be used as identification of the owner, and a |ocal InstancelD
[ RFC6550] in the namespace of that owner can be used as Trackl D
If the Track is reversible, then the owner is found in the |IPv6
destination address of a packet com ng back along the Track. In
that case, a RPL Packet Information [RFC6550] in an | Pv6 packet
can unanbi guously identify the Track and can be expressed in a
conpressed form using [ RFC3138].

TSCH: A nedi um access node of the | EEE Std 802. 15.4 [ EEES802154]
standard that uses tinme synchronization to achieve ultra-I| ow power
operation and channel hopping to enable high reliability.

TSCH Schedule: A matrix of cells, with each cell indexed by a
slot O fset and a channel O fset. The TSCH schedul e contains al
the scheduled cells fromall slotframes and is sufficient to
qualify the communication in the TSCH network. The nunber of
channel O fset values (the "height" of the matrix) is equal to the
number of avail abl e frequenci es.

Unscheduled Cell: A cell that is not used by the IEEE Std 802.15.4
TSCH i npl ement ati on.

.2. Abbreviations
Thi s docunent uses the follow ng abbreviations:
6BBR. 6LOWPAN Backbone Router (router with a proxy ND function)

6LBR. 6LOWPAN Border Router (authoritative on Duplicate Address
Det ecti on (DAD))

6LN: 6LoWPAN Node



6LR  6LOWPAN Router (relay to the registration process)
6CI O Capability Indication Option

(E) ARO (Extended) Address Registration Option

(E) DAR.  (Extended) Duplicate Address Request

(E)DAC. (Extended) Duplicate Address Confirmation

DAD: Duplicate Address Detection

DODAG Destination-Oriented Directed Acyclic G aph

LLN: Low Power and Lossy Network (a typical 10T network)
NA:  Nei ghbor Adverti senent

NCE: Nei ghbor Cache Entry

ND:  Nei ghbor Discovery

NDP:  Nei ghbor Di scovery Protocol

PCE: Path Conputation El enent

NME:  Network Managenent Entity

ROVR:  Registration Omership Verifier (pronounced rover)
RPL: 1Pv6 Routing Protocol for LLNs (pronounced ripple)
RA:  Router Advertisenent

RS: Router Solicitation

TSCH:. Tine-Slotted Channel Hopping

TID: Transaction |ID (a sequence counter in the EARO

Rel at ed Docunents

The docurent conforns to the terns and nodel s described in [ RFC3444]

and [ RFC5889], uses the vocabulary and the concepts defined in
[ RFC4291] for the IPv6 architecture, and refers to [ RFC4080] for
reservation.

The docunent uses domai n-specific term nol ogy defined or referenced
in the foll ow ng:

*  B6LOWPAN ND: "Nei ghbor Discovery Optimnization for |Pv6 over
Low Power Wrel ess Personal Area Networks (6LoWPANs)" [RFC6775]
and "Regi stration Extensions for |IPv6 over Low Power Wreless
Personal Area Network (6LoWPAN) Nei ghbor Di scovery" [ RFC8505],

* "Terms Used in Routing for Low Power and Lossy Networks"
[ RFC7102], and

* RPL: "Objective Function Zero for the Routing Protocol for
Low Power and Lossy Networks (RPL)" [ RFC6552] and "RPL: |Pv6
Routing Protocol for Low Power and Lossy Networks" [RFC6550].

O her ternms in use in LLNs are found in "Term nol ogy for
Const r ai ned- Node Networks" [RFC7228].



Readers are expected to be famliar with all the terns and concepts
that are discussed in the foll ow ng:

* "Nei ghbor Discovery for IP version 6 (IPv6)" [RFC4861] and

* "|Pv6 Statel ess Address Autoconfiguration" [RFC4862].

In addition, readers would benefit fromreading the follow ng prior
to this specification for a clear understanding of the art in ND

proxyi ng and bi ndi ng:

*  "Problem Statement and Requirements for |Pv6 over Low Power
Wrel ess Personal Area Network (6LoWPAN) Routing" [ RFC6606],

* "Multi-Link Subnet |ssues" [RFC4903], and

* "|Pv6 over Low Power Wreless Personal Area Networks (6LOWPANS):
Overvi ew, Assunptions, Problem Statenent, and Goal s" [ RFC4919].

3. High-Level Architecture
3.1. A Non-broadcast Milti-access Radi o Mesh Network
A 6Ti SCH network is an | Pv6 [ RFC8200] subnet that, in its basic

configuration illustrated in Figure 1, is a single Low Power and
Lossy Network (LLN) operating over a synchroni zed TSCH based nesh.

R e
| Ext ernal Net wor k |
| +----- +
+--- - + | NVE
| | LLN Border | PCE |
| | router (6LBR) +----- +
+o-m o - +
0 o o
0 o o 0 0
o] 0 6LoWPAN + RPL o o]
0O o0 o 0

Figure 1: Basic Configuration of a 6Ti SCH Network

Inside a 6Ti SCH LLN, nodes rely on 6LoWPAN header conpression
(6LOWPAN HC) [ RFC6282] to encode | Pv6 packets. Fromthe perspective
of the network layer, a single LLN interface (typically an |EEE Std
802. 15. 4-conpliant radio) may be seen as a collection of links with
different capabilities for unicast or nulticast services.

6Ti SCH nodes join a nesh network by attaching to nodes that are

al ready nmenmbers of the mesh (see Section 4.2.1). The security
aspects of the join process are further detailed in Section 6. 1In a
mesh network, 6Ti SCH nodes are not necessarily reachable from one
anot her at Layer 2, and an LLN may span over nultiple Iinks.

This forms a hombgeneous non-broadcast multi-access (NBMA) subnet,
whi ch is beyond the scope of | Pv6 Nei ghbor Discovery (IPv6 ND)

[ RFC4861] [ RFC4862]. 6LOWPAN Nei ghbor Di scovery (6LoWPAN ND)

[ RFC6775] [ RFC8505] specifies extensions to | Pv6 ND that enable ND
operations in this type of subnet that can be protected agai nst
address theft and inpersonation with [ RFC8928].

Once it has joined the 6Ti SCH network, a node acquires |Pv6 addresses
and regi sters them using 6LOWPAN ND. This guarantees that the
addresses are uni que and protects the address ownership over the
subnet, nore in Section 4.2.2.

Wthin the NBVA subnet, RPL [ RFC6550] enables routing in the so-



called "route-over"” fashion, either in storing (stateful) or non-
storing (stateless, with routing headers) node. Fromthere, sone
nodes can act as routers for 6LOWPAN ND and RPL operations, as
detailed in Section 4. 1.

Wth TSCH, devices are time synchronized at the MAC | evel. The use
of a particular RPL Instance for tine synchronization is discussed in
Section 4.3.4. Wth this mechanism the tinme synchronization starts
at the RPL Root and follows the RPL | oopl ess routing topol ogy.

RPL forms Destination-Oriented Directed Acyclic G aphs (DODAGs)
within I nstances of the protocol, each Instance being associated with
an Cbjective Function (OF) to forma routing topology. A particular
6Ti SCH node, the LLN Border Router (6LBR), acts as RPL Root, 6LOWPAN
HC termi nator, and Border Router for the LLN to the outside. The
6LBR i s usually powered. More on RPL Instances can be found in
Section 3.1 of RPL [ RFC6550], in particular "3.1.2 RPL Identifiers"”
and "3.1.3 Instances, DODAGs, and DODAG Versions". RPL adds
artifacts in the data packets that are conmpressed with a 6LOoWPAN
Routi ng Header (6LoRH) [RFC8138]. |In a preexisting network, the
conpression can be globally turned on in a DODAG once all nodes are
mgrated to support [RFC8138] using [ RFC9035].

Addi tional routing and scheduling protocols may be depl oyed to
establi sh on-demand, peer-to-peer routes with particul ar
characteristics inside the 6Ti SCH network. This may be achieved in a
centralized fashion by a Path Conputation El ement (PCE) [ PCE] that
progranms both the routes and the schedul es inside the 6Ti SCH nodes or
in a distributed fashion by using a reactive routing protocol and a
hop- by- hop schedul i ng protocol

This architecture expects that a 6LoWPAN node can connect as a | eaf
to a RPL network, where the |eaf support is the mininmal functionality
to connect as a host to a RPL network without the need to participate
in the full routing protocol. The architecture also expects that a
6LoWPAN node that is unaware of RPL may al so connect as described in
[ RFCO010] .

3.2. A Milti-Link Subnet Model

An extended configuration of the subnet conprises nultiple LLNs as
illustrated in Figure 2. In the extended configuration, a Routing
Regi strar [ RFC8505] may be connected to the node that acts as the RPL
Root and/or 6LOWPAN 6LBR and provi des connectivity to the |arger
canmpus or factory plant network over a hi gh-speed backbone or a back-
haul link. The Routing Registrar may perform | Pv6 ND proxy
operations; redistribute the registration in a routing protocol such
as OSPF [ RFC5340] or BGP [ RFC2545]; or inject a route in a mobility
protocol such as Mbile IPv6 (MPv6) [RFC6275], Network Mobility
(NEMO) [ RFC3963], or Locator/ID Separation Protocol (LISP) [RFC6830].

Multiple LLNs can be interconnected and possibly synchroni zed over a
backbone, which can be wired or wireless. The backbone can operate
with Pv6 ND procedures [ RFC4861] [ RFC4862] or a hybrid of 1Pv6 ND
and 6LoWPAN ND [ RFC6775] [ RFC8505] [ RFC8928].

demenn + emenn + emenn +
(default) | | (Optional) | | | | I'Pv6
Rout er | | 6LBR | | | | Node
+--- - - + +--- - - + +--- - - +
| Backbone side | |
-------- R TE T T
I I I
. + . + . +

| Routing | | Routing | | Routing |



| Registrar | | Registrar | | Registrar |

S + S + S +
o] Wrel ess side 0o o 0o
0o 0O o 0o 0O 0 O 0O 0 0 0O
0 6Ti SCH 0 6Ti SCH 0O O 0 0 6TiSCH o
0 o0 LLN 0O 0 0 LLN 0 0 LLN 0
0 0O 0 0O O 0O 0 00O 0o o 0 0

Figure 2: Extended Configuration of a 6Ti SCH Networ k

A Routing Registrar that performs proxy |IPv6 ND operations over the
backbone on behal f of the 6Ti SCH nodes is called a Backbone Router
(6BBR) [ RFC8929]. The 6BBRs are placed along the wirel ess edge of a
backbone and federate nultiple wireless links to forma single nmulti-
l'ink subnet. The 6BBRs synchronize with one another over the
backbone, so as to ensure that the nultiple LLNs that formthe | Pv6
subnet stay tightly synchronized.

The use of nulticast can al so be reduced on the backbone with a
registrar that would contribute to Duplicate Address Detection as
wel | as address | ookup using only unicast request/response exchanges.
[ ND- UNI CAST- LOOKUP] is a proposed nethod that presents an exanpl e of
how this could be achieved with an extension of [RFC8505], using an
optional 6LBR as a subnet-level registrar, as illustrated in

Fi gure 2.

As detailed in Section 4.1, the 6LBR that serves the LLN and the Root
of the RPL network need to share informati on about the devices that
are |l earned through either 6LOWPAN ND or RPL, but not both. The
preferred way of achieving this is to co-locate or conmbine them The
combi ned RPL Root and 6LBR may be co-located with the 6BBR, or
directly attached to the 6BBR. In the latter case, it |everages the
extended registration process defined in [ RFC8505] to proxy the
6LOWPAN ND registration to the 6BBR on behalf of the LLN nodes, so
that the 6BBR may in turn performclassical ND operations over the
backbone as a proxy.

The "Deterministic Networking Architecture" [RFC8655] studies Layer 3
aspects of Determnistic Networks and covers networks that span

mul tiple Layer 2 domains. |f the backbone is determ nistic (such as
defined by the Time-Sensitive Networking (TSN) Task G oup at |EEE)
then the Backbone Router ensures that the end-to-end determnistic
behavi or is maintai ned between the LLN and the backbone.

3.3. TSCH a Determnistic MAC Layer

Though at a different tine scale (several orders of magnitude), both
| EEE Std 802.1 TSN and | EEE Std 802. 15.4 TSCH st andards provide
determnistic capabilities to the point that a packet pertaining to a
certain flow may traverse a network fromnode to node following a
preci se schedule, as a train that enters and then | eaves internediate
stations at precise tines along its path.

Wth TSCH, tinme is formatted into tinmeslots, and individua

comuni cation cells are allocated to unicast or broadcast

conmmuni cation at the MAC level. The tinme-slotted operation reduces
col lisions, saves energy, and enables nore cl osely engineering the
network for determnistic properties. The channel -hoppi ng aspect is
a sinple and efficient technique to conbat nultipath fading and co-
channel interference.

6Ti SCH builds on the | EEE Std 802.15.4 TSCH MAC and inherits its
advanced capabilities to enable themin nultiple environnents where
they can be |l everaged to i nprove autonated operations. The 6Ti SCH
architecture also inherits the capability to performa centralized
route computation to achieve determnistic properties, though it



relies on the | ETF DetNet architecture [RFC8655] and | ETF components
such as the PCE [PCE] for the protocol aspects.

On top of this inheritance, 6Ti SCH adds capabilities for distributed
routing and schedul i ng operati ons based on RPL and capabilities for
negoti ati ng schedul e adj ustments between peers. These distributed
routing and schedul ing operations sinplify the depl oynent of TSCH
networ ks and enable wireless solutions in a larger variety of use
cases from operational technology in general. Exanples of such use
cases in industrial environments include plant setup and

deconmi ssioning, as well as nonitoring a nultiplicity of minor
notifications such as corrosion measurements, events, and access of

| ocal devices by nobile workers.

3.4. Scheduling TSCH

A scheduling operation allocates cells in a TDMFDM natrix called a
CDU either to individual transnissions or as nulti-access shared
resources. The CDU matrix can be formatted in chunks that can be
al | ocated exclusively to particular nodes to enable distributed
schedul i ng without collision. More in Section 4.3.5.

At the MAC | ayer, the schedule of a 6Ti SCH node is the collection of
the tinmeslots at which it nust wake up for transm ssion, and the
channel s to which it should either send or |listen at those tines.
The schedul e is expressed as one or nore repeating slotfranes.
Slotfranes may collide and require a device to wake up at a sane
time, in which case the slotframe with the highest priority is
actionabl e.

The 6top subl ayer (see Section 4.3 for nore) hides the conplexity of
the schedule fromthe upper layers. The link abstraction that IP
traffic utilizes is conposed of a pair of Layer 3 cell bundles, one
to receive and one to transnit. Some of the cells may be shared, in
whi ch case the 6top sublayer nust perform some arbitration

Schedul i ng enabl es mul tiple sinmultaneous comuni cations in a same
interference donain using different channels; but a node equi pped
with a single radio can only either transnit or receive on one
channel at any point of tine. Scheduled cells that fulfill the sane
role, e.g., receive | P packets froma peer, are grouped in bundl es.

The 6Ti SCH architecture identifies four ways a schedul e can be
managed and CDU cells can be allocated: Static Scheduling, Neighbor-
t o- Nei ghbor Schedul i ng, Centralized (or Renpte) Monitoring and
Schedul e Managenent, and Hop-by-Hop Schedul i ng.

Static Scheduling: This refers to the mniml 6Ti SCH operation
whereby a static schedule is configured for the whole network for
use in a Slotted ALOCHA [ S-ALOHA] fashion. The static schedule is
distributed through the native nethods in the TSCH MAC | ayer and
does not preclude other scheduling operations coexisting on a sane
6Ti SCH network. A static schedule is necessary for basic
operations such as the join process and for interoperability
during the network formation, which is specified as part of the
M ni mal 6Ti SCH Confi guration [ RFC8180].

&

i ghbor -t o- Nei ghbor Scheduling: This refers to the dynanic
adaptati on of the bandwi dth of the links that are used for |Pv6
traffic between adjacent peers. Scheduling Functions such as the
"6Ti SCH M ni mal Schedul i ng Function (MSF)" [RFC9033] influence the
operation of the MAC | ayer to add, update, and renove cells inits
own and its peer’s schedul es using 6P [ RFC8480] for the
negotiati on of the MAC resources.

Centralized (or Renote) Monitoring and Schedul e Managenent: This



refers to the central conputation of a schedule and the capability
to forward a frane based on the cell of arrival. |In that case,
the related portion of the device schedule as well as other device
resources are managed by an abstract Network Managenent Entity
(NMVE), which may cooperate with the PCE to minimze the
interaction with, and the | oad on, the constrained device. This
model is the TSCH adaption of the DetNet architecture [ RFC8655],
and it enables Traffic Engineering with determnistic properties.

Hop- by- Hop Scheduling: This refers to the possibility of reserving
cells along a path for a particular flow using a distributed
mechani sm

It is not expected that all use cases will require all those

mechani sns. Static Scheduling with nminimal configuration is the only
one that is expected in all inplenentations, since it provides a
sinmple and solid basis for convergecast routing and tinme

di stribution.

A deeper dive into those nechani sns can be found in Section 4.4.
3.5. Distributed vs. Centralized Routing

6Ti SCH enabl es a m xed nodel of centralized routes and distributed
routes. Centralized routes can, for exanple, be conputed by an
entity such as a PCE. 6Ti SCH | everages RPL [ RFC6550] for

i nteroperable, distributed routing operations.

Both nethods nmay inject routes into the routing tables of the 6Ti SCH
routers. |In either case, each route is associated with a 6Ti SCH
topol ogy that can be a RPL Instance topology or a Track. The 6Ti SCH
topol ogy is indexed by a RPLInstancelD, in a format that reuses the
RPLI nst ancel D as defined in RPL.

RPL [ RFC6550] is applicable to Static Scheduling and Nei ghbor-to-

Nei ghbor Scheduling. The architecture also supports a centralized
routi ng nodel for Renote Mnitoring and Schedul e Managenment. It is
expected that a routing protocol that is nore optimzed for point-to-
poi nt routing than RPL [ RFC6550], such as the "Asymmetric

AODV- P2P-RPL in Low Power and Lossy Networks" (ACDV-RPL) [ ACDV-RPL],
whi ch derives fromthe "Ad Hoc On-dermand Di stance Vector (ACDW?2)
Routing" [AODW?2], will be selected for Hop-by-Hop Schedul i ng.

Both RPL and PCE rely on shared sources such as policies to define
gl obal and | ocal RPLInstancelDs that can be used by either nethod.
It is possible for centralized and distributed routing to share the
same topology. Cenerally they will operate in different slotfranes,
and centralized routes will be used for scheduled traffic and wll
have precedence over distributed routes in case of conflict between
the slotfranes.

3.6. Forwardi ng over TSCH

The 6Ti SCH architecture supports three different forwarding nodels.
One is the classical 1Pv6 Forwarding, where the node selects a
feasi bl e successor at Layer 3 on a per-packet basis and based on its
routing table. The second derives from Generalized MPLS (GQWPLS) for
so-cal |l ed Track Forwardi ng, whereby a frame received at a particul ar
timesl ot can be switched into another tineslot at Layer 2 without
regard to the upper-layer protocol. The third nodel is the 6LoWPAN
Fragment Forwardi ng, which allows the forwardi ng individual 6LOoWPAN
fragnments along a route that is set up by the first fragnent.

In nore detail:

I Pv6 Forwarding: This is the classical IP forwarding nodel, with a



Routing Information Base (RIB) that is installed by RPL and used
to select a feasible successor per packet. The packet is placed
on an outgoing |ink, which the 6top sublayer maps into a (Layer 3)
bundl e of cells, and schedul ed for transm ssion based on QS
paraneters. Besides RPL, this nodel also applies to any routing
protocol that may be operated in the 6Ti SCH network and
corresponds to all the distributed scheduling nodels: Static,

Nei ghbor -t o- Nei ghbor, and Hop- by-Hop Schedul i ng.

GWLS Track Forwarding: This nodel corresponds to the Renpte
Moni toring and Schedul e Managenment. In this nodel, a centra
controller (hosting a PCE) computes and installs the schedules in
the devices per flow. The incom ng (Layer 2) bundle of cells from
the previous node along the path determ nes the outgoing (Layer 2)
bundl e towards the next hop for that flow as determi ned by the
PCE. The programmed sequence for bundles is called a Track and
can assume DAG shapes that are nore conplex than a sinple direct
sequence of nodes.

6LOoWPAN Fragnent Forwarding: This is a hybrid nodel that derives
fromIPv6e forwarding for the case where packets nust be fragnented
at the 6LOWPAN subl ayer. The first fragnment is forwarded |ike any
| Pv6 packet and |eaves a state in the internedi ate hops to enable
forwardi ng of the next fragnents that do not have an | P header
wi t hout the need to reconpose the packet at every hop.

A deeper dive into these operations can be found in Section 4.6.

Table 1 summari zes how the forwardi ng nodels apply to the various
routing and scheduling possibilities:

[ s ey sy e ey o}
| Forwarding Mbdel | Routing | Scheduling |
F oo oo e =}
| classical IPv6 / | RPL | Static (M nimal |
| 6LOWPAN Fragment | | Configuration) |
T +
} } | Nei ghbor -t o- Nei ghbor |
I I | (SF+6P) I
| - T +
| | Reactive | Hop-by-Hop (AODV- |
I I | RPL)
o e e e e oo oo TS T +
| GWLS Track | PCE | Renote Monitoring
| Forwarding | | and Schedul e Myt |
T S T T +

Table 1
.7. 6Ti SCH St ack

The | ETF proposes nultiple techniques for inplementing functions
related to routing, transport, or security.

The 6Ti SCH architecture limts the possible variations of the stack
and recomends a nunber of base elenents for LLN applications to
control the conplexity of possible deploynments and device
interactions and to limt the size of the resulting object code. In
particular, UDP [ RFCO768], |Pv6 [RFC8200], and the Constrai ned
Application Protocol (CoAP) [RFC7252] are used as the transport/

bi ndi ng of choice for applications and managenent as opposed to TCP
and HTTP.

The resulting protocol stack is represented in Figure 3:



| Applis | CodP |

S SRR S SRR R +----- +

| CoAP / OSCORE | 6LOWPAN ND | RPL |

o e e oo oo s +o-m o - +

| uDP | | CMPv6 |

o e e e e oo - Fom e e e e oo o +

| | Pv6 |

o e e e e e e e e e e m e ao- - o e e e e e oo oo +
| 6LoWPAN HC / 6LoRH HC | Scheduling Functions

o m m e e e e e e e e e e e e eaao o g +
| 6top inc. 6top Protocol |
o m m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e mem oo +
| | EEE Std 802.15.4 TSCH |
o ot m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e m e m e m— oo +

Figure 3. 6Ti SCH Protocol Stack

RPL is the routing protocol of choice for LLNs. So far, there is no
identified need to define a 6Ti SCH specific Objective Function. The
M ni mal 6Ti SCH Confi guration [ RFC8180] describes the operation of RPL
over a static schedule used in a Slotted ALOHA fashion [S-ALCHA],
whereby all active slots may be used for em ssion or reception of
bot h unicast and nulticast franes.

6LOoWPAN header conpression [RFC6282] is used to conpress the |Pv6 and
UDP headers, whereas the 6LOWPAN Routing Header (6LoRH) [RFC8138] is
used to conpress the RPL artifacts in the | Pv6 data packets,

i ncluding the RPL Packet Information (RPlI), the IP-in-IP

encapsul ation to/fromthe RPL Root, and the Source Routing Header
(SRH) in non-storing nmode. "Using RPI Option Type, Routing Header
for Source Routes, and |IPv6-in-1Pv6 Encapsul ation in the RPL Data

Pl ane" [ RFC9008] provides the details on when headers or
encapsul ati on are needed.

The Object Security for Constrai ned RESTful Environments (OSCORE)

[ RFC8613] is | everaged by the Constrained Join Protocol (CoJP) and is
expected to be the primary protocol for the protection of the
application payload as well. The application payl oad may al so be
protected by the Datagram Transport Layer Security (DTLS) [RFC6347]
sitting either under CoAP or over CoAP so it can traverse proxies.

The 6Ti SCH Operation Subl ayer (6top) is a sublayer of a Logical Link
Control (LLC) that provides the abstraction of an IP link over a TSCH
MAC and schedul es packets over TSCH cells, as further discussed in
the next sections, providing in particular dynamc cell allocation
with the 6top Protocol (6P) [RFC8480].

The reference stack presented in this docunment was inplenented and
interoperability-tested by a conbination of open source, |ETF, and
ETSI efforts. One goal is to help other bodies to adopt the stack as
a whole, naking the effort to nove to an | Pv6-based |oT stack easier.

For a particular environment, some of the choices that are avail able
in this architecture may not be relevant. For instance, RPL is not
required for star topol ogi es and nesh-under Layer 2 routed networks,
and t he 6LOWPAN conpression may not be sufficient for ultra-
constrai ned cases such as sone Low Power Wde Area (LPWA) networks.
In such cases, it is perfectly doable to adopt a subset of the

sel ection that is presented hereafter and then select alternate
components to conplete the sol ution wherever needed.

.8. Communi cation Paradi gns and Interaction Mdels
Section 2.1 provides the terms of Communi cati on Paradi gns and

Interaction Mddels in conbination with "On the Difference between
I nformati on Model s and Data Mddel s" [ RFC3444]. A Conmuni cati on
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Paradigmis an abstract view of a protocol exchange and has an
Informati on Model for the information that is being exchanged. In
contrast, an Interaction Mddel is nore refined and points to standard
operation such as a Representational State Transfer (REST) "CET"
operation and matches a Data Mdel for the data that is provided over
the protocol exchange.

Section 2.1.3 of [RPL-APPLICABILITY] and its follow ng sections

di scuss application-layer paradi gns such as source-sink, which is a
mul ti peer-to-nultipeer nodel primarily used for alarns and alerts,
publ i sh-subscri be, which is typically used for sensor data, as well
as peer-to-peer and peer-to-nultipeer comruni cations.

Addi tional considerations on duocast -- one sender, two receivers for
redundancy -- and its N-cast generalization are also provided. Those
paradi gns are frequently used in industrial automation, which is a
maj or use case for |EEE Std 802.15.4 TSCH wirel ess networks with

[1 SA100. 11a] and [Wrel essHART], which provides a wirel ess access to
[ HART] applications and devi ces.

Thi s docunent focuses on Commruni cation Paradi gns and I nteraction
Model s for packet forwarding and TSCH resources (cells) managenent.
Managenent mechani sms for the TSCH schedule at the link | ayer (one
hop), network layer (nmultihop along a Track), and application |ayer
(renmote control) are discussed in Section 4.4. Link-layer frane
forwarding interactions are discussed in Section 4.6, and network-
| ayer packet routing is addressed in Section 4.7.

Archi tecture Comnponents
6LoWPAN (and RPL)

A RPL DODAG is formed of a Root, a collection of routers, and | eaves
that are hosts. Hosts are nodes that do not forward packets that
they did not generate. RPL-aware |eaves will participate in RPL to
advertise their own addresses, whereas RPL-unaware |eaves depend on a
connected RPL router to do so. RPL interacts with 6LoWPAN ND at
multiple levels, in particular at the Root and in the RPL-unaware

| eaves.

1. RPL- Unawar e Leaves and 6LoWPAN ND

RPL needs a set of information to advertise a | eaf node through a
Destination Advertisenent Ohbject (DAO nessage and establish
reachability.

"Routing for RPL Leaves" [RFC9010] details the basic interaction of
6LoWPAN ND and RPL and enables a plain 6LN that supports [RFC8505] to
obtain return connectivity via the RPL network as a RPL-unaware | eaf.
The leaf indicates that it requires reachability services for the
Regi stered Address froma Routing Registrar by setting an 'R flag in
the Extended Address Registration Option [RFC8505], and it provides a
TID that maps to the "Path Sequence" defined in Section 6.7.8 of

[ RFC6550], and its operation is defined in Section 7.2 of [RFC6550].

[ RFC9010] al so enables the leaf to signal with the RPLInstancel D that
it wants to participate by using the Opaque field of the EARO. (On

t he backbone, the RPLInstancelD is expected to be mapped to an
overlay that matches the RPL Instance, e.g., a Virtual LAN (VLAN) or
a virtual routing and forwardi ng (VRF) instance.

Though, at the tine of this witing, the above specification enables
a nodel where the separation is possible, this architecture
recomrends co-locating the functions of 6LBR and RPL Root.

2. 6LBR and RPL Root
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Wth the 6LoOWPAN ND [ RFC6775], information on the 6LBR i s

di ssem nated via an Authoritative Border Router Option (ABRO in RA
messages. [ RFC8505] extends [RFC6775] to enable a registration for
routing and proxy ND. The capability to support [RFC8505] is
indicated in the 6LOWAN Capability Indication Option (6CIO. The
di scovery and liveliness of the RPL Root are obtained through RPL

[ RFC6550] itself.

When 6LOWPAN ND is coupled with RPL, the 6LBR and RPL Root
functionalities are co-located in order that the address of the 6LBR
is indicated by RPL DODAG I nformati on Object (DO nessages and to
associ ate the ROVR fromthe Extended Duplicate Address Request/
Confirmati on (EDAR/ EDAC) exchange [RFC8505] with the state that is
mai nt ai ned by RPL.

Section 7 of [RFC9010] specifies how the DAO nessages are used to
reconfirmthe registration, thus elininating a duplication of
functionality between DAO and EDAR/ EDAC nessages, as illustrated in
Figure 6. [RFC9010] al so provides the protocol elenents that are
needed when the 6LBR and RPL Root functionalities are not co-I|ocated.

Even though the Root of the RPL network is integrated with the 6LBR
it is logically separated fromthe Backbone Router (6BBR) that is
used to connect the 6Ti SCH LLN to the backbone. This way, the Root
has all information from 6LOWPAN ND and RPL about the LLN devices
attached to it.

This architecture al so expects that the Root of the RPL network
(proxy-)registers the 6Ti SCH nodes on their behalf to the 6BBR, for
what ever operation the 6BBR perforns on the backbone, such as ND
proxy or redistribution in a routing protocol. This relies on an
extension of the 6LOWPAN ND regi stration described in [ RFC8929].

Thi s nodel supports the novement of a 6Ti SCH device across the nulti-
I'ink subnet and allows the proxy registration of 6Ti SCH nodes deep
into the 6Ti SCH LLN by the 6LBR/ RPL Root. This is why in [RFC8505]
the Registered Address is signaled in the Target Address field of the
Nei ghbor Solicitation (NS) nessage as opposed to the | Pv6 Source
Address, which, in the case of a proxy registration, is that of the
6LBR / RPL Root itself.

Net wor k Access and Addressing
1. Join Process

A new devi ce, called the pledge, undergoes the join protocol to
becone a node in a 6Ti SCH network. This usually occurs only once
when the device is first powered on. The pl edge comruni cates with
the Join Registrar/Coordinator (JRC) of the network through a Join
Proxy (JP), a radio neighbor of the pledge.

The JP is discovered though MAC-1| ayer beacons. Wien multiple JPs
frompossibly nmultiple networks are visible, using trial and error
until an acceptable position in the right network i s obtained becones
inefficient. [RFC9032] adds a new subtype in the Information El enent
that was del egated to the | ETF [ RFC8137] and provides visibility into
the network that can be joined and the willingness of the JP and the
Root to be used by the pledge.

The join protocol provides the follow ng functionality:
* Mitual authentication

* Aut hori zati on



* Parameter distribution to the pledge over a secure channe

The M nimal Security Franmework for 6Ti SCH [ RFC9031] defines the

m ni mal mechani snms required for this join process to occur in a
secure manner. The specification defines the Constrained Join
Protocol (CoJP), which is used to distribute the paraneters to the
pl edge over a secure session established through OSCORE [ RFC3613] and
whi ch describes the secure configuration of the network stack. In
the mininmal setting with pre-shared keys (PSKs), CoJP allows the

pl edge to join after a single round-trip exchange with the JRC. The
provi sioning of the PSK to the pledge and the JRC needs to be done
out of band, through a ’'one-touch’ bootstrapping process, which
effectively enrolls the pledge into the domai n managed by the JRC

In certain use cases, the 'one-touch’ bootstrapping is not feasible
due to the operational constraints, and the enrollnment of the pledge
into the domain needs to occur in-band. This is handled through a
"zero-touch’ extension of the Mnimal Security Framework for 6Ti SCH
The zero-touch extension [ZEROTOUCH JO N] | everages the

"Boot strappi ng Renbte Secure Key Infrastructure (BRSKI)" [RFC8995]
work to establish a shared secret between a pledge and the JRC

wi t hout necessarily having thembelong to a common (security) domain
at join time. This happens through inter-domai n conmuni cation
occurring between the JRC of the network and the domain of the

pl edge, represented by a fourth entity, Manufacturer Authorized
Signing Authority (MASA). Once the zero-touch exchange conpl etes,
the CoJP exchange defined in [ RFC9031] is carried over the secure
sessi on established between the pl edge and the JRC

Figure 4 depicts the join process and where a Link-Local Address
(LLA) is used, versus a d obal Unicast Address (GUA).

6LoWPAN Node 6LR 6LBR Join Registrar MASA
(pl edge) (Joi n Proxy) (Root) / Coor di nator (JRC)
I I I I
| 6LOWPAN ND | 6LOWPAN ND+RPL | I Pv6 network |1 Pv6 network |
| LLN i nk | Rout e- Over mnesh|(the Internet)|(the Internet))|
I I I I I
|  Layer 2 I I I I
| Enhanced Beacon| | | |
| <o | | | |
I I I I I
| NS (EARO | | | |
| (for the LLA) | | | |
-------------- >| | | |
I NA (EARO | I I I
| <o | | | |
I I I I I
| (Zero-touch | | | |
| handshake) | (Zero-touch handshake) | (Zero-touch |
| using LLA | usi ng GUA | handshake) |
| <---mmmmemea - I e D R >|
| _ | | | |
| CoJdP Join Req | | | | \
| using LLA | | | | |
|- > | | |
| | CoJP Joi n Request | | |
| | usi ng GUA | ||
| | o >| | 1 ¢
| | | | | | o
| | CoJP Joi n Response | | | 3
| | usi ng GUA | | | P
| _ | <o | | |
| CoJP Join Resp | | | | |
| using LLA | | | | ]
| <o | | | |



Figure 4: Join Process in a Milti-Link Subnet. Parentheses ()
denot e optional exchanges.

4.2.2. Registration

Once the pledge successfully conpl etes the CoJP exchange and becones
a network node, it obtains the network prefix from nei ghboring
routers and registers its |IPv6 addresses. As detailed in

Section 4.1, the conbi ned 6LOWPAN ND 6LBR and Root of the RPL network
|l earn information such as an identifier (device EU -64 [RFC6775] or a
ROVR [ RFC8505] (from 6LOoWPAN ND)) and the updated Sequence Number
(fromRPL), and perform 6LOoWPAN ND proxy registration to the 6BBR on
behal f of the LLN nodes.

Figure 5 illustrates the initial |Pv6e signaling that enables a 6LN to
forma global address and register it to a 6LBR using 6LOWPAN ND
[ RFC8505]. It is then carried over RPL to the RPL Root and then to

the 6BBR. This fl ow happens just once when the address is created
and first registered.

6LoWPAN Node 6LR 6LBR 6BBR
(RPL | eaf) (router) (Root)

| | | |

| 6LOoWPAN ND | 6LOVWPAN ND+RPL | 6LOWPAN ND | 1Pv6 ND
| LLN Iink | Rout e- Over nesh| Et hernet/serial| Backbone
I I I I

| RS (ntast) | | |
[------mmmm - >| I I
[----------- > | |

R EEEEEEEEEEEREEE > | |

| RA (unicast) | | |

| <----mmmmmem-- I I I

| NS(EARO) I I I
[------mmmm - >| | |

| 6LOoWPAN ND | Extended DAR | |

I [----mmmmmem - >| I
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Figure 5: Initial Registration Flow over Milti-Link Subnet

Figure 6 illustrates the repeating |IPv6 signaling that enables a 6LN
to keep a global address alive and registered with its 6LBR using
6LOVWPAN ND to the 6LR, RPL to the RPL Root, and then 6LoWPAN ND agai n
to the 6BBR, which avoids repeating the Extended DAR/ DAC fl ow across
the network when RPL can suffice as a keep-alive mechani sm

6LoWPAN Node 6LR 6LBR 6BBR
(RPL | eaf) (router) (Root)
I I I
| 6LoWPAN ND | 6LOWPAN ND+RPL | 6LoWPAN ND | 1Pv6 ND

| LLN i nk | Rout e- Over mesh| ant 1Pv6 |ink | Backbone
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Figure 6: Next Registration Flow over Milti-Link Subnet

As the network builds up, a node should start as a leaf to join the
RPL network and may later turn into both a RPL-capable router and a
6LR, so as to accept |eaf nodes recursively joining the network.

TSCH and 6t op
1. 6top

6Ti SCH expects a high degree of scalability together with a
distributed routing functionality based on RPL. To achieve this
goal , the spectrumnust be allocated in a way that allows for spatial
reuse between zones that will not interfere with one another. 1In a
|l arge and spatially distributed network, a 6Ti SCH node is often in a
good position to determ ne usage of the spectrumin its vicinity.

Wth 6Ti SCH, the abstraction of an IPv6 link is inplenented as a pair
of bundles of cells, one in each direction. [P links are only
enabl ed between RPL parents and children. The 6Ti SCH operation is
opti mal when the size of a bundle mnimzes both the energy wasted in
idle Iistening and the packet drops due to congestion |oss, while
packets are forwarded within an acceptable |atency.

Use cases for distributed routing are often associated with a
statistical distribution of best-effort traffic with variabl e needs
for bandwi dth on each individual link. The 6Ti SCH operation can
remain optinmal if RPL parents can adjust, dynam cally and wi th enough
reactivity to match the variations of best-effort traffic, the anount
of bandwi dth that is used to communi cate between thensel ves and their
children, in both directions. |In turn, the agility to fulfill the
needs for additional cells inproves when the number of interactions
with ot her devices and the protocol |atencies are m nim zed.

6top is a logical link control sitting between the IP [ayer and the
TSCH MAC | ayer, which provides the link abstraction that is required
for I P operations. The 6top Protocol, 6P, which is specified in

[ RFC8480], is one of the services provided by 6top. |In particular,
the 6top services are avail abl e over a managenent APl that enables an
ext ernal nanagenent entity to schedule cells and slotfranes, and

all ows the addition of conplenentary functionality, for instance, a
Schedul i ng Function that nanages a dynam c schedul e based on observed
resource usage as discussed in Section 4.4.2. For this purpose, the
6Ti SCH architecture differentiates "soft" cells and "hard" cells.

.1.1. Hard Cells

"Hard" cells are cells that are owned and managed by a separate
scheduling entity (e.g., a PCE) that specifies the slotOfset/



channel O fset of the cells to be added/ noved/ del eted, in which case
6top can only act as instructed and nay not nove hard cells in the
TSCH schedul e on its own.

4.3.1.2. Soft Cells

In contrast, "soft" cells are cells that 6top can manage | ocally.
6top contains a nonitoring process that nonitors the perfornmance of
cells and that can add and renove soft cells in the TSCH schedule to
adapt to the traffic needs, or nove one when it perforns poorly. To
reserve a soft cell, the higher |layer does not indicate the exact
slot O fset/channel O fset of the cell to add, but rather the resulting
bandwi dt h and QoS requirenents. Wen the nmonitoring process triggers
a cell reallocation, the two nei ghbor devices comrunicating over this
cell negotiate its new position in the TSCH schedul e.

4.3.2. Scheduling Functions and the 6top Protoco

In the case of soft cells, the cell managenent entity that controls
the dynamic attribution of cells to adapt to the dynanics of variable
rate flows is called a Scheduling Function (SF).

There may be multiple SFs that react nore or | ess aggressively to the
dynani cs of the network.

An SF may be seen as divided between an upper bandwi dt h-adaptati on
logic that is unaware of the particular technol ogy used to obtain and
rel ease bandwi dth and an underlying service that naps those needs in

the actual technology. |In the case of TSCH using the 6top Protoco
as illustrated in Figure 7, this means mappi ng the bandw dth onto
cells.

Fom e e e e a e e oo + Fom e e e e a e e oo +

| Scheduling Function | | Scheduling Function |

| Bandwi dth adaptation | | Bandwi dt h adaptation

o e e e e e a oo + o e e e e e a oo +

| Scheduling Function | | Scheduling Function |

| TSCH mapping to cells | | TSCH mapping to cells |

Fom e e e e a e e oo + Fom e e e e a e e oo +

| 6top cells negotiation | <- 6P -> | 6top cells negotiation

o + o +

Devi ce A Device B

Figure 7: SF/ 6P Stack in 6top

The SF relies on 6top services that inplenment the 6top Protocol (6P)

[ RFC8480] to negotiate the precise cells that will be allocated or
freed based on the schedule of the peer. For instance, it may be
that a peer wants to use a particular tineslot that is free inits
schedul e, but that tinmeslot is already in use by the other peer to
communicate with a third party on a different cell. 6P enables the
peers to find an agreenent in a transactional nanner that ensures the
final consistency of the nodes’ state.

MSF [ RFC9033] is one of the possible Scheduling Functions. MSF uses
the rendezvous slot from [RFC8180] for network discovery, neighbor
di scovery, and any other broadcast.

For basic uni cast comuni cation with any nei ghbor, each node uses a
receive cell at a well-known sl otOfset/channel Offset, which is
derived froma hash of their own MAC address. Nodes can reach any
nei ghbor by installing a transmt (shared) cell with slotOfset/
channel O fset derived fromthe nei ghbor’s MAC address.

For child-parent |inks, MSF continuously nonitors the | oad between
parents and children. 1t then uses 6P to install or renove unicast



cell s whenever the current schedul e appears to be under-provisi oned
or over-provisioned.

4.3.3. 6top and RPL (bjective Function Operations

An i mpl enentation of a RPL [ RFC6550] (bj ective Function (OF), such as
the RPL Objective Function Zero (OF0) [RFC6552] that is used in the
M ni mal 6Ti SCH Confi guration [ RFC8180] to support RPL over a static
schedul e, may | everage for its internal conputation the infornmation
mai nt ai ned by 6t op.

An OF may require nmetrics about reachability, such as the Expected
Transm ssion Count (ETX) netric [ RFC6551]. 6top creates and

mai ntai ns an abstract nei ghbor table, and this state may be | everaged
to feed an OF and/or store OF information as well. A neighbor table
entry may contain a set of statistics with respect to that specific
nei ghbor.

The nei ghbor information may include the tine when the |ast packet
has been received fromthat neighbor, a set of cell quality netrics,
e.g., received signal strength indication (RSSI) or link quality
indicator (LQ), the nunber of packets sent to the nei ghbor, or the
number of packets received fromit. This information can be nmade
avai | abl e through 6top managenment APlIs and used, for instance, to
compute a Rank Increment that will determ ne the selection of the
preferred parent.

6t op provides statistics about the underlying | ayer so the OF can be
tuned to the nature of the TSCH MAC | ayer. 6top al so enables the RPL
OF to influence the MAC behavior, for instance, by configuring the
periodicity of |IEEE Std 802. 15.4 Extended Beacons (EBs). By
augnenting the EB periodicity, it is possible to change the network
dynanics so as to inprove the support of devices that may change
their point of attachnent in the 6Ti SCH network.

Sone RPL control nessages, such as the DODAG I nformati on Object
(DO, are I CWPv6 nmessages that are broadcast to all nei ghbor nodes.
Wth 6Ti SCH, the broadcast channel requirenent is addressed by 6top
by configuring TSCH to provide a broadcast channel, as opposed to,
for instance, piggybacking the DI O nessages in Layer 2 Enhanced
Beacons (EBs), which would produce undue tinmer coupling anong |ayers
and packet size issues, and could conflict with the policy of
production networks where EBs are nmpostly elimnated to conserve
energy.

4.3.4. Network Synchronization

Nodes in a TSCH network must be tinme synchroni zed. A node keeps
synchronized to its tine source neighbor through a conbination of
frane- based and acknow edgnent - based synchroni zation. To naxim ze
battery life and network throughput, it is advisable that RPL | C\WP
di scovery and nmai ntenance traffic (governed by the Trickle tiner) be
sonehow coordi nated with the transm ssion of time synchronization
packets (especially wi th Enhanced Beacons).

This could be achieved through an interaction of the 6top subl ayer
and the RPL Objective Function, or could be controlled by a
managenent entity.

Time distribution requires a loop-free structure. Nodes caught in a
synchroni zation loop will rapidly desynchronize fromthe network and
becone isolated. 6Ti SCH uses a RPL DAG with a dedi cated gl oba

I nstance for the purpose of tinme synchronization. That Instance is
referred to as the Tinme Synchroni zati on G obal Instance (TSG). The
TSGE can be operated in either of the three nodes that are detail ed
in Section 3.1.3 of RPL [RFC6550], "Instances, DODAGs, and DODAG



Versions”. Miltiple uncoordi nated DODAGs with i ndependent Roots may
be used if all the Roots share a conmmon tine source such as the
A obal Positioning System (GPS)

In the absence of a common time source, the TSA should forma single
DODAG with a virtual Root. A backbone network is then used to
synchroni ze and coordi nate RPL operations between the Backbone
Routers that act as sinks for the LLN. Optionally, RPL's periodic
operations my be used to transport the network synchronization

This may nean that 6top would need to trigger (override) the Trickle
timer if no other traffic has occurred for such a tine that nodes may
get out of synchronization.

A node that has not joined the TSA advertises a MAC-|level Join
Priority of OXFF to notify its neighbors that is not capabl e of
serving as tinme parent. A node that has joined the TSG@ advertises a
MAC-1 evel Join Priority set to its DAGRank() in that |Instance, where
DAGRank() is the operation specified in Section 3.5.1 of [RFC6550],
"Rank Conpari son”

The provisioning of a RPL Root is out of scope for both RPL and this
architecture, whereas RPL enabl es the propagation of configuration

i nformati on down the DODAG. This applies to the TS@ as well; a Root
is configured, or obtains by unspecified neans, the know edge of the
RPLI nstancel D for the TSG@. The Root advertises its DagRank in the
TSGE, which nust be less than OxFF, as its Join Priority in its |EEE
Std 802.15.4 EBs.

A node that reads a Join Priority of |less than OxFF should join the
nei ghbor with the I esser Join Priority and use it as time parent. |If
the node is configured to serve as tine parent, then the node should
join the TSG@, obtain a Rank in that Instance, and start adverti sing
its own DagRank in the TS@ as its Join Priority in its EBs

4.3.5. Slotfranmes and CDU Matri x

6Ti SCH enabl es |1 Pv6 best-effort (stochastic) transm ssions over a MAC
| ayer that is also capable of schedul ed (determnistic)

transm ssions. A window of time is defined around the schedul ed
transm ssion where the medi um nust, as nmuch as practically feasible,
be free of contending energy to ensure that the nediumis free of

cont endi ng packets when the tine cones for a schedul ed transm ssion
One sinple way to obtain such a windowis to format tine and
frequencies in cells of transm ssion of equal duration. This is the
met hod that is adopted in IEEE Std 802.15.4 TSCH as well as the Long
Term Evol ution (LTE) of cellular networks.

The 6Ti SCH architecture defines a global concept that is called a
Channel Distribution and Usage (CDU) matrix to describe that
formatting of tine and frequencies.

A CDU matrix is defined centrally as part of the network definition
It is a mtrix of cells with a height equal to the nunber of
avai | abl e channel s (i ndexed by channel Ofsets) and a width (in
timeslots) that is the period of the network scheduling operation
(indexed by slotOffsets) for that CDU matrix. There are different
nmodel s for scheduling the usage of the cells, which place the
responsibility of avoiding collisions either on a central controller
or on the devices thenselves, at an extra cost in terns of energy to
scan for free cells (nmore in Section 4.4).

The size of a cell is a tineslot duration, and values of 10 to 15
mlliseconds are typical in 802.15.4 TSCH to acconmodate for the
transm ssion of a frane and an ack, including the security validation
on the receive side, which may take up to a few nmlliseconds on sone
devi ce architecture



A CDU matrix iterates over a well-known channel rotation called the

hoppi ng sequence. In a given network, there mght be nmultiple CDU
matrices that operate with different widths, so they have different
durations and represent different periodic operations. It is

recomrended that all CDU matrices in a 6Ti SCH domain operate with the
same cell duration and are aligned so as to reduce the chances of
interferences fromthe Slotted ALOHA operations. The know edge of
the CDU matrices is shared between all the nodes and used in
particular to define slotfranes.

A slotframe is a MAC- | evel abstraction that is common to all nodes
and contains a series of tineslots of equal |ength and precedence.
It is characterized by a slotfranme_ID and a slotfranme_size. A
slotframe aligns to a CDU matrix for its paraneters, such as numnber
and duration of tinmeslots.

Multiple slotframes can coexist in a node schedule, i.e., a node can
have nultiple activities scheduled in different slotframes. A
slotframe is associated with a priority that may be related to the
precedence of different 6Ti SCH topol ogi es. The slotframes may be
aligned to different CDU matrices and thus have different widths.
There is typically one slotfrane for scheduled traffic that has the
hi ghest precedence and one or nore slotframe(s) for RPL traffic. The
timeslots in the slotfrane are indexed by the slotOfset; the first
cell is at slotOfset O.

When a packet is received froma higher layer for transm ssion, 6top
inserts that packet in the outgoing queue that matches the packet
best (Differentiated Services [ RFC2474] can therefore be used). At
each schedul ed transmt slot, 6top |ooks for the frame in all the

out goi ng queues that best matches the cells. |If a frame is found, it
is given to the TSCH MAC for transm ssion

4.3.6. Distributing the Reservation of Cells
The 6Ti SCH architecture introduces the concept of chunks

(Section 2.1) to distribute the allocation of the spectrumfor a
whol e group of cells at a time. The CDU matrix is formatted into a

set of chunks, possibly as illustrated in Figure 8, each of the
chunks identified uniquely by a chunk-1D. The know edge of this
formatting is shared between all the nodes in a 6Ti SCH network. It

coul d be conveyed during the join process, codified into a profile
docunent, or obtained using sone other nmechanism This is as opposed
to Static Scheduling, which refers to the preprogrammed nmechani sm
specified in [ RFC8180] and which existed before the distribution of
the chunk formatting.

+--m - - +--m - - +--m - - +--m - - +--m - - +--m - - +--m - - + +--m - - +
chan. &0 f. 0 | chnkA] chnkP| chnk7| chnkQ chnk2| chnkK| chnkl| ... |chnkz
e e e e e e e + e +
chan. &0 f. 1 | chnkB| chnk@ chnkA] chnkP| chnk3| chnkL| chnk2| ... |chnkl
Hommm- Hommm- ommm- Hommm- Hommm- Hommm- Hommm- + Hommm- +
+--m - - +--m - - +--m - - +--m - - +--m - - +--m - - +--m - - + +--m - - +
chan. 0 f. 15 | chnkQ chnk6| chnkN| chnk1| chnkJ| chnkZ| chnkl| ... |chnkG
e e e e e e e + e +
0 1 2 3 4 5 6 M

Figure 8 CDU Matrix Partitioning in Chunks

The 6Ti SCH architecture envisions a protocol that enabl es chunk

owner shi p appropriati on whereby a RPL parent discovers a chunk that
is not used in its interference domain, clains the chunk, and then
defends it in case another RPL parent would attenpt to appropriate it
while it is in use. The chunk is the basic unit of ownership that is
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used in that process.

As a result of the process of chunk ownership appropriation, the RPL
parent has exclusive authority to decide which cell in the
appropriated chunk can be used by which node in its interference
domain. In other words, it is inplicitly delegated the right to
manage the portion of the CDU matrix that is represented by the
chunk.

Initially, those cells are added to the heap of free cells, then
dynani cally placed into existing bundles, into new bundles, or
al | ocated opportunistically for one transm ssion

Note that a PCE is expected to have precedence in the allocation, so
that a RPL parent would only be able to obtain portions that are not
in use by the PCE

Schedul e Managenent Mechani sns

6Ti SCH uses four paradi gns to manage the TSCH schedul e of the LLN
nodes: Static Schedul i ng, Nei ghbor-to-Nei ghbor Scheduling, Renote
Moni tori ng and Schedul i ng Managenent, and Hop-by-Hop Schedul i ng.
Mul ti pl e mechani sms are defined that inplenent the associated
Interaction Mdels, and they can be conbi ned and used in the sane
LLN. Wi ch nmechani sn(s) to use depends on application requirenents.

1. Static Scheduling

In the sinplest instantiation of a 6Ti SCH network, a common fi xed
schedul e may be shared by all nodes in the network. Cells are
shared, and nodes contend for slot access in a Slotted ALOHA nanner

A static TSCH schedul e can be used to bootstrap a network, as an
initial phase during inplenmentation or as a fall-back nechanismin
case of network mal function. This schedule is preestablished, for

i nstance, decided by a network adm nistrator based on operationa
needs. It can be preconfigured into the nodes, or, nore comonly,

| earned by a node when joining the network using standard | EEE Std
802.15.4 Information Elenents (1E). Regardless, the schedul e renains
unchanged after the node has joined a network. RPL is used on the
resulting network. This "minimal" scheduling mechani smthat

i mpl ements this paradigmis detailed in [ RFC3180].

. 2.  Nei ghbor-to-Nei ghbor Scheduling

In the sinplest instantiation of a 6Ti SCH network described in
Section 4.4.1, nodes may expect a packet at any cell in the schedule
and will waste energy idle listening. In a nore conplex

instantiation of a 6Ti SCH network, a matching portion of the schedul e
is established between peers to reflect the observed anpbunt of
transm ssi ons between those nodes. The aggregation of the cells

bet ween a node and a peer fornms a bundle that the 6top sublayer uses
to implenent the abstraction of a link for IP. The bandw dth on that
link is proportional to the number of cells in the bundle.

If the size of a bundle is configured to fit an average anount of
bandwi dth, peak traffic is dropped. |If the size is configured to
all ow for peak em ssions, energy is wasted idle |istening.

As discussed in nore detail in Section 4.3, the 6top Protoco

[ RFC8480] specifies the exchanges between nei ghbor nodes to reserve
soft cell