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Multicast VPN (MVPN) routing so that a G- nulticast route can be
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I ntroduction

It is assunmed that the reader is familiar with the workings of
mul ti cast MPLS/BGP | P VPNs as described in [ RFC6513] and [ RFC6514].

In the context of nulticast in BG/ MPLS VPNs [ RFC6513], it is
desirabl e to provide nmechanisnms allow ng fast recovery of
connectivity on different types of failures. This docunment addresses
failures of elenments in the provider network that are upstream of PEs
connected to VPN sites with receivers.

Section 3 describes |ocal procedures allow ng an egress PE (a PE
connected to a receiver site) to take into account the status of
P-tunnel s to determ ne the Upstream Multicast Hop (UVH) for a given
(CGS,CG. One of the optional nethods uses [RFC8562] and the new
BGP Attribute, BFD Discrimnator. None of these nethods provide a
"fast failover" solution when used al one but can be used together
with the mechani sm described in Section 4 for a "fast failover"”

sol uti on.

Section 4 describes an optional BGP extension, a new Standby PE
Conmunity, that can speed up failover by not requiring any Milticast
VPN (MVPN) routing nessage exchange at recovery tine.

Section 5 describes a "hot root standby"” nechani smthat can be used
to inprove failover time in MWPN. The approach conbi nes nechani sns
defined in Sections 3 and 4 and has simlarities with the solution
described in [RFC7431] to inprove failover tines when PIMrouting is
used in a network given some topology and metric constraints.

The procedures described in this docunent are optional and allow an
operator to provide protection for nulticast services in BGP/MPLS |P
VPNs. An operator woul d enabl e these mechani sms using a net hod

di scussed in Section 3 conbined with the redundancy provided by a
standby PE connected to the multicast flow source. PEs that support
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these nechani sns woul d converge faster and thus provide a nore stable
mul ticast service. In the case that a BGP i npl enentation does not
recogni ze or is configured not to support the extensions defined in
thi s docunent, the inplenentation will continue to provide the
mul ti cast service, as described in [ RFC6513].

Conventions Used in This Document
1. Requirenents Language

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in
BCP 14 [ RFC2119] [ RFCB174] when, and only when, they appear in all
capitals, as shown here

2. Term nol ogy

The term nol ogy used in this document is the term nology defined in
[ RFC6513] and [ RFC6514] .

The term "upstreant (lower case) throughout this docunent refers to
Iinks and nodes that are upstreamto a PE connected to VPN sites with
receivers of a multicast flow

The term "Upstreant (capitalized) throughout this docunent refers to
a PE or an Autononobus System Border Router (ASBR) at which (S, G or
(*, G data packets enter the VPN backbone or the |ocal AS when
traveling through the VPN backbone.

3. Abbreviations

PMVBI P-Mul ticast Service Interface

| - PNVSI I ncl usi ve PMS

S- PMBI : Sel ective PMSI

X- PMBI : Either an |-PMSI or an S-PMS
P-tunnel : Provi der - Tunne

UVH: Upstream Mul ti cast Hop

VPN: Virtual Private Network

MVPN: Mul ticast VPN

RD: Rout e Di sti ngui sher

RP: Rendezvous Poi nt

NLRI : Net wor k Layer Reachability Information
VRF: VPN Routing and Forwardi ng Tabl e
MED: Mul ti-Exit Discrimnator

P2 VP: Poi nt -t o- Mul ti poi nt

UWH Sel ecti on Based on Tunnel Status

Section 5.1 of [RFC6513] describes procedures used by an MVPN
downstream PE to deternine the Upstream Multicast Hop (UVH) for a
given (CS,CQ.
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For a given downstream PE and a given VRF, the P-tunnel corresponding
to a given Upstream PE for a given (CGS,CG state is the S-PMVSI
tunnel advertised by that Upstream PE for that (CGS,C G and inported
into that VRF or, if there isn't any such S-PMSI, the |-PMSI tunne
advertised by that PE and inported into that VRF.

The procedure described here is optional one, based on a downstream
PE taking into account the status of P-tunnels rooted at each
possi bl e Upstream PE, for including or not including each given PE in
the list of candidate UwHs for a given (CGS,C G state. |If it is not
possible to deternine whether a P-tunnel’s current status is Up, the
state shall be considered "not known to be Down", and it may be
treated as if it is Up so that attenpts to use the tunnel are
acceptable. The result is that, if a P-tunnel is Down (see

Section 3.1), the PE that is the root of the P-tunnel will not be
considered for UWH selection. This will result in the downstream PE
failing over to use the next Upstream PE in the |ist of candidates.
Sone downstream PEs could arrive at a different conclusion regarding
the tunnel’s state because the failure inpacts only a subset of
branches. Because of that, the procedures of Section 9.1.1 of

[ RFC6513] are applicable when using |-PMsl P-tunnels. That docunent
is a foundation for this docunent, and its processes all apply here.

There are three options specified in Section 5.1 of [RFC6513] for a
downstream PE to sel ect an Upstream PE.

* The first two options select the Upstream PE from a candi date PE
set based either on an I P address or a hashing algorithm Wen
used together with the optional procedure of considering the
P-tunnel status as in this docunent, a candidate Upstream PE is
included in the set if it either

a. advertises an x-PMslI bound to a tunnel, where the specified
tunnel’'s state is not known to be Down, or,

b. does not advertise any x-PMSlI applicable to the given
(GS, GG but has associated a VRF Route |Inport BGP Extended
Conmunity to the unicast VPN route for S. That is necessary
to avoid incorrectly invalidating a UVH PE that woul d use a
policy where no |-PMSI is advertised for a given VRF and where
only S-PMSIs are used. The S-PMSI can be advertised only
after the Upstream PE receives a C-nulticast route for
(GS, GG [/ (CG*,CGQ to be carried over the advertised
S- PVBI .

If the resulting candidate set is enpty, then the procedure is
repeated without considering the P-tunnel status.

* The third option uses the installed UVH Route (i.e., the "best"
route towards the C-root) as the Selected UVH Route, and its
originating PE is the selected Upstream PE. Wth the optiona
procedure of considering P-tunnel status as in this docunent, the
Sel ected UVMH Route is the best one among those whose originating
PE's P-tunnel is not "down". |f that does not exist, the
installed UVH Route is selected regardl ess of the P-tunnel status.

Determ ning the Status of a Tunne

Different factors can be considered to determ ne the "status" of a
P-tunnel and are described in the foll owi ng subsections. The
optional procedures described in this section also handl e the case
when the downstream PEs do not all apply the sane rules to define
what the status of a P-tunnel is (please see Section 6), and sone of
themw Il produce a result that may be different for different
downstream PEs. Thus, the "status" of a P-tunnel in this sectionis
not a characteristic of the tunnel in itself but is the tunne



status, as seen froma particul ar dowmnstream PE. Additionally, sone
of the follow ng nethods determine the ability of a downstream PE to
receive traffic on the P-tunnel and not specifically on the status of
the P-tunnel itself. That could be referred to as "P-tunne
reception status", but for sinplicity, we will use the terminology of
P-tunnel "status" for all of these nethods.

Depending on the criteria used to determ ne the status of a P-tunnel,
there may be an interaction with another resiliency nmechani smused
for the P-tunnel itself, and the UVH update rmay happen i mredi ately or
may need to be delayed. Each particular case is covered in each
separ ate subsection bel ow.

An i npl enentation may support any conbi nati on of the nethods
described in this section and provide a network operator with contro
to choose which one to use in the particul ar depl oynment.

3.1.1. MWWPN Tunnel Root Tracking

When determining if the status of a P-tunnel is Up, a condition to
consider is whether the root of the tunnel, as specified in the
x-PMBI Tunnel attribute, is reachable through unicast routing tables.
In this case, the downstream PE can i mmedi ately update its UVH when
the reachability condition changes.

That is simlar to BGP next-hop tracking for VPN routes, except that
the address considered is not the BGP next-hop address but the root
address in the x-PMSI Tunnel attribute. BGP next-hop tracking

moni tors BGP next-hop address changes in the routing table. In
general, when a change is detected, it perfornms a next-hop scan to
find if any of the next hops in the BGP table is affected and updates
it accordingly.

I f BGP next-hop tracking is done for VPN routes and the root address
of a given tunnel happens to be the same as the next-hop address in
the BGP A-D Route advertising the tunnel, then checking, in unicast
routing tables, whether the tunnel root is reachable will be
unnecessary duplication and will thus not bring any specific benefit.

3.1.2. PE-P Upstream Link Status

When determining if the status of a P-tunnel is Up, a condition to
consider is whether the last-hop link of the P-tunnel is Up.
Conversely, if the last-hop link of the P-tunnel is Down, then this
can be taken as an indication that the P-tunnel is Down.

Using this method when a fast restorati on mechani sm (such as MPLS
Fast Reroute (FRR) [RFC4090]) is in place for the link requires
careful consideration and coordination of defect detection intervals

for the link and the tunnel. Wen using multi-Ilayer protection,
particul ar consideration nust be given to the interaction of defect
detections at different network layers. It is reconmended to use

| onger detection intervals at the higher layers. Some
recomendat i ons suggest using a multiplier of 3 or larger, e.g., 10
msec detection for the link failure detection and at | east 100 nsec
for the tunnel failure detection. |In nmany cases, it is not practica
to use both protection nmethods sinultaneously because uncorrel ated
timers might cause unnecessary switchovers and destabilize the

net wor k.

3.1.3. P2MP RSVP-TE Tunnel s

For P-tunnels of type P2MP MPLS-TE, the status of the P-tunnel is
considered Up if the sub-LSP to this downstream PE is in the Up
state. The determination of whether a P2MP RSVP- TE Label Switched
Path (LSP) is in the Up state requires Path and Resv state for the



LSP and is based on procedures specified in [ RFC4875]. As a result,
the downstream PE can i medi ately update its UVH when the
reachability condition changes

When using this method and if the signaling state for a P2MP TE LSP
is removed (e.g., if the ingress of the P2MP TE LSP sends a Pat hTear
message) or the P2MP TE LSP changes state from Up to Down as

determ ned by procedures in [RFC4875], the status of the
correspondi ng P-tunnel MJST be re-evaluated. |If the P-tunne
transitions fromUp to Down state, the Upstream PE that is the

i ngress of the P-tunnel MJST NOT be considered to be a valid

candi dat e UWVH

3.1.4. Leaf-Initiated P-Tunnels

An Upstream PE MJUST be renoved fromthe UVH candidate list for a
given (CGS,CGQ if the P-tunnel (I1-PMSI or S-PMSI) for this (S, G is
|l eaf triggered (PIM nLDP), but for sone reason, internal to the
protocol, the upstream one-hop branch of the tunnel fromP to PE
cannot be built. As a result, the downstream PE can i nredi ately
update its UVH when the reachability condition changes.

3.1.5. (CGS,CGG@ Counter Information

In cases where the downstream node can be configured so that the

maxi mum i nter-packet tine is known for all the nmulticast flows napped
on a P-tunnel, the local traffic counter information per (CGS,CGQ
for traffic received on this P-tunnel can be used to deternine the
status of the P-tunnel

When such a procedure is used, in the context where fast restoration
mechani sns are used for the P-tunnels, a configurable tinmer MJST be
set on the downstream PE to wait before updating the UVH to let the
P-tunnel restoration mechani smexecute its actions. Deternining that
a tunnel is probably down by waiting for enough packets to fail to
arrive as expected is a heuristic and operational matter that depends
on the maxi muminter-packet tine. A timeout of three seconds is a
generally suitable default waiting period to ascertain that the
tunnel is down, though other values would be needed for atypica

condi tions.

In cases where this mechanismis used in conjunction with the nethod
described in Section 5, no prior know edge of the rate or maxi mum
inter-packet tine on the nulticast streans is required; downstream
PEs can periodically conpare actual packet reception statistics on
the two P-tunnels to determ ne when one of themis down. The
detail ed specification of this mechanismis outside the scope of this
docunent .

3.1.6. BFD Discrimnator Attribute

The P-tunnel status may be derived fromthe status of a multipoint
BFD session [ RFC8562] whose discrinminator is advertised along with an
x-PMSl A-D Route. A P2MP BFD session can be instantiated using a
mechani sm ot her than the BFD Di scrimnator attribute, e.g., MPLS LSP
Ping ([ MPLS-P2MP-BFD]). The description of these nmethods is outside
the scope of this docunent.

Thi s docunent defines the format and ways of using a new BGP
attribute called the "BFD Discrimnator” (38). It is an optiona
transitive BGP attribute. Thus, it is expected that an

i npl ementation that does not recognize or is configured not to
support this attribute, as if the attribute was unrecogni zed, follows
procedures defined for optional transitive path attributes in

Section 5 of [RFC4271]. See Section 7.2 for nore information. The
format of this attribute is shown in Figure 1.
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01234567890123456789012345678901
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| BFD Di scri m nat or
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Figure 1: Format of the BFD Discrimnator Attribute
Wher e:

BFD Mode field is 1 octet long. This specification defines P2MP
BFD Session as value 1 (Section 7.2).

BFD Discrimnator field is 4 octets |ong.

Optional TLVs is the optional variable-length field that MAY be
used in the BFD Discrimnator attribute for future extensions.
TLVs MAY be included in a sequential or nested manner. To allow
for TLV nesting, it is advised to define a new TLV as a vari abl e-
|l ength object. Figure 2 presents the Optional TLV format TLV that
consi sts of:

Type: a 1l-octet-long field that characterizes the interpretation
of the Value field (Section 7.3)

Length: a l1l-octet-long field equal to the length of the Val ue
field in octets

Value: a variable-length field

Al multibyte fields in TLVs defined in this specification are in
networ k byte order.

0 1 2 3

01234567890123456789012345678901
B i s T T i i o S o T Ji I
| Type | Lengt h | Val ue
R e s T o T S R El ok i R e e S S e o o s

Figure 2: Format of the Optional TLV

An optional Source IP Address TLV is defined in this docunent. The
Source | P Address TLV MJUST be used when the val ue of the BFD Mde
field s value is P2MP BFD Session. The BFD Discrininator attribute
that does not include the Source | P Address TLV MJST be handl ed
according to the "attribute discard" approach, as defined in

[ RFC7606]. For the Source |IP Address TLV, fields are set as follows:

* The Type field is set to 1 (Section 7.3).
* The Length field is 4 for the IPv4 address family and 16 for the
| Pv6 address famly. The TLV is considered nalformed if the field

is set to any other val ue.

*  The Value field contains the address associated with the
Mul ti poi nt Head of the P2MP BFD sessi on.

The BFD Di scrimnator attribute MIST be considered malformed if its
length is smaller than 11 octets or if Optional TLVs are present but



not well formed. |[If the attribute is deened to be nalforned, the
UPDATE nessage SHALL be handl ed using the approach of Attribute
Di scard per [RFC7606].

3.1.6.1. Upstream PE Procedures

To enabl e downstream PEs to track the P-tunnel status using a point-
to-multipoint (P2MP) BFD session, the Upstream PE:

* MJIST initiate the BFD session and set bfd. Sessi onType =
Mul ti poi nt Head as described in [ RFC8562];

* when transmitting BFD Control packets MJST set the I P destination
address of the inner IP header to the internal |oopback address
127.0.0.1/32 for I Pv4 [RFCL122]. For IPv6, it MJST use the
| oopback address ::1/128 [ RFC4291];

*  MJST use the | P address included in the Source | P Address TLV of
the BFD Discrimnator attribute as the source | P address when
transmtting BFD Control packets;

* MJST include the BFD Discrimnator attribute in the x-PMSI A-D
Route with the value set to the My Discrimnator val ue;

* MJST periodically transmt BFD Control packets over the x-PNMSI
P-tunnel after the P-tunnel is considered established. Note that
the nmethods to declare that a P-tunnel has been established are
outside the scope of this specification.

If the tracking of the P-tunnel by using a P2MP BFD session is

enabl ed after the x-PMSI A-D Route has been already advertised, the
x-PMBI A-D Route MJST be resent with the only change between the
previ ous advertisenment and the new advertisenment to be the inclusion
of the BFD Discrimnator attribute.

If the x-PMSl A-D Route is advertised with P-tunnel status tracked
usi ng the P2MP BFD session, and it is desired to stop tracking
P-tunnel status using BFD, then:

* the x-PMSI A-D Route MUST be resent with the only change between
the previous advertisenment and the new advertisenment be the
excl usion of the BFD Discrimnator attribute,;

* the P2MP BFD session MJST be deleted. The session MAY be del eted
after sonme configurable delay, which should have a reasonabl e
defaul t.

3.1.6. 2. Downstr eam PE Procedures

Upon receiving the BFD Discrimnator attribute in the x-PVMsl A-D
Rout e, the downstream PE:

* MJST associate the received BFD Discrimnator value with the
P-tunnel originating fromthe Upstream PE and the | P address of
the Upstream PE;

* MJST create a P2MP BFD session and set bfd. Sessi onType =
Mul tipointTail as described in [ RFC8562];

* to properly demultiplex BFD session, MJST use:

- the IP address in the Source I P Address TLV included the BFD
Discrimnator attribute in the x-PVMSI A-D Route;

- the value of the BFD Discrimnator field in the BFD
Discrimnator attribute;
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- the x-PMSI Tunnel ldentifier [RFC6514] the BFD Control packet
was received on.

After the state of the P2MP BFD session is up, i.e., bfd.SessionState
== , the session state will then be used to track the health of the
P-t unnel .

According to [ RFC8562], if the downstream PE recei ves Down or

Admi nDown in the State field of the BFD Control packet, or if the
Detection Tiner associated with the BFD session expires, the BFD
session is down, i.e., bfd.SessionState == Down. Wen the BFD
session state is Down, then the P-tunnel associated with the BFD
sessi on MJUST be considered down. |If the site that contains CSis
connected to two or nore PEs, a downstream PE will select one as its
Primary Upstream PE, while others are considered to be Standby
Upstream PEs. In such a scenario, when the P-tunnel is considered
down, the downstream PE MAY initiate a switchover of the traffic from
the Primary Upstream PE to the Standby Upstream PE only if the

St andby Upstream PE is deened to be in the Up state. That MAY be
determned fromthe state of a P2MP BFD session with the Standby
Upstream PE as the Milti poi nt Head.

If the downstream PE's P-tunnel is already established when the
downstream PE recei ves the new x-PMsl A-D Route with the BFD
Discrimnator attribute, the downstream PE MJUST associ ate the val ue
of the BFD Discrimnator field with the P-tunnel and foll ow
procedures listed above in this section if and only if the x-PMSI A-D
Rout e was properly processed as per [RFC6514], and the BFD
Discrimnator attri bute was val i dat ed.

If the dowmmstream PE's P-tunnel is already established, its state

bei ng nonitored by the P2MP BFD session set up using the BFD

Di scrimnator attribute, and both the downstream PE receives the new
x-PMBI A-D Route without the BFD Discrimnator attribute and the
x-PMSl A-D Route was processed without any error as per the rel evant
speci fications, then:

* The downstream PE MJUST stop processing BFD Control packets for
this P2MP BFD sessi on;

*  The P2MP BFD session associated with the P-tunnel MJST be del et ed.
The session MAY be deleted after sone configurabl e delay, which
shoul d have a reasonabl e defaul t.

*  The downstream PE MJUST NOT switch the traffic to the Standby
Upstream PE.

1.7. BFD Discrimnator per PE-CE Link

The foll owi ng approach is defined in response to the detection by the
Upstream PE of a PE-CE link failure. Even though the provider tunnel
is still up, it is desired for the dowmstream PEs to switch to a
backup Upstream PE. To achieve that, if the Upstream PE detects that
its PEECE link fails, it MJST set the bfd.Local Diag of the P2MP BFD
session to Concatenated Path Down or Reverse Concatenated Path Down
(per Section 6.8.17 of [RFC5880]) unless it switches to a new PE-CE
link within the time of bfd.DesiredM nTxlnterval for the P2MP BFD
session (in that case, the Upstream PE will start tracking the status
of the new PE-CE |link). Wen a downstream PE receives that

bfd. Local Diag code, it treats it as if the tunnel itself failed and
tries to switch to a backup PE

1.8. Operational Considerations for Mnitoring a P-Tunnel’s Status

Several nmethods to monitor the status of a P-tunnel are described in



Section 3. 1.

Tracking the root of an MVPN (Section 3.1.1) reveals the status of a
P-tunnel based on the control plane information. Because, in
general, the MPLS data plane is not fate sharing with the contro

pl ane, this nethod m ght produce fal se-positive or fal se-negative

al arnms, for example, resulting in tunnels that are considered Up but
are not able to reach the root, or ones that are declared down
prematurely. On the other hand, because BGP next-hop tracking is
broadly supported and depl oyed, this nmethod m ght be the easiest to
depl oy.

The nethod described in Section 3.1.2 nonitors the state of the data
pl ane but only for an egress P-PE link of a P-tunnel. As a result,
network failures that affect upstreamlinks night not be detected
using this nmethod and the MVPN convergence woul d be determni ned by the
convergence of the BGP control plane.

Using the state change of a P2MP RSVP-TE LSP as the trigger to re-
eval uate the status of the P-tunnel (Section 3.1.3) relies on the
mechani smused to nonitor the state of the P2MP LSP

The nmet hod described in Section 3.1.4 is sinple and is safe from
causing false alarns, e.g., considering a tunnel operationally Up
even though its data path has a defect or, conversely, declaring a
tunnel failed when it is unaffected. But the nethod applies to a
subset of MVPNs, those that use the leaf-triggered x-PVMSI tunnels.

Though sone MVPNs might be used to provide a nulticast service with
predi ctabl e inter-packet intervals (Section 3.1.5), the number of
such cases seem|limted.

Monitoring the status of a P-tunnel using a P2MP BFD sessi on

(Section 3.1.6) may produce the nost accurate and expedient failure
notification of all nonitoring nmethods di scussed. On the other hand,
it requires careful consideration of the additional |oad of BFD
sessions onto network and PE nodes. Operators should consider the
rate of BFD Control packets transmitted by root PEs conbined with the
nunmber of such PEs in the network. |In addition, the nunber of P2MP
BFD sessions per PE determines the anount of state information that a
PE mai nt ai ns.

Standby C-Multicast Route

The procedures described below are limted to the case where the site
that contains C-Sis connected to two or nore PEs, though to sinplify
the description, the case of dual homing is described. |In the case
where nore than two PEs are connected to the G S site, selection of
the Standby PE can be perfornmed using one of the methods of selecting
a UW. Details of the selection are outside the scope of this
docunent. The procedures require all the PEs of that MVPN to foll ow
the sane UWH sel ection procedure, as specified in [ RFC6513],

regardl ess of whether the PE selected based on its |IP address, the
hashi ng al gorithm described in Section 5.1.3 of [RFC6513], or the
Install ed UVMH Route. The consistency of the UVH sel ecti on net hod
used anong all PEs is expected to be provided by the managenent

pl ane. The procedures assune that if a site of a given MV/PN t hat
contains CGSis dual homed to two PEs, then all the other sites of
that MVPN woul d have two unicast VPN routes (VPN-1Pv4 or VPN-1Pv6) to
C- S, each with its own RD.

As long as C-S is reachable via both PEs, a given downstream PE w ||
sel ect one of the PEs connected to CGS as its Upstream PE for C S
W will refer to the other PE connected to CS as the "Standby
Upstream PE'. Note that if the connectivity to CS through the
Primary Upstream PE becomes unavail able, then the PE will select the



St andby Upstream PE as its Upstream PE for CGS. Wen the Primary PE
| ater becones available, the PE will select the Primary Upstream PE
again as its Upstream PE. Such behavior is referred to as
"revertive" behavior and MJST be supported. Non-revertive behavior
refers to the behavior of continuing to select the backup PE as the
UWH even after the Primary has come up. This non-revertive behavior
MAY al so be supported by an inplenentati on and woul d be enabl ed
through sonme configuration. Selection of the behavior, revertive or
non-revertive, is an operational issue, but it MJST be consistent on
all PEs in the given WPN. Wile revertive is considered the default
behavi or, there night be cases where the swi tchover to the standby
tunnel does not affect other services and provides the required
quality of service. |In this case, an operator m ght use non-
revertive behavior to avoid unnecessary swi tchover and thus mnimze
disruption to the nmulticast service.

For readability, in the foll owi ng subsections, the procedures are
described for BGP Crmnulticast Source Tree Join routes, but they apply
equally to BGP C-nulticast Shared Tree Join routes for the case where
the customer RP is dual honed (substitute "CRP" to "C-S")

1. Downst r eam PE Behavi or

When a (downstream) PE connected to some site of an MVPN needs to
send a Cnulticast route (CGS,CGQ, then follow ng the procedures
specified in Section 11.1 of [RFC6514], the PE sends the C-nulticast
route with an RT that identifies the Upstream PE sel ected by the PE
originating the route. As long as CS is reachable via the Primary
Upstream PE, the Upstream PE is the Primary Upstream PE. If CSis
reachabl e only via the Standby Upstream PE, then the Upstream PE is
the Standby Upstream PE

If CSis reachable via both the Primary and the Standby Upstream PE
then in addition to sending the C-nulticast route with an RT that
identifies the Primary Upstream PE, the downstream PE al so origi nates
and sends a C-nulticast route with an RT that identifies the Standby
Upstream PE. The route that has the semantics of being a "standby"
Cnulticast route is further called a "Standby BGP C-mul ticast

route", and is constructed as follows:

* The NLRI is constructed as the C-nulticast route with an RT that
identifies the Primary Upstream PE, except that the RDis the sane
as if the CGnulticast route was built using the Standby Upstream
PE as the UWVH (it will carry the RD associated to the unicast VPN
route advertised by the Standby Upstream PE for S and a Route
Target derived fromthe Standby Upstream PE's UVH route’'s VRF RT
I mport EC)

* |t MIUST carry the "Standby PE' BGP Conmmunity (OxFFFFO009); see
Section 7.1.

The Local Preference attribute of both the nornmal and the standby
C-nulticast route needs to be adjusted as follows: if a BGP peer
receives two C-nulticast routes with the sane NLRI, one carrying the
"Standby PE' community and the other one not carrying the "Standby
PE" community, preference is given to the one not carrying the
"Standby PE" community. Such a situation can happen when, for

i nstance, due to transient unicast routing inconsistencies or |ack of
support of the Standby PE community, two different downstream PEs
consider different Upstream PEs to be the primary one. 1In that case,
wi t hout any precaution taken, both Upstream PEs woul d process a
standby C-nulticast route and possibly stop forwarding at the sane
time. For this purpose, routes that carry the Standby PE BGP
Comuni ty nmust have the LOCAL_PREF attribute set to the val ue | ower
than the value specified as the LOCAL_PREF attribute for the route
that does not carry the Standby PE BGP Community. The val ue of zero



i s RECOMVENDED.

Not e that when a PE advertises such a Standby Cnulticast join for a
(GS, GG, it MIST join the correspondi ng P-tunnel.

If, at some later point, the PE deternmnes that CS is no |onger
reachabl e through the Primary Upstream PE, the Standby Upstream PE
becones the Upstream PE, and the PE resends the Cnulticast route
with the RT that identifies the Standby Upstream PE, except that now
the route does not carry the Standby PE BGP Community (which results
inreplacing the old route with a newroute, with the only difference
bet ween these routes being the absence of the Standby PE BGP
Conmunity). The new Upstream PE nust set the LOCAL_PREF attribute
for that C-nulticast route to the sane val ue as when the Standby PE
BGP Conmmunity was included in the advertisenent.

.2. Upstream PE Behavi or

When a PE supporting this specification receives a Cnulticast route
for a particular (CGS,CG for which all of the followi ng are true:

* the RT carried in the route results in inporting the route into a
particul ar VRF on the PE;

* the route carries the Standby PE BGP Comunity; and

* the PE determnes (via a nmethod of failure detection that is
outside the scope of this docunent) that C-S is not reachable
through sorme other PE (nore details are in Section 4.3),

then the PE MAY install VRF PIM state corresponding to this Standby
BGP Cnulticast route (the result will be that a PIM Join nessage
will be sent to the CE towards CS, and that the PE will receive
(CGS, GG traffic), and the PE MAY forward (C-S,CGQ traffic received
by the PE to other PEs through a P-tunnel rooted at the PE

Furthernore, irrespective of whether CS carried in that route is
reachabl e through sone ot her PE:

a. based on local policy, as soon as the PE receives this Standby
BG® C-nulticast route, the PE MAY install VRF PIMstate
corresponding to this BGP Source Tree Join route (the result wll
be that Join messages will be sent to the CE toward C S, and that
the PE will receive (GS, GG traffic); and

b. based on local policy, as soon as the PE receives this Standby
BGP C-mnulticast route, the PE MAY forward (CGS,C G traffic to
other PEs through a P-tunnel independently of the reachability of
C-S through sonme other PE. (note that this inplies al so doing
step a.)

Doi ng neither step a nor step b for a given (CGS,CG is called "cold
root standby".

Doi ng step a but not step b for a given (CGS, GG is called "warm
root standby".

Doing step b (which inplies also doing step a) for a given (CGS, CGGQ
is called "hot root standby".

Note that, if an Upstream PE uses an S-PMSl-only policy, it shall
advertise an S-PMBl for a (CG-S,CG as soon as it receives a
Cnulticast route for (CGS,CGG@, nornal or Standby; that is, it shall
not wait for receiving a non-Standby Cnulticast route before
advertising the correspondi ng S-PMSI.



Section 9.3.2 of [RFC6513] describes the procedures of sending a
Source-Active A-D Route as a result of receiving the Cnulticast

route. These procedures MJST be foll owed for both the nornmal and
Standby C-nulticast routes.

4.3. Reachability Determnation

The Standby Upstream PE can use the following infornmation to
determne that C-S can or cannot be reached through the Prinmary
Upst r eam PE:

* presence/ absence of a unicast VPN route toward C S

* supposing that the Standby Upstream PE is the egress of the tunnel
rooted at the Primary Upstream PE, the Standby Upstream PE can
determine the reachability of G S through the Primary Upstream PE
based on the status of this tunnel, determi ned thanks to the sane
criteria as the ones described in Section 3.1 (w thout using the
UWH sel ection procedures of Section 3);

* ot her nechani sns

4.4, I nter-AS

If the non-segmented inter-AS approach is used, the procedures
described in Section 4.1 through Section 4.3 can be appli ed.

When MVPNs are used in an inter-AS context with the segnented inter-
AS approach described in Section 9.2 of [RFC6514], the procedures in
this section can be appli ed.

Prerequisites for the procedures described belowto be applied for a
source of a given MVPN are:

* that any PE of this M/PN receives two or nore Inter-AS |I-PMSI A-D
Rout es advertised by the AS of the source

* that these Inter-AS |-PMSI A-D Routes have distinct Route
Di stinguishers (as described in item"(2)" of Section 9.2 of
[ RFC6514] ) .

As an example, these conditions will be satisfied when the source is
dual homed to an AS that connects to the receiver AS through two ASBR
usi ng aut oconfi gured RDs.

.4.1. Inter-AS Procedures for Downstream PEs, ASBR Fast Fail over

The foll owi ng procedure is applied by downstream PEs of an AS, for a
source Sin a renote AS.

In additional to choosing an Inter-AS |-PMsl A-D Route advertised
fromthe AS of the source to construct a Gnulticast route, as
described in Section 11.1.3 of [RFC6514], a downstream PE will choose
a second Inter-AS |-PMsl A-D Route advertised fromthe AS of the
source and use this route to construct and advertise a Standby
C-nulticast route (CGnulticast route carrying the Standby extended
community), as described in Section 4. 1.

4.4.2. Inter-AS Procedures for ASBRs

When an Upstream ASBR receives a C-nulticast route, and at |east one
of the RTs of the route matches one of the ASBR I nport RTs, the ASBR
that supports this specification nust try to |ocate an Inter-AS

| -PMSI A-D Route whose RD and Source AS respectively match the RD and
Source AS carried in the Cnulticast route. |If the match is found,
and the Grmulticast route carries the Standby PE BGP Comunity, then



the ASBR inpl ementation that supports this specification MIST be
configurable to performas foll ows:

* |f the route was received over iBGP and its LOCAL PREF attribute
is set to zero, then it MJST be re-advertised in eBGP with a MED
attribute (MILTI_EXIT D SC) set to the highest possible val ue
(Oxffff).

* |f the route was received over eBG& and its MED attribute is set
to Oxffff, then it MJST be re-advertised in i BG® with a LOCAL_PREF
attribute set to zero.

O her ASBR procedures are applied wthout nodification and, when
applied, MAY nodify the above-|isted behavior.

Hot Root Standby

The nechani sns defined in Sections 3 and 4 can be used together as
fol | ows.

The principle is that, for a given VRF (or possibly only for a given
(CGS CGCQ):

* Downstream PEs advertise a Standby BGP C-nulticast route (based on
Section 4).

* Upstream PEs use the "hot standby" optional behavior and will thus
start forwarding traffic for a given nulticast state after they
have a (primary) BGP C-nulticast route or a Standby BGP
Cnulticast route for that state (or both).

* A policy controls fromwhich tunnel downstream PEs accept traffic.
For exanple, the policy could be based on the status of the tunnel
or tunnel -nonitoring nmethod (Section 3.1.5).

O her combi nations of the mechani sms proposed in Sections 3 and 4 are
for further study.

Note that the same | evel of protection would be achievable with a
sinmple C-nulticast Source Tree Join route advertised to both the
primary and secondary Upstream PEs (carrying, as Route Target

ext ended comunities, the values of the VRF Route |nport Extended
Conmunity of each VPN route from each Upstream PE). The advant age of
usi ng the Standby senmantic is that, supposing that downstream PEs

al ways advertise a Standby C-nulticast route to the secondary
Upstream PE, it allows to choose the protection |level through a
change of configuration on the secondary Upstream PE wit hout
requiring any reconfiguration of all the downstream PEs.

Dupl i cate Packets

Mul ticast VPN specifications [RFC6513] inpose that a PE only forwards
to CEs the packets com ng fromthe expected Upstream PE (Section 9.1
of [RFC6513]).

We draw the reader’s attention to the fact that the respect of this
part of MVPN specifications is especially inportant when two distinct
Upstream PEs are susceptible to forward the sane traffic on P-tunnels
at the sane tine in the steady state. That will be the case when
"hot root standby" node is used (Section 5) and can al so be the case
if the procedures of Section 3 are used; |likewi se, it can also be the
case when a) the rules determning the status of a tree are not the
same on two distinct downstream PEs or b) the rule determ ning the
status of a tree depends on conditions local to a PE (e.g., the PE-P
upstream |l ink being Up).



7. | ANA Consi derations
7.1. Standby PE Comunity

| ANA has all ocated the BGP "Standby PE' community val ue OxFFFFO009
fromthe "Border Gateway Protocol (BGP) Well-known Conmunities"
registry using the First Conme First Served registration policy.

7.2. BFD Discrimnator

Thi s docunent defines a new BGP optional transitive attribute called
"BFD Discrimnator”. |ANA has allocated codepoint 38 in the "BGP
Path Attributes” registry to the BFD Discrimnator attribute.

| ANA has created a new "BFD Mdde" subregistry in the "Border Gateway
Protocol (BGP) Paranmeters" registry. The registration policies, per
[ RFC8126], for this subregistry are according to Table 1.

B ety e sl
| Val ue | Pol i cy |
[ el s ey o
| 0- 175 | | ETF Revi ew |
I I T +
| 176 - 249 | First Come First Served |
F--- - - - B T I I +
| 250 - 254 | Experimental Use |
I I T T +
| 255 | | ETF Revi ew |
I I T +

Table 1: "BFD Mbde" Subregistry
Regi stration Policies

| ANA has nmade initial assignnments according to Table 2.

[ el s s s sl e ]
| Val ue | Descri ption | Reference |
B sl =g s sy e U
| O | Reserved | This docunent |
IR T T +
| 1 | P2MP BFD Session | This document |
o m e e e - o e e e e a e oo m Fom e e e oo - +
| 2- 175 | Unassi gned | |
M oo o - R +
| 176 - 249 | Unassi gned | |
IR T T +
| 250 - 254 | Experinmental Use | This docunent |
o m e e e - o e e e e a e oo m Fom e e e oo - +
| 255 | Reserved | This document |
M oo o - R +

Tabl e 2: "BFD Mbde" Subregistry
7.3. BFD Discrimnator Optional TLV Type

| ANA has created a new "BFD Discrimnator Optional TLV Type"
subregistry in the "Border Gateway Protocol (BGP) Paraneters"
registry. The registration policies, per [RFC8126], for this
subregistry are according to Table 3.

B ety e sl
| Val ue | Pol i cy |
[ el s ey o
| 0- 175 | | ETF Revi ew |
I I T +

| 176 - 249 | First Come First Served |
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1.

Tabl e 3: "BFD Di scrim nat or
Optional TLV Type" Subregistry
Regi stration Policies

| ANA has nmade initial assignments according to Table 4.

[ e —— L ———————(———(—————— s —p——(———
| Val ue | Descri ption | Reference |
R ey Sl eyl e p——p—p——(——————(———
| O | Reserved | This docunent |
S T TR . +
| 1 | Source I P Address | This docunent
R o e e e o T +
| 2- 175 | Unassi gnhed | |
S I R - . +
| 176 - 249 | Unassi gned | |
S T TR . +
| 250 - 254 | Experinental Use | This document |
R o e e e o T +
| 255 | Reserved | This docunent |
S I - . +

Tabl e 4: "BFD Di scrininator Optional TLV
Type" Subregistry

Security Considerations

Thi s docunent describes procedures based on [ RFC6513] and [ RFC6514];
hence, it shares the security considerations respectively represented
in those specifications.

Thi s docunent uses P2MP BFD, as defined in [ RFC8562], which, in turn,
is based on [ RFC5880]. Security considerations relevant to each
protocol are discussed in the respective protocol specifications. An
i mpl ementation that supports this specification MJST provide a
mechanismto limt the overall anmount of capacity used by the BFD
traffic (as the conbination of the nunber of active P2MP BFD sessi ons
and the rate of BFD Control packets to process).

The net hods described in Section 3.1 may produce fal se-negative state
changes that can be the trigger for an unnecessary convergence in the
control plane, ultimtely negatively inpacting the nulticast service
provided by the VPN. An operator is expected to consider the network
envi ronment and use avail abl e controls of the nechani smused to
determine the status of a P-tunnel
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