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Determ ni stic Networking (DetNet) Data Plane: MPLS over UDP/IP

Abstract

Thi s docunent specifies the MPLS Determ nistic Networking (DetNet)
data pl ane operation and encapsul ati on over an | P network. The
approach is based on the operation of MPLS-over-UDP technol ogy.

Status of This Meno

This is an Internet Standards Track docunent.

Thi s docunent is a product of the Internet Engineering Task Force
(IETF). It represents the consensus of the IETF community. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Goup (IESG. Further information on
Internet Standards is available in Section 2 of RFC 7841

I nformation about the current status of this docunent, any errata,
and how to provide feedback on it may be obtained at
https://ww. rfc-editor.org/info/rfc9025

Copyri ght Notice

Copyright (c) 2021 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunents
(https://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these docunments
carefully, as they describe your rights and restrictions with respect
to this docunment. Code Conponents extracted fromthis docunment nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.

Tabl e of Contents

1. Introduction
2. Term nol ogy
.1. Terns Used in This Docunent
.2. Abbreviations
.3. Requirenments Language

Det Net MPLS Operation over DetNet | P PSNs
Det Net Data Pl ane Procedures

Managenent and Control Information Sunmary
Security Considerations

I ANA Consi derations

Ref er ences

NDNDN

PN AW



2

2

2

8. 1. Nor mat i ve Ref erences
8.2. Informative References
Acknowl edgenent s
Contributors
Aut hors’ Addr esses

I nt roduction

Determ nistic Networking (DetNet) is a service that can be offered by
a network to DetNet flows. DetNet provides these flows extrenely | ow
packet |oss rates and assured naxi num end-to-end delivery | atency.
General background and concepts of DetNet can be found in [ RFC8655].

To carry DetNet MPLS flows with full functionality at the Det Net

| ayer over an | P network, the follow ng conponents are required
(these are a subset of the requirements for MPLS encapsul ation listed
in [ RFC8964]):

1. A method for identifying DetNet flows to the processing el enent.
2. A nmethod for carrying the Det Net sequence nunber.

3. A nethod for distinguishing DetNet Operations, Adm nistration,
and Mai ntenance (OAM packets from Det Net data packets.

4. A nethod for carrying queuing and forwarding indication.

These requirenents are satisfied by the Det Net over MPLS

Encapsul ati on described in [RFC8964] and they are partly satisfied
(i.e., IP flows can be identified; however, no DetNet sequence number
is carried) by the DetNet |IP data plane defined in [ RFC8939].

Thi s docunent specifies use of the MPLS Det Net encapsul ati on over an
I P network. The approach is nodel ed on the operation of MPLS over an
| P Packet Switched Network (PSN) using UDP encapsul ati on [ RFC7510].

It maps the MPLS data pl ane encapsul ation described in [RFC8964] to
the DetNet | P data plane defined in [ RFC8939].

[ RFC7510] specifies that "MPLS-in-UDP MJUST NOT be used over the
general Internet, or over non-cooperating network operators, to carry
traffic that is not congestion controlled." This constraint does
apply to the use of RFC 7510 in a DetNet network because DetNet is
constrained to operate within a single adm nistrative control or
within a closed group of administrative control.
Ter mi nol ogy
1. Ternms Used in This Docunent
Thi s docunent uses the term nol ogy established in the Det Net
architecture [ RFC8655]; the reader is assunmed to be famliar with
that docunent and its term nol ogy.
2. Abbreviations
The foll owi ng abbreviations are used in this docunent:
d- CwW A DetNet Control Word (d-CW is used for sequencing and
identifying duplicate packets of a DetNet flow at the
Det Net service sub-1ayer.
Det Net Det er mi ni sti ¢ Networki ng
DSCP Differentiated Services Code Point

A- Label A special case of an S-Label, whose properties are



known only at the aggregati on and deaggregati on
endpoi nts.

F- Label A DetNet "forwarding" |abel that identifies the LSP
used to forward a DetNet flow across an MPLS PSN, e.g.,
a hop-by-hop | abel used between | abel -switching

routers.
MPLS Mul tiprotocol Label Switching
OAM Operations, Administration, and Mii ntenance
PEF Packet Elim nation Function
POF Packet Ordering Function
PRECF Packet Replication, Elimnation, and Ordering Functions
PRF Packet Replication Function
PSN Packet Switched Network
S- Label A Det Net "service" label that is used between Det Net

nodes that also inplement the Det Net service sub-|ayer
functions. An S-Label is also used to identify a
Det Net flow at the DetNet service sub-I|ayer.

2.3. Requirenments Language

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capitals, as shown here.

3. DetNet MPLS Operation over DetNet | P PSNs

Thi s docunent builds on the specification of MPLS over UDP defined in
[ RFC7510]. It may partly or entirely replace the F-Label (s) used in
[ RFC8964] with UDP and | P headers. The UDP and | P header infornation
is used to identify DetNet flows, including nenber flows, per

[ RFC8939]. The resulting encapsulation is shown in Figure 1. There
may be zero or nore F-Labels between the S-Label and the UDP header.

Note that this encapsulation works equally well with | Pv4, |Pv6, and
| Pv6- based Segnent Routing [ RFC8754].

| |
| Det Net App- Fl ow |
| Payl oad Packet |
I I

e + <--\

| Det Net Control Word | |
o + +--> Det Net data pl ane
| S- Label | | MPLS encapsul ati on
. + |

| [ F-Label (s) ] | |

Fom e meieeeeeceiiemeeeceaaaas + <--+

| UDP Header | |
o + +--> Det Net data pl ane
| | P Header | | I P encapsul ati on
. + <--/

| Dat a- Li nk |
T +

| Physi cal |



Figure 1: UDP/IP Encapsul ati on of DetNet MPLS

S-Label s, A-Labels (when present), d-CW and zero or nore F-Labels
are used as defined in [RFC8964] and are not nodified by this
docunent .

Det Net Data Pl ane Procedures

To support outgoi ng Det Net MPLS over UDP encapsul ation, an

i mpl ement ati on MJUST support the provisioning of UDP and | P header
information in addition to or in place of F-Label(s). Note, when the
PRF is perforned at the MPLS service sub-layer, there will be

mul tiple menber flows, and each menber flow will require the

provi sioning of their own UDP and | P header information. The headers
for each outgoing packet MJST be formatted according to the
configuration informati on and as defined in [RFC7510], and the UDP
Source Port value MJST be set to uniquely identify the DetNet flow
The packet MUST then be handl ed as a Det Net | P packet, per [RFC8939].
This includes QoS-related traffic treatnent.

To support the receive processing defined in this document, an

i mpl ement ati on MJUST al so support the provisioning of received UDP and
| P header information. The provisioned informati on MUST be used to
identify incom ng app fl ows based on the conbination of S-Label and

i ncom ng encapsul ati on header information. Normal receive processing
as defined in [ RFC8964], including PEF and POF, can then take place.

Management and Control Information Sunmary

The foll owi ng sumari zes the mnimumset of information that is
needed to configure Det Net MPLS over UDP/IP

* Label information (A-Labels, S-Labels, and F-Labels) to be mapped
to UDP/IP flows. Note that, for exanple, a single S Label can nmap
to multiple sets of UDP/IP informati on when PREOF i s used.

* | Pv4 or |Pv6 source address field
* | Pv4 or |Pv6 destination address field

* DSCP Field in either IPv4 Type of Service or IPv6 Traffic C ass
Fi el ds

* UDP Source Port
* UDP Destination Port
* Use/ non-use of UDP checksum

This informati on MUST be provisioned per DetNet flow via
configuration, e.g., via the controller [RFC8655] or nanagenent

pl ane. Not using the UDP checksum has to be eval uated on a case-by-
case basis for a given network scenario based on the exception
criteria defined in [RFC7510], particularly when I Pv6 is used.

It is the responsibility of the DetNet Controller Plane to properly
provi sion both flow identification information and the flow specific
resources needed to provide the traffic treatnment needed to nmeet each
flow s service requirenments. This applies for both aggregated and

i ndi vi dual fl ows.

| Note: In the presence of network (and port) address translation
| devices/functions, it would be up to the Controller Plane to
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| deternmine the appropriate information to ensure proper mapping
| at the sender/receiver.

Security Considerations

The solution defined in this docunment reuses nechani sns specified in
ot her documents, and the security considerations in those documents
apply equally to this docunent. O particular note is [ RFC7510], as
this docunment is prinmarily an application of MPLS-over- UDP.
Additionally, the security considerations of DetNet in general are

di scussed in [ RFC8655] and [DETNET-SECURITY]. Finally, MPLS- and | P-
specific security considerations are described in [ RFC8964] and

[ RFC8939]. This docunent does not have additional security

consi derati ons.

I ANA Consi derations
Thi s docunent has no | ANA acti ons.
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