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Abst r act

Thi s docunent specifies the conventions for using the Wl nut Digita
Signature Al gorithm (Wal nutDSA) for digital signatures with the CBOR
hj ect Signing and Encryption (COSE) syntax. WalnutDSA is a

I i ghtwei ght, quantumresistant signature schenme based on G oup
Theoretic Cryptography with inplenmentati on and conputati ona
efficiency of signature verification in constrained environnents,
even on 8- and 16-bit platforns.

The goal of this publication is to docunent a way to use the

I'i ghtwei ght, quantumresistant \Wal nut DSA signature algorithmin COSE
in a way that would allow nmultiple devel opers to build conpatible

i npl ementations. As of this publication, the security properties of
Wal nut DSA have not been evaluated by the | ETF and its use has not
been endorsed by the | ETF.

Wal nut DSA and the Walnut Digital Signature Al gorithm are trademarks
of Veridify Security Inc.
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Thi s docunent is not an Internet Standards Track specification; it is
publ i shed for informational purposes.

This is a contribution to the RFC Series, independently of any other
RFC stream The RFC Editor has chosen to publish this docunment at
its discretion and nakes no statenment about its value for

i mpl ement ati on or depl oynment. Docunments approved for publication by
the RFC Editor are not candidates for any |evel of Internet Standard;
see Section 2 of RFC 7841.

I nformati on about the current status of this docunent, any errata,
and how to provide feedback on it may be obtai ned at
https://ww. rfc-editor.org/info/rfc9021
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I nt roducti on

Thi s docunent specifies the conventions for using the Wlnut Digita
Si gnature Al gorithm (Wal nut DSA) [ WALNUTDSA] for digital signatures
with the CBOR Object Signing and Encryption (COSE) syntax [ RFC8152].
VWAl nut DSA is a Group Theoretic signature schene [ GTC] where signhature
validation is both conputationally and space efficient, even on very
smal | processors. Unlike many hash-based signatures, there is no
state required and no limt on the nunber of signatures that can be
made. WAl nut DSA private and public keys are relatively small;
however, the signatures are larger than RSA and Elliptic Curve
Cryptography (ECC), but still snmaller than nost all other quantum
resi stant schemes (including all hash-based schenes).

COSE provides a |ightweight nethod to encode structured data.

VWal nutDSA is a |lightweight, quantumresistant digital signature
algorithm The goal of this specification is to docunent a nethod to
| everage Wl nutDSA in COSE in a way that would allow nmultiple

devel opers to build conpatible inplenmentations.

As with all cryptosystens, the initial versions of Wl nut DSA
underwent significant cryptanalysis, and, in sone cases, identified
potential issues. For nore discussion on this topic, a sumary of
all published cryptanalysis can be found in Section 5.2. Validated
i ssues were addressed by reparaneterization in updated versions of
Wal nut DSA. Al t hough the | ETF has neither evaluated the security
properties of WAl nut DSA nor endorsed Wl nut DSA as of this
publication, this docunent provides a nethod to use Wal nut DSA in
conjunction with | ETF protocols. As always, users of any security
al gorithm are advised to research the security properties of the

al gorithm and nake their own judgnment about the risks involved.

1. Mot i vati on

Recent advances in cryptanal ysis [BH2013] and progress in the

devel opment of quantum conputers [ NAS2019] pose a threat to wi dely
depl oyed digital signature algorithns. As a result, there is a need
to prepare for a day that cryptosystens such as RSA and DSA, which
depend on discrete |logarithmand factoring, cannot be depended upon

If |arge-scal e quantum conputers are ever built, these conputers wll
be able to break many of the public key cryptosystens currently in
use. A post-quantumcryptosystem [PQC] is a systemthat is secure
agai nst quantum conputers that have nmore than a trivial number of



quantum bits (qubits). It is open to conjecture when it wll be
feasible to build such conputers; however, RSA, DSA the Elliptic
Curve Digital Signature Al gorithm (ECDSA), and the Edwards-Curve
Digital Signature Al gorithm (EdDSA) are all vulnerable if |arge-scale
guant um conputers conme to pass

Wal nut DSA does not depend on the difficulty of discrete |ogarithmnms or
factoring. As aresult, this algorithmis considered to be resistant
to post-quantum attacks.

Today, RSA and ECDSA are often used to digitally sign software
updates. Unfortunately, inplenentations of RSA and ECDSA can be
relatively large, and verification can take a significant anount of
time on sonme very snall processors. Therefore, we desire a digita
signature schene that verifies faster with | ess code. Mreover, in
preparation for a day when RSA, DSA, and ECDSA cannot be depended
upon, a digital signature algorithmis needed that will remain secure
even if there are significant cryptanal ytic advances or a | arge-scale
quantum computer is invented. Wl nutDSA, specified in [WALNUTSPEC],
is a quantumresistant algorithmthat addresses these requirenents.

1.2. Tradenmark Notice

Wal nut DSA and the Walnut Digital Signature Al gorithm are trademarks
of Veridify Security Inc.

2. Term nol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in
BCP 14 [ RFC2119] [ RFCB174] when, and only when, they appear in all
capitals, as shown here

3. Wl nut DSA Al gorithm Overvi ew

Thi s specification nakes use of WAl nut DSA signatures as described in
[ WALNUTDSA] and nore concretely specified in [WALNUTSPEC]. \al nut DSA
is a Goup Theoretic cryptographic signhature schene that |everages
infinite group theory as the basis of its security and maps that to a
one-way eval uation of a series of matrices over small finite fields
with pernuted nultiplicants based on the group input. WAl nut DSA

| everages the SHA2-256 and SHA2-512 one-way hash al gorithnms [SHA2] in
a hash-then-sign process.

WAl nut DSA i s based on a one-way function, E-nultiplication, which is
an action on the infinite group. A single E-nultiplication step
takes as input a matrix and pernmutation, a generator in the group,
and a set of T-values (entries in the finite field) and outputs a new
matri x and pernutation. To process a long string of generators (like
a Wal nut DSA signature), E-multiplication is iterated over each
generator. Due to its structure, E-nmultiplication is extrenmely easy
to inplenent.

In addition to being quantumresistant, the two nmain benefits of
usi ng WAl nut DSA are that the verification inplenmentation is very
smal | and Wl nut DSA signature verification is extrenely fast, even on
very small processors (including 16- and even 8-bit

mcrocontrollers). This lends it well to use in constrai ned and/or
ti me-sensitive environments.

Wal nut DSA has several paraneters required to process a signature.

The nmain paraneters are N and q. The paraneter N defines the size of
the group by defining the nunmber of strands in use and inplies
working in an NxN matrix. The paranmeter q defines the nunber of
elements in the finite field. Signature verification also requires a



set of T-values, which is an ordered |list of Nentries in the finite
field F_q.

A VAl nut DSA signature is just a string of generators in the infinite
group, packed into a byte string.

4. \al nut DSA Al gorithmldentifiers

The CBOR Obj ect Signhing and Encryption (COSE) syntax [ RFC8152]
supports two signature algorithmschenes. This specification nmakes
use of the signature with appendi x scheme for Wl nut DSA si gnhat ures.

The signature value is a large byte string. The byte string is
designed for easy parsing, and it includes a |l ength (nunber of
generators) and type codes that indirectly provide all of the
information that is needed to parse the byte string during signature
val i dati on.

When using a COSE key for this algorithm the follow ng checks are
made:

* The "kty" field MIUST be present, and it MJST be "Wl nut DSA".
* If the "alg" field is present, it MJST be "Wl nut DSA".

* |f the "key ops" field is present, it MJST include "sign" when
creating a Wal nut DSA si gnature.

* |If the "key_ops" field is present, it MJST include "verify" when
verifying a Wl nut DSA si gnature

* |f the "kid" field is present, it MAY be used to identify the
Wal nut DSA Key.

5. Security Considerations
5.1. Inplenmentation Security Considerations

I mpl enent ati ons MJUST protect the private keys. Use of a hardware
security nodule (HSM is one way to protect the private keys.
Conpromi sing the private keys may result in the ability to forge
signatures. As a result, when a private key is stored on non-
volatile media or stored in a virtual machine environment, care nust
be taken to preserve confidentiality and integrity.

The generation of private keys relies on random nunbers. The use of

i nadequat e pseudorandom nunber generators (PRNGs) to generate these
values can result in little or no security. An attacker may find it
much easier to reproduce the PRNG environnent that produced the keys,
searching the resulting small set of possibilities, rather than brute
force searching the whol e key space. The generation of quality
random nunbers is difficult, and [ RFC4086] offers inportant guidance
inthis area

The generation of WAl nut DSA si gnatures al so depends on random
nunbers. Wile the consequences of an inadequate PRNG to generate
these values are nuch | ess severe than the generation of private
keys, the guidance in [ RFC4086] remmins inportant.

5.2. Method Security Considerations

The Wal nut Digital Signature Al gorithm has undergone significant
cryptanal ysis since it was first introduced, and several weaknesses
were found in early versions of the method, resulting in the
description of several attacks wi th exponential conputationa
complexity. A full witeup of all the analysis can be found in
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[ V&l nut DSAAnal ysis]. I n summary, the original suggested parameters

(N=8, g=32) were too small, |eading to many of these exponential -
growt h attacks being practical. However, current paranmeters render
these attacks inpractical. The follow ng paragraphs sumarize the

anal ysis and how the current paraneters defeat all the previous
att acks.

First, the teamof Hart et al. found a universal forgery attack based
on a group-factoring problemthat runs in (g*"((N-1)/2)) with a
menory conplexity of log 2(q) N2 gM((N-1)/2). Wth parameters N=10
and gq=MB1 (the Mersenne prine 27231 - 1), the runtime is 272139 and
menory conplexity is 27151. W Beullens found a nodification of this
attack but its runtime is even |onger.

Next, Beullens and Bl ackburn found several issues with the origina
met hod and paraneters. First, they used a Pollard-Rho attack and

di scovered the original public key space was too snall

Specifically, they require that g"(N(N-1)-1) > 27(2*Security Level).
One can clearly see that (N=10, g=M31) provides 128-bit security and
(N=10, g=Mb1l) provides 256-bit security.

Beul | ens and Bl ackburn al so found two issues with the origina
message encoder of WAl nutDSA. First, the original encoder was non-
i njective, which reduced the avail abl e signature space. This was
repaired in an update. Second, they pointed out that the dimnmension
of the vector space generated by the encoder was too snall.
Specifically, they require that g*di nension > 27(2*Security Level).
Wth N=10, the current encoder produces a dinension of 66, which
clearly provides sufficient security with q=M31 or g=M1l

The final issue discovered by Beullens and Bl ackburn was a process to
theoretically "reverse" E-multiplication. First, their process
requires knowing the initial matrix and pernutation (which are known
for Wl nutDSA). But nore inportantly, their process runs at
Ag*((N-1)/2)), which for (N=10, g=MB1) is greater than 27128

A teamat Steven's Institute | everaged a | ength-shortening attack
that enabled themto renove the cl oaking el enments and then solve a
conj ugacy search problemto derive the private keys. Their attack
requires both know edge of the permutation being cloaked and al so
that the cloaking elenents thensel ves are conjugates. By adding
addi tional conceal ed cl oaking elements, the attack requires an N
search for each cloaking element. By inserting k conceal ed cl oaki ng
el ements, this requires the attacker to perform (N )~k work. This
allows k to be set to neet the desired security |evel

Finally, Merz and Petit discovered that using a Garside Normal Form
of a Wal nut DSA signature enabled themto find commonalities with the
Gar si de Norrmal Form of the encoded nmessage. Using those

commonal ities, they were able to splice into a signature and create

forgeries. Increasing the nunber of cloaking elenents, specifically
within the encoded nessage, sufficiently obscures the commonalities

and bl ocks this attack.

In sunmary, nost of these attacks are exponential in runtime and it
can be shown that current paraneters put the runtine beyond the
desired security level. The final two attacks are also sufficiently
bl ocked to the desired security |evel

| ANA Consi derati ons

I ANA has added entries for Wl nut DSA signatures in the "CCSE
Al gorithns" registry and Wal nut DSA public keys in the "COSE Key
Types" and "COSE Key Type Paraneters" registries.

COSE Al gorithms Registry Entry



The foll owing new entry has been registered in the "COSE Al gorithns"
registry

Name: WAl nut DSA
Val ue: -260
Description: WAl nut DSA signature
Ref erence: RFC 9021
Recommended: No
6.2. COSE Key Types Registry Entry

The foll owi ng new entry has been registered in the "COSE Key Types"
registry:

Name: Wl nut DSA
Val ue: 6
Description: Wl nut DSA public key
Reference: RFC 9021
6.3. COSE Key Type Paraneters Registry Entries

The followi ng sections detail the additions to the "COSE Key Type
Par anmet ers" registry

6.3.1. Wal nut DSA Paraneter: N

The new entry, N, has been registered in the "COSE Key Type
Par amet ers" registry as foll ows:

Key Type: 6
Nanme: N
Label : -1

CBOR Type: uint
Description: Goup and Matrix (NxN) size
Ref erence: RFC 9021

6.3.2. Wl nut DSA Paraneter: ¢

The new entry, (g, has been registered in the "COSE Key Type
Par amet ers" registry as foll ows:

Key Type: 6
Nanme: (q
Label: -2

CBOR Type: uint
Description: Finite field F_q

Ref er ence: RFC 9021
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3. Wl nut DSA Par anmeter: t-val ues

The new entry, t-values, has been registered in the "COSE Key Type
Par anet ers" registry as foll ows:

Key Type: 6

Nanme: t-val ues

Label: -3

CBOR Type: array (of uint)

Description: List of T-values, entries in F_q

Ref er ence: RFC 9021

6.3.4. WAl nut DSA Paranmeter: matrix 1

6. 3.

6. 3.

The new entry, matrix 1, has been registered in the "COSE Key Type
Par anet ers" registry as foll ows:

Key Type: 6

Name: matrix 1

Label: -4

CBOR Type: array (of array of uint)

Description: NxN Matrix of entries in F_q in colum-mgjor form
Reference: RFC 9021

5. WAl nut DSA Paraneter: pernutation 1

The new entry, permutation 1, has been registered in the "COSE Key
Type Paraneters"” registry as foll ows:

Key Type: 6

Nane: pernutation 1

Label: -5

CBOR Type: array (of uint)

Description: Permutation associated with matrix 1
Reference: RFC 9021

6. VWl nut DSA Paraneter: matrix 2

The new entry, matrix 2, has been registered in the "COSE Key Type
Par amet ers” registry as foll ows:

Key Type: 6

Name: matrix 2

Label: -6

CBOR Type: array (of array of uint)

Description: NxN Matrix of entries in F_gq in colum-major form
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