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YANG Dat a Model for Segment Routing
Abst r act

Thi s docunment defines three YANG data nodels. The first is for
Segment Routing (SR) configuration and operation, which is to be
augnmented by different Segment Routing data planes. The next is a
YANG dat a nodel that defines a collection of generic types and
groupings for SR The third nodul e defines the configuration and
operational states for the Segnent Routing MPLS data pl ane.

Status of This Meno
This is an Internet Standards Track document.

Thi s docunent is a product of the Internet Engineering Task Force
(IETF). It represents the consensus of the |IETF comunity. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Goup (IESG. Further information on
Internet Standards is available in Section 2 of RFC 7841.

I nformati on about the current status of this docunent, any errata,
and how to provide feedback on it nay be obtained at
https://ww rfc-editor.org/info/rfc9020.

Copyright Notice

Copyright (c) 2021 | ETF Trust and the persons identified as the
docunment authors. All rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents
(https://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunment nust
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the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.
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I nt roducti on

Thi s docunent defines three YANG data nodels [RFC7950]. The first
one is for Segnent Routing (SR) [ RFC38402] configuration and
operation. This docunment does not define the |IGP extensions to
support SR, but the second nodul e defines generic groupings to be
reused by | GP extension nodules. The reason for this design choice
is to not require inplenentations to support all |GP extensions. For
exanpl e, an inplenentati on may support the IS 1S extension but not
the OSPF extension. The third YANG data nodel defines a nodul e that
is intended to be used on network el enents to configure or operate
the SR MPLS data pl ane [ RFC8660] .

The YANG nodul es in this docunment conformto the Network Managenent
Dat astore Architecture (NVDA) [ RFC8342].

Term nol ogy and Notation

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in BCP
14 [ RFC2119] [ RFC8174] when, and only when, they appear in al
capitals, as shown here

.1. Tree Diagram

Tree diagranms used in this document follow the notation defined in
[ RFC8340] .

.2. Prefixes in Data Node Names

In this docunment, names of data nodes, actions, and other data nodel
objects are often used without a prefix, as long as it is clear from
the context in which YANG nodul e each nane is defined. Oherw se,
nanes are prefixed using the standard prefix associated with the
correspondi ng YANG nodul e, as shown in Table 1.

[ oo ool oo s st e e e e
| Prefix | YANG nodul e | Reference
[ el sl el
| if | ietf-interfaces | [ RFC8343]
I T T R I I +
| rt | ietf-routing | [ RFC8349]
R R I I R I +

| rt-types | ietf-routing-types | [RFC8294] |



Table 1: Prefixes and Correspondi ng YANG
Modul es

3. Design of the Data Mdel

The ietf-segnent-routing YANG nodul e augnents the routing container
in the ietf-routing nodel [RFC8349] and defines generic SR
configuration and operational state. This nbdule is augnented by
nmodul es supporting different data pl anes.

Modul e ietf-segnent-routing-npls augnents ietf-segnment-routing and
supports SR-MPLS data pl ane configuration and operational state.

Modul e ietf-segnent-routing-comopn defines generic types and
groupi ngs that SHOULD be reused by | GP extension nodul es.

nmodul e: ietf-segment-routing
augnment /rt:routing:
+--rw segnent-routing

nmodul e: ietf-segnment-routing-npls
augnment /rt:routing/sr:segnent-routing:
+--rw sr-npls
+--rw bi ndi ngs

+--rw mappi ng- server {mappi ng-server}?

| +--rw policy* [nane]
+--rw nane string
+--rwentries

+--rw mappi ng-entry* [prefix algorithni

+--rw prefix inet:ip-prefix
+--rw val ue-type? enumer ati on
+--rw start-sid ui nt 32

+--rw range? ui nt 32

+--rw al gorithm i dentityref

I

I

|

|

|

|

[

||

|

|

| +--rw connected-prefix-sid-mp

| | +--rw connected-prefix-sid* [prefix algorithni
| | +--rw prefix inet:ip-prefix
| +--rw val ue-type? enuner ati on
| +--rw start-sid ui nt 32
| | +--rw range? ui nt 32
| ] +--rw al gorithm i dentityref
| | +--rw | ast - hop- behavi or ? enuner ati on
| +--rwlocal-prefix-sid

| +--rw local -prefix-sid* [prefix algorithm
| +--rw prefix inet:ip-prefix
I

I

I

I

+-

I

I

I

+-

I

I

I

+-

I

I

+--rw val ue-type? enuner ation
+--rw start-sid ui nt 32
+--rw range? ui nt 32
+--rw al gorithm identityref
-rw srgb
+--rw srgb* [l ower-bound upper-bound]
+--rw | ower - bound ui nt 32
+--rw upper - bound ui nt 32
-rwsrlb
+--rw srl b* [| ower-bound upper-bound]
+--rw | ower - bound ui nt 32
+--rw upper - bound ui nt 32
-ro | abel -bl ocks* []

+--ro | ower-bound? ui nt 32
+--ro upper-bound? ui nt 32



4.

+--ro size? ui nt 32

|
| +--ro free? ui nt 32
|  +--ro used? ui nt 32
| +--ro scope? enuner ation
+--ro sid-db
+--ro sid* [target sid source source-protocol binding-type]
+--ro target string
+--ro sid ui nt 32
+--ro algorithn? uint8
+--r0 source i net:ip-address
+--ro used? bool ean
+--ro0 source- protocol -> /rt:routing
[ control - pl ane- prot ocol s
[ control - pl ane- prot ocol / nane
+--ro0 binding-type enuneration
+--ro scope? enunerati on

notifications:
+---n segnent-routing-srgb-collision
| +--ro srgb-collisions* []

+--ro | ower-bound? ui nt 32
+--r0 upper-bound? ui nt 32
+--ro0 routing-protocol ? -> /rt:routing

[ control - pl ane- prot ocol / nane
+--ro originating-rtr-id? router-or-systemid
+---n segnent-routing-global -sid-collision

I
I
I
| [ control - pl ane- prot ocol s
|
I

[ control -pl ane-protocol s
[ control - pl ane- prot ocol / nane
+---n segnent-routing-index-out-of-range

| +--ro received-target? string

| +--ro newsid-rtr-id? router-or-systemid
| +--ro original-target? string

| +--ro original-sid-rtr-id? router-or-systemid
| +--ro index? ui nt 32

| +--ro routing-protocol ? -> [rt:routing

I

I

+--1r0 received-target? string
+--ro received-index? ui nt 32
+--ro0 routing-protocol ? -> [rt:routing

[ control -pl ane-protocol s
[ control - pl ane- prot ocol / nane

Confi guration

The nodul e ietf-segnent-routing-npls augnents the "/rt:routing/
sr:segnent-routing:" with an sr-npls container. This container
defines all the configuration paraneters related to the SR MPLS data
pl ane.

The sr-npls configuration is split into global configuration and
interface configuration

The gl obal configuration includes:

Bi ndings: Defines Prefix to Segment ldentifier (Prefix-SID)
mappi ngs. The operator can control advertisement of Prefix-SIDs
i ndependently for IPv4 and | Pv6. Two types of mappings are
avai | abl e:

Mappi ng-server: Maps prefixes that are not local to a SID
Configuration of bindings does not automatically allow
adverti senent of those bindings. Advertisenent nust be
controll ed by each routing-protocol instance (see Section 5).
Mul tipl e mapping policies nmay be defined.

Connected prefixes: Maps connected prefixes to a SID



Advertisement of the mapping will be done by |IGP when enabl ed
for SR (see Section 5). The SID val ue can be expressed as an
i ndex (default) or an absolute value. The "I ast-hop-behavior"
configuration dictates the MPLS Penul ti mate Hop Poppi ng (PHP)

behavior: "explicit-null", "php", or "non-php".

Segment Routing G obal Block (SRGB): Defines a list of |abel blocks
represented by a pair of |ower-bound/ upper-bound | abels. The SRGB
is also agnostic to the control plane used. So, all loca
routing-protocol instances will have to advertise the sane SRGB

Segnment Routing Local Block (SRLB): Defines a list of |abel blocks
represented by a pair of | ower-bound/upper-bound | abels reserved
for local SIDs.

5. 1 GP Control-Plane Configuration

Support of SR extensions for a particular 1GP control plane is

achi eved by augmenting routing-protocol configuration with SR
extensions. This augnentation SHOULD be part of the routing-protoco
YANG nodul es as not to create any dependency for inplenentations to
support SR extensions for all routing protocols.

Thi s nodul e defines groupi ngs that SHOULD be used by | GP SR nodul es.

The "sr-control -pl ane" groupi ng defines the generic gl oba
configuration for the IGP

The "enabl ed" | eaf enabl es SR extensions for the routing-protoco
i nst ance.

The "bindi ngs" container controls the routing-protocol instance's
adverti senent of local bindings and the processing of received
bi ndi ngs.

5.1. 1GP Interface Configuration

The interface configuration is part of the "igp-interface" grouping
and i ncl udes Adjacency SID (Adj-SID) properties.

5.1.1. Adjacency SID (Adj-SID) Properties

5.1.1.1. Bundling
In case of parallel IP |links between routers, an additional Adj-SID
[ RFC8402] may be advertised representing nore than one adjacency
(i.e., a bundle of adjacencies). The "advertise-adj-group-sid"
configuration controls for which group(s) an additional Adj-SIDis
adverti sed.

The "advertise-adj-group-sid" is a list of group IDs. Each group ID

will identify interfaces that are bundl ed together
N + Fom e e - - +
| EEEEEE L1 ---- | |
| RL | ------- L2 ---- | R2 |
| NEEEEEEE L3 ---- | |
| NEETEEEE L4 ---- | |
S + S +

In the figure above, Rl and R2 are interconnected by four links. A
routing protocol adjacency is established on each link. The operator
would Iike to create Adj-SIDs that represent bundles of |inks. W
can imagine two different bundles: L1/L2 and L3/L4. To achieve this
behavi or, the operator will configure a "group-id" X for interfaces
L1 and L2 and a "group-id" Y for interfaces L3 and L4. This wll



result in Rl advertising an additional Adj-SID for each adjacency.
For exanple, an Adj-SIDwith a value of 400 will be added to L1 and
L2, and an Adj-SID with a value of 500 will be added to L3 and L4.

As L1/L2 and L3/L4 do not share the sanme "group-id", a different SID
value will be allocated.

5.1.1. 2. Protection

The "advertise-protection" defines how protection for an interface is
advertised. It does not control the activation or deactivation of
protection. |If the "single" option is used, a single Adj-SID will be
advertised for the interface. |If the interface is protected, the
B-Flag for the Adj-SID advertisement will be set. [If the "dual™
option is used and if the interface is protected, two Adj-SIDs will
be advertised for the interface adjacencies. One Adj-SID wi Il always
have the B-Flag set, and the other will have the B-Flag clear. This
option is intended to be used in the case of traffic engi neering
where a path nust use either protected segnents or unprotected
segment s.

6. State Data

The operational state contains information reflecting the usage of
al l ocated SRGB | abel s.

It also includes a list of all global SIDs, their associated
bi ndi ngs, and ot her information, such as the associated source
protocol and al gorithm

7. Notifications
The nodel defines the followi ng notifications for SR

segnment -routi ng-srgb-collision: Raised when control-plane-advertised
SRGB bl ocks have conflicts

segnent - routi ng- gl obal -sid-col lision: Raised when a control -pl ane-
advertised index is already associated with another target (in
this version, the only defined targets are I Pv4 and | Pv6 prefixes)

segnment - routi ng-i ndex-out - of -range: Rai sed when a control - pl ane-
advertised index falls outside the range of SRGBs configured for
the network device

8. YANG Mbdul es
There are three YANG npdul es included in this docunent.

The following RFCs are not referenced in the document text but are
referenced in the ietf-segnment-routing.yang, ietf-segnent-routing-
common. yang, and/or ietf-segnment-routing-npls.yang nodul es:

[ RFC6991], [RFC8294], [RFCB8661], [RFC8665], [RFC8667], [RFC8669], and
[ RFC8814] .

8.1. YANG Mdul e for Segnent Routing

i etf-segnent-routing.yang: This nodule defines a generic franmework
for Segnment Routing (SR), and it is to be augnented by nodels for
different SR data pl anes.

<CODE BEG@ NS> file "ietf-segnent-routi ng@021-05-26.yang"
nmodul e ietf-segnent-routing {
yang-version 1.1;
namespace "urn:ietf:params: xm:ns:yang:ietf-segnent-routing";
prefix sr;



inmport ietf-routing {
prefix rt;
reference "RFC 8349: A YANG Data Mdel for Routing
Managenment (NVDA Version)";

}

organi zati on
"I ETF SPRI NG - SPRI NG Wor ki ng G oup”;

cont act
"WG Web: <https://datatracker.ietf.org/wg/spring/>
WG List: <mailto:spring@etf.org>

Aut hor : St ephane Lit kowski

<mailto:slitkows.ietf@nuail.conpr
Aut hor : Yi ngzhen Qu

<mai | t 0: yi ngzhen. qu@ ut ur ewei . conw
Aut hor : Acee Lindem

<nmmi | t 0: acee@i sco. conp
Aut hor : Pushpasi s Sarkar

<mai | t 0: pushpasis.ietf@nuil.conr
Aut hor : Jeff Tantsura

<jefftant.ietf@muil.conp

description
"Thi s YANG nodul e defines a generic framework for Segnent
Routing (SR). It is to be augnented by nodels for different
SR dat a pl anes.

Thi s YANG nmodul e conforms to the Network Managenent
Dat astore Architecture (NVDA), as described in RFC 8242

The key words ' MUST', ' MUST NOT', ' REQUI RED , ' SHALL', ' SHALL

NOT', ' SHOULD , ®SHOULD NOT', ' RECOMVENDED , ' NOT RECOMVENDED ,
"MAY', and 'OPTIONAL' in this docunment are to be interpreted as

described in BCP 14 (RFC 2119) (RFC 8174) when, and only when,
they appear in all capitals, as shown here.

Copyright (c) 2021 | ETF Trust and the persons identified as
authors of the code. Al rights reserved.

Redi stribution and use in source and binary forns, with or

wi t hout nodification, is permtted pursuant to, and subject
to the license terns contained in, the Sinplified BSD License
set forth in Section 4.c of the | ETF Trust’s Legal Provisions
Rel ating to | ETF Documents
(https://trustee.ietf.org/license-info).

This version of this YANG nodule is part of RFC 9020;
see the RFC itself for full legal notices.";

ref erence
"RFC 9020: YANG Data Mddel for Segnent Routing.";

revision 2021-05-26 {
description
"Initial version";
ref erence
"RFC 9020: YANG Data Mddel for Segnent Routing.";

}

augnent "/rt:routing" {
description
"Thi s nodul e augnents the routing data nodel (RFC 8349)
with Segment Routing (SR).";
cont ai ner segment-routing {



description
"Segnent Routing configuration. This container
is to be augnented by nodels for different SR
data pl anes. ";
reference
"RFC 8402: Segnent Routing Architecture."”;
}

}
}
<CODE ENDS>

8.2. YANG Modul e for Segnent Routing Comon Types

i etf-segnent-routing-common.yang: This nodule defines a collection
of generic types and groupings for SR, as defined in [ RFC8402].

<CODE BEG NS> file "ietf-segnent-routing-comon@021-05-26.yang"
modul e i etf-segnent-routing-common {
yang-version 1.1;
namespace
"urn:ietf:parans: xm:ns:yang:ietf-segnent-routing-comon";
prefix sr-cm;

inmport ietf-inet-types {
prefix inet;
ref erence
"RFC 6991: Common YANG Data Types";

}

organi zati on
"I ETF SPRI NG - SPRI NG Wirki ng G oup";

cont act
"WG Web: <https://datatracker.ietf.org/wg/spring/>
WG List: <mailto:spring@etf.org>

Aut hor : St ephane Lit kowski

<mailto:slitkows.ietf@mail.conpr
Aut hor : Yi ngzhen Qu

<mai | t 0: yi ngzhen. qu@ ut ur ewei . conw
Aut hor : Acee Lindem

<mai | t 0: acee@i sco. conp
Aut hor : Pushpasi s Sarkar

<mai | t o: pushpasis.ietf@mail.conp
Aut hor : Jeff Tantsura

<jefftant.ietf@muail.conp

deséription
"This YANG nodul e defines a collection of generic types and
groupi ngs for Segnent Routing (SR), as described in RFC 8402

Thi s YANG nodul e conforns to the Network Managenent
Dat astore Architecture (NVDA), as described in RFC 8242

The key words ' MUST', 'MJST NOT', 'REQUI RED , ’'SHALL', ' SHALL
NOT', *SHOULD , ' SHOULD NOT', ' RECOMVENDED , ' NOT RECOMVENDED |,
"MAY', and 'OPTIONAL' in this docunment are to be interpreted as
described in BCP 14 (RFC 2119) (RFC 8174) when, and only when,
they appear in all capitals, as shown here.

Copyright (c) 2021 I ETF Trust and the persons identified as
authors of the code. All rights reserved.

Redi stribution and use in source and binary forms, with or
wi t hout nodification, is pernmitted pursuant to, and subject
to the license terms contained in, the Sinplified BSD License



set forth in Section 4.c of the | ETF Trust’s Legal Provisions
Rel ating to | ETF Docunents
(https://trustee.ietf.org/license-info).

This version of this YANG nodule is part of RFC 9020;
see the RFC itself for full legal notices.";

ref erence
"RFC 9020: YANG Data Model for Segnent Routing";

revision 2021-05-26 {
description
"lInitial version";
ref erence
"RFC 9020: YANG Data Model for Segnent Routing";

}

feature sid-1ast-hop-behavior {
description
"Configurabl e | ast-hop behavior.";
ref erence
"RFC 8660: Segnent Routing with the MPLS Data Pl ane";

}

identity prefix-sid-algorithm/{
description
"Base identity for prefix-sid algorithm?";
reference
"RFC 8402: Segnent Routing Architecture";

}

identity prefix-sid-algorithmshortest-path {
base prefix-sid-algorithm
description
"Shortest Path First (SPF) Prefix-SID algorithm This
is the default algorithm?";

}

identity prefix-sid-algorithmstrict-spf {
base prefix-sid-algorithm
description
"This al gorithm mandates that the packet is forwarded
according to the ECMP-aware SPF algorithm";

}

grouping srlr {
description
"Grouping for SR Label Range configuration.";
| eaf | ower-bound {
type uint32;
description
"Lower value in the | abel range.";

}
| eaf upper-bound {
type uint32;
must ../l ower-bound < ../upper-bound {
error-nessage
"The upper-bound nust be greater than the | ower-bound.";
description
"The val ue nust be greater than | ower-bound.";
}

description
"Upper value in the | abel range.";

}
groupi ng srgb {



description
"Grouping for SR d obal Label Range.";
list srgb {
key "I ower-bound upper-bound";
order ed- by user;
description
"Li st of global blocks to be advertised.";
uses srilr;

}
}

grouping srlb {
description
"Grouping for SR Local Block Range.";
list srlib {
key "I ower-bound upper-bound";
order ed- by user;
description
"List of SRLBs.";
uses srlr;

}
}

groupi ng sid-val ue-type {
description
"Defines how the SID value is expressed.";
| eaf val ue-type {
type enuneration {
enum i ndex {
description
"The value will be interpreted as an index.";
}

enum absol ute {
description
"The value will become interpreted as an absol ute
val ue. ";

}

default "index";
description
"This | eaf defines how the value nmust be interpreted."”;
}

}

groupi ng prefix-sid {

description

"Thi s groupi ng defines configuration of a Prefix-SID.";
| eaf prefix {

type inet:ip-prefix;

description

"Connected Prefix-SID.";

}

uses prefix-sid-attributes;

}

grouping ipv4-sid {

description

"Grouping for an IPv4 Prefix-SID.";
| eaf prefix {

type inet:ipv4d-prefix;

description

"Connected I Pv4 Prefix-SID.";

}

uses prefix-sid-attributes;



groupi ng ipv6-sid {

description

"Grouping for an IPv6 Prefix-SID.";
| eaf prefix {

type inet:ipv6-prefix;

description

"Connected | Pv6 Prefix-SID.";

}

uses prefix-sid-attributes;

}

groupi ng | ast - hop-behavi or {
description
"Defines | ast-hop behavior.";
| eaf | ast-hop-behavior {
if-feature "sid-1ast-hop-behavior";
type enuneration {
enum explicit-null {
description
"Use explicit-null for the SID.";
}

enum no- php {
description
"Do not use MPLS Penultimte Hop Poppi ng (PHP)
for the SID.";

}
enum php {
description
"Use MPLS PHP for the SID.";
}

}

description
"Configure | ast-hop behavior.";
}

}

grouping prefix-sid-attributes {
description
"Grouping for Segnent Routing (SR) prefix attributes.";
uses sid-val ue-type;
| eaf start-sid {
type uint32;
mandat ory true;
description
"Val ue associated with prefix. The val ue nust be
interpreted in the context of sid-value-type.";

| eaf range {
type uint32;
description
"I ndi cates how many SIDs can be allocated.";

| eaf al gorithm {
type identityref {
base prefix-sid-algorithm

}

description
"Prefix-SID algorithm?";
}

}
}
<CODE ENDS>
8.3. YANG Modul e for Segnent Routing MPLS

ietf-segment-routing-npls.yang: This nodul e defines the



configuration and operational states for the Segnent Routing MPLS
data pl ane.

<CODE BEG NS> file "ietf-segnent-routing-npls@021-05-26.yang"
modul e ietf-segnent-routing-npls {
yang-version 1.1;
nanespace "urn:ietf:paranms: xm :ns:yang:ietf-segnment-routing-npls”;
prefix sr-npls;

inmport ietf-inet-types {
prefix inet;
reference
"RFC 6991: Common YANG Data Types",

}
inmport ietf-routing {
prefix rt;
reference
"RFC 8349: A YANG Data Model for Routing
Management (NVDA Version)";
}

import ietf-routing-types {
prefix rt-types;
reference
"RFC 8294: Common YANG Data Types for the
Routing Area";

}
import ietf-segnent-routing {
prefix sr;
reference
"RFC 9020: YANG Data Mddel for Segment Routing";
}

i mport ietf-segnent-routing-common {
prefix sr-cm;
ref erence
"RFC 9020: YANG Data Mddel for Segnent Routing";

}

organi zati on
"I ETF SPRI NG - SPRI NG Wor ki ng Group";

cont act
"WG Web: <https://datatracker.ietf.org/wg/spring/>
W5 List: <mailto:spring@etf.org>

Aut hor : St ephane Lit kowski

<mailto:slitkows.ietf@nuail.conp
Aut hor : Yi ngzhen Qu

<mai | t 0: yi ngzhen. qu@ ut ur ewei . con
Aut hor: Acee Lindem

<mmi | t 0: acee@i sco. conp
Aut hor : Pushpasi s Sarkar

<mai | t 0: pushpasis.ietf@nail.conr
Aut hor : Jeff Tantsura

<jefftant.ietf@nuil.conp

deséription
"This YANG nodul e defines a generic configuration nodel for
the Segnment Routing MPLS data pl ane.

Thi s YANG nmodul e conforms to the Network Managenent
Dat astore Architecture (NVDA), as described in RFC 8242

The key words ' MUST', 'MUST NOT', 'REQUIRED , ’'SHALL', ' SHALL
NOT', ' SHOULD , ®SHOULD NOT', ' RECOMVENDED , ' NOT RECOMVENDED ,
"MAY', and 'OPTIONAL' in this docunment are to be interpreted as
described in BCP 14 (RFC 2119) (RFC 8174) when, and only when,



they appear in all capitals, as shown here.

Copyright (c) 2021 | ETF Trust and the persons identified as
authors of the code. Al rights reserved.

Redi stribution and use in source and binary forns, with or

wi t hout nodification, is permtted pursuant to, and subject
to the license ternms contained in, the Sinplified BSD License
set forth in Section 4.c of the | ETF Trust’s Legal Provisions
Rel ating to | ETF Documents
(https://trustee.ietf.org/license-info).

This version of this YANG nodule is part of RFC 9020;
see the RFC itself for full legal notices.";

ref erence
"RFC 9020: YANG Data Mddel for Segnent Routing";

revisi on 2021-05-26 {
description
“Initial version";
reference
"RFC 9020: YANG Data Mddel for Segnent Routing";

}

f eature mappi ng-server {
description
"Support for Segment Routing Mapping Server (SRMB).";
ref erence
"RFC 8661: Segnent Routing MPLS I nterworKking
with LDP";
}

feature protocol-srgb {
description
"Support for per-protocol Segnent Routing d obal Bl ock
(SRGB) configuration.";
ref erence
"RFC 8660: Segnent Routing with the MPLS
Data Pl ane";

}

typedef systemid {

type string {
pattern '[0-9A-Fa-f]{4}\.[0-9A-Fa-f]{4}\.[0-9A-Fa-f] {4} ;

description
"This type defines an IS-1S systemid using a pattern
An exanpl e systemid is 0143. 0438. AEFO. ";

}

typedef router-or-systemid {
type union {
type rt-types:router-id;
type systemid;

description
"OSPF/ BGP router-id or 1S-1S systemID.";

}

groupi ng sr-control -plane {
description
"Defines protocol configuration.";
cont ai ner segnent-routing {
description
"Segnent Routing gl obal configuration.";
| eaf enabl ed {



type bool ean;
default "fal se";
description
"Enabl es Segnent Routing control-plane protoco
extensions.";
}
cont ai ner bi ndi ngs {
i f-feature "mappi ng-server"”;
description
"Control of binding advertisenent and reception.";
cont ai ner advertise {
description
"Control advertisenent of |ocal nmappings
in binding TLVs.";
leaf-1ist policies {
type leafref {
path "/rt:routing/sr:segment-routing/sr-npls:sr-npls"
+ "/ sr-npl s: bi ndi ngs/ sr-npl s: mappi ng-server"”
+ "/sr-npls:policy/sr-npls:name";
}
description
"Li st of binding advertisenent policies.";
}

}

| eaf receive {
type bool ean;
default "true";
description
"Al'l ow the reception and usage of binding TLVs.";
}

}
}
}

grouping igp-interface {
description
"Grouping for IGP interface configuration.”;
cont ai ner segnent-routing {
description
"Container for SR interface configuration.";
cont ai ner adjacency-sid {
description
"Adj acency SID (Adj-SID) configuration.";
ref erence
"RFC 8660: Segnent Routing with the MPLS
Data Pl ane";
list adj-sids {
key "val ue";
uses sr-cm: si d-val ue-type;
| eaf val ue {
type uint32;
description
"Val ue of the Adj-SID.";

| eaf protected {
type bool ean;
default "fal se";
description
"It is used to protect the Adj-SID, e.g., using
| P Fast Reroute (IPFRR) or MPLS-FRR ";

}
| eaf weight {
type uint8;
description
"The | oad-bal anci ng factor over parallel adjacencies.";
reference



"RFC 8402: Segnent Routing Architecture
RFC 8665: OSPF Extensions for Segnent Routing
RFC 8667: |1S-1S Extensions for Segnent
Routing";
}
description
"List of Adj-SIDs and their configuration.”;

|ist advertise-adj-group-sid {
key "group-id";
description
"Control advertisenment of S-flag or Gflag. Enable
adverti senent of a common Adj-SID for parall el
l'inks.";
reference
"RFC 8665: OSPF Extensions for Segnment Routing,
Section 6.1
RFC 8667: |1S-1S Extensions for Segnent
Routing, Section 2.2.1";
| eaf group-id {
type uint32;
description
"The value is an internal value to identify a
group-I1D. Interfaces with the sane group-1D
wi || be bundl ed together.";

}

| eaf advertise-protection {
type enuneration {
enum si ngl e {
description
"A single Adj-SID is associated with the
adj acency and reflects the protection
configuration.";

enum dual {
description
"Two Adj-SIDs will be associated with the adjacency

if the interface is protected. |In this case, one
Adj-SID will be advertised with the backup-flag
set and the other with the backup-flag clear. In

the case where protection is not configured, a
single Adj-SIDw Il be advertised with the
backup-flag clear.";

}
}
description
"If set, the Adj-SID refers to a protected adjacency.";
ref erence
"RFC 8665: OSPF Extensions for Segnent Routing,
Section 6.1
RFC 8667: |S-1S Extensions for Segnent
Routing, Section 2.2.1";
}
}
}
}

augrment "/rt:routing/sr:segnent-routing” {
description
"This augnents the routing data nodel (RFC 8349)
with Segnent Routing (SR) using the MPLS data plane.";
container sr-npls {
description
"Segnent Routing global configuration and
operational state.";



cont ai ner bi ndi ngs {
description
"Li st of bindings.";
cont ai ner nmappi ng- server {
i f-feature "nmappi ng-server";
description
"Configuration of mapping-server |ocal entries.”;
list policy {
key "nane";
description
"Li st mappi ng-server policies.";
| eaf nane {
type string;
description
"Name of the mapping policy.";
}
container entries {
description
"I Pv4/ 1 Pv6 mapping entries."”;
list mapping-entry {
key "prefix algorithni;
description
"Mapping entries.”;
uses sr-cm: prefix-sid;
}
}
}
}
cont ai ner connect ed-prefix-sid-map {
description
"Prefix-SID configuration.";
list connected-prefix-sid {
key "prefix algorithni;
description
"List of mappings of Prefix-SIDs to | Pv4/lPv6
| ocal prefixes.";
uses sr-cm: prefix-sid;
uses sr-cm: | ast - hop- behavi or;
}
}
contai ner local-prefix-sid {
description
"Local SID configuration.";
list local-prefix-sid{
key "prefix al gorithni;
description
"List of local |Pv4/IPv6 Prefix-SIDs.";
uses sr-cm: prefix-sid;
}
}
}
cont ai ner srgb {
description
"d obal SRGB configuration."”;
uses sr-cm: srgb;
}
contai ner srlb {
description
"Segnment Routing Local Block (SRLB) configuration.";
uses sr-cm:srl b;

}
list |abel-blocks {
config fal se;
description
"Li st of |abel blocks currently in use.";
| eaf | ower-bound {



type uint32;
description
"Lower bound of the | abel block.";
}

| eaf upper-bound {
type uint32;
description
"Upper bound of the | abel block.";

| eaf size {
type uint32;
description
"Nurmber of indexes in the block.";
}

| eaf free {
type uint32;
description
"Nunber of free indexes in the block.";

| eaf used {
type uint32;
description
"Nunber of indexes in use in the block.";
}

| eaf scope {
type enuneration {
enum gl obal {
description
"dobal SID";

enum | ocal {
description
"Local SID.";
}
}

description
"Scope of this |abel block.";
}
}

contai ner sid-db {
config fal se;
description
"List of prefix and SID associations.”;
list sid{
key "target sid source source-protocol binding-type";
ordered-by system
description
"SI D binding.";
| eaf target {
type string;
description
"Defines the target of the binding. It can be a
prefix or sonething else.";

}
| eaf sid {
type uint32;
description
"I ndex associated with the prefix.";

| eaf al gorithm {
type uint8;
description
"Algorithmto be used for the Prefix-SID.";
ref erence
"RFC 8665: OSPF Extensions for Segment Routing
RFC 8667: |1S-1S Extensions for Segnent



Rout i ng
RFC 8669: Segnent Routing Prefix Segnent
Identifier Extensions to BGP";

| eaf source {
type inet:ip-address;
description
"I P address of the router that owns the binding.";

| eaf used {
type bool ean;
description
"Indicates if the binding is installed in the
forwardi ng plane.";
}
| eaf source-protocol {
type leafref {
path "/rt:routing/rt:control-plane-protocol s/"
+ "rt:control -pl ane-protocol /rt: name";
}
description
"Routing protocol that owns the binding.";

}
| eaf binding-type {
type enuneration {
enum prefix-sid {
description
"Binding is learned froma Prefix-SID.";

enum bi ndi ng-tlv {
description
"Binding is learned froma binding TLV.";
}
}

description
"Type of binding.";

| eaf scope {
type enuneration {
enum gl obal {
description
"d obal SID.";

enum | ocal {
description

"Local SID.";
}
}
description
"SI D scoping.";

notification segnent-routing-srgb-collision {
description
"This notification is sent when SRGB bl ocks received from
different routers collide.";
list srgb-collisions {
description
"List of SRGB bl ocks that collide.";
| eaf | ower-bound {
type uint32;
description



"Lower value in the block.";
}
| eaf upper-bound {
type uint32;
description
"Upper value in the block.";

| eaf routing-protocol {
type leafref {
path "/rt:routing/rt:control-plane-protocol s/"
+ "rt:control -pl ane-protocol /rt: name";
}

description
"Routing protocol reference for SRGB collision.";
}
| eaf originating-rtr-id {
type router-or-systemid;
description
"Originating router 1D of this SRGB bl ock.";

}
}
}

notification segment-routing-global -sid-collision {
description
"This notification is sent when a new mapping is |earned
contai ning a mappi ng where the SID is already used.
The notification generation nmust be throttled with at | east
a 5-second gap between notifications.";
| eaf received-target {
type string;
description
"Target received in the router advertisenent that caused
the SID collision.";
}
| eaf newsid-rtr-id {
type router-or-systemid;
description
"Router ID that advertised the colliding SID.";
}

| eaf original-target {
type string;
description
"Target already available in the database with the sane SID
as the received target.";
}
| eaf original-sid-rtr-id {
type router-or-systemid;
description
"Router ID for the router that originally advertised the
colliding SID, i.e., the instance in the database.";

| eaf index {
type uint32;
description
"Val ue of the index used by two different prefixes.";
}

| eaf routing-protocol {
type leafref {
path "/rt:routing/rt:control-plane-protocol s/"
+ "rt:control -pl ane-protocol /rt: name";
}
description
"Routing protocol reference for colliding SID.";



notification segnent-routing-index-out-of-range {
description
"This notification is sent when a binding is received
contai ning a segnent index that is out of the |oca
configured ranges. The notification generation nust be
throttled with at |l east a 5-second gap between
notifications.";
| eaf received-target {
type string;
description
"A human-readabl e string representing the target
received in the protocol -specific advertisenent
corresponding to the out-of-range index.";
}
| eaf received-index {
type uint 32;
description
"Val ue of the index received.";
}

| eaf routing-protocol {
type leafref {
path "/rt:routing/rt:control-plane-protocol s/"
+ "rt:control -pl ane-protocol /rt: name";
}
description
"Routing protocol reference for out-of-range indexed.";
}

}
}
<CODE ENDS>

Security Considerations

The YANG nodul es specified in this document define a schema for data
that is designed to be accessed via network managenent protocols,
such as NETCONF [ RFC6241] or RESTCONF [ RFC8040]. The | owest NETCONF
| ayer is the secure transport |ayer, and the mandatory-to-inpl enent
secure transport is Secure Shell (SSH) [RFC6242]. The | owest
RESTCONF | ayer is HTTPS, and the mandatory-to-inplenment secure
transport is TLS [ RFC8446].

The Network Configuration Access Control Mdel (NACM [RFC8341]
provides the nmeans to restrict access for particular NETCONF or
RESTCONF users to a preconfigured subset of all avail abl e NETCONF or
RESTCONF protocol operations and content.

There are a nunber of data nodes defined in the nodules that are
witable/creatabl e/deletable (i.e., config true, which is the
default). These data nodes nmamy be considered sensitive or vul nerable
in some network environnents. Wite operations (e.g., edit-config)
to these data nodes w thout proper protection can have a negative

ef fect on network operations. These are the subtrees and data nodes
and their sensitivity/vulnerability:

* [segment-routing
* [segnent-routing/npls

* [segment-routing/npls/bindings -- Mddification to the |oca
bi ndings could result in a Denial-of-Service (DoS) attack. An
attacker nay also try to create segnent conflicts (using the sane
segnent identifier for different purposes) to redirect traffic
within the trusted domain. However, the traffic will remain
within the trusted domain. Redirection could be used to route the
traffic to conprom sed nodes within the trusted donmain or to avoid
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certain security functions (e.g., firewall). Refer to Section 8.1
of [RFCB402] for a discussion of the SR-MPLS trusted donmain.

* [segment-routing/mpls/srgb -- Mdification of the Segnent Routing
G obal Bl ock (SRGB) could be used to mount a DoS attack. For
exanple, if the SRGB size is reduced to a very snmall value, a |ot
of existing segments could no |onger be installed leading to a
traffic disruption.

* [segment-routing/mpls/srlb -- Modification of the Segnent Routing
Local Bl ock (SRLB) could be used to nount a DoS attack simlar to
those applicable to the SRGB.

Sone of the readabl e data nodes in these YANG nodul es may be

consi dered sensitive or vulnerable in some network environnents. It
is thus inportant to control read access (e.g., via get, get-config,
or notification) to these data nodes. These are the subtrees and
data nodes and their sensitivity/vulnerability:

* [segnment -routing/ npls/bindings -- Know edge of these data nodes
can be used to attack the local router with a Denial - of - Service
(DoS) attack.

* [segment-routing/nmpls/sid-db -- Know edge of these data nodes can
be used to attack the other routers in the SR domain with either a
Deni al - of -Service (DoS) attack or redirection traffic destined for
those routers.

| ANA Consi der ati ons

Thi s docunent registers a URI in the "I ETF XM. Regi stry" [RFC3688].
Following the format in [RFC3688], the following registration is
requested to be nmde:

ID: yang:ietf-segnent-routing-common

URI: wurn:ietf:paramnms:xm:ns:yang:ietf-segnent-routing-conmon
Regi strant Contact: The | ESG

XM.: N A the requested URI is an XM. nanmespace.

ID: yang:ietf-segnment-routing

URI: urn:ietf:parans:xn :ns:yang:ietf-segnment-routing
Regi strant Contact: The | ESG

XM.: NA the requested URI is an XM. namespace.

ID: yang:ietf-segnent-routing-npls

URI: wurn:ietf:paranms:xm:ns:yang:ietf-segnent-routing-npls
Regi strant Contact: The |ESG

XM.: NA the requested URI is an XM. namespace.

Thi s docunent registers YANG nodul es in the "YANG Mbdul e Nanmes"
registry [ RFC6020].

Nanme: ietf-segnent-routing-comon

Mai nt ai ned by | ANA: N

Nanespace: urn:ietf:paranms: xm:ns:yang:ietf-segment-routing-conmon
Prefix: sr-cmm

Reference: RFC 9020

Nanme: ietf-segment-routing

Mai nt ai ned by | ANA: N

Nanespace: urn:ietf:paranms: xn:ns:yang:ietf-segnment-routing
Prefix: sr

Reference: RFC 9020

Nane: ietf-segnent-routing-npls
Mai nt ai ned by | ANA: N
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11.

urn:ietf:params: xm :ns:yang:ietf-segnent-routing-npls

Namespace:
Prefix: sr-npls
Ref erence: RFC 9020
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Appendi x A, Configuration Exanpl es
Note: "\’ line wapping per [RFC8792].
Al. SR MLS with | Pv4

The following is an XML [ WBC. REC- xml 11- 20060816] exanpl e using the
SR- MPLS YANG nodul es with | Pv4 addresses.

<routing xmns="urn:ietf:parans: xm :ns:yang:ietf-routing">
<segnent -routi ng
xm ns="urn:ietf:paranms: xm :ns:yang:ietf-segnment-routing”">
<sr-npls
xm ns="urn:ietf:parans: xm :ns:yang:ietf-segnent-routing-npls">
<bi ndi ngs>
<mappi ng- server >
<pol i cy>
<nanme>mappi ng 1</ nanme>
<entries>
<mappi ng-entry>
<prefix>198.51. 100. 0/ 24</ prefi x>
<al gorithm xm ns: sr-crm="urn:ietf: parans: xnl : ns: yang\
tietf-segment-routing-common” >\
sr-cmm: prefix-sid-al gorithm shortest-path\
</al gorithnpe
<start-sid>200</start-sid>
<range>100</range>
</ mappi ng-ent ry>
</entries>
</ policy>
</ mappi ng- server >
<connect ed- prefi x- si d- map>
<connect ed- prefi x-si d>
<prefix>192.0. 2.0/ 24</prefix>
<al gorithm xm ns:sr-cm="urn:ietf:parans: xm : ns: yang: \
i etf-segment-routing-conmon” >\
sr-cmm: prefix-sid-algorithmstrict-spf</algorithne
<start-sid>100</start-sid>
<range>1</range>
<l ast - hop- behavi or >php</ | ast - hop- behavi or >
</ connect ed- prefi x- si d>
</ connect ed- pr ef i x- si d- map>
</ bi ndi ngs>
<srgbh>
<srgb>
<l ower - bound>45000</ | ower - bound>
<upper - bound>55000</ upper - bound>
</ srgb>
</ srgb>
</ sr-npl s>
</ segnent - rout i ng>
</routing>

The following is the same exanpl e using JSON format.

{
"ietf-routing:routing": {
"ietf-segnent-routing: segnent-routing”: {
"ietf-segnent-routing-npls:sr-npls": {

"bi ndi ngs": {
"mappi ng-server": {
"policy": [
{
"name": "mapping 1",

"entries": {



"mappi ng-entry": [

"prefix": "198.51.100.0/ 24",

"al gorithni: "ietf-segnent-routing-comon:\
prefix-sid-al gorithmshortest-path",
"start-sid": 200,

"range": 100

}

onnect ed- prefi x-sid-map": {
"connected-prefix-sid": [
{

"prefix": "192.0.2.0/24",
"al gorithni: "ietf-segnent-routing-comon:\
prefix-sid-algorithmstrict-spf"
"start-sid": 100,
"range": 1,

"l ast - hop- behavi or": "php"
}
]
}
1
"srgb": {
"srgb": [
"l ower - bound": 45000,
"upper - bound": 55000
]
}

A 2. SR-MPLS with | Pv6

The following is an XML [ WBC. REC- xm 11- 20060816] exanpl e using the
SR-MPLS YANG nodul es with | Pv6 addresses.

<routing xm ns="urn:ietf:parans:xm :ns:yang:ietf-routing">
<segnent -routing
xm ns="urn:ietf:parans: xn :ns:yang:ietf-segment-routing">
<sr-npls
xm ns="urn:ietf:paranms: xm : ns:yang:ietf-segment-routing-npls">
<bi ndi ngs>
<mappi ng- server >
<policy>
<nane>mappi ng 1</ nane>
<entries>
<mappi ng-entry>
<prefi x>2001: db8: aaaa: bbbb: : / 64</ prefi x>
<algorithmxm ns:sr-cnrm="urn:ietf: parans: xm : ns: yang\
©ietf-segment-routing-conmon” >\
sr-cmm: prefix-sid-al gorithm shortest-path\
</ al gorithnp
<start-si d>200</start-sid>
<range>100</r ange>
</ mappi ng-entry>
</entries>
</ policy>
</ mappi ng- server >



<connect ed- pr ef i x- si d- map>
<connect ed- prefi x-si d>
<prefi x>2001: db8: aaaa: cccc: :/ 64</prefix>
<al gorithm xm ns: sr-crm="urn:ietf: parans: xn : ns: yang: \
i etf-segment-routing-conmon" >\
sr-cmm: prefix-sid-algorithmstrict-spf</algorithne
<start-si d>100</start-sid>
<range>1</range>
<l ast - hop- behavi or >php</ | ast - hop- behavi or >
</ connect ed- prefi x-si d>
</ connect ed- pr ef i x-si d- nap>
</ bi ndi ngs>
<srgh>
<srgb>
<l ower - bound>45000</ | ower - bound>
<upper - bound>55000</ upper - bound>
</ srgb>
</ srgh>
</sr-mpl s>
</ segnent -rout i ng>
</routing>

The following is the same exanpl e using JSON fornmat.

{
"ietf-routing:routing": {
"ietf-segnent-routing:segnent-routing”: {
"ietf-segnent-routing-npls:sr-npls": {

"bi ndi ngs": {
"mappi ng-server": {
"policy": [
{ .
"name": "mapping 1",

"entries": {
"mappi ng-entry": [

"prefix": "2001: db8: aaaa: bbbb: : / 64",

"al gorithni: "ietf-segnent-routing-comon:\
prefix-sid-al gorithmshortest-path",
"start-sid": 200,

"range": 100
}
]
}
}
]
},
"connect ed- prefi x-sid-map": {
"connected-prefix-sid': [
{
"prefix": "2001: db8: aaaa: cccc: :/ 64",
"al gorithni: "ietf-segnent-routing-comon:\
prefix-sid-algorithmstrict-spf"
"start-sid': 100,
"range": 1,
"| ast - hop- behavi or": "php"
}
]
}
},
"srgb": {
"srgb": |

"| ower - bound": 45000,
"upper - bound": 55000
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