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Abst r act

The Static Context Header Conpression and fragnmentation (SCHC)
speci fication (RFC 8724) describes generic header conpression and
fragmentation techniques for Low Power Wde Area Network (LPWAN)
technol ogies. SCHC is a generic mechani sm designed for great
flexibility so that it can be adapted for any of the LPWAN

t echnol ogi es.

Thi s docunent defines a profile of SCHC (RFC 8724) for use in LoRaWAN
net wor ks and provi des el enents such as efficient paraneterization and
nmodes of operation.

Status of This Meno
This is an Internet Standards Track document.

Thi s docunent is a product of the Internet Engineering Task Force
(ITETF). It represents the consensus of the IETF community. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Group (IESG. Further information on
Internet Standards is available in Section 2 of RFC 7841.

I nformati on about the current status of this docunent, any errata,
and how to provide feedback on it nmay be obtained at
https://ww. rfc-editor.org/info/rfc9011.
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I nt roduction

The SCHC specification [ RFC8724] describes generic header conpression
and fragnmentation techni ques that can be used on all Low Power Wde
Area Network (LPWAN) technol ogi es defined in [ RFC8376]. Even though
those technol ogi es share a great nunber of conmon features |ike star-
oriented topol ogi es, network architecture, devices with

conmuni cations that are nostly quite predictable, etc., they do have
sone slight differences with respect to payl oad sizes, reactiveness,
etc.

SCHC provi des a generic framework that enables those devices to
communi cate on I P networks. However, for efficient perfornmance, some
paraneters and nodes of operation need to be set appropriately for
each of the LPWAN t echnol ogi es.

Thi s docunent describes the paraneters and nodes of operation when
SCHC i s used over LoRaWAN networks. The LoRaWAN protocol is
specified by the LoRa Alliance in [ LORAWAN- SPEC] .

Ter mi nol ogy

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in
BCP 14 [ RFC2119] [ RFCB174] when, and only when, they appear in all
capitals, as shown here

This section defines the term nol ogy and abbreviations used in this
docunent. For all other definitions, please | ook up the SCHC
specification [ RFC8724].

| Note: The SCHC acronymis pronounced |ike "sheek" in English
| (or "chic" in French). Therefore, this docunent wites "a SCHC
| Packet" instead of "an SCHC Packet".



AppKey: Application Key. An AES-128 root key specific to each
devi ce.

AppSKey: Application Session Key. An AES-128 key derived fromthe
AppKey for each new session. It is used to encrypt the payl oad
field of a LoRaWAN applicative frane.

DevAddr: A 32-bit non-unique identifier assigned to a device either:

Statically: by the device manufacturer in "Activation-by-
Per sonal i zati on" node, or

Dynamically: after a LoRaWAN "Join Procedure” by the Network
Gateway in "Over-the-Air-Activation" node.

DevEU : Device Extended Unique Identifier, an | EEE EU -64 identifier
used to identify the device during the procedure while joining the
network (Join Procedure). It is assigned by the manufacturer or
the device owner and provisioned on the Network Gateway.

Downlink: A LoRaWAN termfor a franme transmitted by the network and
recei ved by the device.

EU : Extended Unique ldentifier

FRMPayl oad: Application data in a LoRaWAN frane

II'D: Interface ldentifier

LoRaWAN: LoRaWAN is a wirel ess technol ogy based on Industrial,
Scientific, and Medical (ISM radio bands that is used for |ong-
range, |ow power, |ow data-rate applications devel oped by the LoRa
Al liance, a nenbership consortium <https://ww.l ora-
al l'i ance. or g>.

MBB: Most Significant Byte

NGWN  Net wor k Gat eway

QUI: Oganizationally Unique Identifier. |EEE-assigned prefix for
EUI .

RCS: Reassenbly Check Sequence. Used to verify the integrity of the
fragnment ati on-reassenbly process.

RGN Radi o Gat eway
RX: A device’'s reception wi ndow.

RX1/ RX2: LoRaWAN cl ass A devi ces open two RX wi ndows follow ng an
uplink, called "RX1" and "RX2".

SCHC ¢ D. SCHC Conpressi on/ Deconpr essi on

SCHC F/R SCHC Fragnent ati on/ Reassenbl y

SCHC gateway: The LoRaWAN Application Server that nanages
transl ati on between an | Pv6 network and t he Network Gateway

(LoRaWAN Net wor k Server).

Tile: A piece of a fragnented packet as described in Section 8.2.2.1
of [RFC8724].

Uplink: LoRaWAN termfor a frame transmitted by the device and
recei ved by the network.



SCHC Overvi ew

This section contains a short overvi ew of SCHC.
description, refer to the full

For a detailed

specification [ RFC8724].

It defines:

1. Conpression nmechanisns to avoid transporting information known by
bot h sender and receiver over the air. Known information is part
of the "context". This conponent is called the "SCHC

Conpr essi on/ Deconpr essi on" (SCHC C/ D).

smal |, and potentially variable, MU  This

Fragnment ati on mechani sns to all ow SCHC Packet transportation on a

conmponent is called

the "SCHC Fragnent ati on/ Reassenbl y" (SCHC F/ R).

Cont ext exchange or pre-provisioning is out of scope of this

docunent .
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Figure 1: Architecture

Figure 1 represents the architecture for conpression/deconpression;

it is based on the term nol ogy from [ RFC8376].
application flows using | Pv6 or

fragmented by the SCHC F/ R The resulting info

| Pv6/ UDP protocol s.
m ght be conpressed by a SCHC G D to reduce header si ze,

The device is sending
These fl ows

and

rmation is sent on a

Layer 2 (L2) frame to an LPWAN Radi o Gateway (RGW that forwards the
frane to a Network Gateway (NGWN. The NGWsends the data to a SCHC
F/IR for reassenbly, if required, then to a SCHC C/D for
deconpression. The SCHC C/' D shares the sane rules with the device.
The SCHC C/ D and SCHC F/ R can be | ocated on the NGWor in another

pl ace as long as a comunication is established between the NGW and
the SCHC F/R, then SCHC F/R and SCHC C D. The SCHC C/D and SCHC F/ R
in the device and the SCHC gat eway MJST share the same set of rules.
After deconpression, the packet can be sent on the Internet to one or

several LPWAN Application Servers (App).

The SCHC ¢/ D and SCHC F/R process is bidirectio
principles can be applied to the other directio

In a LoRaWAN net wor k,
"Networ k Server",
"Application Servers". Application servers can
NGWor any third-party software. Figure 1 can
term nol ogy to:
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Figure 2: SCHC Architecture Mapped to LoRaWAN
4. LoRaWAN Architecture

An overvi ew of the LoRaWAN protocol and architecture [ LORAWAN- SPEC]
is described in [RFC8376]. The mappi ng between the LPWAN
architecture entities as described in [RFC8724] and the ones in

[ LORAWAN- SPEC] is as foll ows:

* Devices are LoRaWAN End Devices (e.g., sensors, actuators, etc.).
There can be a very high density of devices per radi o gateway
(LoRaWAN gateway). This entity maps to the LoRaWAN end devi ce.

* The RGWis the endpoint of the constrained Iink. This entity maps
to the LoRaWAN Gat eway.

* The NGWis the interconnection node between the Radi o Gateway and
the SCHC gat eway (LoRaWAN Application Server). This entity maps
to the LoRaWAN Net wor k Server.

* The SCHC C/ D and SCHC F/ R are handl ed by the LoRaWAN Application
Server.

*  The LPWAN- AAA Server is the LoRaWAN Join Server. |Its roleis to
manage and deliver security keys in a secure way so that the
devi ces root key is never exposed.

(LPWAN- AAA Server)

O O 0O I Feooaoot

0O 0O 00 I\ e + | Join |

O 0000 [ \===== A | ===| Server| +-----------4
0O 0 0O | | <--]-->] Hooo- - + | Applicati on|

( ) ( ) ( ) ( ) / \ ::::::::::l Vv | :::::::::::::l Server |

() () () / \ L + e e e e e o - +
End devices Gateways Net wor k Ser ver (SCHC ¢ D and F/' R
(devi ces) (RGW (NGW

Figure 3: LPWAN Architecture

| Note: Figure 3 terns are from LoRaWAN, with [ RFC8376]
| termnology in brackets.

The SCHC ¢/ D and SCHC F/R are performed on the LoRaWAN end devi ce and
the Application Server (called the SCHC gateway). Wile the point-
to-point |ink between the device and the Application Server
constitutes a single I P hop, the ultimte endpoint of the IP

communi cati on may be an Internet node beyond the Application Server.
In other words, the LoRaWAN Application Server (SCHC gateway) acts as
the first-hop IP router for the device. The Application Server and
Net wor k Server may be co-located, which effectively turns the

Net wor k/ Appl i cation Server into the first-hop IP router.

4.1. Device Casses (A B, O and Interactions

The LoRaWAN Medi um Access Control (MAC) | ayer supports three cl asses



of devices named A, B, and C. Al devices inplenent dass A and
sone devices may inplenent Class Bor Class C Cass B and Cass C
are nutual ly excl usive.

Class A° Class Ais the sinplest class of devices. The device is
allowed to transmit at any tinme, randomy selecting a
communi cati on channel. The Network Gateway may reply with a
downlink in one of the two receive wi ndows i mmedi ately foll ow ng
the uplinks. Therefore, the Network Gateway cannot initiate a
downlink; it has to wait for the next uplink fromthe device to
get a downlink opportunity. Cdass Ais the | owest power
consunption cl ass.

Class B: Class B devices inplenent all the functionalities of O ass
A devices but al so schedule periodic |isten windows. Therefore,
as opposed to C ass A devices, Cass B devices can receive
downlinks that are initiated by the Network Gateway and not
followi ng an uplink. There is a trade-off between the periodicity
of those scheduled Cass B |listen wi ndows and t he power
consunption of the device:

H gh periodicity: Downlinks fromthe NGWw || be sent faster but
the devi ce wakes up nore often and power consunption is
i ncreased.

Low periodicity: Downlinks fromthe NGNw || have higher |atency
but | ower power consunption.

Class C Cass C devices inmplenent all the functionalities of O ass
A devi ces but keep their receiver open whenever they are not
transmtting. Cass C devices can receive downlinks at any tine
at the expense of a higher power consunption. Battery-powered
devices can only operate in Class Cfor a linmted anount of tine
(for exanple, for a firmmvare upgrade over-the-air). Mst of the
Class C devices are grid powered (for exanple, Smart Plugs).

4.2. Device Addressing

LoRaWAN end devi ces use a 32-bit network address (DevAddr) to

comuni cate with the Network Gateway over the air; this address m ght
not be unique in a LoRaWAN network. Devices using the sanme DevAddr
are distingui shed by the Network Gateway based on the cryptographic
signature appended to every LoRaWAN frane.

To comunicate with the SCHC gateway, the Network Gateway MJUST
identify the devices by a unique 64-bit device identifier called the
"DevEU ".

The DevEU is assigned to the device during the nmanufacturing process
by the device's manufacturer. It is built like an Ethernet MAC
address by concatenating the manufacturer’'s IEEE QU field with a
vendor uni que nunmber. For exanmple, a 24-bit OU is concatenated with
a 40-bit serial nunmber. The Network Gateway transl ates the DevAddr
into a DevEU in the uplink direction and reciprocally on the
downl i nk direction.

| Device | <=====>| Network | <====> | SCHC | <======> | Internet |
| | DevAddr | Gateway | DevEU | Gateway | | Pv6/ UDP | |

Fi gure 4: LoRaWAN Addresses
4.3. Ceneral Frane Types

LoRaWAN i npl enents the possibility to send confirnmed or unconfirmed



frames:

Confirmed frame: The sender asks the receiver to acknow edge the
frane.

Unconfirmed frame: The sender does not ask the receiver to
acknow edge the frane.

As SCHC defines its own acknow edgnent nechani sns, SCHC does not
require the use of LoRaWAN Confirned frames (FType = 0b100 as per
[ LORAWAN- SPEC] ) .

4.4, LoRaWAN MAC Fr anes

In addition to regular data franes, LoRaWAN i npl enents Joi nRequest
and Joi nAccept frame types, which are used by a device to join a
net wor k:

Joi nRequest: This frame is used by a device to join a network. It
contains the device's unique identifier DevEU and a random nonce
that will be used for session key derivation.

Joi nAccept: To onboard a device, the Network Gateway responds to the
Joi nRequest issued by a device with a JoinAccept frame. That
frane is encrypted with the device' s AppKey and contai ns (anong
other fields) the network’s mmjor settings and a random nonce used
to derive the session keys.

Data: This refers to MAC and application data. Application data is
protected with AES-128 encryption. MAC-related data is AES-128
encrypted with anot her key.

4.5. LoRaWAN FPort

4.

4.

5.

5.

The LoRaWAN MAC | ayer features a frame port field in all franes.

This field (FPort) is 8 bits long and the values from1l to 223 can be
used. It allows LoRaWAN networks and applications to identify data.
6. LoRaWAN Enpty Frane

A LoRaWAN enpty franme is a LoRaWAN frame wi thout FPort (cf.
Section 5.1) and FRWPayl oad.

7. Unicast and Multicast Technol ogy

LoRaWAN t echnol ogy supports uni cast downlinks but also nulticast; a
mul ti cast packet sent over a LoRaWAN radio |ink can be received by

several devices. It is useful to address many devices with the sane
content: either a large binary file (firnware upgrade) or the sane
command (e.g., lighting control). As IPv6 is also a nmulticast

technol ogy, this feature can be used to address a group of devices.

| Note 1: IPv6 nulticast addresses nust be defined as per

| [RFC4291]. The LoRaWAN multicast group definition in a Network
| Gateway and the relation between those groups and | Pv6 groupl D
| are out of scope of this docunent.

| Note 2: The LoRa Alliance defined

| [ LORAWAN- REMOTE- MULTI CAST- SET] as the RECOMMENDED way to set up
I

|

mul ticast groups on devices and create a synchroni zed reception
wi ndow.

SCHC over LoRaWAN

1. LoRaWAN FPort and Rul el D



The FPort field is part of the SCHC Message, as shown in Figure 5.
The SCHC C/'D and the SCHC F/ R SHALL concatenate the FPort field with
the LoRaWAN payl oad to reconpose the SCHC Message

| FPort | LoRaWAN payl oad |
| SCHC Message |
Figure 5: SCHC Message in LoRaWAN

| Note: The SCHC Message is any datagram sent by the SCHC C/ D or
| F/ R layers.

A fragnented datagram with application payload transferred from
device to Network Gateway is called an "uplink-fragnmented datagrant.
It uses an FPort for data uplink and its associated SCHC contro
downl i nks, named "FPortUp" in this docunment. The other way, a
fragmented datagramwi th application payload transferred from Network
Gateway to device is called a "downlink-fragmented datagram'. It
uses another FPort for data downlink and its associated SCHC contro
upl i nks, nanmed "FPortDown" in this docunent.

Al RulelDs can use arbitrary values inside the FPort range all owed
by the LoRaWAN specification [ LORAWAN- SPEC] and MJUST be shared by the
devi ce and SCHC gateway prior to the comunication with the selected
rule. The uplink and downlink fragmentation FPorts MJST be
different.

5.2. Rul el D Managenent

The Rul el D MUST be 8 bits and encoded in the LoRaWAN FPort as
described in Section 5.1. LoRaWAN supports up to 223 application
FPorts in the range [1..223] as defined in Section 4.3.2 of

[ LORAWAN- SPEC]; it inplies that the Rulel D MSB SHOULD be inside this
range. An application can send non-SCHC traffic by using FPort

val ues different fromthe ones used for SCHC

In order to inprove interoperability, RECOVMENDED fragmentation
Rul el D val ues are:

* RulelD

20 (8-bit) for uplink fragnmentation, naned FPort Up.

* RulelD

21 (8-bit) for downlink fragnentation, naned FPort Down.

* RulelD = 22 (8-bit) for which SCHC conpressi on was not possible
(i.e., no matching conpression Rule was found), as described in
Section 6 of [RFC8724].

The FPortUp val ue MJUST be different fromthe FPortDown val ue. The
remaining Rul el Ds are avail able for conpression. RulelDs are shared
bet ween uplink and downlink sessions. A RulelD not in the set(s) of
FPort Up or FPortDown neans that the fragmentation is not used; thus,
on reception, the SCHC Message MJST be sent to the SCHC /D | ayer

The only uplink franmes using the FPortDown port are the fragnmentation
SCHC control messages of a downlink-fragmented datagram (for exanpl e,
SCHC ACKs). Sinmilarly, the only downlink frames using the FPortUp
port are the fragmentati on SCHC control nessages of an uplink-
fragment ed dat agram

An application can have nultiple fragnented datagranms between a
devi ce and one or several SCHC gateways. A set of FPort values is
REQUI RED for each SCHC gateway instance the device is required to
conmmuni cate with. The application can use additional uplinks or
downl i nk-fragnmented paraneters but SHALL inplenent at |east the
paraneters defined in this docunent.



The nechani sm for context distribution across devices and gateways is
outside the scope of this docunent.

5.3. Interface IDentifier (11D) Conputation
In order to mitigate the risks described in [ RFC8064] and [ RFC8065],
inplenentations MUST i npl enent the follow ng al gorithmand SHOULD use
1t.
1. key = LoRaWAN AppSKey
2. cmac = aesl128 crmac(key, DevEU)
3. 11D =cmac[0..7]

The aes128 crmac algorithmis described in [RFC4493]. It has been
chosen as it is already used by devices for the LoRaWAN pr ot ocol

As AppSKey is renewed each tine a device joins or rejoins a LoRaWAN
network, the IIDwll change over tine; this mtigates privacy
concerns, for exanple, location tracking or correlation over tine.
Join periodicity is defined at the application |evel

Address-scan risk is mtigated thanks to the entropy added to the 11D
by the inclusion of AppSKey.

Using this algorithmw |l also ensure that there is no correlation
bet ween the hardware identifier (DevEU) and the 11D, so an attacker
cannot use the manufacturer OU to target devices.

Exanmpl e with:

* DevEU : 0x1122334455667788

*  AppSKey: 0x00AABBCCDDEEFFO0AABBCCDDEEFFAABB

key: 0x00AABBCCDDEEFFO0AABBCCDDEEFFAABB

cmac: Ox4E822DO775B2649928F82066AF804FEC
|1 D: Ox4E822D9775B26499

wh e

Figure 6: Exanple of 11D Computation

There is a small probability of IIDcollision in a LoRaWAN net wor k
If this occurs, the |1 D can be changed by rekeying the device at the
L2 level (i.e., triggering a LoRaWAN join). The way the device is
rekeyed is out of scope of this document and left to the

i mpl ement at i on.

| Note: Inplenmentations also using another |1D source MJST ensure
| that the sanme IID is shared between the device and the SCHC
| gateway in the conpression and deconpression of the |Pv6
| address of the device.
5.4. Padding
Al'l padding bits MJST be 0.
5.5. Deconpression

The SCHC C/ D MUST concatenate FPort and LoRaWAN payload to retrieve
the SCHC Packet as per Section 5.1

Rul el Ds mat ching FPort Up and FPort Down are reserved for SCHC
fragment ati on.
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6. Fragmentation

The L2 Word Size used by LoRaWAN is 1 byte (8 bits). The SCHC
fragmentati on over LoRaWAN uses the ACK-on-Error node for uplink
fragmentati on and ACK- Al ways node for downlink fragmentation. A
LoRaWAN devi ce cannot support simultaneous interleaved fragnmented
datagranms in the sane direction (uplink or downlink).

The fragnmentation paraneters are different for uplink- and downli nk-
fragment ed datagranms and are successively described in the next
secti ons.

6.1. DrTag
Section 8.2.4 of [RFC8724] describes the possibility to interleave
several fragnmented SCHC datagrans for the same RulelD. This is not
used in the SCHC-over-LoRaWAN profile. A device cannot interleave
several fragnmented SCHC datagrans on the sane FPort. This field is
not used, and its size is O.

| Note: The device can still have several parallel fragnented

| datagrans with nore than one SCHC gateway thanks to distinct

| sets of FPorts, cf. Section 5.2.
6.2. Uplink Fragnentation: From Device to SCHC Gat eway

In this case, the device is the fragnent transmitter and the SCHC
gateway is the fragnent receiver. A single fragnentation rule is
defined. The SCHC F/ R MJST concatenate FPort and LoRaWAN payl oad to
retrieve the SCHC Packet, as per Section 5.1

SCHC fragnentation reliability node: "ACK-on-Error".

SCHC header size: 2 bytes (the FPort byte + 1 additional byte).
RulelD: 8 bits stored in the LoRaWAN FPort (cf. Section 5.2).

DTag: Size T =0 bits, not used (cf. Section 5.6.1).

W ndow i ndex: 4 w ndows are used, encoded on M= 2 bits.

FCN: The FCN field is encoded on N = 6 bits, so WNDOW SI ZE = 63
tiles are allowed in a w ndow.

Last tile: It can be carried in a Regular SCHC Fragnent, alone in an
Al -1 SCHC Fragnment, or with any of these two nethods.
| mpl enent ati ons nmust ensure that:

*  The sender MJST ascertain that the receiver will not receive
the last tile through both a Regular SCHC Fragnment and an All-1
SCHC Fragnent during the sanme session

* |f the last tile is in an All-1 SCHC Message, the current L2
MIU MUST be big enough to fit the All-1 header and the | ast
tile.

Penultimate tile: MJST be equal to the regul ar size.

RCS: Use the reconmrended cal cul ation algorithmin Section 8.2.3 of
[ RFC8724], Integrity Checking.

Tile: Size is 10 hytes.
Retransmi ssion timer: Set by the inplenentation depending on the

application requirenents. The default RECOMMENDED duration of
this timer is 12 hours; this value is mainly driven by application



requi renments and MAY be changed by the application.

Inactivity tiner: The SCHC gateway inplenments an "inactivity tinmer".
The default RECOMMVENDED duration of this tiner is 12 hours; this
value is mainly driven by application requirenents and MAY be
changed by the application.

MAX_ACK REQUESTS: 8. Wth this set of paraneters, the SCHC Fragnent
Header is 16 bits, including FPort; payload overhead will be 8
bits as FPort is already a part of LoRaWAN payload. MU is: 4
wi ndows * 63 tiles * 10 bytes per tile = 2520 bytes.

In addition to the per-rule context parameters specified in

[ RFC8724], for uplink rules, an additional context parameter is
added: whether or not to ack after each wi ndow. For battery powered
devices, it is RECOWENDED to use the ACK nmechani smat the end of
each wi ndow i nstead of waiting until the end of all w ndows:

* The SCHC receiver SHOULD send a SCHC ACK after every w ndow even
if there is no mssing tile.

* The SCHC sender SHOULD wait for the SCHC ACK fromthe SCHC
recei ver before sending tiles fromthe next window |f the SCHC
ACK is not received, it SHOULD send a SCHC ACK REQ up to
MAX_ACK_REQUESTS times, as described previously.

This will avoid useless uplinks if the device has | ost network
cover age.

For non-battery powered devices, the SCHC recei ver MAY al so choose to
send a SCHC ACK only at the end of all w ndows. This will reduce
downlink | oad on the LoRaWAN network by reduci ng the nunber of

downl i nks.

SCHC i npl enent ati ons MJST be conpatible with both behaviors, and this
selection is part of the rule context.

5.6.2.1. Regular Fragnents

Figure 7 is an exanple of a regular fragment for all fragnents except
the last one. SCHC Header Size is 16 Bits, including the LoRaWAN
FPort .

| FPort | LoRaWAN payl oad |

| RulelD | W | FCN | Payl oad |

| 8 bits | 2 bits | 6 bits | |

Figure 7: Al Fragnents Except the Last One.

5.6.2.2. Last Fragment (All-1)

Fol I owi ng figures are exanples of All-1 messages. Figure 8 is
without the last tile, Figure 9 is with the last tile.

| FPort | LoRaWAN payl oad |
+ oo - - F e m e e eie i +
| RulelD | w | FCN=AITI-1 | RCS |
I I I I +
| 8 bits | 2 bits | 6 bits | 32 bits |

Figure 8. All-1 SCHC Message without Last Tile

FPort | LoRaWAN payl oad



| RulelD | W | FCN=AIT-1 | RCS | Last tile | Opt. padding |
+ ---- - + ---- - S SR + o---- - SRS SRS +
| 8 bits | 2 bits | 6 bits | 32 bits | 1 to 80 bits | O0to 7 bits |
Figure 9: All-1 SCHC Message with Last Tile
5.6.2.3. SCHC ACK
| FPort | LoRaWAN payl oad |

| RulelD | W | C= | padding |
| | | (b’ 00000) |

| 8 bits | 2 bit | 1 bit | 5 bits |
Fi gure 10: SCHC ACK Format - Correct RCS Check

| FPort | LoRaWAN payl oad |

+ oae-- - e F o e oo +
| RulelD | W | C= | Conpressed bitmap | Optional padding |
I I I I (C=0) I (b’0...0) I
+ oo - - + - + - o e e oo F o e e oo +
| 8 bits | 2 bit | 1 bit | 5to 63 bits | O, 6, or 7 bits |

Figure 11: SCHC ACK Format - Incorrect RCS Check
| Note: Because of the bitmap conpression nechani smand L2 byte
| alignnent, only the follow ng discrete values are possible for
| the conpressed bitmap size: 5, 13, 21, 29, 37, 45, 53, 61, 62,
| and 63. Bitmaps of 63 bits will require 6 bits of padding.
5.6.2.4. Receiver-Abort
| FPort | LoRaWAN payl oad |
| RulelD|] W=Db"11 | C=1| b’'11111 | OxFF (all 1's) |

| 8 bits | 2 bits | 1 bit | 5 bits | 8 bits |
next L2 Word boundary ->| <-- L2 Wrd --> |

Fi gure 12: Receiver-Abort Format
5.6.2.5. SCHC Acknowl edge Request

| FPort | LoRaWAN payl oad |

| 8 bits | 2 bits | 6 bits |
Figure 13: SCHC ACK REQ For nmat
5.6.3. Downlink Fragnentation: From SCHC Gateway to Device

In this case, the device is the fragnentation receiver and the SCHC
gateway is the fragnentation transmtter. The following fields are
comon to all devices. The SCHC F/ R MJST concatenate FPort and
LoRaWAN payl oad to retrieve the SCHC Packet as described in

Section 5. 1.

SCHC fragnmentation reliability node:
Uni cast downlinks: ACK-Al ways.

Mul ticast downlinks: No-ACK; reliability has to be ensured by
the upper layer. This feature is OPTIONAL for the SCHC
gateway and REQUI RED for the device.



RulelD: 8 bits stored in the LoRaWAN FPort (cf. Section 5.2).
DTag: Size T =0 bit, not used (cf. Section 5.6.1).
FCN: The FCN field is encoded on N =1 bit, so WNDOVNSIZE = 1 tile.

RCS: Use the recomended cal cul ation algorithmin Section 8.2.3 of
[ RFC8724], Integrity Checking.

Inactivity timer: The default RECOMVENDED duration of this timer is
12 hours; this value is mainly driven by application requirenents
and MAY be changed by the application.

The foll owi ng paraneters apply to ACK- Al ways (Unicast) only:
Retransmi ssion timer: See Section 5.6.3.5.

MAX_ACK_REQUESTS: 8.

W ndow i ndex (unicast only): encoded on M= 1 bit, as per [RFC8724].

As only one tile is used, its size can change for each downlink and
will be the currently avail abl e MU

Class A devices can only receive during an RX slot, follow ng the
transm ssion of an uplink. Therefore, the SCHC gat eway cannot
initiate comunication (e.g., start a new SCHC session). |n order to
create a downlink opportunity, it is RECOMVENDED for C ass A devices
to send an uplink every 24 hours when no SCHC session is started;
this is application specific and can be disabled. The RECOMVENDED
uplink is a LoRaWAN enpty frane as defined in Section 4.6. As this
uplink is sent only to open an RX wi ndow, any LoRaWAN uplink frane
fromthe device MAY reset this counter.

Not e: The FPending bit included in the LoRaWAN prot ocol SHOULD

I

| NOT be used for the SCHC-over-LoRaWAN protocol. It mght be
| set by the Network Gateway for other purposes but not SCHC

| needs.

5.6.3.1. Regular Fragnents

Figure 14 is an exanple of a regular fragnent for all fragments
except the last one. SCHC Header Size is 10 Bits, including the
LoRaVWAN FPort .

| FPort | LoRaWAN payl oad |

| RulelD| W | FCN = b’ 0 | Payl oad |

| 8 bits | 1 bit | 1 bit | X bytes + 6 bits |

Figure 14: Al Fragments but the Last One.

5.6.3.2. Last Fragnment (All-1)

| FPort | LoRaWAN payl oad |
+ oo - - e e eeao oo s e e i oo s +
| RulelD| W | FCN = b’ 1 | RCS | Payl oad | Opt padding |
I + o----- I I F e e oo F e e oo +
| 8 bits | 1 bit | 1 bit | 32 bits | 6 to X bits | 0to 7 bits |

Figure 15: All-1 SCHC Message: The Last Fragnent

5.6.3.3. SCHC ACK



| FPort | LoRaWAN payl oad |
| RulelD| W | C=Db"1]| Padding b’ 000000 |
| 8 bits | 1 bit | 1 bit | 6 bits |

Figure 16: SCHC ACK Format - Correct RCS Check

| FPort | LoRaWAN payl oad |
+ oo - - F mm e e e e e e e e e e e e e e e e e eee e +
| RulelD| W | C=Db'0] Bitmap = b’1 | Paddi ng b’ 000000 |
I + o----- I Fommm e e e oo - Fom e e e oo oo +
| 8 bits | 1 bit | 1 bit | 1 bit | 5 bits |

Figure 17: SCHC ACK Format - Incorrect RCS Check
5.6.3.4. Receiver-Abort

Figure 18 is an exanple of a Receiver-Abort packet, follow ng an
Al -1 SCHC Fragnent with incorrect RCS.

| FPort | LoRaWAN payl oad |
+ - - - - F m e e e e e e e e e e e e e e e e e ee— oo n +
| RulelD| W=Db'1] C=Db"1] b’ 111111 | OxFF (all 1's) |
+ oae-- - + oaem - + oaem - + oammemm oo Fomm e e e +
| 8 bits | 1 bit | 1 bits | 6 bits | 8 bits |

next L2 Word boundary ->| <-- L2 Word --> |
Fi gure 18: Receiver-Abort Packet
5.6.3.5. Downlink Retransm ssion Tiner

Class A, COass B, and dass C devices do not nmanage retransm ssi ons
and tiners the sane way.

5.6.3.5.1. dC ass A Devices

Class A devices can only receive in an RX slot follow ng the
transm ssion of an uplink.

The SCHC gateway inplenents an inactivity timer with a RECOVWENDED
duration of 36 hours. For devices with very |ow transm ssion rates
(for example, 1 packet a day in normal operation), that duration may
be extended; it is application specific.

RETRANSM SSI ON_TI MER i s application specific and its RECOVMMENDED
val ue is I NACTI VI TY_TI MER/ (MAX_ACK REQUESTS + 1).

*SCHC Al -0 (FCN = 0)*

Al fragnents but the | ast have an FCN = 0 (because the w ndow si ze
is 1). Following an All-0 SCHC Fragment, the device MJST transnit
the SCHC ACK nessage. It MJIST transmit up to MAX ACK REQUESTS SCHC
ACK messages before aborting. |In order to progress the fragnented
dat agram the SCHC | ayer should i nmedi ately queue for transm ssion
those SCHC ACK nessages if no SCHC downlink has been received during
the RX1 and RX2 wi ndows. The LoRaWAN | ayer will respect the

appl i cabl e |l ocal spectrumregul ation.

| Note: The ACK bitmap is 1 bit long and is always 1.
*SCHC All-1 (FCN = 1)*
SCHC All-1 is the last fragnent of a datagram and the correspondi ng

SCHC ACK nessage might be lost; therefore, the SCHC gateway MJST
request a retransm ssion of this ACK when the retransm ssion timer



expires. To open a downlink opportunity, the device MJST transmt an
uplink every interval of RETRANSM SSI ON Tl MER/ ( MAX_ACK REQUESTS *
SCHC _ACK REQ DN OPPORTUNITY). The format of this uplink is
application specific. It is RECOMENDED for a device to send an
enpty frane (see Section 4.6), but it is application specific and
will be used by the NGWto transmit a potential SCHC ACK REQ
SCHC_ACK REQ DN OPPCORTUNITY is application specific and its
recomended value is 2. It MJIST be greater than 1. This allows the
openi ng of a downlink opportunity to any downlink with higher
priority than the SCHC ACK REQ nessage.

| Note: The device MIST keep this SCHC ACK nessage in nenory
| until it receives a downlink SCHC Fragnentation Message (with
| FPort == FPortDown) that is not a SCHC ACK REQ this indicates
| that the SCHC gateway has received the SCHC ACK nessage.
5.6.3.6. Class B or Cass C Devices
Class B devices can receive in scheduled RX slots or in RX slots
following the transm ssion of an uplink. C ass C devices are al nost
in constant reception.
RECOMVENDED r et ransmi ssion timer val ues are:
Class B: 3 tinmes the ping slot periodicity.
Class C. 30 seconds.

The RECOWMENDED inactivity tiner value is 12 hours for both Cass B
and Cl ass C devi ces.

5.7. SCHC Fragnent For mat

5.7.1. A I-0 SCHC Fragnent
*Upl i nk Fragmentation (Ack-on-Error)*:
Al'l-0 is distinguishable froma SCHC ACK REQ as [RFC8724] states
"This condition is also net if the SCHC Fragnent Header is a nultiple
of L2 Words", the follow ng condition being nmet: SCHC header is 2
byt es.
*Downl i nk fragnentation (ACK-Al ways) *:
As per [RFC8724], SCHC All-1 MJUST contain the last tile, and
i npl ement ati ons MJST ensure that SCHC All -0 nmessage Payl oad will be
at | east the size of an L2 Word.

5.7.2. A Il-1 SCHC Fragnent
All-1 is distinguishable froma SCHC Sender-Abort, as [RFC8724]
states "This condition is nmet if the RCS is present and is at |east
the size of an L2 Wrd", the followi ng condition being net: RCSis 4
byt es.

5.7.3. Delay after Each LoRaWAN Frame to Respect Local Regul ation
This profile does not define a delay to be added after each LoRaWAN

frame; local regulation conpliance is expected to be enforced by the
LoRaVWAN st ack.

6. Security Considerations
Thi s docunent is only providing paraneters that are expected to be

best suited for LoRaWAN networks for [RFC8724]. 11D security is
di scussed in Section 5.3. As such, this docunent does not contribute



to any new security issues beyond those already identified in

[ RFC8724] .

Mor eover, SCHC data (LoRaWAN payl oad) are protected at

the LoRaWAN | evel by an AES-128 encryption with a session key shared
by the device and the SCHC gateway. These session keys are renewed
at each LoRaWAN session (i.e., each join or rejoin to the LoRaWAN

net wor k) .

7. |1 ANA Consi derations

Thi s docunent has no | ANA acti ons.
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Exanpl es



In the foll owi ng exanples, "applicative data" refers to the |IPv6
payl oad sent by the application to the SCHC | ayer

A.1l. Uplink - Conpression Exanple - No Fragnmentation

Thi s exanpl e represents an applicative data going through SCHC over
LoRaWAN; no fragnentation required.

An applicative data of 78 bytes is passed to the SCHC conpression
layer. Rule 1 is used by the SCHC C/ D | ayer, allowing to conpress it
to 40 bytes and 5 bits: 1 byte RulelD, 21 bits residue + 37 bytes
payl oad.

| RulelD | Conpression residue | Payload | Paddi ng=b’ 000
| 1 | 21 bits | 37 bytes | 3 bits |
Figure 19: Uplink Exanpl e: SCHC Message
The current LoRaWAN MIU is 51 bytes, although 2-byte FOpts are used
by the LoRaWAN protocol : 49 bytes are avail able for SCHC payl oad; no

need for fragmentation. The payload will be transmitted through
FPort = 1.

| LoRaWAN Header | LoRaWAN payl oad (40 bytes) |
S e e e e e e e e e e e e e e e — oo oo +
| | FOpts | RulelD=1 | Conpression | Payl oad | Paddi ng=b’ 000

| | | | residue | | |
Foomee e IEEEEEEEE T Ty F oo . +
| XXXX'| 2 bytes | 1 byte | 21 bits | 37 bytes | 3 bits |

Fi gure 20: Uplink Exanple: LoRaWAN Packet
A.2. Uplink - Conpression and Fragnentation Exanpl e

Thi s exanple represents an applicative data going through SCHC, with
fragment ati on.

An applicative data of 300 bytes is passed to the SCHC conpression
layer. Rule 1 is used by the SCHC C/ D | ayer, allowing to conpress it
to 282 bytes and 5 bits: 1 byte RulelD, 21 bits residue + 279 bytes
payl oad.

| RulelD | Conpression residue | Payload |
+ - - - e e e e o s S A +

| 1 | 21 bits | 279 bytes
Figure 21: Uplink Exanple: SCHC Message

The current LoRaWAN MIU is 11 bytes; 0O-byte FOpts are used by the
LoRaWAN protocol : 11 bytes are available for SCHC payload + 1 byte
FPort field. The SCHC header is 2 bytes (including FPort), so 1 tile
is sent in the first fragnent.

| LoRaWAN Header | LoRaWAN payl oad (11 bytes)
e e +
| | Rul el D=20 | W | FCN | 1tile |
+ mmm e eeaaaaa S - + ----- + ----a- S - +
| XXXX | 1 byte | O 0| 62 | 10 bytes

Figure 22: Uplink Exanpl e: LoRaWAN Packet 1
The tile content is described in Figure 23

Content of the tile is:
| RulelD | Conpression residue | Payload



| 1 | 21 bits | 6 bytes + 3 bits
Fi gure 23: Uplink Exanple: First Tile Content

Next transm ssion MIU is 11 bytes, although 2-byte FOpts are used by
the LoRaWAN protocol: 9 bytes are avail able for SCHC payload + 1 byte
FPort field, a tile does not fit inside so the LoRaWAN stack wi ||
send only FOpts.

Next transm ssion MIU is 242 bytes, 4-byte FOpts. 23 tiles are
transmtted:

| LoRaWAN Header | LoRaWAN payl oad (231 bytes)
B e +
| | FOpts | RulelD=20 | W | FCN | 23 tiles |
SR S ST ppp— S R + o----- + o----- - +
| XXXX | 4 bytes | 1 byte | O 0 | 61 | 230 bytes

Figure 24: Uplink Exanple: LoRaWAN Packet 2

Next transm ssion MIU is 242 bytes, no FOpts. Al 5 renmaining tiles
are transnmitted, the last tile is only 2 bytes + 5 bits. Padding is
added for the remaining 3 bits.

| LoRaWAN Header | LoRaWAN payl oad (44 bytes) |
S F mm e e e e e e e e e e e e e e e e eeee - +
| | Rulel D=20 | W | FCN | 5 tiles | Paddi ng=b’ 000
U + - + - U U +
| XXXX | 1 byte | 0 0] 38 | 42 bytes+5 bits | 3 bits |

Figure 25: Uplink Exanple: LoRaWAN Packet 3

Then Al -1 nessage can be transnitted:

| LoRaWAN Header | LoRaWAN payl oad (44 bytes)

+ ommme A mm e e S +
| | RulelD=20 | W | FCN | RCS |
T SR S S S S S TRy +
| XXXX | 1 byte | O 0| 63 | 4 bytes |

Figure 26: Uplink Exanple: LoRaWAN Packet 4 - All-1 SCHC Message

Al'l packets have been received by the SCHC gat eway, conmputed RCS is
correct so the following ACK is sent to the device by the SCHC

receiver:

| LoRaWAN Header | LoRaWAN payl oad |
SRR + oemm e - U Ry +
| | Rul el D=20 | W | C| Padding

S BTy p + ocemeeaaan S S + - F eeeinns +
| XXXX | 1 byte | O O] 1] 5 hbits

Figure 27: Uplink Exanple: LoRaWAN Packet 5 - SCHC ACK
A 3. Downlink

An applicative data of 155 bytes is passed to the SCHC conpression
layer. Rule 1 is used by the SCHC C/ D | ayer, allowing to conpress it
to 130 bytes and 5 bits: 1 byte RulelD, 21 bits residue + 127 bytes
payl oad.

| RulelD | Conpression residue | Payload |
+ oo - - e e e i ok + o ee e oo +

| 1 | 21 bits | 127 bytes |
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Fi gure 28: Downlink Exanple: SCHC Message

The current LoRaWAN MIU is 51 bytes; no FOpts are used by the LoRaWAN
protocol: 51 bytes are available for SCHC payload + FPort field; the
applicative data has to be fragmented.

| LoRaWAN Header | LoRaWAN payl oad (51 bytes) |
o oo e e e e e e e e e e oo oo +
| | RulelD=21 | W=0| FCN =0 | 1tile |
+ meme 4 mmmeeaaaaa + ----a- + mem-a-- R +
| XXXX | 1 byte | 1 bit | 1bit | 50 bytes and 6 bits |

Fi gure 29: Downlink Exanple: LoRaWAN Packet 1 - SCHC Fragnent 1
The tile content is described in Figure 30
| RulelD | Conpression residue | Payl oad |
| 1 | 21 bits | 48 bytes and 1 bit |
Fi gure 30: Downlink Exanple: First Tile Content

The receiver answers with a SCHC ACK:

| LoRaWAN Header | LoRaWAN payl oad |
S o e e e e e e e oo oo +
| | RulelD=21 | W=0] C= 1] Padding=b’ 000000 |
R T e + ----- + ----- S +
| XXXX | 1 byte | 1 bit | 1 bit | 6 bits |

Fi gure 31: Downlink Exanple: LoRaWAN Packet 2 - SCHC ACK

The second downlink is sent, two FOpts:

LoRaWAN Header | LoRaWAN payl oad (49 bytes) |
--------------------------- T o

| FOpts | RulelD=21 | W= 1| FCN =0 | 1ltile |
R e SRR + ----- + o---- - SR +
XXXX | 2 bytes | 1 byte | 1 bit | 1 bit | 48 bytes and 6 bits |

Fi gure 32: Downlink Exanple: LoRaWAN Packet 3 - SCHC Fragment 2

The recei ver answers with a SCHC ACK:

| LoRaWAN Header | LoRaWAN payl oad |
e e e e e e meeo oo s +
| | RulelD=21 ] W= 1] C= 1] Padding=b’ 000000 |
I S + o----- + o----- Fom e e e oo oo +
| XXXX | 1 byte | 1 bit | 1 bit | 6 bits |

Fi gure 33: Downlink Exanple: LoRaWAN Packet 4 - SCHC ACK

The last downlink is sent, no FOpts:

LoRaWAN Header | LoRaWAN payl oad (37 bytes) |
| RulelD | W | FCN | RCS | 1tile | Paddi ng |
| 21 | 0 | 1 | | | b’ 00000 |

B + - + - + o --em - S + o --em - +

XXXX | 1 byte | 1 bit | 1 bit | 4 bytes | 31 bytes+1 bit | 5 bits |

Fi gure 34: Downlink Exanple: LoRaWAN Packet 5 - All-1 SCHC Message

The receiver answers to the sender with a SCHC ACK:

| LoRaWAN Header | LoRaWAN payl oad |



| XXXX | 1 byte | 1 bit | 1 bit | 6 bits |
Fi gure 35: Downlink Exanple: LoRaWAN Packet 6 - SCHC ACK
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