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1. I nt roduction

RPL (the Routing Protocol for Low Power and Lossy Networks) as
defined in [ RFC6550] specifies a proactive di stance-vector-based
routing scheme. RPL has optional nessaging in the formof DAO
(Destination Advertisement Cbject) messages, which the 6LBR (6LoWPAN
Border Router) and 6LR (6LoWPAN Router) can use to learn a route
towards the downstream nodes. ("6LOWPAN' stands for "IPv6 over Low
Power Wrel ess Personal Area Network".) In Storing node, DAO
messages would result in routing entries being created on all
intermedi ate 6LRs froma node's parent all the way towards the 6LBR

RPL all ows the use of No-Path DAO (NPDAO) nessaging to invalidate a
routing path corresponding to the given target, thus rel easing
resources utilized on that path. An NPDAO is a DAO nessage with a
route lifetine of zero. It originates at the target node and al ways
flows upstreamtowards the 6LBR  This docunment explains the problens
associ ated with the use of NPDAO nmessagi ng in [ RFC6550] and al so

di scusses the requirenments for an optinized route invalidation
messagi ng schenme. Further, this docunent specifies a new proactive
route invalidation nessage called the "Destination Ceanup Object™
(DCO), which fulfills requirenents for optimzed route invalidation
nmessagi ng.

Thi s docunent only caters to RPL’s Storing Mdde of Operation (MOP).

The Non-Storing MOP does not require the use of an NPDAO for route

invalidation, since routing entries are not nmaintai ned on 6LRs.
1.1. Requirenents Language and Termni nol ogy

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",



"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capitals, as shown here.

This specification requires readers to be famliar with all the terns
and concepts that are discussed in "RPL: |1Pv6 Routing Protocol for
Low Power and Lossy Networks" [RFC6550].

Low Power and Lossy Network (LLN):
A network in which both the routers and their interconnects are
constrained. LLN routers typically operate with constraints on
processi ng power, nenory, and energy (battery power). Their
i nterconnects are characterized by high loss rates, |ow data
rates, and instability.

6LOWPAN Rout er (6LR):
An internediate router that is able to send and recei ve Router
Advertisements (RAs) and Router Solicitations (RSs) as well as
forward and route | Pv6 packets.

Directed Acyclic Graph (DAG:
A directed graph having the property that all edges are oriented
in such a way that no cycl es exist.

Destination-Ori ented DAG ( DODAG) :
A DAG rooted at a single destination, i.e., at a single DAG root
wi th no outgoing edges.

6LoWPAN Bor der Router (6LBR):
A border router that is a DODAG root and is the edge node for
traffic flowing in and out of the 6LoWPAN.

Destination Advertisement Cbject (DAO:
DAO nessagi ng al l ows downstreamroutes to the nodes to be
est abl i shed.

DODAG I nformation Ohject (D O:
Dl O nessaging all ows upstreamroutes to the 6LBR to be
established. DI O nessaging is initiated at the DAO root.

Common ancest or node:
A 6LR/ 6LBR node that is the first common node between two paths of
a target node.

No- Pat h DAO ( NPDAO) :
A DAO message that has a target with a lifetine of 0. Used for
the purpose of route invalidation.

Destination C eanup Object (DCO):
A new RPL control nessage code defined by this docunment. DCO
messagi ng i nproves proactive route invalidation in RPL.

Regul ar DAC
A DAO nessage with a non-zero lifetime. Routing adjacencies are
created or updated based on this nessage.

Tar get node:
The node switching its parent whose routing adjacencies are
updat ed (created/renoved).

1.2. RPL NPDAO Messagi ng
RPL uses NPDAO nessaging in Storing node so that the node changing

its routing adjacencies can invalidate the previous route. This is
needed so that nodes al ong the previous path can rel ease any
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resources (such as the routing entry) they maintain on behalf of the
target node.

Thr oughout this docunment, we will refer to the topology shown in
Fi gure 1:

(6LBR)

I

I
(A
I\

/
(B) (F)
Figure 1: Sanple Topol ogy

Node D is connected via preferred parent B. D has an alternate path
via Ctowards the 6LBR Node Ais the common ancestor for D for
pat hs through B-G and CGH  Wen D switches fromB to C, RPL allows
sending an NPDAO to B and a regular DAOto C

3. Wy |Is NPDAO Messagi ng | mportant?

Resources in LLN nodes are typically constrained. There is limted
menory avail able, and routing entry records are one of the primary
el ements occupyi ng dynamic nenory in the nodes. Route invalidation
hel ps 6LR nodes to deci de which routing entries can be discarded for
better use of the Iinmted resources. Thus, it becones necessary to
have an efficient route invalidation mechanism Al so note that a
single parent switch may result in a "subtree" switching from one
parent to another. Thus, the route invalidation needs to be done on
behal f of the subtree and not the switching node alone. 1In the above
exanpl e, when Node D switches its parent, route updates need to be
done for the routing table entries of C H A G and Bwth
destinations D, E, and F. Wthout efficient route invalidation, a
6LR may have to hold a ot of stale route entries.

Problenms with the RPL NPDAO Messagi ng
1. Lost NPDAO Due to Link Break to the Previous Parent

When a node switches its parent, the NPDAOis to be sent to its
previous parent and a regular DAOto its new parent. 1In cases where
the node switches its parent because of transient or permanent parent
i nk/ node failure, the NPDAO nessage may not be received by the
parent .

2. Invalidating Routes of Dependent Nodes
RPL does not specify how route invalidation will work for dependent

nodes in the switching node subDAG resulting in stale routing
entries of the dependent nodes. The only way for a 6LR to invalidate



the route entries for dependent nodes would be to use route lifetine
expiry, which could be substantially high for LLNs.

In the exanpl e topol ogy, when Node D switches its parent, Node D
generates an NPDAO on its own behalf. There is no NPDAO generated by
the dependent child Nodes E and F, through the previous path via Dto

B and G resulting in stale entries on Nodes B and G for Nodes E and
F.

2.3. Possible Route Downtinme Caused by Asynchronous Operation of the
NPDAO and DAO

A swi tching node may generate both an NPDAO and a DAO via two
different paths at alnobst the sane tine. It is possible that the
NPDAO may invalidate the previous route and the regul ar DAO sent via
the new path gets lost on the way. This may result in route
downtine, inpacting downward traffic for the sw tching node

In the exanpl e topol ogy, say that Node D switches fromparent Bto C
An NPDAO sent via the previous route nmay invalidate the previous
route, whereas there is no way to determ ne whether the new DAO has
successfully updated the route entries on the new path.

3. Requirenents for NPDAO Optim zation

3.1. Req. #1: Renobve Messagi ng Dependency on the Link to the Previous
Par ent

When the switching node sends the NPDAO nessage to the previous
parent, it is normal that the link to the previous parent is prone to
failure (that’s why the node decided to switch). Therefore, it is
required that the route invalidation does not depend on the previous
link, which is prone to failure. The previous link referred to here
represents the link between the node and its previous parent (from
whi ch the node is now di sassoci ating).

3.2. Req. #2: Route Invalidation for Dependent Nodes at the Parent
Swi t chi ng Node

It should be possible to do route invalidation for dependent nodes
rooted at the swi tching node

3.3. Req. #3: Route Invalidation Should Not Inpact Data Traffic

Wi | e sendi ng t he NPDAO and DAO nessages, it is possible that the
NPDAO successfully invalidates the previous path, while the newy
sent DAO gets lost (new path not set up successfully). This will
result in downstream unreachability to the node swi tching paths.
Therefore, it is desirable that the route invalidation is
synchroni zed with the DAOto avoid the risk of route downtine.

4. Changes to RPL Signaling
4.1. Change in RPL Route Invalidation Semantics

As described in Section 1.2, the NPDAO origi nates at the node
changing to a new parent and traverses upstreamtowards the root. In
order to solve the problens discussed in Section 2, this docunent
adds a new proactive route invalidation nmessage called the
"Destination C eanup Object"” (DCO, which originates at a comon
ancestor node and fl ows downstreamthe old path. The conmmon ancest or
node generates a DCO when renobving a next hop to a target -- for

i nstance, as a del ayed response to receiving a regular DAO from

anot her child node with a Path Sequence for the target that is the
sane or newer, in which case the DCO transm ssion is cancel ed.



The 6LRs in the path for the DCO take such action as route

i nval i dation based on the DCO i nformati on and subsequently send
another DCO with the sanme information downstreamto the next hop(s).
This operation is sinmilar to how the DACs are handled on internedi ate
6LRs in the Storing MOP [ RFC6550]. Just like the DAOin the Storing
MOP, the DCO is sent using |ink-Iocal unicast source and destination
| Pv6 addresses. Unlike the DAO, which always travels upstream the
DCO al ways travel s downstream

In Figure 1, when child Node D decides to switch the path from parent
Bto parent C, it sends a regular DAOto Node C with reachability

i nformati on containing the address of D as the target and an
incremented Path Sequence. Node C will update the routing table
based on the reachability information in the DAO and will in turn
generate another DAO with the sane reachability information and
forward it to H Node Hrecursively follows the same procedure as
Node C and forwards it to Node A. When Node A receives the regul ar
DAO, it finds that it already has a routing table entry on behal f of
the Target Address of Node D. It finds, however, that the next-hop
informati on for reaching Node D has changed, i.e., Node D has deci ded
to change the paths. 1In this case, Node A which is the comon
ancestor node for Node D along the two paths (previous and new), can
generate a DCO that traverses the network downwards over the old path
to the target. Node A handles nornmal DAO forwarding to the 6LBR as
required by [ RFC6550].

4.2. Transit Information Option Changes

Every RPL nessage is divided into base nessage fields and additiona
options, as described in Section 6 of [RFC6550]. The base fields
apply to the nmessage as a whole, and options are appended to add
message-specific / use-case-specific attributes. As an exanple, a
DAO nessage may be attributed by one or nore "RPL Target" options
that specify that the reachability information is for the given
targets. Similarly, a Transit Information option nmay be associ ated
with a set of RPL Target options.

Thi s docunent specifies a change in the Transit Information option to
contain the "lInvalidate previous route" (1) flag. This "I’ flag
signals the commpn ancestor node to generate a DCO on behal f of the
target node with a RPL Status of 195, indicating that the address has

moved. The "I’ flag is carried in the Transit Information option,
whi ch augments the reachability information for a given set of one or
more RPL Targets. A Transit Information option with the "I’ flag set

shoul d be carried in the DAO nessage when route invalidation is
sought for the corresponding target or targets.

Val ue 195 represents the "U and A bits in RPL Status, to be set as
per Figure 6 of [RFC9010], with the lower 6 bits set to the 6LoWPAN
Nei ghbor Di scovery (ND) Extended Address Registration Option (EARO
Status value of 3 indicating 'Mwved as per Table 1 of [RFC8505].

0 1 2 3
01234567890123456789012345678901
B i s T T i i o S o T Ji I

| Type = 0x06 | Option Length |E|/I| Flags | Path Control

i i i T i I S i e s o o i i
| Path Sequence | Path Lifetinme |
s T i T s sl T S i R S R T

Figure 2: Updated Transit Information Option (New '|I’ Flag Added)
I (Invalidate previous route) flag: The "I’ flag is set by the

target node to indicate to the common ancestor node that it wi shes
to invalidate any previous route between the two paths.



[ RFC6550] allows the parent address to be sent in the Transit

I nformation option, depending on the MOP. | n the case of the Storing
MOP, the field is usually not needed. In the case of a DCO the
Parent Address field MJUST NOT be i ncl uded.

Upon receiving a DAO nessage with a Transit Information option that
has the "I’ flag set, and as a del ayed response renpbving a routing
adj acency to the target indicated in the Transit Information option,
the conmon ancestor node SHOULD generate a DCO nessage to the next
hop associated to that adjacency. The 'I’' flag is intended to give
the target node control over its own route invalidation, serving as a
signal to request DCO generation.

4.3. Destination Ceanup Ohject (DCO

A new | CMPv6 RPL control nessage code is defined by this
specification and is referred to as the "Destinati on O eanup Object"
(DCO, which is used for proactive cleanup of state and routing
informati on held on behalf of the target node by 6LRs. The DCO
message al ways traverses downstream and cleans up route information
and other state information associated with the given target. The
format of the DCO nessage is shown in Figure 3.

0 1 2 3

01234567890123456789012345678901
B T S i T s i i e e SEI S
RPLI nstancel D | K| D| Fl ags | RPL Status | DCCSequence |
R s i o e i ol S e S e T ik ik T S e T S T S

I

+
, |
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I
+
I
+

+

I

+-
I

+
|

+
I

+
I

i T S T i s sl ol S S S Y
| Option(s)...

i ok It S S R R

+
Fi gure 3. DCO Base hject

RPLI nstancel D: 8-bit field indicating the topol ogy instance
associ ated with the DODAG as |earned fromthe D O

K: The 'K flag indicates that the recipient of a DCO nessage is
expected to send a DCO ACK back. [|f the DCO-ACK is not received
even after setting the 'K flag, an inplementation may retry the
DCO at a later time. The nunber of retries is inplenentation and
depl oynent dependent and is expected to be kept simlar to the
nunber of DAO retries [ RFC6550]. Section 4.6.3 specifies the
considerations for DCO retries. A node receiving a DCO nessage
without the 'K flag set MAY respond with a DCO ACK, especially to
report an error condition. An exanple error condition could be
that the node sending the DCO ACK does not find the routing entry
for the indicated target. Wen the sender does not set the 'K
flag, it is an indication that the sender does not expect a
response, and the sender SHOULD NOT retry the DCO

D The 'D flag indicates that the DODAG D field is present. This
flag MIUST be set when a |ocal RPLInstancelD is used.

Flags: The 6 bits remaining unused in the Flags field are reserved
for future use. These bits MJST be initialized to zero by the
sender and MJUST be ignored by the receiver.

RPL Status: As defined in [RFC6550] and updated in [ RFC9010]. The
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root or common parent that generates a DCOis authoritative for
setting the status information, and the information is unchanged
as propagated down the DODAG.  This docunent does not specify a
differentiated action based on the RPL Stat us.

DCOSequence: 8-bit field increnented at each uni que DCO nessage from
a node and echoed in the DCO ACK nessage. The initial DCOSequence
can be chosen randomy by the node. Section 4.4 explains the
handl i ng of the DCOSequence.

DODAG D (optional): 128-bit unsigned integer set by a DODAG root
that uniquely identifies a DODAG This field MJST be present when
the "D flag is set and MJUST NOT be present if the "D flag is not
set. The DODAG D is used when a |local RPLInstancelDis in use, in
order to identify the DODAG D that is associated with the
RPLI nst ancel D.

1. Secure DCO

A Secure DCO nessage follows the format shown in [ RFC6550], Figure 7,
where the base nessage format is the DCO nessage shown in Figure 3 of
this docunent.

2. DCO Options

The DCO nmessage MUST carry at |east one RPL Target and the Transit
I nformation option and MAY carry other valid options. This
specification allows for the DCO nessage to carry the follow ng
options:

0x00 Padl

0x01 PadN

0x05 RPL Tar get

0x06 Transit Information
0x09 RPL Target Descri ptor

Section 6.7 of [RFC6550] defines all the above-nentioned options.
The DCO carries a RPL Target option and an associated Transit
Information option with a lifetinme of 0x00000000 to indicate a | oss
of reachability to that target.

3. Path Sequence in the DCO

A DCO nessage includes a Transit Information option for each

inval i dated path. The value of the Path Sequence counter in the
Transit Information option allows identification of the freshness of

t he DCO nessage versus the newest known to the 6LRs along the path

being removed. |If the DCOis generated by a commpn parent in
response to a DAO nmessage, then the Transit Information option in the
DCO MUST use the value of the Path Sequence as found in the newest
Transit Information option that was received for that target by the
common parent. |f a 6LR down the path receives a DCOwi th a Path
Sequence that is not newer than the Path Sequence as known from a
Transit Information option in a DAO nmessage, then the 6LR MJST NOT
renove its current routing state, and it MJST NOT forward the DCO
down a path where it is not newer. |If the DCOis newer, the 6LR may
retain a tenporary state to ensure that a DAOthat is received |ater

with a Transit Information option with an ol der sequence nunber is

ignored. A Transit Information option in a DAO nessage that is as
new as or newer than that in a DCO wi ns, neaning that the path
indicated in the DAOis installed and the DAO is propagated. Wen

the DCO i s propagated upon a DCO from an upstream parent, the Path

Sequence MJUST be copied fromthe recei ved DCO

4. Destination Ceanup Option Acknow edgment (DCO ACK)
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The DCO- ACK nmessage SHOULD be sent as a uni cast packet by a DCO
recipient in response to a uni cast DCO nessage with the 'K flag set.
If the 'K flag is not set, then the receiver of the DCO nessage MAY
send a DCO ACK, especially to report an error condition. The fornmat
of the DCO ACK message is shown in Figure 4.

0 1 2 3
01234567890123456789012345678901

i i i T i I S i e s o o i i
RPLI nstancel D | D| Fl ags | DCCsequence | DCO ACK St at us|
R s i e R i e oI S e S e S R i Tk T S S R S R i S
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+ +
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Fi gure 4: DCO ACK Base Object

RPLI nstancel D: 8-bit field indicating the topol ogy instance
associated with the DODAG as learned fromthe DI O

D The 'D flag indicates that the DODAG D field is present. This
flag MUST be set when a |ocal RPLInstancelD is used.

Flags: 7-bit unused field. The field MIST be initialized to zero by
the sender and MJST be ignored by the receiver.

DCOsequence: 8-bit field. The DCOSequence in the DCO ACK is copied
fromthe DCOSequence received in the DCO nessage.

DCO- ACK Status: Indicates conpletion status. The DCO ACK St at us
field is defined based on Figure 6 of [RFC9010] defining the RPL
Status Format. A StatusValue of 0 along with the "U bit set to O
i ndi cates Success / Unqualified acceptance as per Figure 6 of
[ RFC9010]. A StatusValue of 1 with the "U bit set to 1 indicates
"No routing entry’ as defined in Section 5.3 of this docunent.

DODAG D (optional): 128-bit unsigned integer set by a DODAG root
that uniquely identifies a DODAG This field MIJST be present when
the "D flag is set and MUST NOT be present when the 'D flag is
not set. The DODAG D is used when a local RPLInstancelDis in
use, in order to identify the DODAG D that is associated with the
RPLI nst ancel D.

5. Secure DCO ACK

A Secure DCO ACK nmessage follows the fornmat shown in [ RFC6550],
Figure 7, where the base nessage format is the DCO ACK nessage shown
in Figure 4 of this document.

DCO Base Rul es

1. If a node sends a DCO nessage with newer or different infornmation
than the prior DCO nessage transmission, it MJST increment the
DCOSequence field by at | east one. A DCO nessage transni ssion
that is identical to the prior DCO message transm ssion MAY
i ncrement the DCOSequence field. The DCOSequence counter follows
the sequence counter operation as defined in Section 7.2 of
[ RFC6550] .

2. The RPLInstancel D and DODAG D fi el ds of a DCO nmessage MJST have
the sane val ues as those contained in the DAO nessage in response



to which the DCO is generated on the combn ancestor node.

3. A node MAY set the "K' flag in a unicast DCO nessage to solicit a
uni cast DCO-ACK in response, in order to confirmthe attenpt.

4. A node receiving a unicast DCO nessage with the 'K flag set
SHOULD respond with a DCO-ACK. A node receiving a DCO nessage
without the 'K flag set MAY respond with a DCO ACK, especially
to report an error condition.

5. A node receiving a unicast DCO nmessage MJST verify the stored
Pat h Sequence in context to the given target. |If the stored Path
Sequence is as new as or newer than the Path Sequence received in
the DCO then the DCO MJST be dropped

6. A node that sets the 'K flag in a unicast DCO nessage but does
not receive a DCO ACK in response MAY reschedul e t he DCO nessage
transm ssion for another attenpt, up until an inplementation-
speci fic nunber of retries.

7. A node receiving a unicast DCO nessage with its own address in
the RPL Target option MJST strip off that Target option. |If this
Target option is the only one in the DCO nessage, then the DCO
message MJST be dropped.

The scope of DCOSequence val ues is unique to the node that generates
t hem

4.5. Unsolicited DCO

A 6LR may generate an unsolicited DCOto unilaterally clean up the
path on behalf of the target entry. The 6LR has all the state
informati on, nanely, the Target Address and the Path Sequence,
required for generating a DCOin its routing table. The conditions
under which a 6LR may generate an unsolicited DCO are beyond the
scope of this document, but possible reasons could be as follows:

1. On route expiry of an entry, a 6LR nay decide to graciously clean
up the entry by initiating a DCO

2. A 6LR needs to entertain higher-priority entries in case the
routing table is full, thus resulting in eviction of an existing
routing entry. In this case, the eviction can be handl ed
graciously by using a DCO

A DCO that is generated asynchronously to a DAO nmessage and is neant
to discard all state along the path regardl ess of the Path Sequence
MJUST use a Path Sequence val ue of 240 (see Section 7.2 of [RFC6550]).
This value allows the DCO to wi n agai nst any established DAO path but
to | ose against a DAO path that is being installed. Note that if an
ancestor initiates a unilateral path cleanup on an established path
using a DCO with a Path Sequence val ue of 240, the DCO wil |l
eventual |y reach the target node, which will thus be inforned of the
pat h invalidation.

4.6. Oher Considerations
4.6.1. Invalidation of Dependent Nodes

The RPL specification [ RFC6550] does not provide a nmechani sm for
route invalidation for dependent nodes. This docunment allows the

i nval i dati on of dependent nodes. Dependent nodes will generate their
respective DACs to update their paths, and the previous route
invalidation for those nodes should work in a manner simlar to what
is described for a switching node. The dependent node may set the
"I flag in the Transit Information option as part of a regular DAO



Sso as to request invalidation of the previous route fromthe conmon
ancest or node.

Dependent nodes do not have any indication regardi ng whet her any of
their parents have in turn decided to switch their parent. Thus, for
route invalidation, the dependent nodes may choose to al ways set the
"I flag in all their DAO nmessages’ Transit Information options.

Note that setting the "I’ flag is not counterproductive even if there
is no previous route to be invalidated.

4.6.2. NPDAO and DCO in the Sane Network

The NPDAO mechani sm provi ded in [ RFC6550] can still be used in the
same network where a DCO is used. NPDAO nessaging can be used, for
exanple, on route lifetine expiry of the target or when the node
sinmply decides to gracefully term nate the RPL session on gracefu
node shutdown. Moreover, a deploynment can have a mix of nodes
supporting the DCO and the existing NPDAO mechanism It is also
possi bl e that the sane node supports both NPDAO and DCO signaling for
route invalidation.

Section 9.8 of [RFC6550] states, "Wen a node renoves a node fromits
DAO parent set, it SHOULD send a No-Path DAO nmessage (Section 6.4.3)
to that renmoved DAO parent to invalidate the existing route.” This
docunent introduces an alternative and nore optim zed way to perform
route invalidation, but it also allows existing NPDAO nessaging to
work. Thus, an inplenentation has two choices to nake when a route
invalidation is to be initiated:

1. Use an NPDAO to invalidate the previous route, and send a regul ar
DAO on t he new pat h.

2. Send a regular DAO on the new path with the "I’ flag set in the
Transit Information option such that the common ancestor node
initiates the DCO nessage downstreamto invalidate the previous
route.

Thi s docunent recommends using option 2, for the reasons specified in
Section 3 of this docunent.

Thi s docunent assunes that all the 6LRs in the network support this
specification. |If there are 6LR nodes that do not support this
docunent that are in the path of the DCO message transm ssion, then
the route invalidation for the corresponding targets (targets that
are in the DCO nessage) may not work or may work partially.
Alternatively, a node could generate an NPDAO if it does not receive
a DCOwith itself as the target within a specified tine linit. The
specified time linmt is deploynent specific and depends upon the
maxi mum depth of the network and per-hop average | atency. Note that
sendi ng an NPDAO and a DCO for the sane operation would not result in
unwant ed side effects because the acceptability of an NPDAO or a DCO
depends upon the Path Sequence freshness.

4.6.3. Considerations for DCO Retries

A DCO nessage could be retried by a sender if it sets the 'K flag
and does not receive a DCO-ACK. The DCOretry time could be
dependent on the maxi mum depth of the network and average per-hop
latency. This could range from2 seconds to 120 seconds, dependi ng
on the deploynment. |If the latency limts are not known, an

i mpl ementation MUST NOT retry nore than once in 3 seconds and MJST
NOT retry nore than three tines.

The nunber of retries could al so be set depending on how critical the
route invalidation could be for the deployment and the |ink-Iayer
retry configuration. For networks supporting only Milti-Point to



Poi nt (MP2P) and Point-to-Miltipoint (P2MP) flows, such as in
Advanced Metering Infrastructure (AM) and telenetry applications,
the 6LRs may not be very keen to invalidate routes, unless they are
hi ghly menmory constrai ned. For honme and buil ding aut omati on networ ks
that may have substantial P2P traffic, the 6LRs might be keen to
invalidate efficiently because it may additionally inpact forwarding
efficiency.

4.6.4. DCOwith Multiple Preferred Parents

[ RFC6550] allows a node to select nultiple preferred parents for
route establishnent. Section 9.2.1 of [RFC6550] specifies, "Al DAGCs
generated at the sane tinme for the same target MJST be sent with the
same Path Sequence in the Transit Information."” Subsequently, when
route invalidation has to be initiated, an NPDAO, which can be
initiated with an updated Path Sequence to all the parent nodes
through which the route is to be invalidated, can be used; see

[ RFC6550] .

Wth a DCO the target node itself does not initiate the route
invalidation; this is left to the common ancestor node. A comon
ancestor node when it discovers an updated DAO from a new next hop,
it initiates a DCO. It is recomended that an inplenmentation
initiate a DCO after a tine period (Del ayDCO such that the common
ancestor node may receive updated DAGs fromall possible next hops.
This will help to reduce DCO control overhead, i.e., the comon
ancestor can wait for updated DACs fromall possible directions
before initiating a DCO for route invalidation. After timeout, the
DCO needs to be generated for all the next hops for which the route
i nval i dation needs to be done.

Thi s docunent recommends using a Del ayDCO ti mer val ue of 1 second.
This value is inspired by the default Del ayDAO tiner value of 1
second [ RFC6550]. Here, the hypothesis is that the DAGs from all
possi bl e parent sets would be received on the comopn ancestor within
this time period.

It is still possible that a DCOis generated before all the updated
DACs fromall the paths are received. In this case, the ancestor
node woul d start the invalidation procedure for paths from which the
updated DAO is not received. The DCO generated in this case would
start invalidating the segnments al ong these paths on which the

updat ed DACs are not received. But once the DAO reaches these
segnents, the routing state woul d be updated al ong t hese segnents;
this should not |ead to any inconsistent routing states.

Note that there is no requirenment for synchronizati on between a DCO
and DAGCs. The DelayDCO timer sinply ensures that DCO control

over head can be reduced and is only needed when the network contains
nodes using multiple preferred parents.

5. | ANA Consi derati ons

| ANA has all ocated codes for the DCO and DCO ACK nessages fromthe
"RPL Control Codes" registry.

[ el sy el o
| Code | Descri ption | Ref erence |
| Ox07 | Destinati on C eanup Object | This document |
R o e e e e e e e e e e e e e e e e e e e e mmmmmaa o - T +
| 0x08 | Destination Cleanup Object Acknow edgnent | This docunent |
S . S I +
| Ox87 | Secure Destination O eanup Object | This docunent |
oo e I IRy +



| Acknow edgmnent |

Table 1: New Codes for DCO and DCO ACK Messages
| ANA has allocated bit 1 fromthe "Transit Information Option Flags”
registry for the "1’ flag (lInvalidate previous route; see
Section 4.2).

5.1. New Registry for the Destination Ceanup Obhject (DCO Flags

| ANA has created a registry for the 8-bit Destination C eanup Object
(DCO Flags field. The "Destination C eanup Object (DCO Fl ags”
registry is located in the "Routing Protocol for Low Power and Lossy
Net wor ks (RPL)" registry.

New bit nunbers may be allocated only by | ETF Review [ RFC8126]. Each
bit is tracked with the follow ng qualities:

* Bit nunber (counting frombit O as the nost significant bit)
* Capability description
* Defining RFC

The following bits are currently defined:

| Bit nunber | Descri ption | Ref erence |
| 0 | DCO- ACK request (K) | This document |
R o e e e e e e e e e S +
| 1 | DODAG D field is present (D) | This docunent |
Fom e e o - o e e e e e e e i e o +

Tabl e 2: DCO Base Fl ags

5.2. New Registry for the Destination C eanup Ohject (DCO
Acknowl edgnent Fl ags

| ANA has created a registry for the 8-bit Destination Ceanup Object
(DCO Acknow edgnment Flags field. The "Destination C eanup bject
(DCO Acknow edgment Fl ags" registry is located in the "Routing
Protocol for Low Power and Lossy Networks (RPL)" registry.

New bit nunbers may be allocated only by | ETF Review [ RFC8126]. Each
bit is tracked with the follow ng qualities:

* Bit nunber (counting frombit O as the nost significant bit)
* Capability description
* Defining RFC

The following bit is currently defined:

[ ity s e e e e s el e
| Bit nunber | Descri ption | Ref erence |
| 0 | DODAG D field is present (D) | This docunent |
R o e e e e e e e e e o T +

Tabl e 3: DCO ACK Base Fl ag

5.3. RPL Rejection Status Val ues
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Thi s docunent adds a new status value to the "RPL Rejection Status”
subregistry initially created per Section 12.6 of [RFC9010].

f oo el oo sy e e
| Value | Meani ng | Ref erence |
[ oo oo e ool el
| 1 | No routing entry | This document |
+------- R i i I +

Table 4. Rejection Value of the RPL Status
Security Consi derations

Thi s docunent introduces the ability for a combn ancestor node to
invalidate a route on behalf of the target node. The common ancest or
node could be directed to do so by the target node, using the I

flag in a DCO s Transit Information option. However, the comon
ancestor node is in a position to unilaterally initiate the route
invalidation, since it possesses all the required state informtion,
nanely, the Target Address and the correspondi ng Path Sequence.

Thus, a rogue comopn ancestor node could initiate such an
invalidation and inpact the traffic to the target node.

The DCO carries a RPL Status value, which is informative. New St at us

val ues may be created over tine, and a node will ignore an unknown
Status value. This enables the RPL Status field to be used as a
cover channel. But the channel only works once, since the nessage

destroys its own medium i.e., the existing route that it is
renmovi ng.

Thi s docunent also introduces an 'I’" flag, which is set by the target
node and used by the ancestor node to initiate a DCOif the ancestor
sees an update in the routing adjacency. However, this flag could be
spoofed by a malicious 6LR in the path and can cause invalidation of
an existing active path. Note that invalidation will work only if
the Path Sequence condition is also met for the target for which the
invalidation is attenpted. Having said that, such a malicious 6LR
may spoof a DAO on behalf of the (sub) child with the "I’ flag set
and can cause route invalidation on behalf of the (sub) child node.
Not e that by using existing nechanisns offered by [ RFC6550], a
mal i ci ous 6LR might also spoof a DAOwth a lifetine of zero or

ot herwi se cause denial of service by dropping traffic entirely, so
the new nechani sm described in this docunent does not present a
substantially increased risk of disruption.

Thi s docunent assunes that the security nechanisns as defined in

[ RFC6550] are foll owed, which nmeans that the common ancestor node and
all the 6LRs are part of the RPL network because they have the
required credentials. A non-secure RPL network needs to take into
consideration the risks highlighted in this section as well as those
hi ghl i ghted in [ RFC6550].

Al RPL nessages support a secure version of nessages; this allows
integrity protection using either a Message Authenticati on Code (MAC)
or a signature. Optionally, secured RPL messages al so have
encryption protection for confidentiality.

Thi s docunent adds new nessages (DCO and DCO ACK) that are
syntactically simlar to existing RPL nessages such as DAO and DAO
ACK. Secure versions of DCO and DCO ACK nessages are added in a way
that is simlar to the technique used for other RPL nessages (such as
DAO and DAC ACK) .

RPL supports three security nodes, as nentioned in Section 10.1 of
[ RFC6550] :



Unsecured: In this node, it is expected that the RPL control
messages are secured by other security mechani sns, such as |ink-
| ayer security. In this nbde, the RPL control nessages, including
DCO and DCO- ACK nmessages, do not have Security sections. Also
note that unsecured node does not inply that all nessages are sent
wi t hout any protection.

Preinstalled: |In this node, RPL uses secure nmessages. Thus, secure
versi ons of DCO and DCO ACK nessages MUST be used in this node.

Aut henticated: In this npde, RPL uses secure messages. Thus, secure
versi ons of DCO and DCO ACK nmessages MJUST be used in this node.
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Appendi x A. Exanpl e Messagi ng
A. 1. Exanpl e DCO Messagi ng

In this exanple, Node D (Figure 1) switches its parent fromB to C
Thi s exanpl e assunes that Node D has already established its own
route via Node B-G A-6LBR using pathseq=x. The exanpl e uses DAO and
DCO nessagi ng conventions and specifies only the required paraneters
to explain the exanple, nanely, the paraneter 'tgt’, which stands for
"Target option"; the value of this paraneter specifies the address of
the target node. The paraneter 'pathseq specifies the Path Sequence
value carried in the Transit Information option, and the paraneter

"I _flag’ specifies the 'I" flag in the Transit Information option.
The sequence of actions is as foll ows:

1. Node D switches its parent from Node B to Node C.

2. D sends a regular DAQ(t gt =D, pat hseq=x+1,1_flag=1) in the updated
path to C



3. C checks for a routing entry on behalf of D; since it cannot find
an entry on behalf of D, it creates a new routing entry and
forwards the reachability information of the target Dto Hin a
DAQ(t gt =D, pat hseq=x+1, | _fl ag=1).

4. Simlar to C, Node H checks for a routing entry on behalf of D,
cannot find an entry, and hence creates a new routing entry and
forwards the reachability information of the target Dto Ain a
DAQ(t gt =D, pat hseq=x+1, | _fl ag=1).

5. Node A receives the DAQ(tgt=D, pat hseq=x+1,1_flag=1) and checks
for arouting entry on behalf of D. It finds a routing entry but
checks that the next hop for target Dis different (i.e., Node
G . Node A checks the | _flag and generates the
DCQO(t gt =D, pat hseq=x+1) to the previous next hop for target D,
which is G Subsequently, Node A updates the routing entry and
forwards the reachability information of target D upstream using
the DAQ(t gt =D, pat hseq=x+1,1 _fl ag=1).

6. Node G receives the DCO(t gt=D, pat hseq=x+1). It checks to see if
the received Path Sequence is later than the stored Path
Sequence. If it is later, Node Ginvalidates the routing entry
of target D and forwards the (un)reachability information
downstreamto B in the DCQO(tgt=D, pat hseq=x+1).

7. Simlarly, B processes the DCQ(tgt=D, pat hseq=x+1) by invalidating
the routing entry of target D and forwards the (un)reachability
i nformati on downstreamto D.

8. Dignores the DCO(tgt=D, pat hseq=x+1), since the target is itself.

9. The propagation of the DCOw || stop at any node where the node
does not have routing information associated with the target. |If
cached routing information is present and the cached Path
Sequence is higher than the value in the DCO, then the DCOis
dr opped.

A. 2. Exanple DCO Messaging with Miultiple Preferred Parents

As shown in Figure 5, node (N41) selects multiple preferred parents
(N32) and (N33). The sequence of actions is listed below the figure.

(6LBR)

I
(N11)
[\
/ \

/ \
(N21)  (N22)
/ I\

/ / \
/ / \
(N31) (N32) (N33)
: | /

| /
S
(N41)

Fi gure 5: Sanple Topol ogy 2
1. (N41) sends a DAQ(tgt=N41, PS=x,1 flag=1) to (N32) and (N33).

Here, 'I _flag' refers to the Invalidation flag, and 'PS refers
to the Path Sequence in the Transit Information option.



2. (N32) sends the DAQ(tgt=N41, PS=x,| flag=1) to (N22). (N33) also
sends the DAQ(tgt=N41, PS=x,| flag=1) to (N22). (N22) |earns
multiple routes for the same destination (N41) through nmultiple
next hops. (N22) may receive the DAGCs from (N32) and (N33) in
any order with the | _flag set. The inplenentation should use
the DelayDCO timer to wait to initiate the DCO If (N22)
receives an updated DAO fromall the paths, then the DCO need
not be initiated in this case. Thus, the routing table at N22
shoul d contain (Dst, NextHop, PS): { (N1, N32,x), (N41, N33,x) }.

3. (N22) sends the DAQ(tgt=N41, PS=x,1 _flag=1) to (N11).

4. (N11) sends the DAQ(tgt=N41, PS=x,| flag=1) to (6LBR). Thus, the
conpl ete path is established.

5. (N41) decides to change the preferred parent set from
{ N32, N33 } to { N31, N32 }.

6. (N41) sends the DAQ(tgt=N41, PS=x+1,1 flag=1) to (N32). (MN41)
sends the DAQ(tgt=N41, PS=x+1,1 flag=1) to (N31).

7. (N32) sends the DAQ(tgt=N41, PS=x+1,1 flag=1) to (N22). (N22)
has multiple routes to destination (N41). It sees that a new
Pat h Sequence for Target=N41 is received and thus waits for a
predetermned tine period (the DelayDCO tine period) to
i nval i date another route { (N41),(N33),x }. After the tine
period, (N22) sends the DCO(tgt=N41, PS=x+1) to (N33). Also
(N22) sends the regular DAQ(tgt=N41, PS=x+1,1_flag=1) to (N11).

8. (N33) receives the DCO(t gt =N41, PS=x+1). The received Path
Sequence is the latest and thus invalidates the entry associated
with the target (N41). (N33) then sends the DCQO(tgt=N41l, PS=x+1)
to (N41). (MN41l) sees itself as the target and drops the DCO

9. From Step 6 above, (N31) receives the
DAQ(t gt =N41, PS=x+1,1 _flag=1). It creates a routing entry and
sends the DAQ(tgt=N41, PS=x+1,1 flag=1) to (N21). Simlarly,
(N21) receives the DAO and subsequently sends the
DAQ(t gt =N41, PS=x+1,1 flag=1) to (N11).

10. (N11) receives the DAQ(tgt=N41, PS=x+1,1_flag=1) from (N21). It
waits for the Del ayDCO timer, since it has multiple routes to
(N41). (N41) will receive the DAQ(tgt=N41, PS=x+1,1 flag=1) from
(N22) from Step 7 above. Thus, (N11) has received the regul ar
DAQ(t gt =N41, PS=x+1,1 flag=1) fromall paths and thus does not
initiate the DCO

11. (N11) forwards the DAQ(tgt=N41, PS=x+1,1_flag=1) to (6LBR), and
the full path is established.

Acknowl edgnent s
Many thanks to Al varo Retana, Cenk Gundogan, Sinon Duquennoy,
Geor gi os Papadopoul os, and Peter van der Stok for their review and
comments. Alvaro Retana hel ped shape this docunent’s final version
with critical review comments.

Aut hors’ Addresses

Rahul Arvind Jadhav (editor)

Huawei
Wiitefield
Kundal ahal I'i Vill age

Bangal ore 560037
Kar nat aka



I ndi a

Phone: +91-080-49160700
Email: rahul .ietf@mail.com

Pascal Thubert

Cisco Systems, Inc.

Buil ding D

45 Al ee des Ornes - BP1200
06254 MOUG NS - Sophia Antipolis
France

Phone: +33-497-23-26-34
Enmai | : pt hubert @i sco. com

Rabi Narayan Sahoo
Huawei

Wiitefield

Kundal ahal I'i Vill age
Bangal ore 560037

Kar nat aka

I ndi a

Phone: +91-080-49160700
Enmai | : rabi narayans0828@nmmai | . com

Zhen Cao
Huawei

W Chang’ an Ave
Bei jing

Chi na

Emai | : zhencao.ietf @mail.com



